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1 OPC UA komunikace

Tento text poskytuje ndvod, jak zprovoznit komunikaci mezi klientem v Labview a serverem vytvorenym
v PLC SIMATIC S7-1500.

Potrebné soubory Ize najit ve slozce:
g:\1-WP04__TLUMENI\_CVUT-PRAHA\KONSTRUKCE_VYVOJ\_merici SW\2017_08_03_OPC_UA\
LabView

Zde lze najit projekt v LabView: OPC UA komunikace.lvproj:

q:\1-WP04__ TLUMENI\_CVUT-PRAHA\KONSTRUKCE_VYVOJ\_merici
SW\2017_08 03_OPC_UA\LabView\ OPC UA komunikace.lvproj

TIA Portal
Zde lze najit také projekt v TIA portalu: PLC_komunikace_ OPC_UA v1 V14.apl4d

q:\1-WP04__ TLUMENI\_CVUT-PRAHA\KONSTRUKCE_VYVOJ\_merici SW\2017_08_03_OPC_UA\TIA
Portal\PLC_komunikace_ OPC_UA_v1 V14\ PLC_komunikace_OPC_UA_v1 V14.apl4

Pomocny software

Slozka navic obsahuje pomocny software pro Windows UA Client 1500.exe, ktery umoznuje snadné
testovani komunikace.

g:\1-WP04__ TLUMENI\_CVUT-PRAHA\KONSTRUKCE_VYVOJ\_merici
SW\2017_08_03_OPC_UA\Client_pro_windows_pro_testovani_komunikace\OPC_UA_Client_1500\UA_
Client_1500\Application\UA Client 1500.exe

Podklady
Vhodné manualy jsou uloZeny ve sloZce

q:\1-WP04__ TLUMENI\_CVUT-PRAHA\KONSTRUKCE_VYVOI\_merici
SW\2017_08_03_OPC_UA\Podklady\

1.1 Pouziti aktualniho projektu

1) Stadispustit projekt a nahrat ho do PLC
q:\1-WP04__ TLUMENI\_CVUT-PRAHA\KONSTRUKCE_VYVOJ\_merici
SW\2017_08_03_OPC_UA\TIA
Portal\PLC_komunikace_OPC_UA_v1 V14\PLC_komunikace_ OPC_UA v1 V14.apl4
2) Spustit LabView projekt:
q:\1-WP04__ TLUMENI\_CVUT-PRAHA\KONSTRUKCE_VYVOJ\_merici
SW\2017_08 03_OPC_UA\LabView\ OPC UA komunikace.lvproj
a spustit VI Client. Vétsina proménnych je nastavena jako READ/WRITE (kromé do_0_0O a Led_01)

Komunikace se automaticky navaze.
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3) V pripadé problémi
V pripadé problémi je mozné spustit pomocny Software UA Client 1500.exe a zde sledovat stavy
proménnych, funkci Serveru nebo funkci Clienta. Zkontrolovat, jestli je pfipojeny ethernetovy
kabel. Ddle je moZzné ménit certifikaty a zkontrolovat nastaveni.

4) Nastaveniv LabView
Server endpoint URL: opc.tcp://192.168.1.101:4840
Security policy: None a Basic128Rsal5
Slozka s certifikaty: c:\ProgramData\National Instruments\certstore\opcua\
Meéla by obsahovat 3 soubory

SET <D 30,08
PLCc_X 509 Certificate_4 pix 1kB01.08.
=, JPLCc_X 509 Certificate_4 der 764 B01.08.
Client03 pix 1kB 01.08..
=, /Client03 der  745B01.08.

obr. 1: Potrebné certifikaty

Jméno certifikatu PLC: PLCc_X.509 Certificate_4.der (PLCc_X.509 Certificate_4.pfx tam
byt nemal!l!l)
Jméno certifikatu Clienta: Client03 (musi byt .pfx i .der)
Certifikaty Ize zkopirovat z:
g:\1-WP04__TLUMENI\_CVUT-PRAHA\KONSTRUKCE_VYVOJ\_merici
SW\2017_08_03_OPC_UA\Certifikaty\
5) Ujistit se, Ze v TIA portalu je pod PLC_1->RMB->Properties->OPC UA->Security->Secure channel-

>Automatically accept all client certificates during runtime je zaskrtnuto

JGeneraI ” 10 tags " System constants || Texts |

» DPinterface [X3] L 5 7 o
Startup
Cycle

Communication load Trusted clients
System and clock memory

SIMATIC Memory Card The global security settings for the certificate manager have been selected.

Systemn diagnostics Full functionalityis available.

PLCalarms To allow a connection to the server to be establiched for specific clients, their certificates can be added to the following list of trusted
= clients_To allow any client to establish a connection, you can enable the "Automatically accept all client certificates during runtime®
option.

-

-

Wieb server

DMS configuration

-

Display - -
ID  Common name of subject | Issuer valid until

.18  NIOPCUAApp CH=NI OPC UA App 71112021

Multilingual support
Time ofday

Frotection & Security R e E
OPC UA

General

-

L]

* Server

General

Options
- Security
Secure Channel
User authentication
Export

-

System power supply
Configuration control
Connection resources
Overview of addresses
* Runtime licenses

[\ Autematically accept all client certificates during runtime

OPCUA —
FroDiag
[ ——T—

oK 1 | Cancel ‘ "
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obr. 2: Zasktnout Automatically accept all client certificates during runtime

6) Pokud to pofdd nefunguje
Do slozky: c:\ProgramData\National Instruments\certstore\opcua\ vloZime pouze -certifikat
serveru (PLCc_X.509 Certificate_4.der). VSe ostatni smaZzeme. Spustime LabView a ve stejné
sloZce se vygeneruje certifikat pro Clienta. Ten je poté potieba nahrat do TIA portdlu. Nic nemazat.
Jsou potreby vSechny 3 certifikaty.

7) Zména certifikatl a uZivatelQ v TIA Portalu
Pokud chceme ménit certifikaty, ¢i uzivatele v TIA Portalu je nutné se nejprve prihlasit. Jméno a

heslo je patrné z obrazku.

¥ | 7] PLC_komunikace_OPC_UA_vi1_V14
ﬁ Add new device
i Devices & networks
~ [ PLC_1 [CPU 1516-3 PN/DP]
[IY Device configuration
%| Online & diagnostics

'l Frogram blocks User name: tomas

[ Technology objects Password: 123456789
External source files

s

L@ FLCtags User login

[ PLC data types

Egj,‘-"u‘atch and force tables . . i
&= Log into make changes to security settings:

E Online backups

-
=5 Traces
User name: |tu:urnas |

* T T Ww Ww v Ww v w

i Device proxy data

B8 Program info Password:

¢ PLC supervisions & alarms

E] PLC alarm text lists
¢ [ Local modules

¢ [ HMI_1 [KTP700 Basic PN]

¢ i Ungrouped devices

|********* | n

i E:'.' Global security settings
i? User login

obr. 3: Prihldseni do Global security setting v TIA Portdlu

Poté spustit Certificate manager -> Device certificates -> RMB -> Import -> Client03
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¥ 7 PLC_komunikace_OPC_UA v1_W14
ﬁl‘ Add new device
iy Devices & networks
~ [[J PLC_1 [CPU 1516-3 PN/DP]
[It pevice configuration

% Online & diagnostics

!—;i:; Program blocks

[% Technology objects
External source files
r:a PLC tags

[ PLC data types

I:c,[ Watch and force tables

[&) Online backups

.
¥3 Traces

[, Device proxy data

v ¥ ¥ F ¥ ¥ WY ¥ ¥Fr

B¢ Program info
[.f PLC supervisions & alarms
=] PLC alarm text lists
v [ Local modules
» [ HMI_1 [KTP700 Basic PN]
¢ Ed Ungrouped devices

- D’ Global security settings
§7 Userlogin
Mt Usermanagement
_.‘ﬂ] Certificate manager
» 23 Firewall
» [0 VPN arnuns |
[l Certificate authority (CA) [ [§] Device certificates |[g] Trusted certificates and root cert...
=
Device certificates
ID | Commaon name of su.. | Issuer Valid to Used as Private key
14 PLCc siemens TA Project(... 7/20/2037 OPCUAclientiserver.. Yes
15  UAClient 1500 UA Client 1500 7182019 Certificate No
19 NIOPCUA App NI OPCUA App 7h112021 Certificate No

obr. 4: Spradva certifikatu
(Pfi aktualnim nastaveni TIA Portdlu, by to mélo fungovat i bez certifikatu)

Vice o certifikatech je v kapitole Postup pfi vytvareni certifikat(

1.2 Novy projekt

Doporucuji nejprve vytvofit server na PLC. Poté se k nému pfipojit jako Client pfes Pomocny software a

pokud to funguje pfipojit se pres LabView.
TIA Portal
Drzet se ndvodu OPC_UA Client_S7-1500_DOKU_V11_en.pdf ve slozZce

q:\1-WP04__TLUMENI\_CVUT-PRAHA\KONSTRUKCE_VYVOI\_merici
SW\2017_08_03_OPC_UA\Podklady\

Nejprve sledovat kapitolu 2.1.

1) Spustit server (defaultné je vypnuty) v novém projektu
2) Nastavit globalni nastaveni bezpecnosti
3) Konfigurace OPC UA bezpecnostni politiky (autorizace a Sifrovani)
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4) Préce s certifikaty (volitelné)
5) Vytvoreni uZivatele (volitelné), (nezkousel jsem to)
6) Umoznit pFistup ke ¢teni Tagl
Marne Data type Startwalue Retain Accessible frarn HMIWOPC UA Rivrita..
1 < * Static
2 <me rryEool Bool true ] =] =]
g dme  myByte Byte 16448 ] M M
4 41 = Friyiiard iford 1 6#CDEF =) v v

obr. 5: Zaskrtnout Accessible from OPC UA
Poté pro testovani projit kapitolu 2.3 (staci zbézné, Pomocny software je intuitivni)

LabView

Ulozit aktudlni projekt pod jinym jménem a editovat ho. Editovat VI Client. Program je hojné
komentovany, takZe Uprava by neméla byt problém.
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2 Dalsi

2.1.1 Poznanky k OPC UA v LabView

Create certificate VI vytvofi public key i private key. (verejny a soukromy klic)
Verejny kli¢ ma koncovku .der

Soukromy kli¢ ma koncovku .pfx

Authentication = user name + password

Hostname = IP adresa nebo computer name

security policy
none - ignoruje bezpecnost

The public key and private key must have the same name 1111111

Verejny a soukromy kli¢ musi mit stejné jméno a musi byt ve stejném adresafi.

Certifikaty je nutné v LabView kopirovat manudiné

Na obou zarizenich musi byt nastaven stejny cas!!!!

2.1.2 Address space OPC UA serveru

Je potfeba v LabView, aby bylo mozZné zadat, co chceme precist.
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Address Space

€3 3:hitp:

Jiwww.sizmens.com/simatics7-opcua

(D Root

4 D Objects

<%

4

DeviceSet
PLC_1
¢» Counters
% DataBlocksGlobal
> o IEC_Timer_0_DB
4 S, MyDB
% DataBlocksInstance
¥ DeviceManual
¥ DeviceRevision
¥ EngineeringRevision
¥ HardwareRevision
o% Inputs
¥ Manufacturer
<% Memory
MyValue
> € StartTimer
+ @@ TimerExpired
> @ TimerExpiredMerker
¥ Model
¥ OperatingMode
¢ Orderliumber

* e Outputs

> &

¥ RevisionCounter
¢ Scrialiumber

¥ SoftwareRevision
oo Timers

Server

»L'-:lTypes

.71 Views

m

obr. 6: Ukdzka adresového prostoru serveru [s 71500_communication_function_manual_en-US_en-US na strané

Zapis

Zatizeni.Blok_dat_kde _je promena_ulozena.Jmeno_promenne

Napft.: PLC_1.Memory.MyValue

Toto se nejsnaze zjisti pomoci pomocného softwaru: ,OPC UA client S7-1500“ v zalozce Browse Nodes-
>0Objects->PLC_1->Memory->Led_01

2.1.3

Postup pfi vytvareni certifikatl

Takto to funguje automaticky (napf. pomocny software). V pfipadé LabView je tfeba certifikaty kopirovat
manualné).

CeskE
VYSOKE
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OPC UA Client OPC UA Server
Session.Create

o
' | o)

—p  Server.der Client.der - Client.der Server.der

(2) ! I

Table 3-5
No. Description

1. When establishing a connection to the server (Session.Create), the client
receives the server certificate via the server endpoint.

2. The client program can then decide how it deals with the certificate: Reject or
accept.

3. In the same process the client sends its certificate to the server. The server
rejects the certificate at first and then stores it in a reject folder.

4. As aresult, the client certificate has to be accepted manually by an administrator
on the server. In most cases, this is done by an administrator copying the client
certificate from a reject folder into a trusted folder.

Note For the OPC UA Server of the S7-1500 the client certificate has to be loaded via
the TIA Portal onto the controller, in order to accept it.

programming-guideline-for-s71200-s71500_2014-09_en.pdf na strané 19
Manualné

1) Vytvorit certifikat serveru (PLC)

2) Zkopirovat ho do slozky, kde LabView ukladad certifikaty (c:\ProgramData\National
Instruments\certstore\opcua\)

3) Otevrit Clienta v LabView. Nastavit zddané bezpecnostni protokoly.

4) Spustit Clienta v LabView. Ten vygeneruje certifikat Clienta. (s Zadanymi bezpecnostni protokoly)

5) Nahrat certifikat Client03 do TIA portdlu.
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3 Komunikace se zabezpecenim pomoci
certifikatu

Postup:

1. Spustit server jako v pfedchozim pfipadé
2. Nastavit ¢as PLC
Online & Diagnostic ->Go online->set time

Froject Edn View Insert Online Options Tools Wndew Help T —
Y Wl seeproject & ¥ 1500 X 9 @: 50K B Q F Goonine f Gootine §2 WP X | || - PORTAL
J Devices Options (%]
o} (| | oriine sceess =]
8 = : Settime =
» Disgnstics [P0 operator panel 5
~ ) PLC_ kemuniksce_OPC_UAI_ V144 @ ~ . H
W Add new device P pddecss PLC_1 [CPU 1516-3 PNIDP] ES
gh Devices & netnurks & W AunisTor Wl
~EAcouvisneamed @@ 2 Forrune pie HE EsROR St
Y Cevice confguration s5ign PROFINET device =
e Reset to factory setings AT s |2
» G rogam blocks o] tomumemonycan d Il -8
» [ Technologyebiecs Save service dats Mode selector: RN W
» G Exzamal source fles Module time c
» [ cags ° Wovember 27, 2017 o] [oe:iias ma[3] H
» () PLC Bota ypes - i
» (53 vistch and force tables 2] Teke from PGIPC Appy 1<l .
» [ig Online backups ~ | Cycle time
» [ e
» [§ Device praydata
B Program infe |
FLC supenvisions & lams I
FLC alorm texists
» [ Online card data
» [ Local modules
» [ L1 [KTP700 Basic oH]
b i Ungrouped devices
~ 5% Global security setings
it userlogin
i Lser management X L1 >
4l Cerificats manager = ~ | Memary
< _ u >
Losd memo
~ Details view ¥ S
Work mamory
Were mamary moe
Home Free 397
Wore mamory daw
< ' > [ Free sz
S Properties | *uInfo | % Diagnostics Remin memery
General | Cross-references Compile Free. 2898
Q1[0 o il messages -
| Messge o
@ - -
0 ~ Hardware eanfiguration
] FLC_1 stopped.
) Hardware configuration war loaded successully.
0 Certficate consqurstion wes loaded successully
@ PLC 1 staned 1
o The saftware has not been loaded, because itis up-todate
@  Loading completed (erors: 0: wamings: 0).
@ Connected to PLC_1, via address IF=152.168.1.101

R [
e - —1L

3. Vygenerovat certifikat pro server (PLC)
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b FROFIMET interface [X1]
» PROFIMETinterface [X2]
» DFinterface [X3]
Startup
Cycle
Communication load
System and clock memory
SIMATIC Memory Card
P System diagnostics
PLC alarms
P Wieb server
DNS configuration
» Display
Multilingual support
Time of day
» Protection & Security
* OFPCUA
General
> Server
General
Options
b Security
Export
b System power supply
Configuration control
Connection resources
Overview of addresses
» Runtime licenses

11 1
J General || 10 tags ” System constants || Texts |
» General .
> Security

> > Secure Channel

Server certificate
The global security settings for the certificate manager have been selected.

Full functionality is available.

The server certificate is used to verify the servers identitywhen itis accessed and to enable endpoint security.

Server certificate:

Security policy

Mote: |When the "No security’ security policy is activated, every OPC UA client can still connect using this setting,

regardless of any security settings that follow.

Security policies available on the server:

Activate sec..  Name

Mo security
Basic128Rsal5-Sign
Basic128Rsa15-5ign & Encrypt
Basic256 - Sign

Basic256 -Sign & Encrypt
Basic2565ha256-Sign
Basic2565ha256 - Sign & Encrypt

DRRRE®C

obr. 7: Kliknout na 3 tecky a potom Add new certificate

4. Zvolit Self signed (jinak to nefunguje) a zapsat jmeno (napf. CertifikatServer)
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Create a new certificate X

CA

Choose how the new certificate is to be signed:

Selfsigned
O Signed by certificate authority

CAname: | 2: Siemens TIA Project{uUDjEouyd C-::-C'-.'I."'.'I v|

Certificate parameter

Enter the parameters for the new certificate:

Commen name of subject: |Certiﬁkat server] |

Signature: |cha256RSA [~]

Valid from: | November 27, 2017 01:40:12 FM [v|

Valid until: |November 27, 2037 12:00:00 AM |[«|

Usage: | OPC UA client & server |V|
Subject Alternative MName Type value
(SAN): LRI [ =] urn:PLC_server
IF 192.168.1.101
IF 192.168.0.101
Add ne
<] i I[>]
| oK | | Cancel |

obr. 8: Zvolit self signed
5. Exportovat certifikdt a neménit jeho jméno

Certificate manager -> Device certificates ->CertifihatServer->RMB->Export (neménit jméno)
CertifikatServer_X.509 Certificate_6.der

6. Vlozit certifikat do sloZky pro certifikdty na SbRIO
/var/local/natinst/certstore/opcua/CertifikatServer_X.509 Certificate_6.der

7. Nastavit aktuatllni ¢as na SbRIO v NI Max!!!!

8. Spustit LabView a tim vygenerovat certifikat pro Clienta. Vygeneruje se certifikat s koncovkou .der
a .pfx. Oba musi zlstat ve stejné sloZce.

VZP €. V-rr-ccc | 11
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C

: oietfuje certifikaty, IP adresu serveru a nastaveni bezpec'nosti|

server endpoint URL
abe

opctcp://102.168.1.101:4840

[Iméno certifikatu serveru]

SECUT]

ity policy

Icer‘tifi kat02_X.509 Certificate 6

certificate path

skud existuje, nestane se

certifikat(l

re sloice (dole) ulozen

£

Mz |
(25}

|“n fvar/local/natinst/ certstore/opcua//certifikati2_x.509 Certificate_G.der
|% /var/local/natinst/ certstore/opcual/ certifikat03_X.503 Certificate_10.der

|‘L JSvar/local/natinst/ certstore/opcua/certifikat0l }""‘"

obr. 9: Program v LabView

Pozn.: Druhé VI Create certificate je nadbytecné. DlOvodem je funkce komunikace bez certifikatQ.
Komunikace bez certifikat( funguje pouze, pokud je ve sloZce s certifikaty pfitomen certifikat serveru

s

(verejny kli¢ .der) i oba certifikaty Clienta. Druhé VI Create certificate vytvari pouze dummy certifikate pro

ladéni. Je mozné ho z programu odebrat.

Usporadat «
[ Oblibené polozky

M Plocha

B8 Stazené soubory E certifikat)3 X500 Certificate 10.der

4 Knihovny
3 Dokumenty
& Hudba

(=] Obrazky
BE vides

M poéitaé

€ Sir

Polozky: 3

===
&9 ()~[) « 192168110 » etc » naiinst b share » censtore » opcus - [ [ Protiedar: opeua 3
- @
Y rtifikat0l.d = | certifikatl pfx
1, Naposledy navitiver certinka & (J:E‘) certifikatitl.p

obr. 10: Obsah sloZky s certifikdty (nic jiného neni tfeba)

9. Nadist Certifikat Clienta do Tia Portalu
RMB na volny fadek->Import-> vybrat pfisl
certifikat01.der). Jeho jméno v tabulce bude jiné (N

usny certifikdt s koncovkou .der (napf.
| OPC UA APP). Vhodné je orientovat se podle

data platnosti. V tabulce je také vidét certifikat Serveru, ktery byl vytvofen v minulych krocich

(CertifikatServer).
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3_NEWPLC_komunikace A_v1_VI4WPLE_komunikac

Project Edit View nsen Onine Opions Tools wWiadew Help

(% B sveproject & M5 E Q¥ caonline J

Totally Integrated Automation
PORTAL

Devices il Centificate authority (CA) | |l Device centificates o) Trusted centificates and root cert..| | Options
i (=)= = =
Device certificates.
= ] PLC_komunikace_OPC_UA v V14 D Commen name of su..|ssuer valid 10 Used a3 Frivate key
I Add new deviee 1 A Slemens TA Projectl... 772012037 OPC U client | server_ Tes
o Devices & networks 15 UAClent 1500 U Client 1500 2018 Criticate ™
» [ PLC_T [P 15163 PR 26 Cersfkatéener Cenifkotserer 12712087 OPC U cliert | server_ vz
» [ w1 [K700 Basic Pr] 27 MIOPC UA App M OPC UA App 11162021 Cenificate Mo
» i Ungrouped devices
~ 5 Clobal security setings
i1 userlogin
e
4 cenifcate mansger
» B Firewa
» [ vPh groups =
» e
» [ RADIUS
+ (3 Common dara

s L]

~ |Find and replace
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obr. 11: Import certifikatu Clienta

10. Pridat oba certifikaty (NI OPC UA App a Certifikat server) do tabulky Trusted clients

RMB na PLC =>properties
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SIMATIC Memory Card
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» Wieb server
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Display
Multilingual support
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Protection & Security
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v Server
General
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Secure Channel
User authentication
Export

System power supply
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Connection resources
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e global security settings for the certificate manager have been selected.
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Cycle clients. To allow any client to establish a connection, you can enable the *Automatically accept all client certificates during runtime”

option.

ID | Common name of subject
6 CertifikatServer
27  NIOPCUA App

news

Issuer valid until
O=Siemens, C=DE, CN=C_.. 11{27/2037
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D Autormatically accept all client certificates during runtime

obr. 12: Priddni certifikatu do tabulky Trusted certificates

V tuto chvili by komunikace méla fungovat.
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b. Manual for Pick & Place Robot with Machine Vision
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1. Hardwarové zapojeni

a. Pripravime si PLC pult s oznacenim ,,PLC 1, stavebnici s robotem ,Vacuum
Gripper Robot” s oznacenim ,PLC 1, vestavné zatizeni NI myRIO a ostatni dily
pro system strojového vidéni.

b. Pfipojime dily k stavebnici (viz Obraz 1, Obraz 2)

c. Propojime PLC pult se stavebnici pomoci konektoru.

d. Propojime PLC pult s routerem pomoci Ethernet kabelu.

e. Propojime “, vestavné zafizeni s kamerou pomoci USB kabelu.

f.  PLC pult pfipojime na napajeni 220V do zasuvky.

g. Pockame aZ nastartuje PLC.

h. Vestavné zafizeni pfipojime na napajeni 220V do zasuvky.

2. Kalibrace

a. Stiskneme ,Calibrate” pro vstup do modu kalibrace.

b. Zapneme ,Calibration”.

c. Polozime kalibra¢ni desku jak na Obraz 3.

d. Stiskneme tlacitko pro kalibrace pfislusné barvy (,Calibrate Red/Blue/Green”).

e. Pockame az RGB parametry zméni, budou * konstantni a nebudou zaporny
(tlacitko kalibrace musi byt stisknuto colou dobu).

f.  Kroky c-e opakujeme pro ostatni barvy.

g. Vypneme ,Calibration”.

h. Stiskneme ,Back” pro vraceni do vyberu modu.

3. Ovladani robotu — Pick & Place

oo o

> @ =0

Zvolime méd ,Pick and Place”.
Stiskneme ,,Reference” pro reference robotu.
Vyckdme na zreferovani robotu — ,State” bude ukazovat 30.
Polozime dilec na pracovni prostredi (libovolny kromé Sestithelniku; hladka
strana nahoru).
Stiskneme ,Locate”.
Stav se zméni na 40.
Stav bude ukazovat 50, jestli dilec nalezen.
Zkontrolujeme, jesli parametry dilce jsou spravny:
e Barva: 0 — ¢ervend, 1 — modrg, 2 — zeleng;
e Tvar: 0 — Sestiuhelnik (nepouziva se), 1 — Ctverec, 2 — kruh.
Vybereme jednu z mozZnosti:
e Jestli parametry jsou spravny, stiskneme ,,Pick & Place” pro premisténi
dilce do uloznyho prostoru.
e Jestli se stala chyba, stiskneme ,,Reset” pro vraceni do stavu 30.
Vycékdme na ukonceni procesu — stav bude ukazovat 30.
Kroky d-j miZzeme opakovat pro ostatni dilce.
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4. Diagnostika

a. PLC:
e Mél by fungovat bez chyb;
e \/ pfipadé problému — restartovat.

b. myRIO — stav pozndme podle LEDO, LED1:
e LEDO blika x2 — Zadny chyby.
e LEDO blika x3 — chyba komunikace, potfeba restartovat (myRIO

zapiname jen po PLC!);

e LED1 sviti — detekce dilce je zapnuta.

5. Total Stop
a. P pripadé nebezpeci poskozeni zatizeni stiskne obsluha tlacitko , Total stop”.
b. Pro pokracovani v programu je nutno odmacknout tlacitko , Total stop” a na
obrazovce stisknout tlacitko ,,Resume®.

Obraz 2

Obraz 1
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