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© 2024 Bc. Jan Peřina. All rights reserved.
This thesis is school work as defined by Copyright Act of the Czech Republic. It has been submitted at
Czech Technical University in Prague, Faculty of Information Technology. The thesis is protected by the
Copyright Act and its usage without author’s permission is prohibited (with exceptions defined by the
Copyright Act).
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Abstract

Network anomaly detection is crucial for identifying issues in computer networks, with particular
significance in large-scale global networks like the Worldwide LHC Computing Grid, that is used
for processing data from CERN experiments.

This thesis aims to enhance or replace the existing heuristic network anomaly detection
algorithm, primarily designed to identify routing changes based on traceroute measurements
between global datacenters, generated through the perfSonar software.

The work demonstrates the informational richness of traceroute measurements and proposes
several Bayesian inference-based models to improve anomaly detection in traceroute data.

Keywords network anomaly detection, large-scale computer networks, traceroute, Bayesian
inference, anomaly detection models

Abstrakt

Detekce anomálíı v śıti je kĺıčová pro identifikaci problémů v poč́ıtačových śıt́ıch, zvláště pro
poč́ıtačové śıtě globálńıho rozsahu, jako je Worldwide LHC Computing Grid, který slouž́ı k
zpracováńı dat z experiment̊u prováděných v CERNu.

Tato práce si klade za ćıl zdokonalit nebo nahradit stávaj́ıćı heuristický algoritmus pro detekci
anomálíı v śıti, který byl p̊uvodně navržen pro identifikaci změn v śıt’ovém směrováńı na základě
traceroute měřeńı mezi centry po celém světě, která jsou generována prostřednictv́ım softwaru
perfSonar.

Práce demonstruje informačńı bohatost traceroute měřeńı a navrhuje několik model̊u založených
na Bayesovském učeńı, které maj́ı za ćıl zlepšit detekci anomálíı na základě traceroute dat.

Kĺıčová slova detekce anomálíı v śıt’ovém provozu, rozsáhlé poč́ıtačové śıtě, traceroute, Bayesovské
učeńı, modely pro detekci anomálíı
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Chapter 1

Introduction

In European Organization for Nuclear Research (CERN), scientists who gather from throughout
the world are trying to deepen our knowledge in the field of High Energy Physics. CERN is
probably mainly known to the general public for its research with particle colliders, which are
located underground next to the CERN headquarters near the French-Swiss border in Meyrin,
Switzerland.

The latest and also the largest of them is Large Hadron Collider (LHC)[1]. The LHC is
27 km long and is located in an underground tunnel. In this tunnel, beams of particles are
accelerated in opposite directions in a vacuum using very powerful superconducting magnets.
These magnets operate at temperatures lower than those in outer space. LHC was built with
the goal of finding rare physics processes and particles predicted by particle physicists. The
two beams of particles, rotating in opposite directions, cross at four points in the LHC. These
crossing points are located in the centre of cavities where four large particle detectors are built:
ALICE[2], ATLAS[3], CMS[4], and LHCb[5].

The purpose of these particle detectors is to monitor the results of collisions created by a
large number of particles colliding at these crossing points. The results of these collisions are
then registered, when passing through detectors, converted to analogue signals, preprocessed,
and stored. The preprocessed data are then transferred to storage facilities in CERN, which
involves regular disk storage and CERN Tape Archive (CTA) [6, 7, 8].

This process produces tens of PetaBytes of data per month. Processing them only using
CERN computational resources would require enormous investments in computational power,
infrastructure, and storage. This is why a global distributed computing infrastructure was built.
Worldwide LHC Computing Grid (WLCG) is an ecosystem of computing datacenters from all
over the world connected over the Internet. These datacenters, provided by academic institutions
involved in the LHC programme, are used to store and process the data generated by LHC
experiments. Currently, there are more than 170 datacenters, also commonly referred to as sites,
in 42 countries around the world that are available for scientific computation using roughly 1.4
million computers [9, 10, 11].

Connecting the data centres allowed the processing of the data to be done in a distributed
manner. The problem starts when data transmission is interrupted by network problems. This
idles the computing power until the problem is solved and the data is sent again. This bottlenecks
the whole process of analysing the data, which is why network monitoring is used to detect these
problems.

1



2 Introduction

1.1 Network monitoring, protocols & metrics

In order to be able to communicate with each other, the network devices must first understand
each other. To understand each other, devices use communication protocols, which are sets of
pre-defined messages and guidelines. These guidelines can then further specify what are the
proper responses to messages coming from other devices.

Applications using these communication protocols can then generate substantial amounts of
data, which are usually collected for analytical purposes. These data can, for example, contain
metrics, status messages, or device identification numbers.

These data can be processed using data mining techniques to extract valuable information
regarding the state of the network. These insights can help detect permanent or temporary
problems in the network, which can be caused by faulty configuration, malfunctioning devices,
or by malicious events such as Distributed Denial-of-Service (DDoS), or malware attacks.

Having a monitoring tool that can uncover these network issues would allow network admin-
istrators to remove the source of these problems faster. This would ultimately help improve the
overall performance and reliability of the network infrastructure, leading to increased efficiency.
The goal of this work is to find an alternative to the current heuristic algorithm, that detects
problems in the network based on traceroute data.

1.2 Protocols

Network protocols are used to allow devices to communicate with each other in a certain way.
Each protocol generates different types of data that can be used to uncover hidden network
problems. Some of them are briefly mentioned in the following section.

1.2.1 SNMP
For example, Simple Network Management Protocol (SNMP) [12] was developed to allow a sys-
tem administrator to collect information about devices by running SNMP agents on them, which
can then periodically send information about memory and processor usage, up-time, tempera-
ture, or throughput to the SNMP manager, which is a device, usually a server, that collects these
data.

These messages are used, for example, to detect anomalies based on the statistics using a
Hidden Markov Models (HMM) based algorithms [13], or to find correlation with other data
[14], which can allow a greater understanding of the behaviour of devices in the network and the
network as a whole.

1.2.2 SYSLOG
Another important protocol is SYSLOG [15], which allows the sending of unstructured log mes-
sages over the network. These messages can be of various severity levels, from 0 to 8, which can
be defined by the system administrators. These messages also contain textual messages about
events that take place, which can be a source of additional information.

In [16] Recurrent Neural Network (RNN) are used to convert the unstructured to one of the
predefined messages, which are then observed over time for anomalies.



Protocols 3

1.2.3 ICMP
Internet Control Message Protocol (ICMP) [17], which was developed under Defense Advanced
Research Projects Agency (DARPA) more than 40 years ago, allows devices to send control
messages to each other. It operates at the level of IP addresses between the devices responsible
for inter-network communication.

1.2.3.1 Ping

Ping is a network utility that uses ICMP messages to contact other devices connected to the
Internet network. It starts by sending the ICMP echo request to the destination (ping), asking
the destination device to respond with an ICMP response (pong). If any path is found over the
Internet network and the destination device responds, the source device calculates the duration
of the communication in milliseconds. If the destination device does not respond, either due to
the device being busy, absence of any network path from source to destination, or its firewall
blocking the ping, the ping will result in failure. Since the Internet network is densely connected,
it could happen that the ICMP message travels through the Internet indefinitely, which could
deadlock the Internet for a large number of these messages. Because of this, the TTL value, which
controls the maximum number of devices the ICMP message can pass through, also known as
hops. If the number of hops is greater than the maximum TTL, or the request time outs, the
destination is marked as unreachable and the ping is counted as failure.

Figure 1.1 Ping to cvut.cz showing average duration of 5ms based on five separate pings calls

Pings to the same destination are usually repeated multiple times, since the RTT value
changes due to the dynamic nature of the Internet network. These values are then usually aggre-
gated into more comprehensive statistics, such as total, min, max, and average RTT, together
with the rate of failed requests, also known as packet loss. This can be seen in Figure 1.1.

1.2.3.2 Traceroute

The traceroute utility is very similar to ping. It is also a network diagnostic tool that sends
ICMP messages from the source device to the destination device in order to track the path over
the computer network. However, since the ICMP messages cannot contain the whole path, the
main difference from ping is that traceroute starts sending the ICMP message from the source
device to the destination, but limits the message to travel only to the first device on the path,
setting the TTL value to 1. If that device responds, the source device will increase the TTL
value and send another message with the increased TTL value to the device that is one hop
further. This is repeated either until the destination device is reached, or when the TTL value



4 Introduction

exceeds the maximum TTL value, which is usually 30, but can be changed prior to running the
traceroute utility.

Figure 1.2 Traceroute to cvut.cz through 6 intermediate devices, where one did not reply

The result of the traceroute utility is a list of intermediate devices represented by their domain
name and IP address, together with RTT and ordered by the TTL value. It can happen that
some of the devices do not respond, and the request times-out. In that case, the device is marked
as unreachable and the corresponding line is replaced with an asterisk symbol (∗), which can
be seen, for example, in Figure 1.2 for TTL 6. The fact that the host is unreachable does not
necessarily indicate an issue with the device, unless it is systematically unreachable. The issue
with that is that there is no way to compute any statistics, nor detect that the device is not
working properly, unless there is at least some response from the device.

It is also worth mentioning that the output from the traceroute tool might not be deterministic
even for a fixed source and destination, since there can be certain segments of the path, where
multiple candidate devices are suitable for the path to a given destination. This can be, for
example, due to dynamic routing, or due to load balancing of servers that handle the traffic in
the Internet backbone, which can affect the result of the traceroute utility.

1.3 Network monitoring at CERN
In order to monitor such a large computational network, the network data are collected on the
side of each site. For example, throughput, latency, number of retransmissions, packet loss,
end-to-end delay, and traceroute data. This is managed by perfSonar software[18], a network
monitoring software that collects these data for a pre-defined set of sites. These measurements
are then uploaded to ElasticSearch [19], which is used as a database for network analytics.

The analytics platform then periodically runs various algorithms that use these data to detect
network problems. If a network problem is detected, the algorithm creates an alert that is then
propagated to a monitoring dashboard.

There is currently a heuristic algorithm which tries to detect network problems based on
traceroutes, namely the change in path. But it is believed to be underperforming. The goal of
this work is to either improve this heuristic algorithm or propose an alternative approach that
would be able to detect network problems based on traceroute data.



Chapter 2

Data & Alerts Analysis

In the following sections, the data used in this thesis are described and analysed to find useful
relationships in the data that could be used for the detection of anomalies. This is further
complemented by the analysis of the alarms created by the alerting algorithm, which is currently
being used, and also the analysis and discussion over the algorithm itself.

2.1 Dataset

The traceroute dataset contains measurements extracted from the results of the traceroute utility
enriched with additional attributes that are computed before the traceroute is uploaded to the
analytical platform. There are currently 81 unique source sites and 113 unique destination sites,
indicating that not all source sites are also a destination site, which may reflect the importance
of sites in CERN computing network architecture. For each site, there are multiple devices that
send traceroute probes to a subset of destination sites every few minutes. This can also be clearly
seen in Figure 2.2. The total number of records per day is presented in Figure 2.1. On average,
sites can produce up to roughly three million records daily; however, the number of records may
vary depending on the condition of the devices that collect the data within the sites.

Figure 2.1 Daily number of records over time (in millions) showing sudden dip in late January and
overall decrease of measurements since April

5
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Figure 2.2 Heatmap of traceroute tests done between the sites for 15 most frequent source sites

There are more than 3 million records in the first half of January being uploaded to an
ElasticSearch, then in late January there is a significant decrease in the number of records
being uploaded. After the initial decrease, the number of records began to gradually grow until
February, which was followed by a small, but gradual, decrease in records per day. In mid-April,
the average daily record count dropped again and began to approach 1.5 million, which became
a sort of a new daily standard with some variations in June, July, and August. Additionally,
there was also a slight increase in the number of records per day in late September.

From the raw traceroute result, the aligned sequences of TTL values, IP addresses, and RTT
values are extracted. If there were any unreachable routers on the traceroute, they are simply
skipped, but note that the information about the unreachable device is not lost due to the
difference in values of two neighbouring TTL values. For example, for the traceroute from 1.2,
the TTL sequence would look like the following: [1, 2, 3, 4, 5, 7, 8].

For the sequence of IP addresses, a list of Autonomous System (AS) numbers is obtained
using an AS translation table. The AS numbers contain additional information about the device
hierarchy and could be useful for analysis and can work as a group identification for the IP
addresses.

AS is a designation for a part of the computer network, where routing is predefined not only
for devices within this section of the network by a given set of routing rules (intra-routing), but
also for routing from one AS to another. This inter-AS routing is commonly maintained using
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the Border Gateway Protocol (BGP)[20] which allows more than one optimal path between the
AS. The AS are usually managed by one or more Internet providers, and each AS is identified
by a unique id from the range 0 - 65534, where some AS numbers are reserved. For example, the
AS numbers from 64512 to 65534 are reserved for private use and 0 is reserved for unrouted AS
[21].

In addition, inside each record is a SHA-1 hash of the AS sequence , which is currently being
used as an identification of the real route of the network, maximum RTT, and number of hops of
the traceroute, together with the IP address, domain name, and the name of both the destination
and the source.

The stored data also contain timestamps for when the measurement was created and uploaded
to ElasticSearch. These fields themselves do not bring much value, but if combined with the
statistics extracted from the rest of the fields, they can be used to get a better understanding and
valuable insights about how the state of the network developed over time. When the dimension
of time is present, time-series analysis and time-series methods can also be used, for example, to
check for presence of trend or seasonality. Lastly, based on the list of the IP addresses, several
Boolean fields are computed, which are described in the following subsections.

2.1.1 IPv6
As was previously mentioned, the traceroutes contain several Boolean variables, one of which
provides information on whether or not the communication was carried out using the IP protocol
version 6, or older version 4. Both versions are used for communication over the Internet, but
there are several ways in which they are different. For example, the IPv4 used 32-bit addresses,
but IPv6 uses 128-bit addresses. IPv6 comes with network security layer, which IPv4 does
not have [22]. Due to the differences between the two versions, seemingly identical network
operations for the user might in fact be implemented differently, which might result in different
measurements for both versions.

Information about the version of the IP protocol can be used, for example, to test whether
there is a significant difference between the behaviour of the traceroutes. For example, if IP
version 6 were to indicate that traceroutes would be less likely to include any unreachable devices
or have significantly lower RTT values, this could be a powerful argument to completely abandon
IP version 4.

2.1.2 Destination Reached
Another calculated field is based on the destination ip address, as the post-processing algorithm
checks that the last IP address in the sequence is the same as the destination IP address, meaning
that the traceroute probe successfully reached the destination. This can be useful to detect paths
or specific devices that might prevent network communication from reaching its destination.
However, if any device on the path blocks ICMP messages, for example to avoid potential network
attacks (e.g. DDoS using the ping utility), the destination would never be reached, which would
mean that the value might not be very useful in this case.

2.1.3 Path complete
This attribute is calculated using the sequence of TTL values by checking, whether or not the
sequence contains all the values from 1 to the maximum TTL, meaning that none of the devices
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within the path was unreachable. Having the path complete maximises the chance of getting the
most accurate insights about the state of the computer network devices.

2.1.4 Looping
Looping in this context means that, for a given route between the source and destination devices,
a certain device occurs more than once. There can be several reasons for this to be happening;
for example, it can be due to the wrong configuration of some routers along the path or due to the
presence of multiple paths between the source and destination, through which the communication
is routed dynamically.

a

b

g

c

d
e

f

h

(a) Network paths

TTL Device RTT(ms)
1 g 0.34
2 h 0.56
3 e 1.23
4 e 5.56
5 f 2.45

(b) Traceroute results

Figure 2.3 Hypothetical example of a looping traceroute measurement

For example, consider a simple network represented by a graph in Figure 2.3. There are
two distinct paths from node a to node f , coloured blue and green. Now, for a hypothetical
traceroute measurement, the result could look like the one shown in Figure 2.3. The traceroute
starts at device a, then goes through g, then h, and then e. However, after that some event
forces the next ICMP message to go through the green path stopping again on the e device.
Subsequently, the final round goes all the way to the destination device f .

This shows that even when the blue path is shorter and is based on RTT probably faster,
sometimes it can happen that due to routing, the ICMP request goes through the green path.
Due to the longer green path, it was possible that the device e occurred twice in a row. This
way the configured router, or whole network segment may create communication issues, but also
can negatively influence the statistics from other network monitoring tools.

2.2 Analysis of the data
As mentioned in the previous section, the volume of the data is quite large. To facilitate manual
analysis, a decision was made to select only a subset of the time frame. Additionally, a site with
sufficient traffic was chosen, and only traceroute requests with this site as the destination were
the focus of the primary analysis.

This was done to reduce the volume of data, as analysing all of the sites at once would
require huge computational resources. Since the selected site contains traceroutes originating
from all over the world, it should be a sufficient source of information for analysis. Reducing
the number of sites in the analysis should also reduce the amount of noise that would be present
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when analysing all sites at the same time, as the distributions of RTT and TTL would likely
be different. Furthermore, this implies that the candidate model should be capable of learning
site-specific relationships or a unique model for each site would be required.

The final time period selected for analysis spans from the first of January 2023 to the thirty-
first of March 2023. The selected site for analysis is ”INFN-T1,” which is owned and managed
by the Italian National Institute for Nuclear Physics.

Figure 2.4 Number of incoming traceroutes from other sites to INFN-T1

In this dataset, there are more than 3.2 million traceroute measurements from 65 different
source sites, each of them sending a different number of traceroute probes to the INFN-T1 site.
From the scatter plot of the average RTT over the entire time period (see Figure 2.5), it can
be observed that the total RTT for the vast majority of measurements is less than five seconds.
Throughout the observed period, there is a high variance in the total RTT, except for the late
January period, where the traceroutes appear to take less total time in general. This is likely due
to the smaller amount of data mentioned in a previous section. Except for this time period, the
majority of the traceroutes take around five seconds in total. There is also a noticeable number
of records with a total RTT between five and twenty seconds. Additionally, there are traceroutes
that took more than twenty seconds, although there appears to be very few of them.

The scatter plot is coloured according to the maximum RTT of each measurement. It is clear
that for most of the traceroutes with a total RTT greater than 20 seconds, there are some devices
responsible for the majority of the total time, indicating a delay in their response. There is also
one particular period between the second of February and the eleventh of February where the
same pattern occurs for a cluster of traceroutes with a total time less than 20 seconds, which
might indicate a network issue.
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Figure 2.5 Scatter-plot showing sum of RTT over time with a period with large RTT in early January

In most cases, the traceroutes have from seven up to eighteen hops (see Figure 2.6). However,
there are traceroutes with even more hops, going up to thirty hops, but these occurrences are
less likely. It is possible that the data with fewer than five hops might indicate some problems in
the network, as there appears to be a significant gap in frequencies. Additional examination has
revealed that there are actually two distinct varieties of traceroute data. The first kind consists
of traceroutes from sites that are indeed distant, up to five hops (for example, other INFN sites).
The second kind consists of traceroutes that finished prematurely. Since the opposite extreme,
where the route was much longer than usual, was also occurring for some sites, it might be worth
trying to model the number of hops in order to be able to detect these anomalous traces.
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Figure 2.6 Histogram of number of hops of traceroutes showing potential outliers near 0 and 1 hops

2.2.1 Boolean fields
Based on these visualisations, it seems that both RTT and TTL provide useful information on
the condition of the network. However, it is not yet clear whether there is any relation between
RTT and TTL. In Figure 2.7, there are four subplots with maximum TTL values on the X-axis
and maximum RTT values on the Y-axis, and for each of them, the traceroutes are coloured
based on one of the Boolean fields.

For the RTT and TTL, there appears to be no visual indication of a strong linear relation
between TTL and RTT. It seems that each TTL value has its own distribution of RTT values.
However, for the TTL values between 12 and 20, there is a significant increase in the maximum
RTT value.

Based on the first graph, it appears that traceroutes with fewer than seven hops usually do
not reach their destination. However, further investigation has revealed that this is not entirely
the case. Several sites send traceroute requests over long distances, and the average length of
these traceroutes is roughly 15 hops. However, there are some traceroutes that are much shorter
(4-5 hops), which means that they have not been successful, but ended prematurely.

For ”Path Complete”, it seems that most of the complete paths have fewer than seven hops.
However, this information is distorted by the way this field is calculated. It is true that the
longer the traceroute is, the more likely it is to contain a device that is unreachable. However,
if the traceroute fails before any device becomes unreachable, it is still counted as a complete
path. Combining the ”Destination Reached” and ”Path Complete” fields might yield valuable
information.

The third scatter plot is coloured according to the looping field. It appears that both looping
and non-looping traceroutes are present across the TTL values. There is a noticeable increase
in the concentration of looping traceroutes between 13 and 20 hops, which could suggest that
looping paths might affect the maximum RTT. However, the majority of traceroutes with a high
maximum RTT are not looping. There is also a set of TTL values (between 6 and 13) where
there seems to be very few looping traceroutes.

The last sub-plot is coloured based on the version of IP used for the traceroute. It seems that
both versions of IP span across the TTL values. There appears to be no visible relation between
the IP version and increased RTT.

Based on these visualisations, it seems that there are no visible patterns in the relation
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between the RTT, TTL, and the Boolean fields. However, they might still be useful for analysis.
For example, they can be used to sort the traceroutes into groups for further processing or to
monitor any changes in these values over time.

Figure 2.7 Comparison of RTT and TTL values coloured based on values from each Boolean field

In Figure 2.8, the records are grouped according to the combination of Boolean values and
their percentage representation within the data set, which results in 16 bins. The first notable
thing is that there are fewer than 5% complete paths. Then, for paths that are not complete,
most of the records are traceroutes that reached the destination and are not looping. There are
45% of IPv4 and 37% of IPv6 records. There also seems to be a relatively high number of looping
traceroutes, where most reach the destination (roughly 7%), but it seems that more of these are
using IPv4. The last significant group would be traceroutes that did not reach the destination
and are not looping, which is roughly 7.2%. However, it is interesting that the majority of these
are using IPv6.
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It might be interesting to analyse the traceroutes from each group separately to try to discover
interesting statistics about them, which could then be used. But this would require substantial
amounts of time and there is no guarantee that these statistics would be similarly distributed
for traffic from all the sites, which would affect the overall performance of the model.

Figure 2.8 Number of traceroutes per combination of Boolean fields

2.2.2 Traceroute clusters
Another point of view for the analysis might be to take into account the common traffic for a
given site or pair of sites. It might be valuable to determine if the RTT and TTL values are
regular or irregular across different time periods. Due to the way the networks are configured,
the routes between certain sources and destinations are also expected to follow a very similar
path in the vast majority of cases, as the goal of the computer network is to deliver messages
as soon as possible. There will definitely be some degree of variance, but for the same or very
similar path, the RTT values measured for each segment of the path should also likely have
similar values, unless an event with a negative impact on some part of the computer network
occurs. This event can shift the RTT towards larger values and can even result in some devices
being overwhelmed, rendering them unreachable for a certain period of time. Perhaps the most
reasonable direction would be to take into account all sequences of the RTT and TTL values to
gain insights, rather than just using their aggregations.

In Figure 2.9, six thousand traceroutes are represented with TTL values on the X-axis and
their respective RTT values on the Y-axis for the ten most frequent sites. This figure shows that
there is indeed a pattern for the routes between the pairs of source and destination sites. If a
ML algorithm were able to learn the usual route, it could be used as a baseline for identifying
irregular routes. For example, the usual RTT for the traceroute from GLOW to INFN-T1 (purple
lines) takes approximately 130 ms for the hops from the ninth to the fifteenth hop. However, in
some cases, there are routes for which the RTT is significantly higher, with some cases showing
an increase of more than 50%.

Based on this graph, it is evident that the sequences of the RTT values for a given source
and destination pair exhibit a similar pattern. This structural information can be leveraged to
gain valuable insights about the data. Disciplines such as sequence-to-sequence learning [23], or
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sequence clustering methods described in [24] can be employed to achieve this; however, they
might not be suitable for production use, as they are usually computationally very demanding.

Figure 2.9 Traceroutes for 10 most common source sites communicating wiht INFN-T1

2.3 Alerts

The alerts generated by the algorithm described in Section 2.4 were analysed for the same period
between January and March. In this case, there was no option to filter the alerts for a particular
site, since each alert is basically a daily report. Within these alarms, there are 81 alert records in
the database. The average number of daily sites for which traffic is not aligned with a baseline is
roughly 46, the minimum over this period is 18 sites, and the maximum is 81 sites. Figure 2.10
contains a word cloud visualisation, where the size of the item is proportional to its frequency.
Based on this visualisation, the top three sites for which most of the alarms were created are
INFN-T1, FZK-LCG2, and PIC.
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Figure 2.10 Wordlcloud of site names in alarms

When sites are aggregated according to their country of origin, the country with the most
alerts is the United States with almost half of the alerts. Within the United States, there are
several sites; the second most represented country is Spain with more than 10% of the alerts,
followed by the Netherlands, Switzerland, Canada, Sweden, Korea, and Italy (see Figure 2.11).

Figure 2.11 Anomalies per country (in percents)

2.4 Alert algorithm
Currently, there is already an algorithm whose objective is to uncover problematic traceroutes
between all pairs of source and destination sites based on the sequence of the AS numbers. First,
this algorithm collects all data from ElasticSearch for the last three days and then calculates,
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for each unique source and destination pair, how often each unique sequence of the AS numbers
occurred within this time window. Then, if there is a sequence of AS numbers that occurred in
more than 65% of cases, it is taken as the baseline path. Otherwise, the algorithm takes the path
with the maximum number of unique AS numbers. If there is more than one path that satisfies
this, they are sorted based on the frequency of occurrence of the AS.

After a baseline AS sequence is calculated for each pair of sites, each record is compared to
its respective baseline by checking whether the set of AS numbers is the same for the baseline
and the path. If they are not the same, the path is then marked as an anomaly, and an alert is
created afterwards, which is uploaded to ElasticSearch.

In fact, this algorithm might capture errors in some scenarios. It is worth noting that, in the
first place, the algorithm is deciding based on the majority of sequences, which might not be the
best solution. Based on the observations in Section 2.2.1, most traceroutes contain unreachable
devices, and the baseline is estimated from this data. In Table2.1, the maximum number of
unreachable devices (max(Nu) 1) with their respective count for this dataset is displayed.

Also, for 63.3% of traceroutes, there are at least two consecutive devices missing from the
data. Based on further analysis, the average ratio of the number of unreachable devices to the
maximum TTL, which should reflect the real length of the traceroute, is about 22.8%.

This means that if the distributions were the same for each site pair subset, the respective
baselines for each site pair would be heavily biased towards the incomplete traceroutes, which
might lower the accuracy, since it could happen that traceroute with no issues will get reported.

max Nu %
2 63.298
1 15.145
3 9.966
4 5.284
5 2.178
0 2.023
6 1.054

Table 2.1 Maximum TTL differences

The drawback of this alerting method lies in its inability to pinpoint affected records, exact
time of occurrence, or severity of path change. The frequency of daily alerts makes it difficult
to immediately investigate the issues by network administrators; thus, enhancing explainability,
offering more insights and enabling more frequent monitoring could empower network adminis-
trators to address these issues more effectively and quickly. Nonetheless, it should be noted that
this algorithm serves as a suitable baseline.

1Nu = xi+1 − xi − 1
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Anomaly detection & traceroutes

Anomaly detection is a discipline in which algorithms try to detect irregular patterns in data.
Manual detection of anomalies by a network administrator is time-consuming. For a small

network, manual detection is tedious and on a global scale, it becomes practically impossible due
to the extensive volume of records generated by a large number of devices communicating within
the network. That is why there is a focus on researching methods to automate anomaly detection.
The goal of this research in computer network monitoring is to develop a universal and at least
semi-automatic method to analyse network data and detect irregularities. These irregularities are
expected to be caused by poor device configuration, hardware or software problems, or malicious
attacks within the network. Each of these issues is expected to leave specific marks, which can
then be analysed further to classify the root cause of the network’s abnormal state.

Regarding anomaly detection using traceroute data, there is a limited amount of research and
publications available. The range of possible methods is further constrained due to the absence
of a labelled dataset, meaning that supervised models are unsuitable for this task, and the model
must have the ability to learn in an unsupervised manner. The anomaly detection methods can
be classified into three main categories, as follows:

The most straightforward methods for detecting anomalies are heuristic algorithms, where,
in most cases, observed variables are thresholds against a certain value, often determined
empirically based on prior analysis of the problem or expert knowledge. Heuristic algorithms
can range from simple to complex, affecting the interpretability of the results. An example
of a heuristic approach would be the current alerting algorithm.

The second group consists of statistical models and methods that are based on statistics,
such as average, mode, median, or statistical distributions including Normal, Exponential, or
Binomial distribution. These are utilized to model certain variables that are expected to be
significantly influenced by malicious events. For example, [25] use changes in RTT together
with time series methods, in order to detect anomalies.

The last group consists of general ML algorithms for regression, clustering, or classification,
such as decision trees, nearest neighbours, or neural networks, which can be applied to tracer-
oute data. For example, [26] uses traceroute data complemented with throughput, packet loss,
and one-way delay, which can be used to model a known set of anomalies using a decision
tree and neural network.

17
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As heuristic algorithms are usually based on certain assumptions, and if in this case they were
created only based on a subset of the site-to-site communication, the final algorithm might not
perform the same on each pair of sites, and could generate a large number of false positives
and negatives due to poor generalisation. An alternative option would be to define a unique
configuration of the heuristic algorithm for each pair of sites, which could be complicated if done
manually and would require a significant amount of validation.

The problem with traditional ML methods is that simpler methods may not be able to learn
complex patterns in massive datasets, while more complex methods could be computationally
infeasible for training and inference. Furthermore, most ML methods do not consider the time
factor, which means that the Machine Learning (ML) model is usually trained on historical data
under the assumption that the distribution of live data will remain the same. This assumption
may not always hold, although there is usually a period during which these models perform
reasonably well. After this period, the models need to be retrained with a new batch of data to
adapt to changes in the network. This does not necessarily guarantee that the new version of the
model will, in general, perform better, and it requires additional validation of the new version of
the model, which can be demanding in terms of human workloads.

Another very important aspect of the potential method is the explainability of the model,
which can be a deciding factor in an interaction between the human and the ML algorithm.

For example, if banks were to decide on granting loans based on a predictive ML model,
if police units used ML models for tracking and arresting suspects, or if hospitals determined
patient survival chances in severe conditions using such models, the ability to explain the model’s
decisions is crucial. Errors in these domains could lead to the rejection of AI. Having an ex-
plainable AI algorithm also helps to detect biases that negatively influence the result [27]. In
network monitoring, an explainable AI could help to understand the nature of detected prob-
lems, allowing network administrators to assess the severity of the problem and address them
accordingly.

Making the results explainable can be challenging for some ML algorithms, but the gradual
increase in the regulation of AI is shifting the attention to these methods quite rapidly [28].

After careful consideration of the possible limitations and needs, the choice of method was set-
tled on Bayesian inference. Bayesian inference has been successfully applied to solve various prob-
lems in different domains, such as modelling ecosystem processes in biology [29], helping physics
to find extrasolar planets [30], or object tracking [31], which is a sort of domain-independent
problem and can have various applications.

Compared to perhaps more popular ML methods such as decision trees or neural networks,
Bayesian inference is built directly on top of statistical distributions. These distributions in-
herently make Bayesian inference naturally explainable, as they can provide additional context
for both observed and predicted variables. Furthermore, it also models the uncertainty of the
model about the modeled variable, which provides additional and valuable information that is
not provided by other methods.

Being an explainable method is one of the reasons why Bayesian inference may be suitable
for network monitoring using traceroute data. Another important factor is the method’s compu-
tational requirements and its ability to adapt to changes in distribution. These changes can be
caused, for example, by replacing certain devices in the network. These properties are described
in more detail in the following section.
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3.1 Introduction to Bayesian inference
Bayesian inference is a method built on top of the Bayes’ Theorem. It starts with prior knowledge
about the modelled problem, which can for example represent expert knowledge or results of a
survey, and uses the measured data to adapt the prior beliefs based on the data to get a better
understanding of the problem. Given the fact that this is an iterative method, it is expected that
with a small sample of data, the results will be biased towards the prior beliefs; however, after a
certain amount of data samples, the learnt distribution should converge to the real distribution.

3.1.1 Bayes’ theorem
As mentioned above, Bayesian inference is built on top of Bayes’ theorem, which is written in
Equation 3.1. The equation shows the relation between the conditional probability of the event
A given that the event B occurred. On the right side of the equation, there is the conditional
probability of event B given that event A occurred, which is then multiplied by the probability
of event A. All this is then divided by the probability of the event B,

P (A|B) = P (B|A) · P (A)
P (B) , P (B) > 0. (3.1)

This formula can be interpreted as the process of learning, where the prior knowledge of the
event A, which is represented by marginal probability P (A), is updated after observation of the
event B. Thus, after learning about the event B, the updated knowledge, also called posterior,
about the event A is represented by the conditional probability P (A|B).

Now, for a given dataset Y ∈ Rm,n the Bayes’ Theorem can be rewritten in terms of proba-
bility density functions as follows:

π(Θ|Y ) = f(Y |Θ) · π(Θ)
f(Y ) , f(Y ) > 0. (3.2)

Here, π(Θ) is the posterior density function for the variable Θ, which is a set of parameters
and/or latent variables Θ = (θ1, θ2, . . . , θn) used to represent prior knowledge, and π(Θ|Y ) is
the posterior conditional density function that represents updated beliefs. The f(Y |Θ) is the
conditional density of the data Y given the parameters Θ, however, this is commonly referred to
as the model of the data or likelihood function. The f(Y ) is the marginal probability density of
the data Y , which is usually called evidence and can be denoted as

f(Y ) =
∫

f(Y |Θ) · π(Θ) dΘ. (3.3)

Equation 3.2 is usually simplified using the proportionality symbol (∝), which means that the
posterior density has the same shape as the right side of the equation, but is scaled by some
factor, in this case the f(Y ). The simplified version of the equation is then

π(Θ|Y ) ∝ f(Y |Θ) · π(Θ). (3.4)

This process of learning can then be repeated indefinitely, with respect to the limitations
of hardware and software, with a new set of data using the same equation. Additionally, this
method has native support for batched learning, which means that the Bayesian update does
not have to be run for each measurement but rather on the whole batch, which also reduces the
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demand on computational power. These batches can have varying sizes everywhere from one
sample to the limit of the computational system.

To demonstrate this mathematically, the respective measurements can be denoted as yi, where
i represents the index of the measurement with respect to the learning process. This index can
also be interpreted as the measurement time. To describe a batch of data of size l ∈ N, the batch
of l samples can be written as yi:i+l−1. Using this notation, the two-step Bayesian update for
batches of size j, k ∈ N : j + k = t is

π(Θ|y0:t) ∝ f(yj+1:j+k|Θ) · π(Θ|y0:j)
∝ f(yj+1:j+k|Θ) · f(y0:j |Θ) · π(Θ)

and the posterior predictive density function has the following form

f(y|Y ) =
∫

f(y|Θ)π(Θ|Y ) dΘ, (3.5)

This can be used for example for prediction; however, getting a closed-form solution for complex
integrals can be hard for computers, as they cannot solve them analytically. To solve this,
sampling methods are used to create a large enough number of samples, which are then used to
approximate the closed-form solution, which might slow down the computation if done for each
new observation, which is why larger batch sizes are used. However, in some cases obtaining
the posterior distribution and posterior predictive density function does not require sampling
methods at all.

3.1.2 Point estimates

The Bayesian modelling assumes the existence of parameters Θ belonging to the model, which
are, in fact, unknown and must be estimated in some way. The point estimates then represent
an approximation of these parameters, such that they are the best approximation of the true
value under a certain method.

There are several methods to obtain them from the data, and sometimes optimisation methods
are required to do so. One of the methods is the Maximum A Posteriori (MAP). The optimisation
task here is to find an estimate Θ that maximises the posterior distribution. Finding a maximum
of the posterior function is the same as finding the maximum of product of likelihood function
and the prior distribution.

ΘMAP = argmax
Θ

π(Θ|Y ) (3.6)

It can be shown that maximising the posterior probability density function is the same as
maximising the following

ΘMAP = argmax
Θ

log f(Y |Θ) + log π(Θ), (3.7)

which is almost identical to finding the maximum likelihood of the data, but there is an additional
term log π(Θ), which means that unless the prior is uniform, the optimal set of parameters Θ
must also maximise the prior beliefs [32].
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3.1.3 Sufficient statistics

The sufficient statistic T is a function of the data Y that suffices for the estimation of Θ, which
means that it is completely capable of representing the information carried by the data. Another
useful property of sufficient statistics is that, with growing amounts of data, the dimensions of
sufficient statistics do not grow, which means that they are highly memory-efficient, which also
saves computation time.

In this way, the estimates of the parameters Θ refer to the set of statistics T = T (Y ) for
which the posterior distribution π(Θ|Y ) is the same, or at least very close to, as if it were based
only on the sufficient statistic, in other words

π(Θ|Y ) = π(Θ|T ), (3.8)

as described in [33].

This means that for the iterative run of the method, the parameters Θ do not have to be
estimated from all observed values, but to obtain the posterior distribution, it is more feasible to
only calculate and update sufficient statistics, which might make the whole computation easier.
Sufficient statistics can also be used to obtain point estimates much more easily.

3.1.4 Conjugate priors

The problem with Bayesian inference is that obtaining the closed-form solution of the likelihood
function might be easy to solve analytically by hand; however, solving it using a computer might
in some cases be drastically harder. One solution to this can be to sample from the posterior
density function in order to approximate the real posterior distribution; however, this might
still be computationally demanding for a large enough model. An alternative to this is to use
conjugate priors.

A prior distribution is called conjugate when for a given likelihood the posterior distribution
is of the same type (also called a family) of distribution as the prior one, meaning that the
only change is in the parameters of the distributions. When sufficient statistics exist for the
conjugate prior distribution, the whole learning process becomes just updating the sufficient
statistics, which requires minimal computational resources. This allows one to repeat the same
operations in order to transition from a prior distribution to a posterior one and also track the
changes between the distributions over time.

3.1.4.1 Examples of conjugate priors

Different kinds of conjugate prior distribution and model (likelihood) combinations used to model
different types of variables exist, and it would be practically impossible to enumerate them all;
however, there are some that are widely used, for example Beta-Bernoulli, Gamma-Poisson,
Gamma-Exponential, Normal-InverseGamma, and Dirichlet-Multinomial [34], presented in Ta-
ble 3.1 below.
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Prior Distribution Likelihood Variable Type

Beta Bernoulli Binary data (success/failure)
Gamma Poisson Count data (event occurrence)
Gamma Exponential Continuous data
(Inverse-)Gamma Normal Continuous data (unknown σ2)
Dirichlet Multinomial Categorical data

Table 3.1 Bayesian Conjugate Priors and their Corresponding Likelihoods

3.2 Bayesian model aggregation

So far the models discussed up until this point might be sufficient for some tasks; however, for
more robust problems, they might not be able to fully adjust to them, resulting in under-fitting
model. In order to solve more complicated problems, simple models are commonly aggregated
in a certain way in order to leverage their respective strengths in order to get a better estimate.

3.2.1 Hierarchical models
One way to combine the models is to use them in a hierarchical manner, where one or more
models are deployed to approximate certain variables, which are then used as parameters for
the next layer of models. This hierarchical approach allows to utilise the models to learn simple
relationships from data, and this knowledge is then used to model more complex relations. This
approach also allows for mixing different families of models to compensate for the shortcomings
of using only one type of model.

An example would be Bayesian networks, which are also a hierarchical model that incorporates
the lesser models into a Directed Acyclic Graph (DAG), where the modelled variable represents
the nodes of the DAG and the edges represent their dependencies, which means that for an
orientated edge u → v the variable v directly depends on the variable u. Compared to feedforward
neural networks, where usually only the output from the last layer is used, but in the case of
Bayesian networks, not only can any layer be used, but if there were missing inputs for any
underlying model, their values can be easily sampled.

The DAG representation can be used for every model. In Figure 3.1 an illustrative graphical
representation with three nodes is shown. The first node denoted κ represents a constant variable,
there is no circular border, and the arrow appears to connect the symbol directly. The circular
grey node denoted by y then represents the observed variable, which is any value that can be
measured or computed. The white circular node with symbol ρ represents a latent variable,
which is modelled using this illustrative model.

ρ yκ

Figure 3.1 Graphical representation of illustrative model showing constant, latent, and observable
variables (from left to right)
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3.2.2 Bayesian model averaging

The Bayesian model averaging [35] is an essential method to combine multiple models to improve
the point estimates of a certain variable. This method takes the posterior predictive densities or
point estimates (for simplicity, denoted as gi) of each of m models, and calculates their weighted
average to improve the final accuracy as

g(y) =
m∑
i

wi · gi(y), (3.9)

where wi represents the weight assigned to the model. When no additional information about
the models is known, for example, how accurate they are, they can be assigned uniform weights.
This is a special case of weighted average, where the results of each of the models have equal
influence on the result.

However, it can happen that a certain subset of the models that generally performs worse, for
example, due to a higher level of noise. If equal weights were assigned, these models would have
the same impact on the result as the models that perform well, which would skew the result.
To mediate the influence of models that perform worse, weights that are proportional to the
performance of each model are usually introduced to improve the overall performance.

The weights can be assigned on the basis of expert knowledge, heuristic approach, or can be
estimated using a meta-model. The meta-model learns the weights based on the performance of
each model, for example based on the accuracy, or loss function.

3.2.3 Bayesian model switching

Model switching is another way to combine models with different properties in order to increase
the accuracy. Imagine a task in which the model is supposed to predict the dosage of a certain
drug. The usual parameters mentioned in the dosage instructions in the manuals are sex, weight,
and age. Now, for a given patient, the method will take into account the known information
about the patient and select the model with the most likely prediction. This illustrates the
Bayesian switch of the model, based on the given context.s

3.2.4 Modelling a ping response probability

An example illustrating the iterative learning abilities of Bayesian inference is presented in Fig-
ure 3.2, where probability estimates over time are shown for the results of simulated ping requests,
where the probability of answering with pong was 78%. Initially, after the first 5 updates, the es-
timated probability p̂ was 100% since the model did not observe any failed pings, then over time,
as the pings started to fail, the modelled probability started to converge to the real probability.
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Figure 3.2 Estimating probability of pong response to ping using Bayesian inference compared to
real probability (red)



Chapter 4

Application of Bayesian Inference
on traceroutes

Each record represents exactly one traceroute probe, and there is a relatively long delay between
each new measurement. The decision was made to process them in a mini-batch manner. This
way, each of the traceroutes is processed individually and instantly, in order to obtain as much
useful information about the measurement as possible.

Traceroute measurements are expected to contain various pieces of information that would
reflect problems in the network. It should be possible to model each of them using Bayesian
inference and detect anomalies on them. Several experiments were conducted, each of which
aims to model a different piece of information. These experiments are described in the following
section. To develop these models, traceroute measurements between the sites ”CA-SFU-T2” and
”CSCS-LCG2” were used from January 1 to the last day of February.

4.1 Experiment: Boolean fields

The initial points for modelling were the Boolean fields mentioned in Section 2.2.1. Since the
values of these fields can either be true or false, it might be useful to know how likely each event
is to occur.

A Beta-Bernoulli model can be used to model the probability of each of the Boolean fields
by utilising the Beta distribution as a prior distribution with Bernoulli likelihood to learn the
probability of the field having the value true.

This is described using the following mathematical definition

y|θ ∼ Bernoulli(θ)
θ|α, β ∼ Beta(α, β),

where y|θ means y given the parameter θ, or by using the graphical representation below.

25
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α

β

θ
Beta

y
Bernoulli

Figure 4.1 Graphical representation of the Beta-Bernoulli model

The Beta distribution is used to model the latent variable θ with the aim of getting as close
to the real probability as possible, which is a parameter of the Bernoulli distribution. To do
this, the Beta model uses two variables α and β, which serve as pseudo-counts of true and false
values, respectively. The reason to use pseudo-counts instead of normal counts is that there can
be a learning rate parameter γ ∈ (0, 1] that is used to slow down the convergence.

Figure 4.2 Beta distribution with different combinations o f parameters

Figure 4.2 displays multiple Beta distributions with various parameters. It is noticeable
that the larger the values of α and β, the more concentrated the distribution around a certain
value. This represents the model’s belief that the real value is likely close to the MAP value;
however, with less evidence, the model is less certain, resulting in a flatter distribution. The
parameters α and β are also interchangeable in the sense that if their values were swapped,
the resulting probability estimate would be complementary to the original, which can also be
observed by inspecting the purple and green line distributions and their parameters. A special
case is α = β = 1, which gives the same weight to all values. This combination is commonly used
as an uninformative prior, which is then gradually updated with new data using the following
equations

α0 = 1, β0 = 1
αt+n = αt + γcn

βt+n = βt + γ(n − cn)

θt+n = αt+n

αt+n + βt+n

σ2
t+n = αt+n ∗ βt+n

N2 ∗ (N + 1),

as stated in [36], where cn is the count of values true in the batch of size n and N is the total
number of observations.
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4.1.1 Results

In Figure 4.3, the blue line represents the value of the learnt parameter θ, surrounded by credible
intervals, representing the uncertainty about the value of the parameter.

In Figure 4.3 the true values of the field are shown as green dots for the true values and red
dots for the false values. The transparency of the dots was increased to display the density of these
points to get a better idea of the real distribution. The estimated probability starts at 100%, then
rapidly drops to 50% when false values start to appear, and gradually converges to approximately
60% while the credibility interval shrinks, giving more confidence in the estimate over time. This
means that for the traceroutes between ”CA-SFU-T2” and ”CSCS-LCG2” the majority, however
small, contains information about the whole path. There is also a significant decrease in records
in the period of late January, which corresponds to the observation in Section 2.1.

Figure 4.3 Estimated probability of path being complete

The probability of the traceroute reaching the destination in Figure 4.5 is very close to 100%,
which means that the vast majority of traceroutes reach the destination; however, there were
still traceroutes that did not reach it, but since this happens quite rarely, it might be sensible
to consider them as anomalies. On the other hand, looping traceroutes never occurred within
the observed period, resulting in the estimated probability of looping traceroutes being 0%.
Figure 4.7 shows the results for IPv6 field. The estimated probability of IPv6 communication
quickly converged to 20% and after the beginning of February the probability dropped to 15%,
which shows that the dominant communication between these two sites was carried out using
version 4 of the protocol.

In Figure 4.4 the proportions of the number of traceroutes are shown on a heat map. From
the heatmap, it is clear that there are two distinct IPv4 device pairs, where one is more common
than the other with a roughly 5% difference. There is one pair of IPv6 devices doing traceroute
probes, however, the number of records is significantly lower compared to the second protocol.
After discussion with co-supervisors, it was made clear that sites may aggregate multiple data
centres, which might or might not be physically close to each other, which means that there is
no guarantee that they use same physical paths for communication; the decision was made to
model the data on the device-to-device level and if needed, propagate the results into site-to-site
level.
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Figure 4.4 Heatmap of IP pairs

Figure 4.5 Estimated probability of traceroutes reaching the destination

Figure 4.6 Estimated probability of encountering looping traceroute
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Figure 4.7 Probability of IPv6 communication

This was later shown to be a step in the right direction, since mixing the data with different
sources and destinations IP addresses slightly skewed the probability of observing a complete
path toward a lower probability, as shown in Figure 4.8, since the IPv6 communication was
having fewer complete paths in general; however, since it also has fewer records, the change was
not that significant, which might not be true in general for different pair of sites, and mixing could
result in a loss of important piece of information if the distributions are significantly different.
In this case, this is true only for the ”path complete” field.

Figure 4.8 Comparison of device-to-device and site-to-site probability estimates showing that mod-
elling marginalised data might improve the performance

4.1.2 Anomalies on Bernoulli distribution
Due to the nature of the Bernoulli distribution, to detect anomalies within the data, only ob-
servations and learnt probabilities can be used to create a simple and straightforward detection
system. When each of the Bernoulli models is initialised, it can be given a scorer function s,
which takes the observed value x and the prior probability of the event p, which is then used
to categorise the measurement as anomaly or normal; otherwise, the model does not detect
anomalies at all.
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Few heuristic approaches were tested, from which one uses a simple probability threshold
combined with the value of observation, but it seems that it performed better than the rest.
This method can be setup for each model individually to better accomplish the goal. However,
the looping model was an exception. For this model, every measurement with a true value is
classified as an anomaly, since the looping event is considered problematic. This means that the
scorer form was a simple identity of x.

s(x, p) = x (4.1)

This was not obviously applicable to the rest of the fields, since they might, and probably will,
differ for each unique pair of devices, and there does not exist a general rule of thumb which
would solve this. This led to the creation of a piecewise scoring function that classifies both
based on the observed value and the probability.

s(x, p) =


x, if p ≤ L

¬x, if p ≥ U

false, otherwise
(4.2)

where U, L ∈ R : 0 < L < U < 1. The scoring function from Equation 4.2 is based on an idea of
two non-overlapping regions divided by a margin space of uncertainty. This equation uses two
additional parameters L and U , which represent the lower and upper probability bounds. If the
probability is less than or equal to the lower bound, the measurement is classified as an anomaly
if the value is true. Similarly, if the probability is greater than or equal to the upper bound, the
false values are marked as anomalies. The fact that the lower and upper bounds cannot be equal
to each other creates an uncertainty margin between them. This margin represents a probability
range for which it is difficult to distinguish normal measurements from anomalies. The larger the
uncertainty margin, the less likely the scoring function is to create a false positive. For example,
if the uncertainty margin ranged from 5% to 95% and the probability was 97%, it would make
sense to classify measurements with false values, which would be expected to be approximately
3%, as anomalies. However, if the uncertainty range was very small, for example, from 49% to
51% and the estimated probability of 52%, the scoring function could classify a false value as
anomaly, even though both outcomes have similar probabilities. It is also worth mentioning that
the uncertainty margin does not necessarily have to be centred around 50%.

Figure 4.9 Anomalies on ”path complete” field of the IPv6 pair

The range for the ”path complete” and ”destination reached” were set to 20% and 80% and
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the result can be seen in Figure 4.9 which is the result of modelling the path completeness of
the IPv6 addresses, where the only addition is that a black cross is rendered on top of the
measurement that is classified as an anomaly. The anomalies in this case are roughly 18.3%,
which is roughly 94% of the measurements with the path complete. There were two periods,
January 1 and 7, where the probability of complete path was greater than 20%, therefore, the
model did not classify them as anomalies.

4.2 Experiment: Number of hops

The next information considered as a potential source of valuable information was the number
of hops on the traceroutes, or, in other words, the number of devices that respond to the ICMP
request, since it is expected that the number of hops between two devices over the Internet should
be similar, at least in a reasonable period of time, and that each traceroute whose number of
hops would be significantly different from the usual might point towards a potential problem in
the network. For example, if the common number of hops would be twelve for a certain pair of
devices, traceroutes with three and twenty hops might be understood as traceroutes that ended
prematurely and traceroutes that had to undergo unexpectedly larger path, respectively.

Insights gathered from this information might then be taken into the context of output from
the models in the previous section, which can leverage the output from models from the previous
section. For example, to see whether the twenty hop traceroute reached the destination, or
whether or not it was looping.

The number of hops is a discrete random variable Y , which by the definition of the traceroute
utility can take on any value in the range 0, 1, 2, . . . , 32. However, the value 0 is never present
in the data set, since if traceroute fails while contacting the first router on the path, the list of
TTL values is empty. Since the traceroute probes are expected to be independent of each other,
the number of hops should be independent as well.

This means that the variable can be, in fact, modelled using the Poisson distribution, which
is used to model the number of events occurring during the separate time periods. The Poisson
distribution has only one parameter λ ∈ (0, ∞), which represents the average rate of events that
occur. It represents both the mean and the variance of the distribution. The probability mass
function of the distribution is

f(y|λ) = P (k = y) = λke−λ

k! , (4.3)

by definition, the distribution works with non-negative and discrete support. In Figure 4.10
are multiple Poisson distributions, each with a different parameter λ. The closer the value of
λ is to 0, the steeper and more condensed the distributions, but as the value increases the
distributions shift towards larger values, but at the same time they also become more flat, which
is reasonable since λ is both the mean and variance of the distribution.
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Figure 4.10 Poisson distribution with different values for λ showing the change in shape of the
distribution

The Poisson likelihood can be paired with the Gamma distribution with parameters α and
β as a conjugate prior to modelling discrete values that represent the number of events over a
period of time.

y|λ ∼ Poisson(λ)
λ|α, β ∼ Gamma(α, β),

which can be described again, also using a graphical representation below.

αβ

λ

Gamma

y
Poisson

Figure 4.11 Graphical representation of the Gamma-Poisson model

In this case, the hyperparameters α and β are used as input to the Gamma distribution,
which is used to estimate the value of the latent parameter λ. At each step, for a given batch of
size n, the sum of the observer variables

∑n
i yi is added to the parameter α, while β is used to

store the total number of events that occur by adding n to it. The whole process of learning is
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shown in the following equations

α0 = 1, β0 = 1

αt+n = αt +
n∑
i

yi

βt+n = βt + n

λt+n = αt+n

βt+n

, which means that the estimated value for λ is estimated as the average number of events per
number of trials, as shown in [36].

4.2.1 Results

The number of hops on each trace route is shown in Figure 4.12, from which it can be deduced
that most traceroutes have ten or eleven hops, but there are few measurements that contained
only nine hops; however, there were also few measurements in late March, which had only a few
hops, and there were also eight traceroutes that took more than twelve hops.

Figure 4.12 Number of hops from traceroutes between January and February for each device pair

When these values were converted to probabilities using a separate model for each unique
pair of devices, some interesting things occurred. The probability of IPv4 quickly converged to
12% on average, which is true even for the IPv6, however in this case there was more variance
in the probabilities.
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Figure 4.13 Estimated probabilities for number of hops of each traceroute from January to February

There are traceroutes with probability less than 10% and most of them were traceroutes with
more than 13 hops, but two of them were traceroutes with fewer than ten hops. The first of
them was in early January, where there was still a large degree of uncertainty in the model, and
the second was in late March, where there were traceroutes with two or three hops. Some of the
nine hop traceroutes are also distinguishable in the plot. This gives enough confidence that the
Poisson distribution is a suitable way to model the number of hops.

4.2.2 Anomaly detection on number of hops

Similarly to the Bernoulli model, the only things that can be used for the classification of anoma-
lies are the observed values and the model parameter. However, because of the properties of the
Poisson distribution, it is possible to effortlessly calculate the probabilities for each of the values,
which provide additional information about how the measurement aligns with the distribution.

The decision of the scoring function was based purely on the probability of the observed value
given the Poisson distribution with parameter λ. If the probability of the observed value was
less than a probability threshold, it was marked as an anomaly; however, the right question is
what the threshold value should look like. Meaning that the scoring function has the following
form:

s(y, λ) = P (y|λ) < T, (4.4)

where T is the probability threshold.
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Figure 4.14 Histogram of estimated number of hops probabilities with outlying values with probability
less than 5%

In Figure 4.14 the histogram of the probabilities of the observed values is shown. In the
histogram, the probabilities of the vast majority of values are greater than 10%, which are values
likely close to the MAP estimate. There are still a significant number of values with probabilities
within the range of 6 to 10%. The last group consists of values with probability less than 5%,
which contains a rather tiny number of samples.

On the basis of the histogram, the decision was made to heuristically set the probability
threshold at 10%. However, this does not directly imply that 10% of the data will be marked
as anomalies. Figure 4.15 contains the same data as Figure 4.13, but this time the observations
are with a probability lower than the threshold. Using this approach, 76 values were marked
as anomalies, which is roughly 0.26 percent of the data set. However, it is worth mentioning
that few of them were from the early process of learning, while there was still a high uncertainty
about the learnt distribution, which can be solved by starting the anomaly detection only after
certain number of updates.

Figure 4.15 Anomalies detected on number of hops based on the probability threshold

To eliminate false positive anomalies at the beginning of learning, a decision was made to
allow the Poisson model to inherit the prior estimate of λ from the value of the first observation.
Since normal values are expected to be observed more frequently, the first observed value would
likely be closer to the real value of λ than a constant, and if the initial value were significantly
distant, the model would be able to correct the parameter with additional data. This also solves
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the problem of each pair of devices having a different number of hops.

4.3 Experiment: Duration of the traceroute
After modelling the lengths of the traceroutes, another interesting variable was the duration of
the traceroutes. Modelling the duration enables detection of traceroutes that take significantly
more or significantly less time. The only problem is that the traceroute duration field is not
present in the data and would have to be added to model it. An alternative to this, which would
not automatically discard historical records, since there is no way to obtain their duration, is to
use the sum of RTT, which would act as an approximation of the duration of the traceroutes.

The reason why it would only be an approximation is due to the fact that most traceroutes
have at least one unreachable device, as discussed in Section 2.4, which means that only for
complete paths the sum of the RTT values would equal the real duration, and traceroutes with
missing hops would represent only the lower bound of the duration. This also means that there
will be a significant amount of noise in the data; however, if the lower bound of the duration
shows signs of abnormality, the real duration of the traceroute would also show them. The
only downside here is that the usefulness of the measurement decreases proportionally with the
number of unreachable devices, which means that the lower the number of hops, the harder it
would be for the model to detect the anomalies.

The visualisation in Figure 4.16 shows, that the sum of RTT was roughly between 170 and 300
milliseconds in most cases, however, for the IPv6 the range was between 210 and 300 milliseconds,
meaning that the IPv6 traceroutes might be taking more time in general. There are seven periods
with an unusually large sum of RTT. The first between 8th and 11th of January, the second
between 15th and 18th of January, and 3 occurred between 5th and 10th of February, then there
were two occurrences roughly on 17th and 22nd of February. There are few traceroutes with
significantly lower total RTT between 8th and 30th January, but there is one cluster at the end
of February, where the total RTT is less than 30 milliseconds.

Figure 4.16 Total RTT over time for device-to-device communication showing

Since RTT is a continuous variable, none of the previously defined models can be used to
reasonably model this variable. The real distribution of RTT is unknown, but it is assumed
that the RTT is independent and identically distributed. Now, given the Central Limit Theorem
(CLT), which states that the sum, or average, of samples converges toward a Normal distribution
as the number of samples increases.
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This means that it should be possible to use the Normal distribution as the likelihood of the
data. There are two possible options for the conjugate prior, as shown in Table 3.1; however,
since the variance of the distribution for the sum of TTL is unknown, the obvious choice is the
Inverse-Gamma distribution.

y|µ, σ2 ∼ Normal(µ|µ0, σ2)
σ2|α, β ∼ InverseGamma(α, β),

where µ and σ2 are parameters of the Normal distribution. Alternatively, by using the Gamma
distribution

σ−2|α, β ∼ Gamma(α, β), (4.5)

since if it is true that X ∼ Gamma(α, β), then also X−1 ∼ InverseGamma(α, β).
This can be again represented using the directed graph where α and y denote the observed

variables, and are used to model the parameters of normal distribution µ and σ2.

y µσ2

InverseGamma
βα

Normal

Figure 4.17 Graphical representation of Normal-InverseGamma model

This time, since there are two parameters, the learning process consists of two parts that
both depend on the error between the observed and expected variables (x − µ). The first part
uses the squared error to update the variance of the model, and the second uses the fraction of
the error to update the parameter µ, which will be used in the next round to recalibrate the
model once again. The update equation are defined as follows:

α0 = 1, β0 = 1, µ0 = 0

βt+n = βt + γ
t

t + 1(y − µt)2

αt+n = αt + γn

σ2
t+n = βt+n

αt+n

µt+n = µt + 1
t + 1(y − µt),

as shown in [37].
The goal here is essentially to minimise the error by getting as close to the real value of the

parameter µ as possible. Additionally, the factor 1
t+1 allows one to make large corrections at the

beginning of learning, which then becomes smaller as the model observes more data over time.
In Figure 4.18 the process of learning the parameters of the normal distribution is shown.

From the line graph, it is clear that the model was able to quickly converge with the estimate for µ

and σ for the three pairs of devices. The learnt value of µ was very similar for both devices using
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the IPv4 communication. The IPv6 communication had slightly higher value for the estimates
of µ, however, over time the differences between them began to vanish. The process of learning
the parameter σ was slightly slower to converge, and there are also few sudden increases in the
estimated value, likely caused by the peaks described above. However, in the end, the estimates
were also very close to each other.

Figure 4.18 Learning process visualisation showing fast convergence

4.3.1 Anomaly detection on Normal distribution
For the Normal distribution, the most likely to occur is the expected value µ. Since some degree
of variance is expected, values that are, in some sense, close to µ should also be considered
normal, but if the values are far enough from µ, they might represent actual outliers.

The empirical rule of Normal distribution, sometimes called ”68–95–99.7” rule, states that
for the standard Normal distribution with parameters µ and σ2, approximately 68% of the
observations are in the range of one standard deviation from the expected value; 95% of the
observations are in the range of two standard deviations, and for three standard deviations, the
percentage of observations should be approximately 99.7% [38].

This method can be used for the detection of anomalies for data from Normal distribution.
If any observation is outside a predefined σ factor belt around the expected value, it might be
considered as anomaly. The problematic part is finding the optimal factor, which is why the
final scoring function allows us to define the σ factor parametrically. The scoring function has
the following form:

s(y, µ, σ, α) =


true, if y < µ − ασ

true, if y > µ + ασ

false otherwise,

(4.6)

where α ∈ (0, ∞).
Using this approach, 204 traceroutes have been marked as anomalies, which is roughly 2% of

the traceroutes between the devices with IP addresses ”192.109.172.250” and ”148.187.129.15”,
as shown in Figure 4.19 (for results of the other two pairs of devices, see Figures A.1) and A.2.
From the graph, it is clear that all the significant peaks mentioned previously were classified
as anomalies; however, it seems that there are significantly more anomalies with a higher sum
of RTT, which started the suspicion that these could be false positives; however, after further
analysis it was made clear that in the vast majority of them, the device before the last one had
a lot larger RTT than usually.
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Figure 4.19 Anomalies on total RTT for an IPv4 device-to-device communication

4.4 Experiment: RTT and TTL delay

Modelling the length and duration of the traceroute definitely brings information about the usual
state of the of the traceroute probes and should be indeed able to discover measurements which
RTT, or TTL values are deviating from the range of expected values.

Since the values used for the two previous models are simple aggregates, they do not provide
any information about the specific devices, which is not entirely helpful to the network adminis-
trators, since they would be aware that there might be an issue, but they would not be able to
narrow down the exact location of the problem.

This was an important reason for researching the possibilities of modelling the RTT and TTL
values in order to detect anomalies in the network even for intermediate devices. On the basis of
which decision was made to model the traffic between the source device and every intermediate
device on the path separately, in order to obtain information about each respective segment of
the traceroute probe.

As mentioned, traceroute measurements contain sequences of RTT and TTL values for each
device that responded along the way. This presents the first obstacle; since the device may not
respond every time, the model must be able to work with incomplete information. Furthermore,
it is assumed that when the source device communicates with another device in the network,
the distribution of TTL and RTT values would be different from that of another device with
the same distance (in terms of hops) from the source. There can be many reasons for this, for
example different type of cables, networking and routing policies, etc.

This means that for each observed device, there should be one model for learning the RTT
distribution, and one for learning the TTL distribution, which also allows one to work with
sequences of different lengths, since evaluation of the sequence segments is independent from
each other and for each unique sequence, a unique set of models would be used; however, the
models themselves can be used for evaluation of multiple paths, which can be understood as a
model switching. Another advantage of this approach is that, if a new device occurs, new models
are created and used immediately for the evaluation based on the prior setup.
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Figure 4.20 Histogram of RTT values on source-device communication with one outlier bin with
values around 37 ms

As mentioned above, TTL represents the number of hops it took to reach a certain device,
which can be modelled using the Poisson distribution. This was a straightforward application
of a statistical distribution and worked very reasonably for the TTL sequences; however, the
Poisson distribution cannot be used for RTT, since it is not a discrete variable. Based on the
histogram of the RTT values in Figure 4.20, it can be seen that the most common values were
around nine milliseconds, but due to the nature of the variable, there are also values larger than
that, but with increasing values, their frequency decreases rapidly. There is also a bin of outliers
with a value of more than 37 ms.

Given the empirical distribution and the similarity to TTL, it seems that an Exponential
distribution might be a suitable choice. The Exponential distribution has a single parameter λ,
which represents the average rate of traceroutes per millisecond. Since λ is the rate, it is possible
to model it using the Gamma distribution using the duration of the traceroute and a counter. In
other words, it should be possible to infer the statistics about RTT using the following model:

y|λ ∼ Exponential(λ)
λ|α, β ∼ Gamma(α, β),

such that the update equations for the implementation look like follows

α0 = 1, β0 = 1

βt+n = βt +
n∑
i

yi

αt+n = αt + n

λt+n = αt+n

βt+n
,

according to [36], where α follows the number of observations and β is the cumulative sum of
RTT values.

Based on the results shown in Figure 4.21, the expected RTT value E[y|λ] = 1
λ is in this case

approximately 10 milliseconds and is highlighted using the dotted line; however, it is noticeable
that for several traceroutes, the TTL value was up to 7 times higher than expected.
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Figure 4.21 Result of modelling RTT showing the expected value within the most dense cluster of
measurements

The last thing for the RTT model is to determine the way to detect the anomalies. Given
the nature of the distribution, it seems logical to perceive values close to the expected one as
normal, and the more the value increases, the more likely they should be marked as anomalies;
however, this again creates the need to explicitly set a threshold, which is impossible to set as a
fixed value for all models, but thanks to the properties of the Exponential model, it is possible
to once again deploy a scoring function which works with the distribution. After quite a few
experiments, the final scoring function was chosen to use the survival function of the Exponential
distribution, which represents the probability P (Y > y). The final scoring function

s(y, λ) = exp(−λ · y) < T (4.7)

was introduced with a probability threshold parameter T . This allows us to parametrically
control the threshold for classifying the anomalies. The threshold value could also be learnt using
another model, but for the needs of this experiment, the percentage threshold was heuristically
set to 5%.

In this case, the scoring function marked 116 measurements as anomalies, which is approxi-
mately 1% of the RTT values observed for this intermediate device. After a short learning period,
the value threshold converged to approximately 35 milliseconds.

Figure 4.22 Anomalies on RTT model based on survival function threshold

For the TTL values, the results could be of two types. The first is the case where the TTL
values are having constantly the same value, which is correct but useless for anomaly detection,
and the second type, which has some variance in the measurements. Figure 4.23 with the results
for the TTL values show that the model was able to learn the expected value to be 12, and also
marked any measurements with the TTL value 16 and more as an anomaly.
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Figure 4.23 Anomalies on TTL model based on probability thresholding approach

Having a model for each device is definitely worth it for thorough network problem analysis,
but it might be hard to interpret the results over time even for one source-destination communi-
cation, which becomes nearly impossible with numerous sites communicating with each other in
real time. For this reason, aggregation of the output of the device-level model is necessary. The
most useful information is probably the expected RTT and TTL values, which are expected to
not change over time, unless there is a significant change in topology. After a few experiments,
the final model was designed to calculate the difference between the expected and observed values
(y − E[y]) using devices-related models, which are also known as error or residuals.

t λt

h λh

t − λt

h − λh

N

ξ

ν

Figure 4.24 Proposed model for RTT and TTL sequences extracted from traceroute measurements

This model can be represented using the graphical model in Figure 4.24, where t represents
the RTT observed for a given device and h is the value of the number of hops observed for that
device. These values are used to calculate the expected values and, in addition, to calculate the
residuals. This happens N times for each device in the traceroute IP address sequence, which
is the reason why this process is enveloped in a ”plate” that represents the repetition of this
process. In the end, the residual sequences are used as input to ξ and ν, which represent the
final aggregation of both sequences.

The residual transformation of the TTL sequences, which is shown in Figure 4.25, is capable
of removing the positional bias introduced by the position of the device in the path, which means
that the residual values are zero for most traceroutes; however, there is a significant fan-shaped
deviation for the last hop, which in most cases is probably due to the final device not responding,
which could be caused by it being overwhelmed, or it could be subject to some problems. There is
also one traceroute displayed, which deviates from the others at the fifth hop, where it’s residual
has gone to 2, which can mean that the traceroute was delayed.
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Figure 4.25 Comparison of TTL and residual TTL showing the influence of removing learned posi-
tional biases

For the RTT sequences (see Figure 4.26), the transformation works similarly; however, there
are some traceroute measurements with abnormal RTT values at some hops, which are not much
affected by the transformation, as they are usually multiple times higher than the expected
values. Due to this, the expected value becomes larger in value, which then causes the residual
to be negative for some paths (hops 8-10). However, note that in some cases the less significant
peaks might be due to a low number of observations for that specific device, which means that
the expected value might not yet have converged.

Figure 4.26 Comparison of RTT and residual RTT showing the influence of removing learned biases

Residual plots for a single traceroute could be useful for detecting anomalous behaviour of
devices; however, due to the large volume of data, it could be difficult for the system administrator
to manually check each of the traceroutes, so there needs to be some statistic that can describe
the state of the traceroute, in terms of TTL and RTT values, which can then be monitored
instead. The statistic might also help to remove some degree of noise from the data, making it
more clear.

4.4.1 Aggregation and anomaly detection
For both, the TTL and RTT, the sequences of residual were used to detect anomalies. As was
previously discussed, sequences can be of various lengths; therefore, a model that would be able
to process sequential data, such as RNN might be suitable; however, since the goal is to create
a computationally lightweight model, since it would be used on a large number of data samples,
the decision was made to use simple aggregation of the sequence.
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The selected aggregation was a simple average of the residuals

1
N

N∑
i

(yi,t − λi,t), (4.8)

where i corresponds to the i-th hop of the traceroute and index i, t corresponds to the variable
for i-th hop in time t. The aggregations were then modelled using the Normal distribution with
the same assumptions based on the CLT, the same way as for the total RTT. The aggregations
were then marked as anomalies if they were outside the µ±4σ interval, which can be reconfigured
again based on the knowledge of the network specialist. This aggregation can be understood as
the average delay and the average number of devices that did not respond.

Figure 4.27 Anomalies detected on average residual RTT (top) and TTL (bottom)

Based on the results for RTT aggregated sequences, 23 traceroutes were classified as anomalies
between devices ”193.109.172.250” and ”148.187.129.15”, which is approximately 0.2% of the
total records for that period (see Figure 4.27). Traceroutes marked as anomalies occur in the
second week of January, at the turn of the first week of February, and in the third week of
February. After comparing the result with the results from the previous section, the large peaks
are also captured there, but this result is much less noisy.

For the TTL sequence, the model classified significantly more traceroutes as anomalies; how-
ever, their TTL did not indicate anything alarming. After further investigation, it was clear
that in most of these cases there are many devices without residuals that outweighed the devices
with nonzero errors. Since the devices without any residual in TTL values do not provide any
information that can help identify anomalous traceroutes, they were removed from the final ag-
gregation. This at least partially solved the issue; however, this approach could still be imperfect.
The model resulted in the classification of 48 traceroutes as anomalies (see Figure 4.28), which
is significantly less than previously. The anomalies in the first 10 days of January are usually
due to a single device having a nonzero residual at each time the source device had to send at
least four additional ICMP requests. After the first ten days, the traceroute probes started to
produce TTL sequences with fever non-zero residuals, as there was probably more traffic after
the start of the new year over the Internet in general. After a further learning period, the model
classified several measurements as anomalies in late January and three clusters in February.
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Figure 4.28 Average RTT residual anomalies with filtered zero residuals

After further inspection of the sets of anomalies produces for the RTT and TTL sequences it
was found that most (77%) of the traceroutes that were marked as anomalies by the RTT model
were also marked as anomalies by the TTL model . This is not true for the opposite direction,
probably mainly due to the large number of anomalies at the beginning of January for the TTL
model. For a more detailed comparison, see Tables B.1,B.2 and B.3, which contain results for
traceroutes, which have both anomalies, only RTT, or only TTL anomalies respectively.

Alternative aggregations, such as sum and weighted average with weight vector based on
anomaly sequences and total number of anomalies were tried out; however, they did not seem
to be useful in this case. Additional experiments with calculating weights vector based on the
anomalies detected from each node, in order to limit the influence of constantly alerting models,
were tested. Unfortunately, none of the tested ways of calculating the weights did not improve the
result, and in addition the final interpretability was not as clear as the original one. Therefore,
further research in this direction was abandoned.

4.5 Experiment: Network paths
As mentioned in Section 2.1, the traceroute paths are defined by a sequence of IP addresses, and
after the post-processing step also by a sequence of AS numbers, which is used by the original
alert algorithm to create a baseline path, which was explained in Section 2.4.

Modelling the probabilities of the paths is probably the closest thing to what the original
alert algorithm was trying to achieve, that is, being able to determine whether a given path is
problematic or not. The main weakness of the alert algorithm is that it considers only one path
to be correct, while others are deemed problematic, which might be the correct assumption, since
there can be multiple unique paths for communication between two fixed devices, and it would
be beneficial to track all of them to get more information. For example, if a certain traceroute is
indeed problematic, knowing whether or not it is common could change the reasoning about it.
For a very unusual path, the reason might lie in the nature of the path itself and the real problem
might be the reason why the traceroute did not travel in the usual way; on the other hand, if the
path is common, it might indicate that the problem is indeed with some of the devices within it.

The task of modelling how each of the paths is likely to occur can be translated into modelling
the probabilities of classes in categorical distribution, where categories are represented by the
paths themselves. The paths themselves are disjoint and the only way the path A can only be
part of the class B if it is its prefix, in which case the path A likely has failed and is incomplete;
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however, they are still counted as two distinct paths.
To model the probabilities of the paths, a Dirichlet-Categorical model was implemented. The

model uses Dirichlet’s distribution as a prior distribution, which is used to count the occurrences
αi of each class i, where classes represent individual paths. These counts are then used to
calculate the parameters of the Categorical distribution. In other words,

y|θ ∼ Categorical(θ) (4.9)
θ|α ∼ Dirichlet(α), (4.10)

where p is the probability of observing the category i, given the set of parameters θ = (θ1, θ2, . . . , θN ),
which was obtained using the number of occurrences of each class α = (α1, α2, . . . , αN ), which
can be again represented using the graph representation (see Figure 4.29), where the only variable
observed is the occurrence of each class as shown in [39].

αi
Dirichlet

θ
Categorical

p

i = 1 . . . N

Figure 4.29 Graphical representation of the Dirichlet-Categorical model

This means that the probability estimates pi,t, where the index i, t refers to the specific class
i in time t, are obtained as

pi,t = αi,t∑N
j=1 αj,t

,

which are then used for for estimating the final probability from the Categorical distribution
using its probability mass function is obtained as

f(yi,t|p) =
N∏

j=1
p

δij

j,t , (4.11)

where δij represents the Kronecker delta, which is defined by the following piecewise function

δij =
{

1, if i = j

0, if i ̸= j.
(4.12)

Since the sequences of IP addresses can be rather long, a decision was made to create hashes
from the concatenated IP addresses using the SHA-1 hashing function. This was inspired by the
path identification in the data set, which unfortunately cannot be used as it is computed from
the AS numbers and some pre-processing is also performed. The first k characters of the hash
are then used to represent each path. Another thing that was considered prior to running the
experiment and that also affected the actual form of the paths was the need to avoid modelling
the looping paths as unique classes, as there could potentially be many of them. This led to the
decision to initially remove duplicates from each path before modelling them.

The initial results for IP and AS paths for communication between ”2001:67c:1148:204::250”
and ”2001:620:808:4129::15” present in Figure 4.30 show that in both cases there were initially
two paths with their probabilities close to 50%; however, after some time their probabilities
started diverging from each other as one of them was more frequently occurring. In the graphs,
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there are also some paths with probability less than 5% for both types of paths, where some
paths were observed less than three times, and since they would not be visible in the graph,
each time they occurred is represented with a marker of the same colour. Since multiple devices
can share the same AS number, some of these paths are not present in the second plot, as they
merged with other paths.

Figure 4.30 Estimated probabilities of observing specific IP and AS paths with two paths occurring
in majority of traceroutes (coloured per unique path)

One thing that was noticed after inspecting the observed paths and their probabilities over
time was that even after a longer period in which a certain path did not occur, the probabilities
of the paths did not change much because the whole history was taken into account. This could
be potentially an issue, for example, in cases when the new cable infrastructure is created which
affects the shortest path from the source to destination, or, for example, switching to a different
bandwidth, which can sometimes mean that the traffic has to go through a different set of routers.
This could create a scenario where the model considers both the old and the new paths, where
the old path has some decently large probability and the new one starts at zero and gradually
increases, which itself is not the issue, but rather the fact that the old path will still maintain
large probability value, even though it will probably never occur again.

In other words, if some of the events change the path itself, which might be considered as
an anomaly, the model should not be giving that much importance to the whole history of the
communication, but rather should be reflecting some smaller time frame to provide insights about
the current state of the network. To solve this, the model was changed so that it considers only
the k most recent paths. The value was then set to hold up to the last 1000 measurements,
which should be roughly equal to 10 days of traffic, since the average number of records per day
is roughly 100; however, the value is fully configurable for the needs of each site.
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Figure 4.31 Results showing influence of forgetting on the probability estimates of network paths
(coloured per unique path)

The effect of forgetting is noticeable on the two paths with highest probabilities, as sometimes
one is starting to occur more its probability is increasing, but the probability of the other one
starts to decrease, which creates sort of wave pattern. This kind of equilibrium can give additional
information about the paths in terms of the local trend.

4.5.1 Anomaly detection on network paths

To detect anomalies in the network paths, the objective was to base the approach on the dis-
tribution of the network paths at every point in time. This information would then be used to
determine whether the path is an anomaly or not. After several experiments such as comparing
the average probability with the probability of the observed path or comparing the rate of the
probability of the observed variable with the maximum and minimum probabilities of the classes,
a possible solution inspired by binary cross-entropy. Binary cross entropy defined as

H(p, q) = −
∑

y

[p(y) log(q(y)) + p(1 − y) log(q(1 − y))] (4.13)

is a measure of mutual information between two Bernoulli distributions p and q. On the basis of
this equation, several more experiments were conducted in order to incorporate the logic of the
cross entropy, one of which seemed to provide reasonable results.

The main idea behind this approach was to work with marginalised distributions for each of
the paths, which, in fact, are Bernoulli distributions, since for the probability of an observed path
p, the probabilities of the rest of the paths collapse to the complementary class, which represents
the probability of not observing the path. For each marginalised distribution q, only the first
term (−q · log p) is calculated to act as a penalty that represents the degree of alignment of the
marginal distributions. Based on the visualisation in Figure 4.32 it can be observed that when
the probability of the observed path is low, the penalty has low values only if the probabilities
of the other paths also have small probabilities, but as the probability of the rest of the paths
increases, the penalty grows larger.
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Figure 4.32 Visualisation of values of −q · log p equation showing the effect on observed paths with
low probability

The penalty scores between the probability of the observed path and the rest of the proba-
bilities are then averaged, to obtain a single number that reflects the average relation between
the probability of the observed path within the categorical model. This means that the final
score depends on the entire categorical distribution. This means that the score of a path with
probability 10% would be significantly based on the distribution. In Figure 4.33, three scenarios
are shown. In the first one, the paths are uniformly distributed, and the penalty is low. In
the second case, paths with various probabilities are present, but since there are two paths with
probabilities greater than 30%, the final score is higher. In the third scenario, there are two
paths which are dominant, complemented with several paths with lower occurrence. In this case,
the score is even higher, which is caused by the two superstar paths in the distribution.

Figure 4.33 Average penalty for value 0.1 with differently distributed paths

Since the score itself can, and will differ for different sites, the score itself was then used as
input to a Normal model, in order to detect the anomalies. The Normal model was set so that
the prior hyper-parameter µ was set to 0, since in an ideal case there would be only one path,
which means that the penalty would be 0; the hyper-parameter σ2 was set to 1, which means
that the standard Normal distribution was expected a priori. The goal of deploying a Normal
model is that if the average penalty starts to diverge from 0, the model would be able to quickly
adapt to the changes. The threshold interval for anomaly classification was set to µ ± 3σ.
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Figure 4.34 Anomalies detected using Normal model (bottom) and estimated path probabilities (top,
coloured per unique path) with projected anomalies (cross marker)

The results of the previously discussed model that models the AS paths are shown in Fig-
ure 4.34. Using this method, the AS paths from nine traceroutes were marked as anomalies,
which makes a lot of sense, as their probabilities were rather small. The expected score is
approximately 0.15 with a high amount of variance, which is due to the frequent alternating
between the two most common paths.

4.5.2 Problem of missing hops
After further examination of the paths modelled by the model, it was discovered that the only
difference between the two paths is a device that is present as the device before the last on the path
with the second highest probability and is missing in the path with the highest probability; also,
some of the other paths marked as anomalies were also significant parts of the path similar. It
was already discussed that paths are more common to be incomplete because some of the devices
do not respond for whatever reason. For this communication there are only a few distinct paths,
so there is not that much noise present, however, in a theoretical scenario, where each of the
devices has a 50% probability of responding, for a complete path of length n there can be up to
2n different paths observed. The number of these paths is expected to be significantly lower in
practice, but there can still be scenarios where only a few of the devices do not respond, which
the model could classify as anomalies.

In order to solve this, one had to solve how to determine whether or not there are two paths,
actually one. After trying several metrics, a Jaccard similarity seemed to be the best choice.
The Jaccard similarity is a metric, or similarity score, defined on two sets. The range of values
ranges from 0 to 1 and is defined as follows:

Jaccard(A, B) = |A ∩ B|
|A ∪ B|

, (4.14)

where the A and B in this case would represents the sets of IP addresses, or equivalently AS
numbers, of the two compared network paths. In this context, when the overlap between two
sets is substantial compared to their combined size, the Jaccard similarity approaches 1, indi-
cating a strong similarity between the sets. This concept can be extended to network paths. In
situations where the source and destination are fixed, the positions of the intermediate devices
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are determined by their distance from the source. As a result, it is highly unlikely that a device
x is observed both before and after another device y on the same path.

Figure 4.35 Jaccard Similarity matrices for IP and AS paths showing similarities between different
paths

Using precomputed similarities between all IP and AS paths observed by the previous model
over time, based on the similarity matrices, which show how similar each pair of the paths is (see
Figure 4.35), it was clear that most of the paths in both cases have quite high similarity score.
There are four IP paths and two AS paths that deviate from this pattern.

Due to this, another experiment was done to see whether it is possible to utilise the Jaccard
similarity score to find similar paths and model them as one in order to limit the amount of noise
and simplify the task for the model. The first version of the experiment used a naive strategy, in
which a global dictionary of known paths was created and with each new observation it was first
checked if the path is already in the dictionary or not. If it was, it would be modelled as itself,
and when it was not present, it was compared to the rest of known paths, and if any of them
would have a similarity score greater than 0.7, it would be used instead of the original path. This
approach was able to merge some of the similar paths; however, the result did not seem correct.

1 from typing import Dict
2

3 def get_closest (
4 hash: str , # SHA -1 hash of path
5 path: list[str | int], # path for reference
6 threshold : float = 0.7 ,
7 known_paths : dict[str , list[str|int ]] # known complete paths
8 ) -> str:
9 if hash in known_pahts :

10 return known_paths [hash]
11

12 for other_hash , other_path in known_paths .items ():
13 if jaccard_similarity (path , other_path ) > 0.7:
14 return other_hash
15

16 known_paths [hash] = path
17 return hash

Code listing 4.1 Finding closest path
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After further investigation, an issue with this approach was found. This issue was caused by
the fact that in the online modelling, there is no guarantee that while observing an incomplete
path, a version of this path with fewer missing devices would be present. As it turned out, it
could even happen that path with more nodes would be modelled only because the other one
was seen first. The second version of this algorithm was created. The main difference is that in
this version a path can be added to known paths only if the path itself is complete. In this way,
incomplete paths are compared only to complete paths, and the whole self-destructive effect is
eliminated. Additionally, the similarity threshold was made parametric for convenience.

1 from typing import Dict
2

3 def get_closest (
4 hash: str , # SHA -1 hash of path
5 path: list[str | int], # path for reference
6 path_complete : bool ,
7 threshold : float = 0.7,
8 known_paths : dict[str , list[str|int ]] # known paths
9 ) -> str:

10 if path_complete :
11 if hash not in known_paths :
12 known_paths [hash] = set(path)
13 else:
14 if known_paths :
15 scores = [ jaccard_similarity (path , known_paths [x])
16 for x in known_paths ]
17 max_idx = np. argmax ( scores )
18 if scores [ max_idx ] > threshold :
19 hash = list( known_paths .keys ())[ max_idx ]
20

21 return hash

Code listing 4.2 Finding closest complete path

Using the Jaccard similarity threshold helped reduce the number of paths in the dataset
for both IP and AS, which resulted in a single path being present most of the time for both
types of paths. For the IP paths, the model marked 13 paths as anomalies, and for the AS
paths it was only 9. After analysing the anomalous paths, in both cases, there were two paths
which initially followed the most common path, but after a certain number of hops, the path
diverged by communicating with previously unseen devices, and then the path returned to the
expected path at some point. Since this behaviour obviously shows a weird and unusual pattern
in terms of traversed nodes, the model result is probably correct here. Then another path marked
as anomaly was a single traceroute, which had only two hops. This path is probably also an
anomaly, but as it followed the expected path, it might also be possible to ignore these kind of
paths and detect them for example using only based on the number of hops.
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Figure 4.36 Results for IP and AS paths with forgetting model and with similar paths merged
(coloured per unique path)

Based on these findings, it seems that this approach might indeed be helpful in detecting
anomalous paths from the traceroute data. However, an additional thing that should be men-
tioned is that the algorithm for finding the closest complete path is highly dependent on the fact
that the complete path has already been observed, which might not always be true; thus im-
proving this method by reducing false positives by checking whether a newly observed complete
path is similar to any incomplete path might be step in a right direction.

4.6 Experiment: Network path transition probability

The occurrence of network paths might be sufficient to track changes in for the fixed source
and destination in the network; however, if a previously unseen path is observed, it might not
directly mean that the path itself is wrong. For example, if the expected router was busy due
to unusual traffic, the traffic may be routed to a second router, which can be exactly next to it,
and then would get back regular path in order to keep the traffic flow stable. To model this, the
experiment starts with an empty directed graph G, in which new vertices represent the routers
present in the traceroutes, and the edges that connect them are added to the graph in an iterative
way.

In Figure 4.37 are shown the initial and final states of the graph for communication for both
IPv4 device pairs are shown. The first subplot shows the directed graph after 50 measurements.
The graph contains two source nodes and one destination node, which is expected, and several
intermediate devices. It seems that both source devices use a very similar path, but there is some
variance in the first few hops. There are also a few segments in the graph where for vertices a, b,
and c both paths a → c and also a → b → c exist, which is most likely caused by missing hops
in the traceroutes. The second subplot shows the final state of the graph after observing all of
the traceroutes. There are the same number of source and destination devices, but significantly
more intermediate devices that are densely connected, which makes the graph harder to read.
This is probably due to the traceroutes frequently missing some hops. It also seems that there
are multiple new paths from source to destination.
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(a) After 50 traceroutes

(b) Whole dataset

Figure 4.37 Early and late form of transition graph inherited from data

The graph building process was then extended so that instead of learning only the represen-
tation of the network from traceroutes, it also accumulates the number of occurrences of each
of the edges it observes. These occurrences were then converted to transition probabilities so
that for each node u, the target nodes vi connected to the directed edge u → vi are considered.
Given the similarities, the graph can be understood, in fact, as a large Markov chain built in an
iterative way.

A Markov chain can be understood as a graph model in which each of the nodes represents an
observable state and each directed edge i → j represents the probability of the observed variable
to transition from state i to state j.

Based on this, the properties of the Markov chain are used with the learnt representation
to use the properties of the Markov chain. The most important property is that the Markov
chain is memoryless, which is also referred to as the Markovian property. This means that the
probability of any future transition does not depend on the previous transitions. In other words,
instead of computing the conditional probability of each previous node, the transition probability

P (Yn = yn|Yn−1 = yn−1, Yn−2 = yn−2 · · · Y1 = y1) (4.15)

can be simplified as
P (Yn = yn|Yn−1 = yn−1). (4.16)

Thanks to treating the graph as a Markov chain, it is also possible to obtain the probability of
transitioning through the whole sequence of routers Y , which is calculated as the product of the
transition probabilities of each oriented edge u → v from the path as

P (Y ) =
∏

u,v∈Y

P (V = v|U = u). (4.17)

Based on [40], the Dirichlet distribution can also be used as a prior distribution to model the
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probabilities based on the counts for each node in the Markov chain, meaning that

Y |P ∼ MarkovChain(P )
P |α ∼ Dirichlet(α).

Using this approach, the probabilities obtained for each pair of devices are shown in Figure 4.38,
where each pair of devices is represented only with the source device. For each pair of devices,
there are multiple ”common” values that tend to repeat over time. For the traceroutes from
device with address ”193.109.172.242”, the probability of the paths is mostly around 0.4, with
some paths where the probability is very low, but they stop occurring at the end of January. For
traceroutes from ”193.109.172.250”, most of the measurements have a probability of more than
0.8, which seems to be slowly converging to 1. For IPv6 traffic, the probabilities there seem to be
some sort of symmetry with centre at 0.5, but for most of the paths, the probability converges to
around 0.7 after a learning period. In all cases, the paths with lower probability were occurring
with a significantly lower rate, which can be seen thanks to the transparency level of the markers
in the plot.

Figure 4.38 Markovian path probability using the estimated transition probabilities

It was suspected that this might be caused by the fact that the model reflects the whole
history, which can contain transitions that occurred only few times, but the model still considers
them as relevant. Due to this, the underlying Dirichlet model was altered to consider only the
n most recent hops from the node for which it models the probabilities. This was also done
to allow the model to be re-fitted more easily if more significant changes to routing are done,
similarly as in the previous experiment. In this case, the memory size of each model was set to
1000 observations.
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Figure 4.39 Markovian path probability using the estimated transition probabilities with forgetting

The result of this (see Figure 4.39) was that the probabilities of the paths over time were
less stable because the probabilities were changing frequently. After further investigation, it
was clear that the variance in probabilities between the same source and destination device was
also caused by missing hops, which in this context means that instead of observing a subpath
a → b → c, the model sometimes encounters a subpath a → c. This causes the model to assign
a low probability value, which after multiplying with the rest of the probabilities can have a
destructive influence on the final value, which may or may not be an issue.

4.6.1 Anomaly detection

The detection of anomalies in this case is slightly complicated, since the output variable of the
model represents the probability of observing the sequence, which ranges between 0 and 1. When
the path has a high probability, it means that it is frequent and is likely good, but when the
probability is low, it might indicate that there is an issue. To separate the paths with missing
hops from paths that are indeed problematic, few changes were made.

After an investigation, it was determined that the main cause of the effect shown in Figure 4.39
was caused by traceroutes with segments with relatively small but still significant transition
probability. For a large enough number of these transitions, the final probability score can quite
fast reach the value of 0.

To solve the problem caused by multiplying relatively small probabilities, they were instead
scaled using a logarithmic function, which transforms high probabilities into small negative values
and low probabilities into large negative numbers. This was done primarily to help with numerical
stability. For convenience, the absolute value of scaled transition probabilities was used in this
way.
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Figure 4.40 Influence of logarithmic transformation on values between 0 and 1

The transformed transition probabilities for each path were then averaged. The result of this
manipulation is shown in Figure 4.41, from which it is noticeable that in most cases the value
of the path is less than four, but there are multiple cases when the value is around 7.5 or more,
which means that the probabilities of some transitions on these paths were very small and were
able to outweigh the transitions with normal probability values.

Figure 4.41 Average of log-transformed transition probabilities

Although the transition probabilities would be collected for all observed devices, the anomalies
should probably still be classified on the device-to-device level. Thus, a Normal model was used
to model this way transformed transition probabilities for each pair of devices. The main reason
for this was that the Normal distribution is commonly used to approximate data from unknown
distributions while still performing relatively well.
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Figure 4.42 Anomalies on transition probabilities

Given the result of the Normal model shown in Figure 4.42, it seems that in combination with
the transformation the model classified 57 paths as anomalies, which was the highest between the
three unique device pairs. The plots for the other two pairs of devices are shown in Figures B.1,
and B.2. After further investigation of the traces classified as anomalies, in roughly half of the
cases, the paths marked as anomalies contained devices common for the communication between
source and destination, but it was infrequent to observe them in a sequence. The rest of the
anomalies, on the other hand, contained 4 unexpected devices in 26 cases, 3 devices in 4 cases,
and 8 devices in a single case.

4.6.2 Path and transition model comparison
In order to compare the results of the network path model and the network transition model,
traffic between the communication of the three pairs of devices was evaluated using both models
on both the IP and AS paths. Based on the results shown in Table 4.1, the anomalies of the
transition model seem to be consistent for both types of network paths, with slightly higher count
for AS paths. For the model from the previous experiment, the number of anomalies on the AS
paths was almost halved, but at the same time for the IP paths the number was more than three
times higher compared to the transition model. It may seem that the transition model might
perform better with the IP paths, but when the outputs of the models were compared to each
other, it was clear that the anomalies of both models were vastly different and only 9 of them
for IP paths, and 15 for the AS paths were reported by both models.

IP paths AS paths
Transition model 42 48
Path model 136 24
Shared 9 15

Table 4.1 Comparison of IP and AS models

The higher number of anomalies reported by the model from the previous experiment were
due to one device pair having two paths with probability close to 50% and several paths with low
probability, which have been marked as anomalies (see Figure 4.43). For the other two pairs of
devices, there was one path with high probability and few paths that were classified as anomalies.
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Figure 4.43 Anomalies detected on device pair using IPv4 communication

Additionally, the learnt graph of transition probabilities could be a subject of further analysis,
as it yields valuable information. It can be used to analyse the relationships of the devices, their
similarity, or importance in the network.

4.6.3 GPS-Based Location Tracking
To further extend the capabilities of a learnt network topology used for data transfer, an idea
was to determine the longitude and latitude of each device using a third-party service. The
aim was to calculate the distance between each hop. Knowing the distance between each pair
of consecutive devices, for example, could enable an analysis of how latency correlates with the
physical length of the path.

To obtain the physical location of each router, free public services that translate the IP address
to GPS coordinates were evaluated. To find the one that performed the best, the services were
compared based on the precision of the location assigned to a subset of the source sites for which
an approximate location was found using the name of the institutions. Based on these findings,
the Ipstack [41] service was chosen, as it appeared to have the most accurate results based on the
accuracy of the source and destination devices, for which the real location could be approximated
thanks to the domain names of scientific organisations present in the data set.

Figure 4.44 Screenshot of an interactive map displaying devices from different site paths

This allowed for the creation of an interactive visualisation (see Figure 4.44) using Leaflet
[42], which is a free open map visualisation tool. However, after further analysis of the position
of the nodes, it was clear that even this geolocation service was not correct every time, as some
of the routes stretched as some devices were placed in seemingly random locations, for example,
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a path from CERN to New York through London, which might be possible, but then through
Berkeley, which is on the other coast of the United States.

After further investigation, it was found that this is due to the devices having assigned the
location of its AS provider headquarters or the headquarters of the scientific institute, which
unfortunately would distort any further analysis of this kind of data, but if there were a way to
more accurately pinpoint the location of these devices, there is definitely potential for research
in this direction.

Although this particular experiment did not yield any important results, pairing the devices
with their geo-location definitely has the potential to uncover interesting information about the
network, so if reliable service that would be able to provide the correct location of the machine
would be a valuable source of information. It could, for example, help answer questions about
latency between countries, help calculate the distance of the routers, thus the minimal physical
distance the data have to travel, and many more.

4.6.4 Mathis equation

Another experiment was done using Mathis equation [43] which is defined as the following in-
equality

Throughput ≤ MSS
RTT · √

p
, (4.18)

which suggests that it’s possible to approximate the maximum throughput based on RTT, max-
imum segment size, and packet loss p. This was done to verify whether it is possible using the
equation to estimate the throughput between devices.

Since packet loss is not present in the dataset, it was substituted with probability of observing
a device in communication between the source and destination.

However, this approach did not seem to provide reasonable output, probably because of this
substitution for packet loss.

4.7 Local and global aggregation

Given the large number of sites where each of them communicates through possibly multiple
devices, modelling the device-to-device communication might be helpful, but it would be im-
practical for a network administrator to manually check each of them regularly. Due to this,
there is a need to somehow aggregate the findings from the device level to both the site and
global levels.

Initially, the process of aggregating the information on the anomalies detected in device-to-
device communication was based on the Poisson model. For each traceroute from the site-to-
site level, the corresponding parts of the traceroute were evaluated by the models described in
previous sections, and the total number of anomalies from each of the models was used as input
to the Poisson model.
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Figure 4.45 Results of Poisson model for site anomalies

The goal of this approach was to mitigate the potential over-reporting of anomalies, which
could have been caused, for example, by an imperfect scoring function of some model. After
evaluating the entire data set, based on the result of the Poisson model shown in Figure 4.45 it
is clear that since most traceroutes were not classified as anomalous by any of the underlying
models, as the Poisson model quickly learnt that any traceroute with even a single anomaly is
essentially wrong. Using this approach would essentially mean that the number of underlying
models classifying the traceroute as anomaly is irrelevant because any number of anomalies on
this level would be promoted as uncommon and in addition each such combination would have
the same weight, which probably does not make sense.

After trying several different approaches, where none of them provided reasonable results,
a decision was made to simply aggregate the number of anomalies in a specific time interval.
This allows one to calculate an aggregate value for each time period, which can be the subject of
further analysis. The total number of anomalies in each model was calculated in 8-hour intervals,
which were then plotted on a stacked bar graph. This visualisation allows us to show not only the
total number of anomalies in a given time period but also the proportionality of anomalies from
each model in that period. The bar plot in Figure 4.46 contains several periods with relatively

Figure 4.46 Results of Poisson model for site anomalies

small number of anomalies. There are a larger number of anomalies in the beginning, which is
caused by the underlying models not being sufficiently trained yet. There is a higher peak of
anomalies that occurred on 9 January between 8 AM and 16 PM, where several models classified



62 Application of Bayesian Inference on traceroutes

the traceroutes as anomalies. The period contains anomalies for the AS and IP routes, delay in
both TTL and RTT, complemented by the number of hops and destination reached anomalies,
which could mean that for some reason the traffic was routed differently than usual, which could
have made the route take longer and perhaps also affect the reach of the destination. There is
also a cluster of anomalies for the AS path from January 13 to January 17, which could indicate
a sudden change in the AS paths. The number of anomalies is then usually less than 10, until
February 6, 7, and 8, where the number of anomalies has suddenly risen to 10 anomalies and
more. The composition in all three periods is the same, IP transition probability anomalies
paired with the number of hop anomalies and abnormal RTT delays, which could mean that the
traceroutes in these periods transitioned through uncommon devices, which affected the duration
and length of the traceroute. This is then repeated on February 16, but the period contains a
significantly larger number of anomalies.

Using this approach, the user can identify problematic periods in the data, which can then be
further investigated on the level of models, or the raw data itself. It can also be compared with
results observed from different kinds of data in order to validate the results. This approach may
not be revolutionary, but creating the visualisation does not require an additional model, which
removes the need of interoperability of such a model, which might be complicated. However, the
final aggregation may be a subject of further research.

4.8 Evaluation on Multi-Site Communication
After the prototyping period, another experiment was carried out, whose purpose was to observe
how the models perform in multi-site communication, since, up to this point, only one pair of
sites had been used to develop the models and validate the results of the whole pipeline. This
dataset contains communication from three sites, each acting as a source and destination site in
communication with the other two, meaning there are nine unique site-to-site communications.
The chosen sites were ”FZK-LCG2” in Germany, ”INFN-T1” in Italy, and ”SARA-MATRIX”
in t he Netherlands. For easier analysis of the results, an interactive dashboard application was
built using Streamlit [44].

The application shows the global state of anomalies using the previously described bar graph,
complemented with the geovisualisation of the devices occurring in the traceroutes at the global,
site, and device levels to locate the exact point of the problems in the network. Screenshots of
the dashboard are shown in Figures C.1 to C.11.

Figure 4.47 8-hour aggregation of all anomalies with two extreme peaks of anomalies showing 2 major
peaks in number of anomalies detected

Figure 4.47 shows the aggregated anomalies at the global level. At the beginning of the year,
the number of anomalies was approximately 50, but there were peaks on January 1, 4, 9, and 11,
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with the number of anomalies reaching up to 350 in a single period. In the second half of January,
there were no anomalies, which is probably due to the decreased number of measurements. At
the beginning of February, there was a large peak of anomalies with a significant number of IP
and AS path anomalies, destination-attended anomalies, and TTL delays, which could mean that
the traces observed during this period were uncommon and resulted in a change in reaching the
destination. This may suggest that the traceroutes that previously did not reach their destination
suddenly started to do so, but only for this brief period. This could also be caused by maintenance
on the network or datacenter, which would explain the gap in the data, and after the maintenance
period the paths would change, which would be interpreted by the model as an anomaly. After
a small period with a relatively small number of anomalies, there was a huge increase in looping
traceroutes, which, after further investigation, was found to be present only in traceroutes from
”INFN-T1” to ”SARA-MATRIX”. There were also two smaller peaks on February 17 and March
8, where in both cases anomalies were detected with respect to the usual path. After that, from
March 15 to March 17, there was a huge peak in the number of anomalies. It practically contained
all types of anomalies in large numbers, and it definitely represents some significant issue in the
network. Then two more peaks occurred, one on March 21, where multiple RTT delays and IP
path anomalies were detected, and on March 30, where the number of anomalies was lower, but
with the same type of anomalies. This way, found anomalous events can then be compared with
results from other methods or further investigated, for example, by using a smaller aggregation
period, which would allow one to pinpoint a more precise period with detected issues, to filter out
potentially bad traceroutes, and analyse them separately. However, as some types of anomalies
might be less significant compared to others, it would make sense to enable weighting the models,
and perhaps also enable different aggregations, such as average over the period.

An alternative approach might be to use the results of these models as input into another
classifier, which would then classify the severity of the network problems in the given time
period. However, this would require additional research, the creation of a labelled data set based
on historical events, or a network expert to first analyse the results of these models.

4.9 Remarks on Implementation

All experiments were written using the Python[45] programming language. Python is widely
used in the world of ML algorithms due to its ease of adoption and prototyping capabilities.
More importantly, it is also used in the codebase of the alerting algorithm. The models, utili-
ties, and the rest of the processing pipeline were converted into a Python module, which should
allow for easy incorporation of the processing pipeline into the entire architecture. All mathe-
matical operations, excluding basic arithmetic, were carried out using Numpy[46], an optimised
mathematical module for Python.

All models support the export of data, meaning the inputs, outputs, and statistics learnt over
time from the data, by creating Pandas[47] DataFrame. This can be used for further analysis
or serialisation of the data in various formats. Each of the models also supports the creation of
visualisations of the learning process using the Matplotlib[48] plotting module for Python and
for interactive graphs Plotly[49], to easily visualise the results. To simplify working with graph
structures, Networkx[50] functions and data structures were used, complemented by Netgraph[51]
for better layout and visualisation of graphs.

Initially, the processing time for the data used in the multi-site experiment was almost 30
min. This was mainly due to the storage of too many values for each new traceroute and the
fact that all models had their own copy of the time index. After pruning the values and making
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each group of models in the hierarchy use a shared index, the computation time was reduced to
only 8 minutes, achieving a processing rate of almost 1250 traceroutes per second, which could
be optimised to be more efficient.

It is fair to mention that, in its current state, the processing pipeline in the module can only
process data on the local machine. To enable a full streaming mode, direct communication with
the database, which would allow for direct reading and writing of data, is necessary and would
need to be implemented.
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Conclusion

The goal of this work was to explore potential methods for detecting anomalies in the CERN
traceroute dataset, with the goal of modifying or replacing the current heuristic algorithm.

Based on the prior analysis of the data, its volume, the existing heuristic algorithm, and the
alerts generated by it, Bayesian inference was selected as an alternative approach. This method
is expected to model complex relationships at the device level, even for network traffic on a
global scale. Bayesian inference also requires minimal computational resources and, in the setup
demonstrated in this work, proves to be time-efficient. Thanks to the statistical distributions
Bayesian inference could be considered a naturally explainable AI algorithm, which is particularly
useful in identifying the sources of network problems.

Several experiments, modelling aspects such as delay in RTT or TTL, path length, probability
of observing a path, or probability of observing a sequence of device transitions, were conducted.

The findings suggest that models based on Bayesian inference can effectively model the tracer-
oute data and identify anomalies in a more detailed manner compared to the heuristic algorithm.
While the heuristic algorithm operates on a daily basis, the models can identify anomalies almost
in real time (i.e., in a streaming/online approach), a significant strength of the Bayesian inference
approach that could enable network administrators to respond almost immediately to detected
anomalies.

Another advantage of these models is that Bayesian inference allows for the modelling of
each device’s communication separately, enabling network administrators to inspect results at
the device level without information loss. Additionally, the results of these experiments could be
used as input for training another model, to filter non-problematic traceroute measurements, or
as labels for training a different model.

However, a potential limitation is that all models are currently assigned equal importance,
which may not accurately reflect the real-world setting. Allowing network administrators to
assign varying levels of importance to different models could be beneficial, reflecting the severity
of the problems more accurately.

To fully validate the results of these experiments, creating a dataset with all known occur-
rences of network-related problems in the network and compare it with the experimental results.

65
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5.1 Future Works
The current implementation of the models presented in this work does not support a full stream-
ing approach, which would include storing metadata and intermediate results in ElasticSearch.
This aspect will be the focus of future work along with the productionalisation of these models.
Additionally, further experiments are planned to automatically alert major events on the network
using the final aggregations.

Another planned improvement is to add functionality that allows network administrators
to preview the original traceroute measurement marked as an anomaly, to validate the model
outputs.

As this approach generates additional data that are descriptive of the traffic between two
nodes, another experiment could analyse the possibility of classifying or clustering nodes (sim-
ilar to the method mentioned in Section 2.2.2) based on these data, which could help detect
problematic devices.
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Figure A.1 Anomalies on total RTT for an IPv6 device-to-device communication

Figure A.2 Anomalies on total RTT for an IPv4 device-to-device communication
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Appendix B

Results for RTT and TTL delays

Figure B.1 Anomalies on transition score device, device pair 2

Figure B.2 Anomalies on transition score, device pair 3
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Timestamp RTT TTL
Agg. Expected Total Resid. Agg. Expected Total Resid.

02-06 08:37:37 15.56 0.46 264.57 6.53 0.00 6.53
02-07 20:45:14 13.28 0.44 185.85 2.88 0.00 11.53
02-07 20:56:54 13.21 0.44 184.96 2.88 0.00 11.53
02-07 20:58:58 16.31 0.44 228.29 3.38 0.00 13.52
02-08 11:25:54 12.58 0.44 176.11 3.13 0.00 12.52
02-08 11:26:22 12.24 0.44 171.35 2.88 0.00 11.52
02-08 11:36:59 12.45 0.44 174.32 3.13 0.00 12.52
02-16 22:06:38 11.87 0.39 166.22 3.13 0.01 12.50
02-16 22:06:44 11.67 0.39 163.43 3.38 0.01 13.50
02-16 22:15:19 12.87 0.39 180.16 2.88 0.01 11.50
02-16 22:28:46 11.78 0.39 164.87 3.13 0.01 12.50
02-16 22:37:06 11.08 0.39 155.18 2.87 0.01 11.50
02-16 22:46:15 10.77 0.40 150.72 3.37 0.01 13.50
02-16 22:55:10 11.63 0.40 162.81 2.87 0.01 11.50
02-16 23:09:53 13.25 0.40 185.45 2.87 0.01 11.50
02-16 23:19:22 10.21 0.40 142.89 3.12 0.01 12.49
02-16 23:29:35 10.59 0.40 148.31 2.87 0.01 11.49
Table B.1 Results for traceroutes with both types of anomalies from Trace Model

Timestamp RTT TTL
Agg. Expected Total Resid. Agg. Expected Total Resid.

01-01 00:05:28 21.39 10.70 213.90 0.00 0.00 0.00
01-09 15:18:49 18.48 1.12 240.23 2.85 -0.01 8.54
01-09 15:25:05 22.03 1.13 286.44 2.85 -0.01 8.54
02-14 18:19:46 9.37 0.40 103.03 -0.12 0.01 -0.49
02-20 23:36:14 6.96 0.38 76.51 0.37 0.01 1.49
Table B.2 Results for traceroutes with only RTT anomalies from Trace Model
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Timestamp RTT TTL
Agg. Expected Total Resid. Agg. Expected Total Resid.

01-01 01:15:03 12.96 14.96 142.56 2.53 0.36 2.53
01-01 01:55:21 10.73 14.25 118.05 3.52 0.27 3.52
01-01 08:47:20 7.55 8.46 83.00 3.57 0.06 3.57
01-01 13:56:26 2.44 6.73 26.82 3.57 0.04 3.57
01-01 17:38:55 2.18 5.89 23.96 4.57 0.03 4.57
01-01 23:19:10 2.32 5.05 25.55 5.57 0.03 5.57
01-02 12:45:30 1.22 3.84 13.42 4.53 0.05 4.53
01-02 22:36:07 6.13 3.32 67.43 4.51 0.06 4.51
01-03 00:48:20 0.40 3.22 4.00 7.49 0.08 7.49
01-03 05:16:40 0.52 3.01 5.75 5.49 0.07 5.49
01-03 06:07:26 0.41 2.98 4.56 5.49 0.07 5.49
01-03 07:35:05 0.56 2.92 6.14 4.48 0.08 4.48
01-03 11:16:38 0.32 2.78 3.50 5.48 0.07 5.48
01-03 18:08:41 0.38 2.58 4.19 4.50 0.04 4.50
01-04 00:05:18 1.06 2.42 11.68 5.51 0.04 5.51
01-04 01:35:23 -0.03 2.39 -0.31 5.50 0.04 5.50
01-04 21:09:40 -0.18 2.03 -1.98 4.52 0.02 4.52
01-05 03:37:25 0.51 1.94 5.63 5.52 0.02 5.52
01-05 04:27:17 1.09 1.93 12.01 4.52 0.02 4.52
01-06 05:08:18 0.51 1.62 5.62 4.52 0.01 4.52
01-06 12:09:39 0.83 1.54 8.31 5.52 0.01 5.52
01-07 03:56:11 0.05 1.42 0.59 4.53 0.00 4.53
01-07 04:38:10 0.51 1.41 5.57 4.53 0.01 4.53
01-07 13:15:28 -0.04 1.35 -0.48 4.53 0.00 4.53
01-08 07:48:02 -0.06 1.24 -0.66 6.53 -0.00 6.53
01-08 13:25:47 -0.02 1.21 -0.19 4.53 -0.00 4.53
01-08 20:39:39 1.37 1.18 15.02 5.53 -0.00 5.53
01-08 22:59:05 -0.17 1.17 -1.92 4.53 -0.00 4.53
01-09 05:18:11 1.08 1.16 11.84 4.53 -0.00 4.53
01-31 11:05:27 -0.44 0.55 -4.87 2.85 -0.00 8.54
Table B.3 Results for traceroute with only TTL anomalies from Trace Model
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Appendix C

Streamlit dashboard application

Figure C.1 Screenshot of global aggregation in dashboard application
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Figure C.2 Screenshot of geo visualisation in dashboard application

Figure C.3 Screenshot of device level aggregation
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Figure C.4 Screenshot of dashboard section related to AS network paths
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Figure C.5 Screenshot of dashboard section related to IP network paths
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Figure C.6 Screenshot of dashboard section related to number of hops
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Figure C.7 Screenshot of dashboard section related to RTT
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Figure C.8 Screenshot of dashboard section related to TTL
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Figure C.9 Screenshot of dashboard section related to reaching destination
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Figure C.10 Screenshot of dashboard section related to path completeness
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Figure C.11 Screenshot of dashboard section related to looping of traceroutes
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Enclosed Media Contents

implementation.zip.............................................. implementation folder
readme.md...........................brief description of the project, with set-up guide
environment.yaml .................................. Anaconda environment definition
requirements.txt........................................pip requirements equivalent
Makefile...............................................automation script using make
notebooks.....................................Jupyter notebooks for proof of concept
traced...............................old version of models for backward compatibility
traced v2.........................final and optimised and extended version of module

models...............................sub-module containing model implementation
ip.py..............................................device to GPS location module
site analyzer.py...........................................site aggregation logic
trace analyzer.py..............................device-to-device (trace) level logic
utils.py.........................................................utility functions

app ..................................................... Demo dashboard application
app.py............................................................. startup script
utils.py.........................................................utility functions
templates.py.................................................templates definition

tests.....................................................................test folder
results ........................................................ plots and helper files

data.zip ............. archive containing serialised models for dashboard app (see readme)
thesis.zip

source...................................................fodler containing LATEX files
thesis.pdf.............................................................thesis in pdf

The entire codebase, including experiment notebooks, is also available at https://github.
com/Eldeeqq/traced.
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