
Instructions

It is possible to exchange tokens between individual blockchains through exchanges, but those are 

centralised and complicated. For this reason, "bridges" are being created, which are projects that aim 

to enable direct mirroring of transactions on two different blockchains. The technological solutions, 

business models, implementations, and functionalities of individual solutions differ. This thesis aims to 

analyse and document the current state of blockchain bridges.
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Abstract

This thesis introduces the core concepts of blockchain, decentralized finance,
and cross-chain interoperability. The crucial properties of blockchain tech-
nology and the scalability trilemma is explained. The main applications of
decentralized finance technology and how they differ from traditional solu-
tions are highlighted. The importance of cross-chain bridges is explained, and
the different models and properties of cross-chain bridges are discussed. A
framework for comparing and evaluating bridges is presented, and Axelar,
IBC and LayerZero are compared.

Keywords blockchain, cryptocurrencies, crypto, decentralized finance, DeFi,
bridges, cross-chain, interoperability
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Abstrakt

Tato práce představuje základńı koncepty technologie blockchainu, decent-
ralizovaných finanćı a interoperability mezi blockchainy. Vysvětluje kĺıčové
vlastnosti blockchainu a trilema jeho škálovatelnosti. Dále zd̊urazňuje hlavńı
možnosti využit́ı decentralizovaných finanćı a jak se lǐśı od tradičńıch řešeńı. Je
vysvětlena d̊uležitost cross-chain bridg̊u a diskutovány r̊uzné modely a vlast-
nosti těchto bridg̊u. Vytvář́ı rámec pro porovnáváńı a hodnoceńı bridg̊u a
aplikuje jej na tři vybrané bridge - Axelar, IBC a LayerZero.

Kĺıčová slova blockchain, kryptoměny, krypto, decentralizované finance,
DeFi, interoperabilita
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Introduction

Over the past few years, cryptocurrencies have become too big to ignore.
The total marketcap has grown from less than 100 million dollars in 2017
to over 1.5 trillion [1]. Major institutions [2], well known investors [3] and
even nation states [4] have recognized the immense potential cryptocurrencies
bring. Cryptocurrencies have also moved from being used as a speculative
asset class to becoming stores of value, or programmable money [5], allowing
users to earn yield or lend against their assets. With the increasing popularity
of Bitcoin and Ethereum, many new cryptocurrencies were created, trying to
offer better speed, lower transaction fees, or new use cases [1]. This has led
many to believe a muli-chain future is coming [6].

The goals of this thesis are to study and analyze blockchain technology,
decentralized finance, cross-chain bridges, and create a framework based on
the knowledge obtained and compare and evaluate the selected bridges.

In the first chapter, readers are introduced to the blockchain technology
itself. What a blockchain is and how it differs from traditional databases is
explained. The various properties of a blockchain are presented, what a typical
blockchain structure looks like is described, and the blockchain scalability
trilemma is discussed. A brief history of Bitcoin and altcoins is mentioned,
and some crucial concepts are described – smart contracts, oracles, and layer
1 and layer 2 blockchains.

The second chapter describes decentralized finance. The main applica-
tions are listed and described. The importance of stablecoins in decentralized
finance is mentioned, along with a description of how lending, borrowing, and
decentralized exchanges work. Finally, the advantages, risks, and challenges
of interacting with decentralized finance protocols are discussed.

In the third chapter, the concept of cross-chain bridges and why they are
becoming increasingly important is explained. The interoperability trilemma
is presented and the different verticals on how bridges can be classified are
introduced. The open issues, risks, and the future of blockchain bridges is
mentioned. At the end of the chapter, two of the most notable cross-chain
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Introduction

protocol hacks are discussed.
I have been interested in cryptocurrencies for the past two years, and

the speed at which the whole space progresses and evolves is breathtaking.
There is an abundance of information available online, but it is fragmented
and sometimes hard to find. This thesis should give the reader a high-level
overview of the essential concepts in blockchain and decentralized finance and
explain why the existence of reliable cross-chain bridges is crucial and what
are the benefits and drawdowns of current leading solutions.
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Chapter 1
Blockchain Technology

This chapter explains the basics of blockchain technology. It introduces the
main properties of blockchain, its structure, the blockchain scalability trilemma,
and a brief history of Bitcoin and altcoins. Afterward, it explains smart con-
tracts and why blockchains need oracles to access real-world data. In the
end of this chapter, the differences between layer 1 and layer 2 blockchains is
explained.

1.1 What is a Blockchain?

A blockchain is a distributed database shared among the nodes of a computer
network [7]. The main advantage over classical databases is the fact that
the fidelity of the data records is provable and verifiable without the need
for a trusted third party. Any data can be stored using a blockchain, but
the most common use has been a distributed ledger for transactions. New
transactions are transmitted to the network, clustered into a block that is then
appended to all the previous blocks. All of the blocks are chained together
using cryptographic hashes of the previous block – each new block contains
information about all the previous blocks. A simplified view of a distributed
ledger is shown in Figure 1.1, and Figure 1.2 represents how are the blocks
chained together.

1.1.1 Blockchain Properties

Three main properties make blockchains unique and separate them from clas-
sical databases.

• Immutability – Once a block is appended to the chain, it is impossible
to edit or roll back the transaction inside.

• Transparency – All transactions are public and can be viewed by any-
one.

3



1. Blockchain Technology

Figure 1.1: Distributed Ledger System [10]

Figure 1.2: Blocks in a Blockchain [11]
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1.1. What is a Blockchain?

• Security – Thanks to the decentralization of the network, there is no
trusted entity responsible for running the blockchain. It allows any two
parties to transact without the need for a middle man or a trusted third
party.

These properties make blockchain perfect for cryptocurrencies – digital
money designed to be used over the internet [12]. Yet blockchain use case is
not limited to just money. It can store medical records, votes in elections, or
track goods along the supply chain and prove their authenticity.

1.1.2 Blockchain Structure

Most blockchains consist of several layers [13]:

• Infrastructure/Hardware – The hardware on which the peer-to-peer
network is run. Different blockchains have vastly different requirements
for the hardware required to participate in the network.

• Network – The network of nodes, miners, or validators that discover
new nodes, relay information (transactions) and verify them.

• Consensus – There are different ways that blockchains networks reach
a consensus – determining which transactions are legit and which will
be included in the next block. They are designed in such a way to
make attacks on the network unfeasible - mainly the 51% percent at-
tack. If an attacker were to gain control of at least 51% of the nodes
in the blockchain network, he could control the consensus and insert
invalid transactions for his own benefit. The main goal of a consensus
mechanism is to incentivize all actors to act honestly, because it is more
profitable for them to do so. Many different consensus mechanisms ex-
ist, the most popular being proof of work (used by Bitcoin) and proof
of stake (a newer, more energy-efficient way of reaching consensus).

Proof of Work is a cryptographical way to prove that a certain amount
of specific computational effort was performed. The downside of this
approach is that it is very resource (energy) intensive. The participants
who actively participate in the computational effort are called miners
and get rewarded if they successfully mine a block [8].

Proof of Stake is an alternative consensus mechanism – validators are
selected in to validate (mine) a block in proportion to how much cryp-
tocurrency they have staked. A delegated proof of stake systems are also
common, where the role of stakers and validators is separated – stakers
can choose to which validator they want to delegate their coins. Once
again, successful validators are rewarded for mining new blocks [9] .

5



1. Blockchain Technology

Figure 1.3: Blockchain Structure [8]

More consensus algorithms exist - proof of history, proof of authority,
proof of burn, proof of reputation, and many others [27], with each of
them having a distinct set of benefits and drawdowns.

• Data – The blocks of transactions chained together. The blocks hold
batches of valid transactions that are hashed and encoded into a Merkle
tree [14]. Each block also includes a cryptographic hash of the previous
block – the link between block that creates a chain. The blocks are
linked all the way back to the genesis (inception) block. An illustration
of such a structure is shown in Figure 1.3.

• Decentralized Applications (dApps) – Blockchains can have decen-
tralized applications running on top of them.

1.1.3 The Blockchain Scalability Trilemma

The term scalability (or blockchain) trilemma was coined by Vitalik Buterin,
the creator of the second-largest cryptocurrency by market cap, Ethereum [31].
It states that blockchains strive be decentralized, scalable, and secure, but
can only achieve two out of these three properties. The scalability trilemma
is represented in Figure 1.4.

• Scalability – The number of transactions the chain can process can
scale along with the traffic on the chain.

• Decentralization – The chain can run without a trust dependency on
a small group of large centralized actors. The barrier to running a node
in the network should be low.

• Security – The chain can resist a large percentage of nodes trying to
attack it, ideally at least 50%.

6



1.2. Bitcoin

Figure 1.4: The Scalability Trillema [31]

Figure 1.5: Bitcoin’s Marketcap [1]

1.2 Bitcoin

Blockchain technology was first outlined in a 1991 paper by Start Haber,
and W. Scot Stornetta called How to Time-Stamp a Digital Document [16].
Bitcoin became the first real-world implementation of blockchain almost two
decades later, in 2009. The original Bitcoin whitepaper was published a year
earlier by Satoshi Nakamoto, a pseudonym for a person or a group of people
– the real identity is unknown to this date and has been subject to many
speculations.

Since its inception, Bitcoin’s market cap grew to over $700 billion. Its
exponential growth can best be seen in a logarithmic chart in Figure 1.5.

1.3 Altcoins

As Bitcoin’s popularity rose, more cryptocurrencies were created. Currently,
there are almost 19 000 cryptocurrencies [22], the growth is shown in Figure

7



1. Blockchain Technology

Figure 1.6: Total Number of Existing Cryptocurrencies [26]

Figure 1.7: Total Cryptocurrency Marketcap Excluding Bitcoin [1]

1.6. The first altcoins were just forks of Bitcoin with some parameters changed,
affecting the transactions fees, speed, and security of the network [15]. Some of
the cryptocurrencies in this category are Bitcoin Cash, Bitcoin Satoshi Vision,
and Litecoin. All of them have underperformed Bitcoin significantly.

Ethereum was the first cryptocurrency that propagated the idea of “pro-
grammable money” using smart contracts, instead of being just a currency
[5]. With the rise of its popularity, many additional Layer 1 blockchains with
various specifications and use cases were created.

The rising popularity of altcoins and the diminishing dominance of Bitcoin
can be seen in Figures 1.7 and 1.8
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1.4. Smart Contracts (SCs)

Figure 1.8: Major Cryptoassets By Percentage of Total Market Capitalization [1]

1.4 Smart Contracts (SCs)

Smart contracts are executable programs stored on the blockchain that get
executed when predetermined conditions are met [17]. Because they are on-
chain, they are immutable and distributed. Their main proposition is that
they are executed and enforced without the need for human interaction or a
trusted third party. They are also a part of the public blockchain record, so
anyone can verify that they are programmed to do what they are supposed
to before they choose to interact with the smart contract. Another benefit of
smart contracts is their composability – they can work like lego blocks, other
people can build on top of already deployed SCs.

One of the commonly used analogies for smart contracts is the vending
machine analogy. A vending machine works similarly to a smart contract –
specific inputs guarantee predefined outputs. The user chooses which product
he wants go get and inserts the required amount of money. The machine ver-
ifies that the requirements for obtaining the products were met and dispenses
the product along with any excess cash paid. If the requirement were not met,
the vending machine returns the money and keeps the product [17].

1.5 Oracles

One of the main limitations of smart contracts (and blockchains in general) is
the fact that they cannot, by design, get access to any “off-chain” data, such
as asset price feeds or outcomes of certain real-world events. This decision for
blockchains to be siloed from outside information is made deliberately because
being open to off-chain data could jeopardize the consensus mechanism [20].

Oracles are the link that connect smart-contract enabled blockchains to off-
chain data. They act as on-chain APIs that can be queried to get information
inside smart contracts. Common use cases include price-feeds of different
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1. Blockchain Technology

Figure 1.9: Different Types of Software Applications [18]

assets, random number generation, or the outcome of real-world events (sports
matches, election results).

1.6 Decentralized Applications

The three different architecture models of software applications are shown
in Figure 1.9. Currently, centralized systems are the most widespread. Dis-
tributed systems spread the computation across multiple nodes instead of just
one to speed it up. However, the whole distributed system can still be con-
trolled by one central node – meaning that systems can be centralized and
distributed simultaneously. Decentralized applications (dApps) have no node
instructing the other nodes about what to do [18]. They also leverage the
decentralization and immutability of the underlying blockchain to function.
The main benefits of dApps are that they are open source, censorship free
and have no single point of failure [19].

1.7 Layer 1 and Layer 2

Layer 1 network is another name for a base blockchain such as Bitcoin or
Ethereum. They are referred to as layer 1 because they are the main networks
within their ecosystem. A common problem with the layer 1 networks is their
inability to scale and process transactions in times of increased demand. This
is why layer 2 solutions were created [21].
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Layer 2 protocols are blockchains built on top of a Layer 1 that leverage the
underlying chain’s security and consensus. Their goal is to offer faster trans-
action times and lower fees while not sacrificing the security of the main chain.
An example of a layer 2 built on top of Bitcoin is the Lightning network that
enables near-instantaneous transactions at a fraction of Bitcoin’s blockchain
fee. Similarly, the Polygon network is a layer 2 solution for Ethereum [21].
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Chapter 2
Decentralised Finance

In this chapter, the term Decentralized Finance is introduced. Its main use
cases – stablecoins, lending, borrowing, and decentralized exchanges are dis-
cussed. Then the advantages and risks of interacting with decentralized fi-
nance protocols compared with traditional finance.

2.1 Decentralized Finance

Decentralized Finance (DeFi) is a broad term for an ecosystem of financial
applications that are developed on top of blockchain networks. It also refers to
a movement that aims to create open-source, permissionless, and transparent
financial services that are open for anyone to use and that operate without any
central authority. This ecosystem is enabled by blockchains, smart contracts,
and decentralized applications.

DeFi saw a massive rise in total value locked (TVL) of assets inside various
DeFi smart contracts since 2020 – from less then a billion dollars to over $200
billion [39]. This growth is illustrated in Figure 2.1.

Figure 2.1: Total Value Locked in DeFi [39]
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Figure 2.2: DeFi Market Structure [40]

2.2 Main DeFi applications

DeFi is still in its infancy, and the landscape has changed significantly since
2020, as illustrated in Figure 2.2. In this section, the main use cases are
discussed.

2.2.1 Stablecoins

One of the crucial reasons for DeFi’s success are stablecoins – coins designed
to maintain a stable market price. Most commonly, these are pegged to the
US dollar but can be pegged to any currency, asset, or commodity. There are
various mechanisms for maintaining the 1:1 price peg, from being collateralized
by actual USD and other assets (USDC stablecoin), to maintaining the peg
via an arbitrage opportunity (UST stablecoin). Stablecoins allow users to
hedge against the volatility of the cryptocurrency market and are often used
for taking out loans against provided collateral.

2.2.2 Lending and Borrowing

The very first popular DeFi use case was lending and borrowing of assets.
Using protocols such as Aave or Compound, users can lend their assets for
interest or rewards in tokens issued by the protocol. The other option is
to borrow against held assets, either to be able to gain leverage or to get fiat
money without incurring tax gains from selling the underlying cryptocurrency.
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The loans can be taken instantaneously and because most DeFi protocols use
over-collateralization, so no credit checks are required.

2.2.3 Decentralized Exchanges

Decentralized exchanges (DEX) can be split into two types:

• Order Book Exchanges – These work similar to classical centralized
exchanges – users are able to put limit orders into the orderbook or
execute market orders. However, this means that every order, alteration
or cancelation has to be recorded on chain. This makes it expensive,
because a transaction fee has to be paid for every interaction with the
exchange. However, on chains with high transaction-per-second (TPS)
and low transaction fees, like Solana, this model works and the user
experience is comparable to using a centralized exchange.

• Automated Market Makers (AMM) – The primary decentralized
exchange model - they allow for on-chain trading without the need for
an order book or a direct counterparty to execute the trades. Instead of
trading peer-to-perr, AMMs allow users to trade peer-to-contract [24].
Users can lock a pair of assets into a liquidity pool to create a market.
For doing so, they are rewarded with trading fees collected by the the
pool proportional do their share of the total pool liquidity. The largest
DEX on Ethereum called Uniswap charges users 0.3% fee that is split
directly between the liquidity providers (LPs).
A diagram of a an AMM trade is shown in Figure 2.4. An algorithm
prices the assets in the pool – the simplest one being x ∗ y = k, where
x is the amount of one token in the pool, y is the amount of the second
token and k is a fixed constant, the total value of assets in the pool.
This equation is visualised in Figure 2.3 Different protocols use different
variations of the formula.
One of the main advantages of AMMs over order book exchanges is the
fact that it allows seamless liquid trading even for the long-tail assets
without the need to pay expensive market-making fees.

2.2.4 Other Usecases

• Derivatives – Various derivatives platforms like dYDx, Synthetix, or
Mirror allow users to trade synthetic assets that mimic the price of
traditional assets such as stocks or commodities, various indexes, or
more advanced instruments like options.

• Decentralized Insurance – Users can get insured in case of a hack
due to a smart contract vulnerability.
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Figure 2.3: AMM Formula Visualized [41]

Figure 2.4: AMM Trade Explained [25]
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• Yield Farming – Yield farming is a term used for various strategies
created to maximize yield on users’ assets. It often includes providing
liquidity into new protocols that offer high rewards and a high risk of se-
curity vulnerabilities or providing liquidity for exotic, extremely volatile
pairs. Another common strategy is lending against an asset, buying
more of said asset, and lending against it again, effectively leveraging
the user’s capital. However, if the price of the assets drops, the user can
get liquidated and lose all their collateralized assets.

2.3 DeFi Advantages

DeFi has many advantages when compared to traditional finance (TradFi)
[42, 43, 45]:

• Trustlessness – TradFi relies heavily on institutions to act as inter-
mediaries and courts for arbitration. DeFi removes the need for both
intermediaries and arbitrators – everything is immutably defined in the
smart contract. The need to trust a third party is removed. Users main-
tain the control of their assets, and every possible outcome has a defined
solution.

• Security – Because DeFi is deployed on top of a blockchain, a single
point of failure is eliminated (as long as we assume the smart contracts
themselves do not contain any vulnerabilities). The data is immutable
and censorship-resistant.

• Transparency – Because all the transaction data is available on-chain,
everything can be verified immediately and it is not possible to fake
transactions.

• Permissionless – Anyone with internet access can interact with the
available protocols.

• Composability – Developers can utilize existing dApps and start build-
ing on top of them, opening up new use-cases.

• Availability – DeFi is available to use 24/7.

• Speed – DeFi allows transactions to execute immediately instead of
taking hours or days.

• Cost – No need for a trusted third party to transact reduces the costs of
providing and using the financial products, resulting in better conditions
for both users and developers.
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• Yield – One of the main benefits that attract users to DeFi is the at-
tractive yields. It is possible to achieve a double-digit annual percentage
yield (APR) on stablecoins – Anchor protocol gives 19.5% APR on the
UST stablecoin with almost $20 billion of TVL [49].

2.4 DeFi Risks and Challenges

There are plenty of areas where DeFi interacting with DeFi comes with risk
or uncertainity [42, 45]:

• Regulatory Unclarity – Currently, DeFi protocols operate with al-
most no government oversight or regulations. It is impossible to predict
when the regulation will come and what it will bring when it is created
[48].

• Governance Risk – Decentralized governance proposals control the be-
havior of many DeFi protocols and can often alter essential parameters,
such as the loan-to-value (LTV) ratio – the minimal value of collater-
alized assets required for the user not to get liquidated. If this ratio
changes without the user’s knowledge, they can be unwillingly exposed
to more risk.
Smaller or lesser-known protocols can be more prone to governance at-
tacks if a small number of parties hold enough voting power to influence
the proposal’s outcome [46].

• Smart Contract risk – Common characteristic of DeFi is that the
code is open-sourced. This transparentness allows anyone to check and
verify that the smart contracts are bug-free and that the protocol works
as intended. In theory, this also means that bugs or vulnerabilities can
be discovered and fixed quickly. However, this also allows malicious
actors to search for protocols with vulnerabilities and try to exploit
them. Because most users do not have the skills or time required to
check all smart contracts before interacting with them, security audits
are often performed to give protocols credibility [47].

• Exogenous Protocol Risk – DeFi users are also exposed to the risks
outside of the protocol they are interacting with. DeFi protocols use
oracles to get price feeds of different assets. If the oracle gets attacked
or manipulated, user’s positions can be liquidated, even if the actual
asset’s price never reached the liquidation threshold.
If a successful attack on the underlying blockchain happens, the DeFi
protocols functions may halt. Finally, DeFi users are often exposed to
the extreme volatility of cryptocurrencies. Even if they choose only to
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use stablecoins, there is the risk of de-pegging – losing the 1:1 peg to
USD (or some other fiat currency). [48].

• Scams – Due to the anonymity and immutability of DeFi, some proto-
cols are created solely for the purpose of stealing users’ assets. The “rug
pull” is when a protocol purposely has a backdoor implemented, allow-
ing the creators to withdraw all locked assets. Another common trick
is the “pump-and-dump” scheme – the creators hold a large supply of
the token and then use influencers or celebrities to attract new investors
to the project. Then they immediately sell all of their token holdings,
dumping the price and securing a profit.

• Bad User Experience – Currently, the DeFi space is very fragmented.
The number of different ecosystems, cryptocurrencies, and protocols can
be overwhelming for a newcomer. Some protocols miss sufficient docu-
mentation or tutorials on using them. At the same time, if a user makes
an error, it might lead to a complete loss of funds.

The explosive rise of DeFi since 2020 has challenged a lot of the status
quo in traditional finance. Many innovative ideas were conceived in such a
short period of time, and there are many challenges the DeFi space needs to
overcome to continue its growth in user adoption.
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Chapter 3
Bridges

This chapter describes what blockchain bridges are, where the need for them
comes from, and what benefits they bring. The interoperability trilemma is
explained, and the different ways to classify the bridges are demonstrated.
Open issues, the future, and the risks of using bridges are discussed. Finally,
the most notable bridge hacks are described.

3.1 What Is a Bridge?

A blockchain bridge is an application that transfers information between two
or more blockchains. Most commonly, the information mentioned refers to
assets. However, it can also refer to smart contract calls, proofs, or the state
of the chain [28]. Blockchains are passive in communication by nature, but
cross-chain communication must be active. There are trust boundaries be-
tween chains, as we can see in Figure 3.1. Blockchain bridges are the needed
outside actor between the source chain and the destination chain that mon-
itors, verifies, and relays the message. The schema, including the off-chain
actor(s), is visible in Figure 3.2.

The bridge acts as the man-in-the-middle, facilitating the transition from
passive one-way communication to two-way active back and forth communica-
tion. Most complex problem that bridges need to solve is that the verification
of message they are relaying is valid and not forged. We can classify blockchain
bridges into multiple categories based on how they tackle this problem.

Most bridges have the following structure [28]:

• Monitoring – An actor (oracle, validator, or relayer) monitors the
source chain state.

• Message Parsing and Relaying – After a message or event from the
source chain gets picked up by the monitoring actor, it must be parsed
and relayed to the destination chain.
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Figure 3.1: Visualisation of Trust Boundaries [30]

Figure 3.2: Role of off-chain actors visualised [30]

• Consensus – If multiple actors monitor the source chain, they first need
to reach a consensus before the message is relayed to the destination
chain.

• Signing – If the message has been received, parsed, and verified, the
actor(s) need to cryptographically sign the information sent to the des-
tination chain.

An example of the entire bridging process is shown in Figure 3.3.
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Figure 3.3: The Bridging Process [55]

3.2 Why Do We Need Bridges?

Currently, there are over 100 active public blockchains [23]. Out of the top 100
biggest cryptocurrencies by market cap, around 45 of them are independent
blockchains [1]. We can imagine different blockchains like cities [29] – but
they are isolated. Also, like cities, they are not infinitely scalable without
trade-offs. As the number of decentralized applications and their users grows,
it becomes crucial to be able to represent assets across multiple chains while
also decreasing the friction of doing so. In the same way cities need roads to
stay connected, blockchains need bridges to be able to communicate.

Blockchains, by nature, cannot communicate with each other. They are
not aware of what is going on off-chain. That is where bridges come in – at
the very basic layer, they are applications that transfer information between
two or more blockchains. As of September 2021, there were over 40 different
bridge projects [28], so the demand for bridges is apparent.

3.3 The Benefits of Bridges

The main advantage of bridges is that they allow interoperability between
different chains, which benefits both the users and the whole crypto ecosystem.
The benefits include:

• Discovery – Enabling users to access new platforms, protocols, and
dApps.
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Figure 3.4: Some of the Existing Bridges Visualised [28]

• Collateral – Use of assets as a collateral cross-chain (using Bitcoin to
take out a loan on Aave, which is built on Ethereum).

• Scalability – Bridges help blockchains facing heavy loads scale better
by redirecting part of the traffic of the main chain (Polygon as a Layer
2 for Ethereum)

• Decentralization – Allows users to move ecosystems without selling
their assets to fiat or interacting with a centralized entity (centralized
exchange like Binance, FTX, or Coinbase).

• More Opportunities – Cross-chain arbitrage becomes possible. Cross-
chain order books for DEXes and NFT marketplaces can be created to
enable bidding from different chains.

• Innovation – Developers can use each chain’s unique features to de-
velop dApps without worrying about onboarding users.

3.4 The Interoperability Trilemma

Equivalent to how blockchains try to solve the scalability trilemma [31], there
exists the interoperability trilemma for bridges as shown in Figure 3.5.

The trilemma states that bridges can only achieve two out of the three
properties without compromising on the third [32].

• Trustlessness – Is the bridge as secure as the underlying chains? Is
there a third party that needs to be trusted?
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Figure 3.5: The Interoperability Trilemma [30]

• Extensibility – Can it support any chain? How difficult will be the
integration?

• Generalizeability – Is it capable of handling arbitrary cross-chain
data, not just asset swap/transfer?

3.5 Bridge Classification

We can classify bridges based on how they approach the interoperability
trilemma or how they validate the cross-chain transactions [28, 30, 33].

3.5.1 Trustlessness

An illustration of bridges classified by how trustless they are is shown in Figure
3.6.

• Trusted Bridges – The bridge depends on a central entity that users
need to trust. It is moving away from the security of the underlying
chains toward trust assumptions for the external verifiers. The actors
do not need to post collateral, and there is no way for users to recover
funds in case of bridge failure or hack. Users have to rely on the bridge
operator’s reputation. These solutions are often the easiest to imple-
ment.

• Bonded – In case of bonded bridges, the actors have to post collateral
that gets burned in case of malicious actions.
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Figure 3.6: Bridges Classified by Trust [30]

• Insured – As with bonded bridges, validators must post collateral.
If the actor acts maliciously or makes an error, his stake is used to
reimburse the lost fund instead of being burnt.

• Trustless Bridges – Trusted third party is replaced with smart con-
tracts and algorithms. Funds remain under the user’s custody. The
security of the bridge is equal to the chains it is bridging. Unless there
is a consensus-level attack on the underlying chain, the funds cannot be
lost or stolen. However, a complete state of trustlessness can never be
achieved because there will always be trust assumptions – we trust that
the code has no bugs or that the hashing algorithm will not get broken.

3.5.2 Generalizability

We can also classify bridges by what kind of information they can communicate
between the chains. An example of bridges classified by this metric is shown
in Figure 3.7.

• Asset-specific – The most basic and straightforward communication
to implement. Solely serves to provide access to a specific asset from a
foreign chain. The user often receives a “wrapped” asset collateralized
1:1 by the underlying in asset (wBTC on Ethereum backed by BTC)
a custodial or non-custodial manner. Bitcoin is the most commonly
bridged asset, with seven [34] representations on Ethereum alone. The
downside to this approach is limited functionality and the need for re-
implementation on each destination chain.
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Figure 3.7: Bridges Classified by Generalization [30]

• Chain-specific – Bridge between two blockchains that support simple
locking assets on the source chain and minting wrapped assets on the
destination chain. If the user decides to bridge back, the minted assets
are burned, and the original assets get unlocked. These bridges have
only a limited complexity but are not easily scalable. The most well-
known example of this type of bridge is Polygon’s proof-of-stake bridge
that connects Ethereum to its layer 2, Polygon.

• Application-specific – Bridge that provides access to two or more
blockchains but solely for one application. The application benefits from
having a smaller code-base and adapters for each blockchain instead of
building the application separately for each chain. Additional chains
can connect to the application by implementing the adapter, making
it easier to achieve a network effect. However, extending the bridge’s
functionality to other applications is hard. Notable examples of this
approach are Thorchain (cross-chain decentralized exchange) and Com-
pound (cross-chain lending protocol).

• Generalized – These are protocols specifically designed to transfer in-
formation across multiple blockchains. This allows them to achieve a
strong network effect – single integration of the protocol gives access
to the entire ecosystem within the bridge. However, this amount of
generalization often comes with security and decentralization trade-offs.
A remarkable example of this is the Inter-Blockchain Communication
Protocol (IBC).
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Figure 3.8: A High-Level Illustration of an External Validator or Federated
System [30]

3.5.3 Validation

We can split bridges into three categories based on how they validate the
cross-chain transactions:

• External Validators and Federations – A group of validators (fed-
eration) monitors a “mailbox” address on the source chain. If the fed-
eration reaches a consensus on the action that happened on the source
chain, they perform the appropriate action on the destination chain. The
federation members are often bonded validators using a separate token
as a security model. An illustration of this model is shown in Figure 3.8.

• Light Clients and Relays – Actors continuously monitor events on
the source chain and generate cryptographic proof about all past events
recorded on that chain. These proofs and block headers are then for-
warded to the lite client (smart contracts) on the destination chain. The
client verifies that a particular event was recorded on the source chain
and executes a corresponding action on the destination chain. There is
a liveness assumption that some actor will continuously relay the block
headers and proofs. It is one of the trustless bridge designs because it
guarantees valid delivery without the need for a trusted third party. The
drawdown is that it is not easily scalable, because a new smart contract
needs to be built on each destination chain that parses state proofs from
the source chain. Also, the continuous validation can become expensive
if the chain has high gas fees – transaction fees paid for computational
resources needed to conduct a transaction successfully [44]. This solu-
tion is illustrated in Figure 3.9.
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Figure 3.9: A High-Level Illustration of a Light Client and Relay System [30]

Figure 3.10: A High-Level Illustration of a Liquidity Network [30]

• Liquidity Networks – A peer-to-peer network where each node holds
assets both on the source and the destination chain. These networks
leverage the security of underlying chains, and because there is no trusted
entity, users are guaranteed that the nodes cannot steal the assets or act
maliciously. These networks are also advantageous for cross-chain asset
swaps because users can receive assets native to the destination chain
instead of wrapped assets. However, this solution only allows for asset
transfers or swaps, not for complete interoperability.

It is important to note that each bridge is a two-way communication chan-
nel. Each channel can use a separate communication model, so this classifi-
cation does not accurately represent bridges that use the hybrid model. For
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Figure 3.11: Bridges Classified by Approach to Validation [30]

example, the Gravity and the Interlay bridge use light clients in one direction
and validators in the other.

3.6 Open Issues and the Future

There are still open issues with bridges and cross-chain communication. [30].

• Finality and Rollbacks – What happens to the user’s assets if either
the source or destination blockchain experiences a rollback (Ethereum
after the DAO hack [35])?

• Non-fungible Tokens (NFT) Transfers and Provenance – What
if one NFT is bridged over to another chain, listed across multiple mar-
ketplaces, and eventually sold? How will the transfer of ownership be
represented and recorded?

• Stress Testing and Vulnerability – A lot of the bridges have not
been stress tested enough, and it is yet to be seen how they will perform
under network congestion or protocol level attacks.

• Running Light Clients is Expensive – Constant monitoring of the
source chain and writing the proofs and block headers on the destination
chain incurs high gas fees.

• Shift From Trusted Models to Insured Models – While insured
models are less capital efficient, they assure the user’s assets are collat-
eralized and can be reimbursed in case of error or malicious actors.
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Figure 3.12: Biggest Bridge Hacks [36]

• Bridge Aggregation and User Experience – Bridging assets can
still be a complex task even for an experienced user. There is plenty of
room to improve the user experience – bridge aggregators like Li Finance
can make the process more streamlined.

3.7 Risks of Using Bridges

Interacting with blockchain bridges exposes users to multiple types of risk [33]:

• Smart Contract Risk – User’s assets can be lost or stolen due to a
bug, vulnerability, or a backdoor left by the creator.

• Custodial or Censorship Risk – While using trusted bridges, assets
are under the trusted third party’s custody. The trusted party can also
censor some or all users from transferring their assets.

• User Error – if the user makes an error while transacting with the
bridge, all of his assets can be lost irrecoverably.

The users should be acquainted with these risks before using bridges and
understand the different trade-offs of different bridge models.

3.8 Notable Hacks

As of April 2022, over $20 billion is currently locked in Ethereum bridges
alone[37]. This, combined with how complex the bridging infrastructure is,
makes bridges a very lucrative target for hackers. In total, over 1 billion dollars
worth of assets were stolen from various bridges, shown in Figure 3.12, with
the two biggest hacks happening in February and April of 2022.
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3.8.1 The Wormhole Hack

Wormhole is a bridge connecting six blockchains together: Ethereum, Solana,
Terra, Binance Smart Chain, Avalanche, and Polygon. As of April 2022, the
total value locked is almost $4 billion [38]. The bridge is controlled by a set of
Guardians that observe and attest to events and data on its connected chains
[50]. When at least two-thirds of the Guardians agree, it is sufficient for an
attestation to be created.

The attacker exploited a vulnerability on the Solana side of the bridge
that allowed him to forge a fake signature set, which made it appear that his
transaction to mint 120 000 wrapped Ether (wETH) without providing the
necessary collateral was valid. This led to breaking the 1:1 peg of wrapped
wETH to the underlying Ether. The hacker was able to withdraw 93 750
ETH (worth $320 million) back to the Ethereum chain. It is possible that
the hacker was able to find the security issue when the fix was uploaded to
the public Wormhole Github repository but was not deployed yet [51]. The
hack occurred just hours after the publication.

However, all of the stolen assets were replenished by Jump Crypto, a crypto
venture capital firm that owns Certus One, the developer of the Wormhole
token bridge, so no loss has been incurred to the users of the bridge [52].

3.8.2 The Ronin Hack

The Ronin blockchain is an Ethereum side-chain created specifically for Axie
Infinity, one of the most popular blockchain games. The chain has nine dif-
ferent validator nodes in total, and at least five of them need to sign the
transaction before it is approved.

However, the security setup of the validator nodes was far extremely cen-
tralized – four of the validator keys were held by Sky Mavis, the company
behind Axie Infinity. One of the remaining five keys was held by the Axie
DAO Validator, but it lent its key to Sky Mavis in November 2021. Sky
Mavis decided to do this so they could authorize transactions quicker (having
control of the five keys necessary for transactions to be signed) due to a high
number of users. The key was returned to the Axie DAO validator later but
was never deleted from Sky Mavis servers. This meant that all five were still
under the control of one centralized entity.

All that the hacker needed to do to be able to sign any transaction at will
was to get access to Sky Mavis servers, which he managed to do via social
engineering, as confirmed by a member of the Axie Infinity team [53]. The
hacker managed to withdraw assets worth around $600 million, and it took
almost a week before anyone noticed that it had happened.

This case showcases how trading decentralization and security for addi-
tional speed can lead to massive vulnerabilities. Sky Mavis has promised
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to reimburse all the affected users and has raised $150 million from various
investors to cover the losses [54].
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Chapter 4
Selected Bridges

In this chapter, the criteria used for selecting the bridges for comparison is in-
troduced. Afterward, the selected bridges and their infrastructure is described
in detail.

4.1 Selection Criteria

For a system to become truly interoperable, it should satisfy the following
criteria [93]:

• Plug-and-Play Connectivity – Each distinct network should stand
on it its own, and no internal changes should be required for the network
to be connected to other ecosystems. If one of the chains connected to
the network makes any changes, no additional work from other chains
connected to the network should be required to maintain the interoper-
ability.

• Best-effort Intermediate Communication – If a cross-chain com-
munication packet is dropped, no one should lose their assets, and they
should be either refunded or be able to re-send them again. The transfers
of the state and assets must be atomic to prevent double-spending.

• Gateway-Based Connectivity to All Blockchains – The individual
blockchains should connect to other chains via black boxes. Each chain
should host a gateway account, and all information from applications on
that chain should be routed to that account. These accounts should be
easy to instantiate and should not be dependent on other blockchains.

The mentioned properties can be satisfied by using a centralized system –
creating a database between the networks with an interface queriable by the
users. However, that goes against one of the main benefits that blockchains
bring – decentralization and trustlessness.
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Figure 4.1: The Axelar Technology Stack [56]

The following protocols were selected for comparison because they try to
accomplish true interoperability by satisfying the criteria above in a trustless,
decentralized, yet secure manner.

4.2 Axelar

Axelar is a universal overlay network that aims to securely connect all blockchain
ecosystems, applications, assets, and users to allow full Web3 interoperability.
To achieve this goal, Axelar team plans to [56]:

• Make it easy for blockchain developers to plug in new blockchains into
the interoperable network.

• Provide dApp developers with cross-chain composability.

• Allow seamless cross-chain interaction for users.

4.2.1 Components

The Axelar network has three key components across two functional layers.
A diagram of the Axelar network’s technology stack is shown in Figure 4.1.

• A Decentralized Network – A blockchain with Delegated Proof-of-
Stake (DPoS) model. Members of the network elect validators who have
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to lock their stake to participate in the consensus. The validators run the
cross-chain gateway protocol, a multi-party cryptography overlay that
sits on top of Layer 1 blockchains. They perform read and write oper-
ations through the gateway smart contracts deployed on the connected
external chains. Once a sufficient number of validators have voted and
attested to events on the monitored chains, the state of the chains gets
stored on the Axelar blockchain.

• Gateway Smart Contracts – These smart contracts provide con-
nectivity between the Axelar network and its interconnected Layer 1
blockchains. Validators monitor the gateways for incoming transactions
from the source chains. After they see a message, they read it and start
to form a consensus on the validity of the transaction. The consensus is
managed via threshold cryptography – a majority of the validators need
to agree and collectively approve any transaction [57]. If a consensus
is reached, the validators write to the destination chain’s gateway to
execute the cross-chain transaction.

• Developer Tools – The network and gateway smart contracts compose
the core infrastructure layer of Axelar. On top of the validators and
gateways are the APIs and SDKs – the developer tools that enable easy
access to the interoperable network of blockchains that Axelar connects.
It is an application-development layer that developers can use to add
universal interoperability to their blockchains and dApps. It abstracts
the complexity of cross-chain communication into simple API calls that
can lock, unlock and transfer assets between any two addresses on any
two blockchains, execute cross-chain applications trigger and handle any
cross-chain request in general [56].

4.2.2 Protocols

There are two foundational decentralized protocols at the core of the Axelar
network:

• Cross-Chain Gateway Protocol (CGP) – Handles the routing of
data across multiple autonomous blockchain ecosystems. The CGP does
not require blockchains to parse the state of each other and supports
any consensus protocol, finality rules, smart contract language, or even
chains without smart contracts.

• Cross-chain Transfer Protocol (CTP) – This protocol serves as
the gateway itself, allowing applications to perform simple queries via a
unified API, similar to HTTPS or FTP, to facilitate cross-chain opera-
tions. Decentralized applications can send CTP queries to gateways on
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different blockchains, and CGP is responsible for the cross-chain deliv-
ery to the destination chain and returning the transaction results to the
sending application [57, 58].

4.2.3 Interacting with Axelar

There are four primary ways to interact with the axelar network catered both
to the users and developers.

• Retail Users – Axelar has published a proprietary asset transfer ap-
plication called Satellite that enables easy transfers between different
blockchains. Satellite is just the first application, and as more develop-
ers and blockchains join the network, users will benefit from being able
to easily transfer and utilize their assets in DeFi cross-chain.

• Application Developers – Through interaction with a dedicated SDK,
developers are able to host their dApps anywhere, transfer assets and
ensure interoperability with all chains currently connected to the Axelar
network.

• Platform Developers – Platform developers will be able to simply
connect their products to all popular blockchains just by integrating Ax-
elar instead of having to integrate all platforms separately, saving them
from solving substantial engineering work. As of April 2022, adding new
blockchains is not openly available for Axelar network users, but a demo
on testnet shows the simplicity of the process [59].

• Validators and Node Operators – Anybody can set up a node or
a validator to help the network security and decentralization and get
rewarded in AXL token for doing so.

4.3 IBC

Inter-Blockchain Communication protocol is an interoperability layer for com-
municating arbitrary data between arbitrary state machines (blockchains). It
consists of two distinct layers: the transport (IBC/TAO) layer and the appli-
cation (IBC/APP) layer [60]. The IBC is one of three layers that are a part
of the Cosmos stack.

4.3.1 Cosmos Layers

• IBC/TAO – The lower transport, authentication, and ordering layer
of IBC. Its goal is to relay packets between two blockchains in a reli-
able manner. It is implemented as a set of smart contracts (modules)
that operate on both the source and destination chains connected via

38



4.3. IBC

Figure 4.2: IBC Light Client [62]

IBC. The modules consist of three components: on-chain light client,
connection abstraction, and channel abstraction.
The light client is the core component that verifies that the states pre-
sented actually exist on the source blockchain by checking the block
headers. A diagram of this verification is shown in Figure 4.2.
The two connection and channel abstraction components are defined
and used to connect two smart contracts on two blockchains and relay
packets between them [62].

• IBC/APP – The applications that are built on top of IBC/TAO can
leverage the simplified inter-chain communication that comes from im-
plementing the IBC/TAO layer.

4.3.2 Cosmos Stack

Cosmos is an ecosystem of independent interconnected blockchains built using
the Cosmos SDK or connected to Tendermint, and IBC handles the cross-chain
communication [61].

• IBC – The most generalized layer of the stack. It is a general-purpose
interoperability protocol for different blockchains. It defines how data is
sent and acknowledged across blockchains but does not define what the
data is or how it should be structured.

• Tendermint – Tendermint is a general-purpose consensus engine. Ap-
plication in any programming language can be built on top of Tender-
mint. The main ICB implementation uses Tendermint, but as long as a
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Figure 4.3: Interoperability Between Homogenous Chains [64]

client for Tendermint is implemented, the IBC can work with different
kinds of consensus algorithms.

• Cosmos SDK – The framework for building application specific blockchains.
Many well-known blockchains are built using the Cosmos SDK (Binance
Chain, Terra, Crypto.com, Cosmos Hub, and more). In the Cosmos
ecosystem, each application has its own blockchain that can be cus-
tomized for the intended use-cases and retains its sovereignty. Contrary
to Ethereum, for example, where all applications are built on top of the
same blockchain and have to follow the same rules. Cosmos SDK is writ-
ten in Go, but it is possible to build blockchains on top of Tendermint
without Cosmos SDK. For example, the Nomic bridge that allows the
bridging of Bitcoin to Cosmos is built using Rust instead [63].

4.3.3 Interoperability

Cosmos is often described as the “internet of blockchains”. If we continue
with that analogy, IBC works as the TCP/IP layer, ensuring that messages
are being delivered. This also means that it cannot connect nodes that do not
have compatible protocols installed. The interoperability of IBC depends on
specific properties of the chains being connected [64].

• Homogenous Chains – Connecting with other homogenous (Tendermint-
based) blockchains is supported by IBC out of the box without the need
for a middle man, illustrated in Figure 4.3. IBC enables the transfer of
assets and value.

• Heterogenous Chains IBC can directly enable value transfer between
fast-finality chains (with deterministic finality). However, Bitcoin, for
example, is not a fast-finality chain. Instead, it is a probabilistic finality
chain - the deeper down the chain a block is, the less likely the chain
will get reorganized.
Peg zones are a solution to this problem. They are an account-based
blockchain that acts as an adapter zone and translates probabilistic final-
ity to pseudo-finality by imposing a finality threshold at some arbitrary
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Figure 4.4: Interoperability Between Heterogenous Chains [64]

number of blocks. The peg zones are application-specific and have to be
developed for every non Tendermint blockchain that wants to connect
to Cosmos. Representation of the two-way peg is shown in Figure 4.4.

4.4 Layer Zero

LayerZero is an omnichain interoperability protocol that uses Ultra Light
Nodes (ULN) to achieve cheap yet secure cross-chain communication. There
are two models that most cross-chain bridging and messaging protocols use
[65].

• Middle Chain – This model uses a separate blockchain to receive,
validate and forward messages between all the interoperable chains. The
middle chain has the full power of signing all messages – thus making it
a single point of failure. If a consensus corruption happens, all liquidity
locked can be immediately drained. Even if the chain uses the bonded
or insured model, if the total value locked inside is higher than the stake
of the validators, they have an incentive to act maliciously. Axelar is an
example of a middle chain solution.

• On-Chain Light Node – On-chain light nodes are a more secure solu-
tion, leveraging the security of the underlying blockchains. They receive
and validate every block header for each integrated chain. Transaction
proofs containing the cross-chain messages are forwarded and validated
against the block headers. However, running light nodes is by far the
most expensive solution. Running an on-chain light node on Ethereum
can cost tens of millions of dollars per day for each pairwise chain [65].
IBC is an example of a solution using light nodes.

4.4.1 Ultra Light Node

The solution used by Layer Zero combines the security of the light node with
the cost-effectiveness of middle chains. It is achieved by performing the same
validation as an on-chain light node (validating the block headers) but only
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doing it on demand by decentralized oracles instead of keeping all the headers
[65].

4.4.2 Infrastructure

Layer Zero is a User Application (UA) configurable on-chain endpoint that
runs a ULN. The infrastructure diagram can be seen in Figure 4.5. Instead of
relying on one party to transfer the message between the on-chain endpoints,
it is routed through two parties – the Oracle and the Relayer. When a UA
sends a message from chain A to chain B, the endpoint on chain A notifies
the Oracle and the Relayer of the message and the intended destination chain.
The Oracle forwards the block header to the endpoint on chain B, and the
Relayer submits the transaction proofs. The proof is validated on chain B and
the message is relayed to the destination address [65].

LayerZero composes of:

• Endpoints – The user-facing interface to LayerZero. Each chain in the
LayerZero network has one endpoint. Its purpose is to allow the user to
send a message and guarantee a valid delivery.

• Oracle – The Oracle is a third-party service, independent of other Lay-
erZero components. It reads a block header from the source chain and
sends it to the destination. LayerZero leverages the security properties
of established oracles Chainlink and Band, but in theory, it can be any
third-party service.

• Relayer – The Relayer is an off-chain service that fetches the proof
for a specified transaction. The protocol itself does not requrie any
specific implementation of the Relayer, so even the users of LayerZero
can implement their own relayers if needed [66].

With the breaking up of responsibilities between the Oracle and Relayer,
LayerZero can leverage the security properties of the established oracles with
an added layer of security via the open relayer system. This has the following
implications :

• In the worst case, the network’s security reduces to being as secure as
the Oracle the network uses.

• Even if the Oracle’s consensus is corrupt, the Relayer needs to be actively
colluding with the corrupted oracle in order for a malicious transaction
to go through.

• Furthermore, even if this happens, only the UA’s accepting messages
from the corrupted Oracle and the corrupted Relayer are at risk. All
other UA’s using other Relayers, running their own Relayers, or using a
different Oracle remain unaffected.
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Figure 4.5: LayerZero infrastructure [65]

Figure 4.6: Worst Case Scenario in Layer Zero and in Middle Chains [65]

A representation of how even in the worst-case scenario, only a part of the
TVL is affected is shown in Figure 4.6

4.4.3 Additional Security Layers

LayerZero is implementing a 2 phase security mechanism in the LayerZero
Labs Relayer for Stargate. Stargate is the first live implementation of Lay-
erZero – it is a fully composable liquidity transport. It allows users to transfer
native assets cross-chain while accessing the protocol’s unified liquidity pools
with instant guaranteed finality [68].

The Dome, the first phase, is a system that deflects attacks from malicious
external smart contracts at the Relayer level [67].
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Pre-crime, the second phase, provides an additional level of security for
UAs. It forks the destination blockchain and runs the transaction locally.
Afterward, it can check the state of the forked blockchain in relation to other
connected blockchains to verify that no malicious action has occurred. The
asserts are defined by the UA and enforced by the Relayer. If running the
transaction results in a compromised state of the forked blockchain, Relayer
will not deliver the message and stop a potential attack.
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Chapter 5
Bridge comparison

In this chapter, the selected methodology for comparing bridges is explained.
Then the chosen bridges are evaluated and compared based on the methodol-
ogy.

5.1 Comparison Methodology

The selected bridges are compared based on multiple criteria explained in
the rest of this section. There are six categories: team quality, code quality,
business model, infrastructure, community, and user experience. The infras-
tructure category is broken down further into: security, scalability, capital
efficiency, and functionalities.

5.1.1 Team Quality

The quality of the founders of the project is evaluated based on their previous
accomplishments, academic background, published articles, and the popular-
ity of their published open-source repositories.

5.1.2 Code Quality

If the code is publicly available or has been audited, its general quality is
assessed based on code readability, documentation, test coverage, and reported
vulnerabilities.

5.1.3 Business Model

The different business models of the bridges and the cost of interacting with
the bridges are compared.
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5.1.4 Infrastructure

Under the Infrastructure, the following categories are compared:

• Security – Different trust and liveness assumptions, tolerance for ma-
licious actors, and the safety of user funds.

• Speed – The times needed to complete the transaction as well as finality
guarantees.

• Scalability and Connectivity - The number of chains the bridge is
connecting and the complexity of integrating additional chains.

• Capital Efficiency – The costs of bridging for the user and the capital
required to make the system secure.

• Functionalities and Statefulness – The ability to transfer assets,
more complex states, and the ability to execute cross-chain smart con-
tract calls

5.1.5 Community

The size and activity of different communities are compared to each other.

5.2 Comparison

In this section, the bridges are compared based on the selected criteria.

5.2.1 Team quality

The previous experience and academic background of the founders is de-
scribed.

5.2.1.1 Axelar

Axelar has two co-founders:

• Sergey Gorbunov – Currently an Assistant Professor at the University
of Waterloo. He was the Head of Cryptography and a member of the
founding team of Algorand, one of the top 50 cryptocurrencies by market
cap. He received a Ph.D. from MIT, the top-ranked university in the
world [69], and he received Sprowls Doctoral Thesis Prize for best Ph.D.
thesis in computer science at MIT. He has published 36 articles that
were cited over 3500 times [70].

• Georgios Vlachos – Previously the Head of Mathematics and founding
team member at Algorand, holds a master’s degree from MIT. Winner
of a Gold Medal at the International Math Olympiad.
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5.2.1.2 IBC

Originally, Cosmos was founded by Jae Kwon and Ethan Buchman. They
are the sole authors of the Cosmos whitepaper, in which the idea of Cosmos,
Tendermint, and IBC was first described. However, Jae Kwon resigned from
the role of CEO of Cosmos in 2020 to focus on a Cosmos-based project Virgo.

Ethan Buchman holds a BSc in Physical Science and a MASc in Engi-
neering Systems and Computing, both from the University of Guelph, ranked
581-590 in the QS World University Rankings [69]. He has published 23 arti-
cles that were cited over 700 times [71].

5.2.1.3 LayerZero

LayerZero has three co-founders, Bryan Pellegrino, Caleb Banister, and Ryan
Zarick. All of them studied at the University of New Hampshire, ranked 800-
1001 in the QS World University Rankings [69]. Ryan holds a Master’s degree
in Computer Science, Caleb a Bachelor’s degree, and Bryan has dropped out.

Bryan has previous experience as a founder of two start-ups in online
fantasy sports and predictive AI. He also used to be a professional poker
player. Ryan was a CTO of one of the start-ups and has co-founded three
blockchain and AI-related companies with Caleb.

5.2.1.4 Evaluation

Looking at the founders, Axelar has the most experienced team in mathe-
matics and cryptography. Cosmos (IBC) founder also has a strong academic
background. It is important to note that the development of IBC is com-
pleted, and now it is up to new chains to implement it or build two-way pegs
for heterogenous chains. LayerZero founders are lacking academic background
compared to the other founding teams.

5.2.2 Code Quality

5.2.2.1 Axelar

Axelar has undergone security audits by NCC, Cure53, and Oak Security
audits as of April 2022 and the team plans to continue testing the network
throughout its development [72]. However, these audits are not available to
the public.

The code is open-source and available on Github. The Axelar core module
has received 18 stars and the community tools 41 stars. It is well organized,
formatted, and documented by plenty of comments, and documentation is
available for developers, node operators, and validators. As of April 2022,
some parts of the documentation are still under construction (network design
and gateway contracts) [73].
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Axelar is also running a bug bounty program with rewards up to $1 million
focused on finding security vulnerabilities in the Axelar blockchain, smart
contracts, website, and app [74].

5.2.2.2 IBC

Cosmos (including IBC) has undergone seven security audits as of 2019 [75],
with some of the audits being available to the public. A published security
audit by Least Authority found the codebase to be well organized, with a
clean and succinct coding style. Tests were available for all major modules
and some of them had a 100% test coverage. The audit hasn’t identified any
issues [76]. The code is open-source and available on Github.

The Cosmos SDK has received over 3800 stars and the IBC over 500 stars.
All interchain standards are clearly documented with lengthy explanations,
code snippets, and graphs. Cosmos is also running multiple bug bounty pro-
grams. In October 2021, a high-severity vulnerability was reported in the
Cosmos SDK. It made the network vulnerable to a consensus halt due to a
non-deterministic behavior of nodes. However, this vulnerability was patched
before anyone used it to attack the chain [77].

5.2.2.3 LayerZero

Zokyo, Slowmost, and Ackee Blockchain have audited LayerZero. All of the
audits are publicly available.

Zokyo has rated the security of the code with 98 out of maximal 100, with
the percentage of testable code being 86.23%. It identified two high severity
issues that were resolved based on the findings. Some less severe issues were
also found, all of which were resolved or clarified by the LayerZero team [78].

Audit conducted by Slowmost discovered three low severity vulnerabilities
that were acknowledged by the LayerZero team [79].

Ackee Blockchain review rated the architecture of the protocol and over-
all quality of the code as very good. The code is well documented in code,
Gitbook, and the whitepaper. One high severity issue was found related to
the possible conspiracy between the Relayer and the Oracle, but it was ac-
knowledged by the team, and the probability of it happening was classified as
extremely low. Other than that, no issues with the code were found [80]. The
code is available on Github and has received 76 stars.

5.2.2.4 Evaluation

All of the projects were audited multiple times. IBC has undergone most
audits, and the code has been deployed live for the longest time without any
significant issues. Many third-party developers have also implemented and
used it, unlike Axelar and LayerZero, which have only one live application
each (StarGate and Satellite) built by the original team of developers. Both
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Figure 5.1: Axelar Fees [82]

of these applications were deployed just recently (January 2022 for Satellite,
March 2022 for StarGate), while Cosmos with IBC has been live since April
2021.

5.2.3 Business Model

The business models of selected solutions are explained in this section.

5.2.3.1 Axelar

The Axelar network leverages transaction fees depending on the destination
chain. There is a base fee for all-cross chain transfer, and it depends only
on the source and destination chain. The fee is a sum of the source and
destination chain fees for that asset. The table with the fees is shown in
Figure 5.1.

The base inflation of 10%-15% (based on the amount of delegated stake) is
split evenly between participating in the underlying Tendermint consensus and
signing multi-party signing protocols [81]. Then for each external chain, there
is additional inflation of 2% split between the validators that maintain nodes
for that chain. Cosmos-based chains are supported natively through IBC, so
there is no additional support needed from the validators. The distribution of
inflation is shown in Figure 5.2 and Figure 5.3

To incentivize validators to avoid undesirable behavior (losing liveness, fail-
ing to vote correctly, double signing), reward slashing is implemented. For the
consensus, standard Tendermint slashing reward rules are used. For multiple-
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Figure 5.2: Inflation Overview Chart [81]

party signing protocol, validators are slashed and suspended for a period of
time if they are not active [81].

These parameters put the inflation at around 22% per anum, not counting
any additional chains connected to the network. However, they are subject to
change and are set up in such a way to bootstrap the protocol and incentivize
validators to keep the network secure.

5.2.3.2 IBC

There are no fees or a business model associated with IBC itself. The only fee
required is the source chain’s standard fee for initiating the transaction. Each
chain in the Cosmos ecosystem can independently set up the transaction fee
structure. Also, it is possible to use IBC without integrating with the Cosmos
ecosystem at all, although the main advantage of using it (and Tendermint)
is the immediate interoperability it allows.

5.2.3.3 LayerZero

In every LayerZero transaction, there are three fees the sender has to pay [94]:

• Fee for oracles for moving the block data between the chains.

• Relayers for delivering the message along with a cryptographic proof.

• LayerZero for developing the messaging protocol.
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Figure 5.3: Inflation Distribution [81]

The UA’s can choose any Oracle and Relayer combination available on the
market. This open market approach was chosen to incentivize the participants
to provide the best service they can. UA can estimate what will the total fee
be by calling a designated function, but there is no exact value (percentage or
flat fee) given in the documentation. The entire fee can be paid in the native
token of the source chain [94].

Using Stargate for transferring other tokens than the Stargate token (STG)
incurs a 0.06% fee. This fee is split between the liquidity providers for the
destination pool, which take 0.045%, and protocol treasury, which takes the
remaining 0.015% [95].

Partners that integrate Stargate in production and have significant trans-
action volume can apply to participate in the Stargate whitelist partner pro-
gram, which rewards them with 0.003% of the transaction volume they have
sent through Stargate.

5.2.3.4 Evaluation

Axelar has changed its model from taking a percentage of the transaction vol-
ume (0.1% from transfer to Ethereum and 0.05% to other destination chains)
to a flat fee. That makes it a lot more attractive for users wanting to transfer
high volume of assets through Axelar over LayerZero. However, these busi-
ness models are subject to change as both protocols are new and are trying
to attract as many users and liquidity as possible.
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Figure 5.4: Infrastructure Trade-offs [28]

5.2.4 Infrastructure

The trade-offs of different infrastructure solutions are shown in Figure 5.4.
Axelar uses the external validator model, IBC the light client model, and
LayerZero a tweaked version of the light client model.

5.2.4.1 Security

• Axelar – The Axelar network relies on its validators to stay secure.
Anyone can become a validator so that the network is as decentralized
as possible. The validators need to stake tokens and if they act mali-
ciously, their stake gets slashed [89]. This should make it unprofitable
for validators to try to steal any funds because their collateral is at stake.
Axelar implements a Delegated Proof-of-Stake model that allows com-
munity members to elect a set of validators to run the consensus. The
safety threshold on consensus is set at 90% on the primary validator
set. This means that almost all validators must agree before any funds
locked in the network are withdrawn.
If the Axelar network should stall as a result of the high consensus
threshold, each threshold bridge account on a given blockchain has an
emergency unlock key. Secret shares of the key are generated and each
validator shares a random value and by summing these values, the re-
covery key is generated.
In the case one of the blockchains connected to the Axelar network
fails, limits on the dollar value of the assets moving in and out can
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be imposed to prevent the malicious chain from stealing a significant
fraction of assets before being detected. Then a vote through the Axelar
governance module can determine the following steps [89].

• IBC – The security of IBC is equal to the security of the underlying
blockchains connected to the Cosmos network. The only way user assets
can be stolen is if a successful consensus-level attack happens on one
of the chains. However, the only way to connect IBC to heterogenous
(non-Tendermint) chains is to use peg-zones. The peg-zone itself is a
translator blockchain that allows users to query and perform transac-
tions [90]. Each additional peg-zone brings a security risk since they
have to be written and tested separately for each non-Tendermint chain.

• LayerZero – The security of LayerZero relies on two actors – the Ora-
cles and the Relayers [65]. The Ultra Light Node leverages the security
of the Oracle, which can be chosen by the LayerZero UA. Even if the Or-
acle gets compromised, the Relayer that the UA has chosen would have
to be compromised at the same time, only the assets of UA’s using this
exact pair of Relayer and Oracle would be in danger. This effectively
reduces the chance of any malicious actions, and even if it happens, only
a fraction of the assets in the network are compromised. LayerZero also
has the Pre-Crime functionality that simulates the transaction before it
goes live, and if a malicious action is detected, the transaction is never
performed.

It is challenging to compare the different security models since many vari-
ables exist. Even if the proposed model is perfect, there can still be a security
vulnerability in the smart contracts implementing the model. The IBC model
is the safest with leveraging the security of the underlying blockchains, but
connecting more chains outside of the Cosmos zone brings additional points of
vulnerability. The Axelar only has one point of failure, the consensus mecha-
nism. However, attacks on consensus are complicated once the network reaches
a sufficient size and a state of decentralization. LayerZero, in the worst case,
leverages the security of the chosen Oracle.

5.2.4.2 Speed

• Axelar – Depending on the selected source and destination chains and
the current load on the network, the transfer can take anywhere between
5 to 20 minutes [83].

• IBC – The transfers within the Cosmos ecosystem take around 10 sec-
onds. However, transactions between non-Tendermint chains can take
minutes [84].
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• LayerZero – The speed once again depends on the selected chains, but
in general, the swaps take 30 to 90 seconds [85].

5.2.4.3 Scalability / Connectivity

• Axelar – Axelar currently supports nine chains: Ethereum, Avalanche,
Cosmoshub, e-Money, Fantom, Moonbeam, Osmosis, Polygon, and Terra
[83]. Currently, adding new chains is not open to everyone, but adding
new EVM-based chains is a simple process. There are no requirements
for the consensus protocol, finality rules, smart contract language, or
even the need for the chain to have smart contracts. The new blockchain
only needs to deploy the Axelar Gateway and it will immediately become
a part of the ecosystem.

• IBC – There are currently 43 blockchains in the native Cosmos ecosys-
tem connected via IBC [84]. Any blockchain built using the Cosmos
SDK or the Tendermint consensus can is cross-chain compatible with
the Cosmos network. However, integrating chains that do not use the
Tendermint directly with IBC is time-consuming, and a new peg zone
has to be built for each chain. Replacing the peg-zones with the in-
tegration of Axelar or LayerZero seems to be a better, more efficient
solution.

• LayerZero – LayerZero currently supports Ethereum, Avalanche, Poly-
gon, BNB Chain, Fantom, Arbitrum, and Optimism. Support for Solana,
Terra, Cosmos Hub and Osmosis should begin in May-June 2022 [91].
The goal of LayerZero is to replace the IBC’s transport layer, lifting the
finality restrictions IBC imposes and making IBC compatible with all
kinds of consensus mechanisms without the need for chain-specific peg
zones.

IBC works perfectly with chains using Tendermint, but adding support for
different consensus mechanisms is complicated. Running light nodes for EVM
chains is cost-prohibitive. Both Axelar and LayerZero solve this problem, but
LayerZero has been able to onboard more chains in a shorter period, and the
transactions happen faster than on Axelar.

5.2.4.4 Capital Efficiency

• Axelar – Axelar is not very capital efficient since it requires a lot of
staked capital to be secure – ideally, the amount of staked capital has
to be higher than the total value locked in the network [28].

• IBC – IBC is very capital efficient within the Cosmos ecosystem because
it does not require any capital staked to secure the network. However,
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running light nodes on EVM compatible systems is very cost-prohibitive
[65].

• LayerZero – LayerZero does not need any additional capital to be
secure since it leverages the security of the Oracle networks [65].

LayerZero is the most capital-efficient in general of the compared solutions.

5.2.4.5 Functionality

All of the compared chains models are not limited to specific assets and can
transfer the state of one blockchain to another, including cross-chain smart
contracts calls. However, the available functionalities and dApps built on top
of these protocols differ:

• Axelar – Currently offers cross-chain swaps of stablecoins, ATOM, and
LUNA between the available chains. There is also the top flows feature
that showcases the most common flows of assets via the Axelar network
[83].

• IBC – Chains that implement the Cosmos Interchain module can inter-
act with each other seamlessly. This allows complete composability and
aggregates the flow into one transaction for the user, instead of having to
do a cross-chain transaction via IBC first and then perform the desired
action on the destination chain [92].

• LayerZero – Stargate allows users to transfer stablecoins and the STG
token cross-chain. Users can also deposit stablecoins into the various
pools to earn a cut from the transaction fees and also stake their LP-
tokens to earn yield in STG for providing liquidity. Finally, the Walk-
through mode guides the user through the cross-chain transfer in a sim-
ple, user-friendly way [85].

5.2.5 Community

5.2.5.1 Axelar

Axelar has over 43 thousand members on Discord and over 50 thousand on
Twitter. The Axelar Academy also provides plenty of material for anyone to
learn more about the network. It also includes two video courses, an intro-
duction to Axelar Network, and an explainer of the core network protocols.
Besides the Axelar Academy, the Quantum Community Program gives anyone
from the community a chance to get AXL tokens as a reward for submitting
educational material [86]. Axelar is also running the Axelerator Multichain
Grant Challenge, with $2.3 million split across the best submissions that build
a cross-chain native application using the Axelar network [87].
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Figure 5.5: The Zones of Cosmos [88]

5.2.5.2 IBC

The Cosmos network has over 400 thousand followers on Twitter but only 20
thousand members on Discord. However, there are already 43 chains con-
nected via IBC. The zones in Cosmos and their communication is shown in
Figure 5.5.

5.2.5.3 LayerZero

LayerZero has 86 thousand followers on Twitter and 23 thousand on Discord.

5.2.5.4 Evaluation

The Cosmos ecosystem currently has the highest community but has also
been around for the longest time. The Cosmos SDK makes it easy to create
a new blockchain that is interoperable with all the existing blockchains in the
ecosystem immediately. Axelar is doing a great job of engaging the community
members and rewarding them for their contributions. LayerZero has a good
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amount of traction, but developers have no monetary incentives to build on
LayerZero as of April 2022.

5.3 Evaluation

In this section, the table containing the evaluation is presented. The purpose
of this table is to provide a quick overview of the compared criteria.

• Team Quality – The total number of times the founders were cited in
academic papers.

• Code Quality – The number of security audits and cumulative Github
stars received.

• Business Model – Where applicable, the fees charged by the protocol.

• Security – The number of validators validating the Axelar network is
compared with the number of validators on the Cosmos Hub – the main
chain of the cosmos ecosystem, and with the number of validator nodes
Chainlink has – the primary oracle used by LayerZero.

• Speed – The average times per cross-chain transaction are compared.
However, once non-finality chains (such as Ethereum) are on either part
of the transaction, the bridging can take up to 20 minutes.

• Scalability – The number of supported chains.

• Capital Efficiency – The need for staking external capital to secure
the network.

• Functionality – The functionalities that the protocols currently offer.

• Community – The combined sizes of the Twitter and Discord commu-
nities.
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Conclusion

The first goal of this thesis was to study and analyze blockchain technology
– the first chapter is dedicated to describing what a blockchain is and its
essential properties. A brief history of Bitcoin and altcoins is presented, and
fundamental terms used in the world of cryptocurrencies are explained.

The second goal was to study and analyze technologies used in decentral-
ized finance. The second chapter explains the term DeFi and what are the
main applications of the technology, and the advantages and risks of using
DeFi compared to traditional financial instruments are presented. The third
chapter explains what cross-chain bridges are – one of the critical components
of fully interoperable DeFi. The interoperability trilemma, which discusses
how bridges try to become trustless, extensible, and generalizable at the same
time, is introduced. Building on top of this concept, various ways by which
cross-chain bridges can be classified are proposed. The different issues, risks,
and the most significant hacks are mentioned at the chapter’s end.

The criteria used for selecting the bridges for comparison is presented in
the fourth chapter. Then the three selected interoperability protocols, Axelar,
IBC, and LayerZero are introduced in detail. This accomplishes the goal of
documenting the current state of blockchain bridges and selecting the individ-
ual bridges for the comparison.

The fifth chapter lays out the framework constructed for comparison of
the bridges. The different bridges are compared and evaluated based on the
discussed criteria – the technology model used, the functionalities the bridges
offer, their business model, and the quality of the code and the team. Finally,
a table for a quick overview of the comparison is attached and described.

This thesis should provide enough information about blockchain technol-
ogy and the technology used in decentralized finance for anyone interested
in learning the different complexities and challenges of trustless yet secure
cross-chain interoperability and to prepare the reader a further research of
the topic.
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Appendix A
Acronyms

PoW Proof of Work

PoS Proof of Stake

dApps Decentralized applciations

SC Smart Contract

DeFi Decentralized Finance

TVL Total Value Locked

DEX Decentralized Exchange

TPS Transactions Per Second

AMM Automated Market Maker

LP Liquidity Provider

TradFi Traditional Finance

APR Annual Percentage Yield

LTV Loan To Value

IBC Inter-Blockchain Communication Protocol

NFT Non-fungible Token

CGP Cross-Chain Gateway Protocol

CTP Cross-chain Transfer Protocol

ULN Ultra Light Node

UA User Application
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