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Abstract

This thesis explores the e ectiveness of
few-shot learning in detecting image and
video deepfakes. For this purpose, we
use embedding from already pre-trained
models, namely FaRL [l], ArcFace [2],
and ResNet-50 which was pre-trained on
ImageNet [3, 4], with a simple classi er
built on top of them.

Our methods are tested on several com-
monly used deepfake datasets, namel
FaceForensics++ [5] and DFDC [6]. In
addition, we created two novel datasets,
one from Instagram in uencers and a sec-
ond generated from MRI brain scans.

Our model is capable of achieving re-
sults that are comparable to the SOTA
on the FF++ dataset while still perform-
ing well on the DFDC dataset. On our
novel in uencer dataset, the method can
achieve near-perfect detection. Our ap-
proach is, however, not capable of gen
eralizing onto the medical dataset. We
implement a small CNN as an alternative
to our approach to be used in tasks where
the embedding approach does not work.

Our approach shows that to achieve
good performance in deepfake detection,
we do not need large quantities of training
data. Only a few videos and/or faces
are sucient as long as we use a good
underlying embedding model. However,
the proposed method is not guaranteed to
generalize to other generators well when
the generative model is not present in the
training data.

Keywords: deepfakes, deepfakes
detection, few-shot learning
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Abstrakt

Tato prace zkouma efektivitu few-shot
ufeni p°i detekci deepfake obrazk- a videi.
K tomuto Ufelu pou®ivdme embedding
Z ji° p°edtrénovanych model-, konkrétn¥
FaRL [1], ArcFace [2] a ResNet-50, ktery
byl p°edtrénovan na ImageNet B, 4], a
nad nimi postaveny jednoduchy klasi ka-
tor.

Na2e metody jsou testovany na n¥ko-
lika b¥°n¥ pouCivanych deepfake datase-
tech, konkrétn¥ na FaceForensics++ p]
a DFDC [6]. Krom¥ toho jsme vytvo°ili
dv¥ nové datové sady, jednu z in uencer-
na Instagramu a druhou generovanou ze
snimk- mozku na magnetické rezonanci.

N&2 model je schopen dosahnout vy-
sledk- srovnatelnych s modelem SOTA
na datové sad¥ FF++ a zarove- dosahuje
dobrych vysledk: na datové sad¥ DFDC.
Na na2i nové datové sad¥ in uencer- do-
k&°e metoda dosahnout tém¥° dokonalé
detekce. Na2 p°istup v2ak neni schopen
generalizace na léka°ském datasetu. Jako
alternativu k na2emu p°istupu implemen-
tujeme malou si” CNN, kterou Ize pouCit
v Ulohach, kde p°istup zalo®eny na embed-
dingu nefunguije.

Naz2 p°istup ukazuje, °e k dosaleni dob-
rého vykonu pro detekci deepfak- nepo-
t°ebujeme velké mnao°stvi trénovacich dat.
Stafi pouze n¥kolik videi a/nebo oblifej-,
pokud pouCijeme dobry embeddingovy
model. Neni v2ak zaru£eno, °e navreena
metoda bude dob°e generalizovat na jiné
generatory, pokud se v trénovacich datech
nenachazi generativni model.

Klifova slova: deepfake, detekce
deepfak:, few-shot learning

P°eklad nazvu: Detektor deepfakes
u£eny z malého mno°stvi p°iklad-
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