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Abstract

This thesis aims to propose a detection algorithm for AC Arc Fault Detection Devices(AFDD)
using direct digitization and supervised machine learning algorithms.

The price of high frequency, direct digitization devices have been steadily decreasing in
recent years and it is expected that this trend will continue in the future. Therefore, data
processing using direct digitization is becoming a feasible method to use in AC arc fault
detection devices.

The main purpose of this thesis is to analyze arc faults in suitable domains and to
propose a method for detection based on supervised machine learning algorithms. In order
to analyze arc faults, measurements were gathered according to IEC62606 standards. After
suitable analysis, this data was then used to design supervised machine learning algorithms
to achieve successful detection performance.

In particular, the main contributions of the thesis to arc fault detection research are as
follows:

1. An optimized algorithm for detection that can be utilized both in existing solutions
and in the proposed solution in this thesis

2. An automated feature selection tool from current waveforms that is done heuristically
in existing solutions.

Keywords:
Supervised Machine Learning, AC Arc Fault Detection, Arc Fault Detection Device(AFDD)

Support Vector machine, Feature extraction, Fourier transform.
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Abstract

C��lem t�eto pr�ace je vyvinout detek�cn�� algoritmus pro detekci st�r��dav�eho oblouku v za�r��zen��ch
AFDD s vyuit��m p�r��m�e digitalizace a strojov�eho u�ceni.

Cena obvod�u pro rychlou p�r��mou digitalizaci st�ale v posledn��ch letech kles�a a o�cek�av�a
se pokra�cov�an�� tohoto trendu. Proto bude mon�e pouit�� p�r��m�e digitalizace v za�r��zen��ch pro
detekci oblouku AFDD.

Hlavn��m c��lem pr�ace je anal�yza oblouku ve vhodn�ych oblastech a n�avrh metody de-
tekce zaloen�e na strojov�em u�cen�� s u�citelem. Pro anal�yzu byla provedena m�e�ren�� podle
standardu IEC62606. Po anal�yze byla tato data pouita pro n�avrh algoritmu strojov�eho
u�cen�� s u�citelem k dosaen�� sp�e�sn�e detek�cn�� schopnosti. Hlavn��m p�r��nosem pr�ace k v�yzkumu

detekce oblouku je:

1. optimalizovan�y algoritmus pro detekci, kter�y m�ue b�yt pouit v existuj��c��ch �re�sen��ch a
v �re�sen�� navren�em v t�eto pr�aci

2. n�astroj pro automatizovan�y v�yb�er p�r��znak�u, kter�y je v existuj��c��ch �re�sen��ch prov�ad�en
heuristicky

Kl���cov�a slova:
Strojov�e u�cen�� s u�citelem, detekce st�r ��dav�eho oblouku, za�r��zen�� pro detekci st�r��dav�eho

oblouku, SVM, extrakce p�r��znak�u, Fourierova transformace
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Chapter 1
Introduction

In this chapter, the motivation for thesis subject " AC arc fault detection" is speci�ed,
challenges in design of arc fault detection devices are addressed and outcomes and structure
of thesis are stated.

Electrical �res are one of deadliest and common hazards of the 21stcentury. According
to Fire Safe Europe which is an European association for �re safety in buildings,200000
�res are reported in Europe each year and 90% of �res in the European Union happen in
buildings. 4000 people are killed by �re in Europe every year which is 11 deaths per day.
7000 people are hospitalized in Europe each year due to severe injuries caused by �re. 126
billion Euro which is equivalent to 1% of European GDP is eaten up by �re damage each
year. [1] From 2014 to 2016, an estimated 24,000 residential building electrical �res were
reported to United States �re departments each year and these �res caused an estimated
310 deaths, 850 injuries and $871 million in property loss. [3][4]

According to the Geneva Association, 25% of �res are ignited by electrical failure in
Europe.[2]. In only 17% of residential building electrical �res, the �re spread was limited
to the object where the �re started.[3] Residential building electrical �res occurred most
often in the winter month of January (12%) which is considered because of an increase in
demand of heating.[3]

Together with deaths and injuries, there are also economical losses caused by �res. In
the U.S, residential building electrical �res cost $27.500 loss per �re.[3]

Di�erent protective devices are used to prevent deaths, injuries, and economic loss.
Most widely used devices are circuit breakers, introduced in more detail in Section 2.3.1.
Circuit breakers provide protection against overloads and short circuits. Residual current
devices explained in Section 2.3.2 are used to detect the imbalance between live and neutral
wires, namely, leakages. However, these devices cannot provide protection against arc
faults. Arc fault detection devices, introduced in more detail in Section 2.3.3, are necessary
to employ in order to provide more protection.

Since unspeci�ed short-circuit arc (23%), and short-circuit arc from defective, worn
insulation (11%) are a big portion of the factors that contribute to the ignition of residential
electrical �res, together with the malfunction (43%) and other electrical failure[3], arc
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1. Introduction

fault detection devices are important with respect to saving lives, preventing injuries and
economical loss.

Lastly, according to Transparency Market Research (TMR), the arc fault detection
device market revenue has reached the $3.769 billion in 2017 and it is expected to grow
with a solid 5.3% compound annual growth rate until 2025 where revenue is projected
to increase 5.596$ billion by 2025. [5] This presents a promising opportunity for this
technology to be adopted by the market.

1.1 Motivation

Arcing is de�ned as "luminous discharge of electricity across an insulating medium, usually
accompanied by the partial volatilization of the electrodes"[6]

When arc fault occurs, it generates broadband noise up to 1GHz. Arc fault detection
is a challenging task because of the complexity of phenomena explained in Section 2.2.
However, introduction of new loads with di�erent noise characteristics, power line com-
munication devices, or di�erent type of distribution systems such as ring circuitry, make
detection even more challenging for existing detection methods. In light of this inform-
ation, it is needed to investigate advancements in arc fault detection technology and to
propose more robust solutions.

A number of parameters make it di�cult to identify arc fault events. These include wide
spectrum noise, complex cause-e�ect relationships, and load dependant signal properties.
As such, it is important to employ a variety of signal processing approaches, including:

1. Time domain signal processing

2. Frequency domain signal processing

3. Time-frequency domain signal processing

Generally, the approaches above are combined in many products on the market to
increase robustness and minimize nuisance tripping. Robustness issues decrease the protec-
tion level while nuisance tripping has economical impacts due to unnecessary de-energization
of circuitry. As an answer to this, there are numerous algorithms being developed to in-
crease robustness of arc fault detection.

Arc fault detection is a binary classi�cation task, a task of classifying the elements
of a given set into two groups (predicting which group each one belongs to) on the basis
of a classi�cation rule.[24] Considering the advancements in data acquisition devices and
classi�cation algorithms rapidly developed in recent past, it becomes feasible to propose
a new detection algorithm using direct digitization for data acquisition and supervised
machine learning algorithms for detection.

2



1.2. Goals of the Thesis

1.2 Goals of the Thesis

This thesis is intended to analyze arc faults that occur in low voltage level residential areas
using suitable signal processing techniques and to propose a novel detection algorithm for
arc fault detection using supervised machine learning algorithms.

In order to investigate arc faults in detail, measurements in compliance with the
IEC:62606 standard [6] that contains general requirements for arc fault detection devices
are used because using real measurements is more reliable and the result is guaranteed
compared to other methods such as modelling arc faults.

To design an arc fault detection algorithm, data acquired by measurements need to
be analyzed in suitable domains. In this thesis, main goal is to achieve best detection
performance by applying suitable signal processing techniques.

Another goal of the thesis is to design supervised machine learning algorithms for arc
fault detection and then to design an algorithm to achieve successful and robust detection
performance.

In particular, the main contributions of the thesis to arc fault detection research are as
follows:

1. A successful detection algorithm that is suitable to use with a proposed data ac-
quisition method, namely, direct digitization. The algorithm can also be utilized by
existing detection solutions to increase e�ciency and robustness.

2. An automated feature selection tool, for analyzing current waveforms, that is used
for pinpointing the frequency bands that provide su�ciently enough data to classify
an arc fault event successfully. This is done heuristically in existing solutions.

1.3 Structure of the Thesis

The thesis is organized into six chapters as follows:

1. Introduction : Describes the motivation behind arc fault detection and gives statistical
data. Main contributions of the thesis are introduced.

2. AC Arc Fault Detection: Introduces AC arc fault types, arc characteristics and pro-
tection devices. Load types and characteristics are introduced.

3. AFDD Tests and Measurements: Tests and measurements according to IEC:62606 are
introduced. Measurement results and test setups used in measurements are explained.

4. Direct Digitization Approach: Proposed algorithm for arc fault detection is explained
in detail. Basics of support vector machine are introduced. Designed feature extrac-
tion algorithms are presented. Proposed detection algorithm from signal processing
to detection are explained in detail. Performance metrics and criteria are introduced.

5. Main Results: Results of research are summarized according to decided metrics.
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1. Introduction

6. Conclusion: Findings are discussed and possible topics for further research is presen-
ted.
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Chapter 2
AC Arc fault detection

In this chapter, AC arc fault types and corresponding protection devices with a focus on
arc fault detection device is explained.

2.1 AC Arc Faults

According to IEC62606:2013 which is the international standard published by International
Electrotechnical Commission for general requirements for arc fault detection devices, an
arc is de�ned as a luminous discharge of electricity across an insulating medium, which
usually results in the partial volatilisation of the electrodes. The de�nition of an arc fault is
given as a hazardous unintentional arc between two conductors.[6] An AFDD is described
as a device able to detect and mitigate the e�ects of arc faults by disconnecting the circuit
when such a fault is detected.[7]

Although arcing or sparks may occur under normal operation in loads such as electrical
drills or air compressors, these are not classi�ed as hazardous. As such the standard for a
harmful arc, in arc fault detection research is much higher. Since an AFDD is intended to
de-energize the circuit when a hazardous arc occurs, these devices must be able to ignore
non-hazardous arcing. When distinguishing between hazardous arc faults and arcing due
to normal operation, some loads can still present a large challenge in arc fault detection
research

According to [8] , typical causes of an arc faults are as follows:

1. Cords or wires having a loose connection

2. Crushed wires

3. Damaged or misapplied electrical equipment
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2. AC Arc fault detection

4. Ageing installations

5. Pets and rodent bites

Illustration of common arc fault causes are shown in Figure 2.1.

Figure 2.1: Illustration of fault causes[63]

According to the U.S. Fire Administration, the leading speci�c items most often �rst
ignited in residential building electrical �res are electrical wire, cable insulation (31%)
and structural member or framing (18%). The leading factors that contribute to the ig-
nition of residential building electrical �res are other electrical failure, malfunction (43%),
unspeci�ed short-circuit arc (23%), and short-circuit arc from defective, worn insulation
(11%).[3]

Arc faults are typically at the nominal current or just below, therefore it is di�cult to
detect using traditional protection devices. Small arcs may grow in time as damage ton
insulation worsens. Arc faults are detected by using the fact that high frequency noise
appears in the waveform as a result of arcing and breakdown of the fault current close to
zero-crossing of the driving voltage.[8]
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2.1. AC Arc Faults

According to IEC62606, there are three types of arc faults which are earth arc faults,
parallel arc faults and series arc faults. These are introduced in more detail in the following
sections.

2.1.1 Parallel Arc Fault

Parallel arc fault is de�ned as an arc fault where the arc current is 
owing between act-
ive conductors in parallel with the load of the circuit.[6] The total current in the circuit
increases depending on load impedance and arc impedance. There is no current 
owing
through the earth conductor. Residual current devices(RCDs), explained in more detail in
section 2.3.2, do not provide protection for parallel arc faults, whereas, miniature circuit
breakers(MCBs) might provide protection depending on load and arc impedance whether
tripping conditions such as current/time are presented or not. Parallel arc is illustrated in
Figure 2.2.

Figure 2.2: Parallel Arc[10]

2.1.2 Ground Arc Fault

Ground arc fault is de�ned as an arc fault where the current is 
owing from an active
conductor to earth. [6] Ground faults are sometimes called residual current faults or earth
leakage faults. Typically, they have much lower current compared to short circuit. A
ground fault can happen in permanent wiring, in an appliance itself, or in the cord of
appliance. For some ground faults AFDD can trip if other protection is not installed. For
instance, if an RCD(see section 2.3.2) is not installed, an AFDD trips for higher nominal
currents than RCD, or some cases where overcurrent protection devices do not provide
protection because the impedance of the faulty circuit can be too high.[61] More detailed
information about device characteristics of AFDD are given in the section 2.3.3. Ground
arc is illustrated in Figure 2.3.
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2. AC Arc fault detection

Figure 2.3: Ground Arc[10]

2.1.3 Series Arc Fault

IEC62606 standards de�ne series arc faults as arc faults where the current is 
owing through
the load(s) of the �nal circuit protected by an AFDD.[6] Arc voltage is in series with the
load and it behaves like an electrical component serially connected to acircuit. Therefore,
load current is di�erent than expected current in normal operation of load.

Additionally, it behaves as a voltage divider and causes a decrease on the load voltage.
Loads that provide a constant power output, such as power supplies, compensate this with
an increase in current consumption. Total power dissipation in the circuit increases. RCDs
and MCBs cannot provide protection for such a fault[9]. Therefore, arc fault detection
device(AFDD) is required to �ll this protection gap in addition to MCBs and RCDs.
Series arc is illustrated in Figure 2.4.

Figure 2.4: Series Arc[10]
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2.2. Arc Fault Characteristics

2.2 Arc Fault Characteristics

According to a US patent �led by Siemens[12], during the time that the arc is conducting
current, it produces wide-band, high-frequency noise ranging from about 10kHz to 1GHz.
The inventor of [12], also stated that the resulting characteristic pattern of high-frequency
noise with synchronous gaps is unique to arcing and therefore an algorithm for analyzing
repetitive patterns in the amplitude of the noise can be used to detect arcing.

Beacuse the noise generated by arcing is wide-band and reaches frequencies up to 1GHz,
any informative combination of frequency spectrum can be used to detect arcing. However,
there are some advantages of using a bandwidth of 1 to 50MHz, which are clearly stated
in [12] and the advantages are listed as follows:

1. Household appliances are intentionally designed to minimize the noise above 1MHz
since it can interfere with radio broadcasts. Therefore, noise generated by load itself
is minimal above 1MHz so that it is suitable to use in the detection of an arc fault.[12]

2. Loading e�ects of devices connected to the line can be presented. Therefore arc noise
signal is attenuated. Power distribution lines behaves as transmission lines at high
frequencies. Other devices that are supplied by the same power distribution line are
inductively isolated from the power distribution line by their main cords and internal
wires, which limits the amount of attenuation they can produce. Using a frequency
band of 1 to 50MHz will eliminate the possible e�ects of these loading e�ects.[12]

Noise generated by the arc fault appears on both the line voltage and load current
solely when arcing conducts. Amplitude of the noise is exactly 0 as the arc extinguishes
and reignites at zero-cross section of line voltage,i.e every half-cycle of the line frequency.
This is the reason that synchronous gaps are observed on the noise generated by an arcing.
For resistive loads, arc voltage is in phase with the line voltage. Therefore, these gaps
occurs simultaneously with the zero-crossing of line voltage. For reactive loads, arc voltage
and the gaps may shift in phase up to plus or minus 90� depending on the line voltage.[12]
Reactance of the load in series with the arc is determinative if the gaps occur simultaneously
with the zero-crossings of line voltage. However, regardless of phase shifts, gaps in the noise
generated by arcing are equal in to half of the line frequency cycle.

2.3 Protection Devices

Protection devices in residential power systems are introduced in following sections. There
are three di�erent subcategories. Devices with same functionality have di�erent naming in
di�erent places and they are often combined.
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2. AC Arc fault detection

2.3.1 Miniature Circuit Breaker(MCB) and Moulded Case Circuit
Breaker (MCCB)

Miniature circuit breakers(MCB) and moulded case circuit breakers(MCCB) protect resid-
ential power distribution lines against overloads and short circuits. Additional to fuses that
are used for protection as early as 1864 [13], MCBs bring a switching function. MCBs of-
ten work with thermal or thermal-magnetic principles whereas recent MCCBs o�er higher
rated currents and employ electronic tripping units and adjustable breaker characteristics.
MCBs and MCCBs also do not require replacement after tripping if their rated capabilities
are not exceeded. They are the most common protection devices employed on the world.
There are three types of MCBs: Type B, C and D. Type B trips at 3 to 5 times of the rated
current and are used for domestic and commercial installations having little or no switching
surges, whereas type C trips at 5 to 10 times the rated current and is designed for general
use in commercial or industrial application with a greater use of 
uorescent lighting and
motors which may cause nuisance tripping of type B breakers. Type D breakers trip 10 to
20 times the rated current and are suitable for industrial applications where transformers,
large motors, welding cause high inrush switching surges.

Figure 2.5: Miniature Circuit Breaker[17]

2.3.2 Residual Current Device(RCD) or Residual Current Circuit Breaker
(RCCB)

While the exact origins of the RCD are unknown, the technology appeared on the market
around the 1950s and was used by utility companies against 'energy theft' in order to
prevent usage of current from phase to earth instead of phase to neutral.[14] Operating
principle of RCDs is given in Figure 2.6.
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2.3. Protection Devices

Figure 2.6: RCD Working Principle[16]

Their working principle is based on monitoring the wiring continuously to detect leak-
ages. When there is no fault, vectorial sum of the currents on live wire and neutral
wire(I 1 + I 2 shown in Figure 2.6) is equal to 0. In case of a fault, ifI 1 + I 2 exceeds
the rated residual operating currentI �n , regarding circuit at the secondary side of toroid
sends a trip signal to residual current device.[16] Typically, 5mA (30mA in some places) is
considered as an imbalance which can cause fatal outcomes in case of an electrocution.

An RCD detects the imbalance in the live wire and neutral wire, however, it does not
provide protection against overload and short circuit as an MCB does, except in the special
case of a short circuit from live to ground. There are available products on the market
that often integrate these two together. These are called:

1. In Europe: Residual current circuit breaker with overcurrent protection(RCBO)

2. In the United States and Canada: Ground fault circuit interrupter(GFCI), or ground
fault interrupter (GFI), or an appliance leakage current interrupter (ALCI).

3. In Australia: Safety switch or RCD

There are also outlet versions of GFCIs in US market, which is simply a GFCI included
in a dual socket. Unlike a GFCI, GFCI outlets only provide protection for devices plugged
into it or other outlets downstream from the outlet. [18]
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2. AC Arc fault detection

2.3.3 Arc Fault Detection Device (AFDD)

The arc fault detection device shown in Figure 2.7, also known as an arc fault circuit
interrupter is a circuit breaker that trips when an electric arc is detected in the circuit in
order to prevent electrical �res.[20]

Figure 2.7: Arc fault detection device[19]

IEC62606:2013 clearly states that, during a series arc fault, there is no leakage to
ground. Therefore, RCDs cannot detect such a fault. Furthermore, load current is reduced
because of the impedance of a series arc; therefore, the current level is also lower than
the threshold of the circuit breakers and fuses. When arcing occurs between a phase and
a neutral conductor, the only limitation to the current is the impedance of installation.
Conventional circuit breakers are not intended to trip for such situations.

Additionally, AFDDs have to distinguish between hazardous and non-hazardous arcs
that occur under the normal operation of some electrical loads such as power drills or
brushed motors. This is a critical requirement because over-sensitive design of an AFDD
can be prone to nuisance tripping. Nuisance tripping has economical impacts whereas
under sensitive design comes with lack of protection. This trade-o� has to be taken into
consideration while designing an arc fault detection algorithm.

IEC62606:2013 contains general requirements for arc fault detection devices including
its performance, testing and characteristics. According to [6], limit values of break time
for Un = 230V AFDDs at low arc currents up to 63A are given as follows.
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Test arc current
(r.m.s values)

2.5A 5A 10A 16A 32A 63A

Maximum break
time

1s 0.5s 0.25s 0.15s 0.12s 0.12s

Table 2.1: Limit values of break time for Un = 230 V AFDDs

State of the art devices generally employ a high frequency analog front-end monitoring
circuit combined with a microprocessor. However, introduction of new kinds of loads and
new, cheap and noisy components cause robustness issues, thereby causing either economic
loss or lack of protection. Although there are already many di�erent products o�ered in
di�erent markets, advancements in signal processing devices and classi�cation algorithms
makes new detection algorithms feasible.

This thesis is intended to propose a novel detection algorithm chain using high frequency
direct digitization to obtain current waveform of loads and then to propose a detection
algorithm using machine learning algorithms such as support vector machine, k-nearest
neighbor and others, which are investigated in more detail in Chapter 4. Such an approach
has some advantages compared to existing algorithms, namely:

1. Although machine learning algorithms can be computationally expensive in training
phase, obtained classi�ers do not require high processing power and obtained classi�-
ers are very simple to implement on a microprocessor. Therefore, obtained classi�ers
can be even used together with the existing solutions in order to increase robustness
and e�ciency.

2. Existing analog front ends are designed using expert knowledge, and therefore they
are designed based on heuristic data. Implemented methodologies in the proposed
arc fault detection technique for extracting features in Section 4.2.1 o�er a tool to
automatically extract informative subsets of a given dataset which is simply frequency
domain representation of current waveforms.

3. Since all the processing, training and testing is implemented on both MATLAB and
Python environments, it is simple to modify the algorithms whereas designing an
analog front-end takes much more time.

2.4 Residential Loads and Characteristics

A systematic approach needs to followed in order to investigate the maximum number
of load categories and their e�ects, because the performance of the algorithm designed in
Chapter 4 is proportional to the coverage of the feature space to real life situation. Namely,

13




	Abbreviations
	Introduction
	Motivation
	Goals of the Thesis
	Structure of the Thesis

	AC Arc fault detection
	AC Arc Faults
	Parallel Arc Fault
	Ground Arc Fault
	Series Arc Fault

	Arc Fault Characteristics
	Protection Devices
	Miniature Circuit Breaker(MCB) and Moulded Case Circuit Breaker (MCCB)
	Residual Current Device(RCD) or Residual Current Circuit Breaker (RCCB)
	Arc Fault Detection Device (AFDD)

	Residential Loads and Characteristics
	Resistive Loads
	Power Electronics/Switched Mode Power Supply
	Energy Efficient Lighting
	Single Phase Induction Motor
	Universal Motor


	AFDD Tests and Measurements
	European Standards Test Procedure
	Cable Specimen
	Arc generator
	Experiments Described in Standards

	Measurement Setup
	Measured Loads and Analysis
	Heaters
	Switched Mode Power Supply(SMPS)
	Universal Motor
	Light Emitting Diode(LED)
	Fluorescent Lamps
	Dimmer


	Direct Digitization Approach
	Fundamentals of SVM
	Feature Extraction
	Feature Selection

	SVM Training
	Performance Evaluation
	Performance Metrics
	Cross-validation


	Results
	Feature Selection
	Neighborhood Component Analysis
	Sequential Feature Selection
	Classification Performance Using Selected Features


	Conclusions
	Future Work

	References

