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Abstract (EN) 
 

Goal of this work is to research available options of localization and tracking of persons inside 
of buildings, and on the basis of that then design and develop an audiovisual navigation system. 
This system should be capable of guiding users to any available destination in the given building, 
while being as passive and least intrusive for the user as possible. 
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Abstrakt (CZ) 
 

Cílem této práce je ǇǊƻȊƪƻǳƳŀǘ ƳƻȌƴƻǎǘƛ ȊŀƳŠǌŜƴƝ ŀ ǎƭŜŘƻǾłƴƝ ǇƻƘȅōǳ ƻǎƻō ǳǾƴƛǘǌ ōǳŘƻǾΣ ŀ na 

ȊłƪƭŀŘŠ ǘŞǘƻ ǎǘǳŘƛŜ navrhnout a implementovat systém audiovizuální navigace. Tento systém by 

ƳŠƭ ǳƳƻȌƶit ǳȌƛǾŀǘŜƭǻƳ ōȇǘ ƴŀǾŜŘŜƴƛ ƪ ƭƛōƻǾƻƭƴŞ ŘƻǎǘǳǇƴŞ ŘŜǎǘƛƴŀŎƛ v rámci dané budovy, 
ǇǌƛőŜƳȌ ōȅ ƳŠƭ ōȇǘ Ȋ ƘƭŜŘƛǎƪŀ ǳȌƛǾŀǘŜƭŜ Ŏƻ ƴŜƧƳŞƴŠ ƴłǊƻőƴȇ ƴŀ ǎǇǳǑǘŠƴƝ ŀ ǇƻǳȌƝǾłƴƝΦ 

  

YƭƝőƻǾł ǎƭƻǾŀΥ indoor navigace, indoor lokalizace, IPS, WPS, WiFi, RSSI   
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1 INTRODUCTION 

Global positioning systems and their widespread availability in our smartphones revolutionized 

ways how we navigate around. Anytime we need to find a way to a place we haven't been to 

before, we just pull out a phone of our pocket, type in the desired destination and we 

immediately know which way to go. There is a problem with these systems though - they dƻƴΩǘ 

work inside of buildings. Yet there are many buildings big and complex enough - like hospitals, 

schools, or offices, which are hard to navigate in for newcomers, and lot of times these are the 
buildings which most of the visitors visit only occasionally.  

Aim of this work is to research options available for indoor positioning and navigation, and 

develop a navigational system which could be deployed in buildings with complex corridor 

network, helping visitors find their destinations easily. This navigation system shall be 

audiovisual, physically present and integrated into the corridors themselves, so the users would 

be able to use it without the need of using their phones during the navigation. 

1.1 MOTIVATION 
As stated, global positioning systems have a major drawback, which is that it does not work well 

in enclosed spaces. One of the reasons for that is dampening of the signal caused by the walls. 

The other is, that the GPS uses for calculation of location time of flight principle, and being 

enclosed by wall creates multiple reflections, which causes multipath propagation of the signal, 

because of which problems with correctly determining the time or direction of arrival of signals 

arise (Pourhomayoun, Jin, & Fowler, 2012).  

  

Because of that, numerous other approaches were tried and tested to provide indoor 

positioning, using varying physical and fundamental principles, but none has panned out yet to 

be the ultimate one way to go. Though in isolated cases indoor localization and navigation 

systems were already deployed, most public buildings are still relying on printed signs and maps 

to show people the way around. While they are in most cases able to lead visitors to their 

destination, it usually takes them much longer on their first visit than when they already know 

where are they going. That is the point where smart navigation systems could help, as they 

might lower the time people need to find their location to almost the same as if they would 

already know the way. 
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1.2 STRUCTURE OF THIS WORK 
This work will be structured in the following way: 

1. In the introductory part goals of this work will be defined, current state of the art in this 

field will be discussed, and finally a comparison with my bachelor thesis will be made 

2. In the second part techniques and technologies for indoor positioning and navigation will 

be researched and solution will be proposed for the given implementation problem 

3. In the third part realization of the navigation system will be described, all used technologies 

will be overviewed and problems which were dealt with will be discussed 

4. In the fourth part the developed system will be evaluated, and testing of its functionality 

discussed 

5. In the last concluding part, the results of this work will be described, and further works and 

future possibilities discussed  

6. In the appendices at the very end of this document will be located schemas, manuals, links 

to source codes and other related materials. 

1.3 GOALS OF THIS WORK 
First goal of this work is to analyze and research technologies which are currently being used 

for indoor positioning and navigation purposes and select from them one which would be the 
best fit for further proposed navigation system. 

The other goal is to implement the proposed navigational system. From the project assignment 

and consultations with the thesis supervisor a following set of functional and non-functional 

requirements for this system was defined: 

1.3.1 Functional Requirements  
Create a navigation system which will satisfy following functional criteria: 

ü System will guide users along the shortest path to their destination 

ü System will guide users using visual cues present in the physical world  

ü System will enable users to choose any destination available 

ü System will be capable of using audio output to provide navigational cues and entertain 

users 

ü System will be able to guide users back to their correct route should they take a wrong 

turn 

1.3.2 Non-functional  requirements  
Additional non-functional requirements were set: 

¶ System will be capable of guiding multiple users at the same time 

¶ System will be remotely configurable 

¶ System will be horizontally scalable 

¶ System will be extensible 

¶ System have to be capable of continuous operation 

¶ Deployed hardware will use wireless communication 
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1.4 STATE OF THE ART 
While several systems of global positioning systems were already deployed and are active, 

which enables precision tracking of persons, vehicles or goods anywhere outside around the 

world, they have problems working indoors. Having access to outdoor positioning systems helps 

individuals navigate around the city, or reach their destinations when travelling by cars, but 

today most of the time people spend indoors. The newest global positioning system Galileo is 

actually capable of providing indoor localization (European Global Navigation Satellite Systems 

Agency, 2017), but in most cases the precision is still in order of magnitude of tens of meters.  

Partially because of the localized nature of the indoor positioning problem, and multiple 

technologies available to solve it, there are now several competing approaches, none of which 

is currently being a clear leader. Most solutions use technologies which are not locating the 

actual user, but the phone he is carrying, as are predominantly WiFi and Bluetooth. Both of 

these technologies are being used in a client based or server based settings, when the phone 

acts as a receiver or transmitter, respectively (infsoft GmbH, 2016). 

Technologies of image based recognition could be used for tracking the actual user himself, but 

are harder to use than when tracking the phone. User has to be identified first as the object 

being tracked, and this identification has to hold as he leaves and enters field of view of different 

cameras. 

Interesting is the possibility of using ambient magnetic fields for the task of positioning as well 

(Han-Sol Kim, 2017), even though the solution proposed needs an encoder to keep track of 

current velocity. 

Most of market available solutions are implemented as a smartphone map app, though again 

not yet any one solution has prevailed against the others and got widespread adoption. Though 

now there are Google Indoor Maps1, which are getting integrated into the regular Google Maps2. 

This might be the closest we get to a widespread generic solution, unfortunately they are not 

yet available to use or test in Czech Republic,  

Nice example of large scale deployment can be seen at Swiss railways Zurich station, where 

more than a thousand Bluetooth beacons were deployed (infsoft GmbH, n.d.), and provides a 

complete navigation solution over all of the station premises. This solution uses a native 

smartphone app, which has to be installed for the user to be able to use this system3.  

  

                                                                 
1 https://www.google.com/maps/about/partners/indoormaps/ 
2 https://www.google.com/maps/ 
3 https://play.google.com/store/apps/details?id=ch.sbb.oevnavi&hl=en 
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1.5 BACHELOR THESIS 
This work is a loose continuation of my bachelor thesis όWŜŘƭƛőƪŀΣ нлмоύ. While title of that thesis 

ǿŀǎ ǎƛƳǇƭȅ Ψ[ƛƎƘǘ ŎƘŀƛƴ ŎƻƴǘǊƻƭΩΣ ǘƘŜ work was already aimed at using LED strips as part of an 

audiovisual navigation system. In that work hardware navigation units based on Arduino 

platform were created, which could activate each other when a presence of human - visitor was 

detected using a PIR sensor. However, these units were meant to be placed only along a single 

path - from entrance of the Faculty of Electrical Engineering to the Institute of Intermedia, so 

that system provided way only to a single destination. There was no backend server - no 

centralized control which could affect which units should light up and when, and there was no 

other mechanism of user detection than the PIR sensor, so individual user tracking was not 

possible and the navigation was not personal.  

While this work will be building upon the same general idea, nor code or hardware from the 

bachelor thesis will be reused, only the idea of audiovisual navigation and usage of digital LED 

strips. It is because this time the goal is much broader - a personal navigation to any destination 

the user picks. That leads to a need of developing and deploying a far more complex system. 

The user has to be tracked, so the system can decide at each intersection where to lead him 

next - that tracking information has to ōŜ ƻōǘŀƛƴŜŘ ǎƻƳŜƘƻǿΣ ǳǎŜǊΩǎ ǇŀǘƘ Ƴǳǎǘ be stored 

somewhere, and all of that acted upon in order to light up the right units navigating towards the 

right destination. Where in my bachelor thesis it was sufficient to develop the navigation units 

alone, this time they will be only a single part of the whole system architecture.  
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2 ANALYSIS AND DESIGN 

In the second chapter will be analyzed and researched various techniques and technologies 

related to the indoor positioning and navigation problem. Next a solution for the problem of 

navigation system implementation will be researched and proposed. 

2.1 INFRASTRUCTURE CONFIGURATIONS  
There are several technologies available for positioning, where the ones which are being majorly 

used are wireless. In any kind of data transfer there are two participants of that communication 

ς a transmitter and a receiver. Similarly, there are two complementing configurations used for 

infrastructure of positioning technologies - server or client based positioning. 

2.1.1 Server based positioning  
In server based positioning, the userΩs device acts as a beacon and transmits identifiable signal. 

This broadcast is then captured by the receiving infrastructure, which has to be installed in the 

observed space, and position of that device is then calculated from the signal strength captured 

by individual receivers and known fixed position of those receivers.  

2.1.2 Client based positioning  
In client based positioning, the roles are reversed. The installed infrastructure is broadcasting 

and userΩǎ device captures broadcasted signals. Then ǘƘŜ ǳǎŜǊΩǎ device either calculates its 

position on its own, if the tracking application contains positions of the transmitters, or sends 
the captured signal strengths back to the tracking system for processing. 

2.2 POSITIONING TECHNIQUES 

2.2.1 Trilateration  

Trilateration is a process of finding the position by measuring the distances of points using 

geometry of circles or spheres. With wireless technologies, a signal strength is being used for 

calculation of the needed distances. Reason, why we can use signal strength for trilateration, is 

based on the fact that radio waves propagate according to the inverse-square law, so the 

travelled distance can be approximated from the relation between transmitted and received 
power.  

There is a problem with long range trilateration inside of buildings, because in such environment 

the signals are not propagating in a free space. Because of that a lot of random reflections or 

absorptions from walls occurs, which can alter the signal strength in unpredictable ways. Short 

range signal sources can be used to remedy this, ōǳǘ ǘƘŜȅΩŘ ƘŀǾŜ ǘƻ ōŜ ǇƭŀŎŜŘ ƛƴ ŀ ǾŜǊȅ ŘŜƴǎŜ 

arrays, which could make deployment of the positioning system prohibitively expensive. 

Because of that the signal strength readings are usually being filtered using various statistical 
procedures such as Kalman filtering (Chui & Chen, 2009). 

 

2.2.2 Triangulation  
Triangulation is a process of finding the position by forming triangles to the position from known 

points. In positioning technologies, the triangulation is used when we are able to calculate the 

Angle of Arrival of the signal. Angle of Arrival can be determined by using an array of multiple 

sensors. These can be highly directional - so at a given angle only a specific sensor from the array 
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would receive the signal. With this approach to get a high precision a very large amount of 

sensors would have to be used. Other possibility is measuring the time difference of arrival. In 

that setting all sensors of the array receive the signal, but being in a slightly different location, 
the same signal will be reach the individual sensors in a different moment. 

Triangulation is limited to be used in a server based positioning, as there is no smartphone 

equipped with such a sensor array to be able to resolve from which direction the signal was 

received. 

2.2.3 Fingerprinting  
Fingerprinting technique is an empirical method, when all of the locations which the system 

should be able to distinguish are catalogued, and each of them is paired with a unique identifier 
ς a fingerprint. 

The position is then calculated from a fingerprint of an unknown location using algorithms such 

as k-nearest neighbor (Altman, 1992), which will determine which is the most similar fingerprint 

from the original set to the one presented. A more advances approach is to use machine learning 

classifiers such as Naïve Bayes (Rish, 2001), which would be first trained using several 

fingerprints for each of the locations. That makes the classification of the unknown sample more 

robust. It is especially effective for use with wireless technologies, as the gathered fingerprints 
tend to contain a lot of noise. 

2.3 POSITIONING TECHNOLOGIES 
Today there are several technologies used for indoor positioning and tracking, each of which 

has advantages in some areas and lacks in others. The two most often used are WiFi and 

Bluetooth, complemented by others like visible light communication (VLC) or magnetic field 
based positioning.  

2.3.1 WiFi based positioning  
WiFi based positioning or WiFi positioning system (WPS) is based on the received signal strength 

indication (RSSI), which can be processed in two fundamentally different ways. 

One approach is to check the RSSI levels for MAC addresses from which the signals originated, 

and if there are levels of APs of which the physical location is known, location can be calculated 
using trilateration principle. 

The other approach is to use the fingerprinting technique, where the captured RSSI levels and 

MAC addresses of the transmitters are used as a fingerprint, which can then be used to identify 
that particular location. 

2.3.1.1 Properties  
Benefits of WiFi based positioning lays mainly in its long range, therefore expanding the area in 

which tracking can be done. Another benefit is that in the client based positioning there is a 

possibility of utilizing infrastructure that is already in place for other purposes. In developed 

ǊŜǎƛŘŜƴǘƛŀƭ ŀǊŜŀǎΣ ƛǘΩǎ ƘŀǊŘ ǘƻ ŦƛƴŘ ŀ ǇƭŀŎŜ ǿƘŜǊŜ ŀǊŜ ƴƻ ²ƛCƛ ƴŜǘǿƻǊƪǎ ǇǊŜǎŜnt. Downside of 

utilizing existing independent networks is in the lack of control. At any time in the future the 

infrastructure of APs can change. This can be partially solved by using RSSI only from trustworthy 
APs which are unlikely to change much, like a university WiFi networks.  

The positioning itself is less accurate compared to other methods. There are multiple factors 

present that have impact on accuracy. Firstly, the quantity of available access points and their 
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strength. Another aspect is the material structure of the location, reflections of signal and 

shielding through walls which can all negatively affect accuracy, especially when using 

trilateration technique.  

2.3.1.2 Client based 
For a client based WiFi positioning it is required to have an app installed on the device, which 

will take care of scanning for nearby APs and location calculation or sending of the fingerprints 

to the tracking service. What sets this case apart from all the others, is that the location can be 

acquired by scanning already existing access points in that location. That means that in a client 
based scenario, there is not no need for installing additional infrastructure the WPS.  

2.3.1.3 Server based 
For server based WiFi positioning however, app might not be used at all. All WiFi enabled devices 

ŀǊŜ ƻǾŜǊ ǘƘŜ ǘƛƳŜ ōǊƻŀŘŎŀǎǘƛƴƎ ΨǇǊƻōŜ ǇŀŎƪŜǘǎΩΣ ǿƘƛŎƘ ƘŜƭǇ ŀŎǘƛǾŜƭȅ ŘƛǎŎƻǾŜǊ ŀǾŀƛƭŀōƭŜ ƴŜǘǿƻǊƪǎΦ 

Exploiting these, we can in server based scenario passively position and track all WiFi devices in 

the observed area. This way of tracking is however not precise, as the probe requests are being 

sent out irregularly, and also it is inherently anonymous, unless it would be known to which 
devices does the observed MAC addresses belong. 

2.3.2 Bluetooth based positioning  
Generally, all of the principles and approaches of WiFi positioning are valid for use with 
Bluetooth technology, as it provides RSSI and MAC information as well. 

2.3.2.1 Properties  

Bluetooth though suffers from a shorter range than WiFi. On the other hand, because the 

deployed infrastructure has to be denser due to the limited range, the positioning has a higher 

precision than a usually more sparsely deployed WiFi. Disadvantage when compared to WiFi 

client based positioning is, that the existing infrastructure cannot be used - simply because 
ǘƘŜǊŜ ǳǎǳŀƭƭȅ ƛǎƴΩǘ ŀƴȅΦ 

2.3.2.2 Client based 
In this setting beacon transmitters have to be distributed across the monitored space and a 

ǳǎŜǊΩǎ ǇƘƻƴŜ ǘƘŜƴ acts as a receiver. The transmitters can be a more complex devices having 

Bluetooth capabilities - such as Raspberry Pi, which can be configured to publish iBeacon or 

Eddystone packets. Or it could be specialized Bluetooth beacons, which are basically 
microcontrollers specifically set up for the single purpose of broadcasting of beacon packets. 

2.3.2.3 Server based 

Lƴ ǘƘƛǎ ŎŀǎŜ ǘƘŜ ǳǎŜǊΩǎ ǇƘƻƴŜ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǘƻ ǘǊŀƴǎƳƛǘ the same beacon packets, or a beacon 

keychain could be given to the user. Across the monitored space Bluetooth receivers has to be 
placed, which would monitor the beacon devices to be positioned. 

2.3.3 Visible light positioning  

Visible light positioning is a client based positioning, which utilizes LED sources, that are set to 

intentionally flicker in a unique pattern which can be used as their ID. These light sources are 

then installed instead of regular lighting in the locations which should be distinguishable. The 

system is then able to resolve the position by decoding the ID of LED source which is illuminating 

ǘƘŜ ǎƳŀǊǘǇƘƻƴŜΩǎ ŎŀƳŜǊŀΦ  
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2.3.4 Magnetic positioning  

Magnetic positioning is another client based positioning technique, which supposedly utilizes 

compass chip with which most of smartphones are equipped with to gather sensor data, which 

then can be used for positioning. There is only one commercial closed source solution using this 

approach - IndoorAtlas4, and the only paper where using ambient magnetic field for absolute 

positioning has been described was written by the founder of IndoorAtlas. It is questionable of 

how this localization technique stays stable in a long term, as ǘƘŜ 9ŀǊǘƘΩǎ ƳŀƎƴŜǘƛŎ ŦƛŜƭŘ ƛǎ 

gradually changing. It is also questionable how abrupt changes in the ambient magnetic fields 

are being handled, for example when metal objects like lifts move around, which furthermore 
also utilize electromotors and magnets, deepening the problem. 

2.4 POSITIONING MODELS 
Apart from the technology used for obtaining data there are several fundamentally different 
approaches how to model and represent user's location. 

Two approaches that are used the most are the discrete location positioning and continuous 

spatial positioning, accompanied with a somewhat hybrid approach - grid system. 

2.4.1 Location based model  
The location based model is an empirical method, using a fingerprinting technique, when we 
populate the system with a given set of discrete locations and their fingerprints.  

Unless there is absolutely no match between the given sample fingerprint and those from the 

original dataset, this system will always return the closest match. 

This system is useful, if ǿŜ ŀǊŜ ƴƻǘ ŀŎǘǳŀƭƭȅ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ǳǎŜǊΩǎ ǇǊŜŎƛǎŜ ƭƻŎŀǘƛƻƴΣ ōǳǘ ƻƴƭȅ ǘƘŜ 

closest place from the given set. Problem of this technique is, that the fingerprint data, which 

the user could potentially provide from a physical location in between the ones in the dataset, 

might be a linear mixture of the closest two physical locations. There is a possibility that the 

nearest known neighboring fingerprint might be actually from a completely different, much 
farther location. 

These false positives might be prevented by providing a location graph to the system, which 

with information about the ƭŀǎǘ ǾŜǊǘŜȄ ǿƘŜǊŜ ǳǎŜǊΩǎ ƭƻŎŀǘƛƻƴ ǿŀǎ ŎƻƴŦƛǊƳŜŘΣ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ƭƛƳƛǘ 

the subsequent locations to the adjacent vertices of the that last known vertex. 

CƻǊ ǘƘƛǎ ǎȅǎǘŜƳ ƛǘ ŘƻŜǎƴΩǘ matter whether the data originated from short range source like 

Bluetooth or long range WiFi signals, or whether they got reflected along the way - as long as 
there is enough of unique data for each of the indexed locations. 

2.4.2 Continuous positioning  model  

Continuous positioning model is quite the opposite of the location based approach. In the 
existing solutions it is usually ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ŀ ΨōƭǳŜ ŘƻǘΩ ƴŀǾƛƎŀǘƛƻƴΦ  

Instead of using a set of ŘƛǎŎǊŜǘŜ ƭƻŎŀǘƛƻƴǎΣ ǿŜ ŀǊŜ ǘǊȅƛƴƎ ǘƻ ŎŀƭŎǳƭŀǘŜ ǳǎŜǊΩǎ Ǉƻǎƛǘƛƻƴ ƻƴ ŀ two-
dimensional plane, or even in a three-dimensional space and track his movement continually. 

                                                                 
4 http://www.indooratlas.com/ 
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For this we usually rely on a long range sensor data, and either their signal strength or time of 
arrival for a trilateration calculation, or their angle of arrival for triangulation.  

2.4.2.1 Dead reckoning 
Dead reckoning is a method helping to provide the continuous positioning, even when only 

discrete location data are available. It is a process of calculating the estimated current position 

from a previously known one, adding to it the estimated bearing, speed, and time passed. It is 

then when providing continual tracking used to interpolate the current position, until the next 

actual position gets determined.  

2.4.3 Grid based model  

Grid based model is a sort of a hybrid between the previous two. Same as with the continuous 

positioning the goal is to find a position in a multidimensional space, but in this case the space 

is divided into an indexed grid, and based on the available data the positioning system is trying 
to determine which cell is the current position (Wutjanun Muttitanon, 2007).  

For this model it might be possible to use both fingerprinting or trigonometry based positioning 

techniques, but for high resolution it would be especially helpful in this case, if the data were 

provided from a dense network of short range signal sources. Because signal strengths can be 

highly erratic indoors, the short signal range would ŜƴǎǳǊŜ ǘƘŀǘ ǎƛƎƴŀƭǎ ŎŀƴΩǘ ōŜ ǊŜŎŜƛǾŜŘ ƛƴ 

distant cells, and at the same time strong signal readings will be obtainable only in directly 
adjacent cells.  
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2.5 SOLUTION RESEARCH 
To select the most viable technology we have to take into account different factors as are 

characteristics of the space we want to navigate through, specifics of the users, our use-case 

and last but not least cost of the hardware, and amount of work needed to develop and set up 

the whole system. 

Hand in hand with selection of technology goes the selection of the hardware. Not only because 
of the cost, but also because of different capabilities and limitations of different platforms. 

Our use-case is navigation of visitors through corridors of Faculty of Electrical Engineering, to 

get them to their desired destination. We want to achieve this using system of physical 

navigational units, which will lead user to the next checkpoint using audiovisual cues. System of 

corridors in this building is not dense, but corridors tend to be quite long and there are multiple 

doors which the visitor might have to go through, not always looking inviting. Most of these 

doors tend to lead into specialized departments, and it is not quite obvious there could be 

classrooms inside. 

In these corridors we want to place navigational units at the wall corners at intersections, to 

signalize to the user using LED based signs mimicking in their shape the intersections they are 
being placed at, which way he should continue. 

While shapes of these units in X or T junctions seems obvious, aside from corridors there are 

also several lobbies - open spaces, through which the user has to find his way as well. Placement 
of the units in these situations might prove tricky. 

What we need to detect is, when the user gets close to one of these checkpoints - hallway 
junction of some kind.  

For this use-case it seems unnecessary to perform continuous spatial localization, as we are not 

interested much in where exactly user actually is. As he is not navigating in open space, it should 
be enough if his location can be verified at each intersection.  

2.5.1 Passive Tracking  
First idea was to design a solution which would track user passively without the need of 

installation of any client application on his mobile handset. User would walk through the 

entrance and get a notification of a physical web node containing the URL of an onboarding web 

app. In this Web app he would just choose a desired destination, and that would be it. System 

would then passively track location of his phone, and accordingly navigate user with the use of 

navigator units.  

However, this idea, while technically possible fell short because of smartphone OS restrictions, 

as it does aim at what should not be possible - passively track the device, without any obvious 
ǳǎŜǊΩǎ ŎƻƴǎŜƴǘΦ  

To limit possibilities of passive tracking, smartphone operating systems - both iOS and Android 

started to impose several different restrictions. 

2.5.2 WiFi Active Service Discovery  
This passive tracking was generally possible because the smartphone from time to time 

refreshes state of available networks. While he could listen for beacoƴ ŀŘǾŜǊǘƛǎŜƳŜƴǘǎ ƻŦ !tΩǎ 

in range, it would take a while before he would collect all of them - wasting battery life in the 

process. So to accelerate the WiFi state readout the phone does so called active discovery 
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lookup - the phone advertises itself as loƻƪƛƴƎ ŦƻǊ ƴŜǘǿƻǊƪǎΣ ŀƴŘ ŀƭƭ ǘƘŜ !tΩǎ ƛƴ ǊŀƴƎŜ ǊŜǎǇƻƴŘǎ 
with their beacon advertisements immediately.  

¢Ƙƛǎ ŀŎǘƛǾŜ ŘƛǎŎƻǾŜǊȅ ƭƻƻƪǳǇ ƛǎ ŀ ǇǳōƭƛŎ ōǊƻŀŘŎŀǎǘΣ ǎƻ ƛǘ Ŏŀƴ ōŜ ΨƘŜŀǊŘΩ ōȅ ŀƭƭ active WiFi radios in 

range. Interesting fact for the tracking case is, that the packet also includes a MAC address of 

the broadcasting device. MAC address as a unique identifier can be used to link separate lookups 
to a single device and in such a way tracking of that device can be achieved.  

2.5.3 MAC randomization  
To circumvent this, starting from Android version 6 Marshmallow and iOS version 8 (Mathieu 

Cunche) ǎƘƻǳƭŘΩǾŜ ǎǘŀǊǘŜŘ ǘƻ ǳǎŜ a!/ ǊŀƴŘƻƳƛȊŀǘƛƻƴ - sending out a different fake MAC address 

with each discovery lookup request. This measure alone ŘƻŜǎƴΩǘ ŎƻƳǇƭŜǘŜƭȅ ǇǊŜǾŜƴǘ ǘƘŜ 

tracking to happen though, as for example the device usually broadcasts several of these 

requests in succession, so a timing attack can be used, to identify the device even though the 
MAC address cannot be used anymore. 

Successful test has been made using ESP8266 set into promiscuous mode intercepting these 

discovery requests. Tests were done using devices running Android 6, and another running iOS 

10, and in both cases it has been found outΣ ǘƘŀǘ ǘƘŜ a!/ ǊŀƴŘƻƳƛȊŀǘƛƻƴ ǿŀǎƴΩǘ actually being 

employed. But anyway since both systems should be using this technique by their 

documentation, it is not viable to count with using this method in the future. Another problem 

of this approach is, that the device usually does this lookup only once in a while, and if this 

ƴŀǾƛƎŀǘƛƻƴ ǎȅǎǘŜƳ ǎƘƻǳƭŘ ōŜ ǊƻōǳǎǘΣ ƛǘ ŎŀƴΩǘ ǊŜƭȅ ƻƴ ŎƻŀǊǎŜ Řŀǘŀ ǿƘƛŎƘ ŀǊŜ ōŜƛƴƎ ǎŜƴǘ ƻǳǘ ƛƴ ŀƴ 
unspecified interval. 

But even if the MAC randomization was not employed, and the requests were being sent out in 

a steady rate, tƘŜ ǎȅǎǘŜƳ ǿƻǳƭŘ ǎǘƛƭƭ ƴŜŜŘ ǘƻ ƪƴƻǿ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǳǎŜǊΩǎ ŘŜǾƛŎŜ ōŜŦƻǊŜƘŀƴŘΣ 
ǎƻ ƛǘΩŘ ƪƴƻǿ ǿƘƛŎƘ a!/ ŀŘŘǊŜǎǎŜǎ ǘƻ ǘǊŀŎƪ ŀƴŘ ǘƻ ǿƘƛŎƘ ǳǎŜǊ ǘƘŜȅ ōŜƭƻƴƎΦ  

!ƴŘ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ŘŜǾƛŎŜΩǎ a!/ ŀŘŘǊŜǎǎ ƛǎ ƴƻǘ ƻƴƭȅ ƛƳǇƻǎǎƛōƭŜ ŦǊƻƳ ǘƘŜ ōǊƻǿǎŜǊ ŜƴǾƛǊƻƴƳŜƴǘΣ 
starting Android 6 even native apps cannot read it. 

Because of these reasons, the idea of using passive tracking was abandoned, and it was agreed 

that user will have to install an application on his device to use the navigation 

2.5.4 User Onboarding  
Since the first idea of the user onboarding with the help of web application was rejected, 
different options had to be explored.  

Even though not original in any way, still the most common and reliable approach is to make 

use of a native application, which has the access to WiFi state, can keep the device running, and 

provide an interface streamlined into the phone, rather than having to use the browser. 

Another idea though of how to onboard the user into the system was, that on the intersections 

could be placed informational panels with lists of destinations and corresponding buttons. User 

would press a button, and the navigation would light up to show the way. This way though there 

ǿƻǳƭŘƴΩǘ ōŜ ŀƴȅ ǘǊŀŎƪƛƴƎ ǇƻǎǎƛōƛƭƛǘƛŜǎΣ ǎƻ ǘƘŜ ǎȅǎǘŜƳ ǿƻǳƭŘ ƻƴƭȅ ǎƘƻǿ ǘƘŜ ǿŀȅ ǘƻ ǘƘŜ ƴŜȄǘ 
intersection, where the user would have to pick a destination again. 
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2.5.4.1 Beacons 

Not only smartphones can be tracked. Bluetooth beacon technology exists, where the phone 

can be configured to act as a beacon, but standalone Bluetooth beacon fobs can be bought as 

well. Handing out of these beacons was ultimately denied in the end, as the probability of not 

getting them back from the visitors is very high, and the cost for their often replacement would 
be not acceptable 

This schema would on the other hand probably work well with employees, as they could have 

the Bluetooth fob for example attached to their ID and the probability of theft would be 

comparatively very low. Though on the other hand for navigational system to make sense it 

would have to be a very large and complex building, as otherwise employees would learn the 
ǿŀȅǎ ŀǊƻǳƴŘ Ŧŀǎǘ ŀƴŘ ǿƻƴΩǘ ōŜ ƛƴ ƴŜŜŘ ƻŦ ƘŀǾƛƴƎ ŀ ƴŀǾƛƎŀǘƛƻƴŀƭ ǎȅǎǘŜƳ anymore.  
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2.6 SOLUTION PROPOSAL 

2.6.1 Visual navigation  

For providing the visual navigation, digital LED strips will be used. Navigation units shall be 

placed at the intersections, and from these strips LED signs in the geometric shape of given 

intersections will be created ς for example X or T shapes. Users will be then navigated by 

visual cues created by activating only arms of these shapes corresponding to the path user 

should take, animated in the direction the user is going. 

 

Figure 1: Navigation visual cue principle 

2.6.2 Localization  and tracking technique  

After evaluating all the researched techniques, it was decided to use WiFi client based 
fingerprinting.  

Fingerprinting provides a robust discrete location detection, and is not as complex to develop 

as the continuous localization. At the same time, it perfectly fits onto the model of location 

graph in which the navigation units will be displaced, where the continuous location tracking is 
not needed, as the activation of navigation units will be discrete in nature anyway. 

The reason of using WiFi is, that we can try to use for fingerprinting the existing AP 
infrastructure, and compare it to using only the AP created by the navigation units. 

2.6.3 Client application  

Because of the client based approach coupled with the need for providing some user interface, 

a mobile app should be created. 5ƻǿƴǎƛŘŜ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ ŀǇǇǊƻŀŎƘ ƛǎΣ ǘƘŀǘ ƛǘ ŎŀƴΩǘ ōŜ ǳǎŜŘ ƻƴ 

iOS devices, as iOS limits access to RSSI information. Thus the client will be only Android 
application at first. 

The selected approach is though compatible with Bluetooth beacons, as they provide the same 

kind of information ς UUID and signal strength, and iOS grants access to the Bluetooth RSSI. So 

later an iOS application could be created as well, in case Bluetooth beacons would get positioned 
throughout the navigable space.  
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2.6.4 Pathfinding  

An algorithm is needed for finding a way from the user's current location to his desired 
destination. 

Proposed solution is to represent locations as distinct nodes in a graph, whose edges have 

weights set according to the real world distances between those locations. This allows to solve 

this problem as a regular shortest path in a graph problem. 

2.6.4.1 Dijkstra's algorithm  

An algorithm invented by a computer scientist Edsger Wybe Dijkstra, widely used for solving the 
shortest path problem.  

This algorithm works by performing a breadth first search through a graph, starting at the node 

where we want the path to begin. At each node it visits it also notes how long is the distance - 

the sum of all edge weights crossed - to this node. If the sum weight it lower than the one 

currently marked for this node, it lowers the value to the better one and stores with it the path 

taken. After visiting all the neighbors of the current node, it marks it as closed, so the neighbors 

ŀǘ ƴŜȄǘ ƭŜǾŜƭ ǿƻƴΩǘ ǎŜŀǊŎƘ ŀƎŀƛƴ ǘƘǊƻǳgh these already processed nodes. When we want the 

shortest path only to a given destination, the algorithm can stop after closing the destination 

node. Otherwise if left running it will calculate the shortest path to all nodes of the graph from 

the starting point. 

2.6.5 Handling of multiple users  
Since the system needs to be able to navigate multiple users at the same time, and different 

nodes can be passed at the same time by users with different destinations a user friendly 

visualization is needed. Each user as he selects a destination automatically gets assigned with a 

color. This color is shown in mobile app and then used in animations at each node. There is still 

a probability of two users arriving at the same node simultaneously. Clear distinction of correct 

path of each users is ensured by color and therefore animations of each path can be shown on 

one node in two ways. Either blend the two colors, using the individual LEDs in strips, or 

periodically switch different animations in time cycles. The latter was chosen, for clearer 

distinction and to avoid confusion. With user accessibility in mind, colors needed to be with 

maximum contrast and time cycles optimized. 

2.6.6 Shades of maximum contrast  
When researching an algorithm for generating the most contrasting colors, it soon became 

obvious that such task is not as easy as it seems. First idea how to solve this, was simply using 

HSV system to take any default hue with maximum saturation and value and rotate it by a given 
amount of degrees. 
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Problem with this approach is, that the perceived difference of hue is not the same when 

changing the hue by equal steps. When changing a value of hue by step of 30, value 50 and 80 

are one orange and the other lime, while 110 and 140 are both a slightly different shade of 

green. 

 

Figure 2: HSV Color Space 

{ƻƭǳǘƛƻƴ LΩǾŜ ŎƘƻǎŜƴ ǘƻ ǳǎŜ ƛǎ ǘƻ ǇƛŎƪ ŎƻƭƻǊǎ ŦǊƻƳ ŀ list of 22 predefined colors by Kenneth Kelly 

(Green-Armytage, 2010), which are designed to have a maximum perceived contrast possible. 

2.6.7 Failsafe alerts  
Not only signals indicating the right way, but also those giving a wrong way feedback improve 

ǳǎŜǊΩǎ ability to successfully reach his destination. When user arrives at a wrong node two 

messages are communicated. First one is that of wrong way, represented by red color, a visual 

cue easily decoded. Because user needs to be informed not only about an error, but also 

provided with an alternative solution, error message animation is (in a similar way as if two users 
arrive at same node) alternated with signal returning user to his correct path.  

2.6.8 Audio cues  

Audio cues should be used not to substitute, but only supplement visual signals. Mainly for 

handling user alerts of wrong way and to make user experience more pleasurable, implementing 
commentary, music at special events and others.  
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2.6.9 Proposed infrastructure  
In the proposed architecture, WiFi fingerprints are ŎƻƭƭŜŎǘŜŘ ƻƴ ǳǎŜǊΩǎ ǎƳŀǊǘǇƘƻƴŜ from the 

surrounding access points. Then they are send over to the server, which should evaluate the 

data and calculate users position. According to this location, server should then activate 
corresponding navigator units. 

 

Figure 3: Conceptual System Architecture 
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3 IMPLEMENTATION 

In this chapter will be presented information about how the system was developed. First is a 

summary ƻŦ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎ ǿƘƛŎƘ ƳŀƪŜǎ ǳǇ ǘƘƛǎ ǎȅǎǘŜƳ ŀƴŘ Ƙƻǿ ǘƘŜȅ ǊŜƭŀǘŜΦ LΩŘ ƭƛƪŜ ǘƻ ŘŜǘŀƛƭ 

how are all of these components deployed, and how they interact with each other. After that a 
detailed description of each component will follow. 

3.1 SELECTION OF PLATFORM AND LANGUAGE 
Most of the components of this system were written in JavaScript, including the backend server 
and navigator control software. 

While JS is for most the language of choice for web applications, backend and embedded 

software is today still being mostly written in different popular languages like C, Java, Python or 

Ruby. However, since the Node.js - JavaScript runtime which will be later discussed further - 

runs now not only on x86, but on ARM processors as well, it is possible to use JS in all parts of 

the technology stack, including the embedded hardware. 

Thanks to React Native - a JS mobile development cross platform framework - it would have 

been possible to write the Android application in JavaScript as well. For now, the choice was 

made not to, so the Android client is the only component written in a different language, which 
is its native Java.  

Though if the need for iOS application would arise in the future, as discussed in the concluding 

part of this work, it might make sense to rewrite the mobile client using React Native, and have 

all of the components which makes up this system written in JavaScript, a feat impossible not a 
long ago. 
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3.2 SYSTEM ARCHITECTURE 
The generalized way how the system should operate has been described in the previous 

chapter. Essentially it is a client ς server architecture, where communication is being made using 
REST interfaces.  

3.2.1 Components 
There are five key components which makes up this system, titles in braces being their 

corresponding GitHub repository names: 

Backend server (navsys-backend): Backbone of the whole system, Express.JS based server 
acting as an intermediary for all the other components. 

FIND server: Partner of the backend server, open source service providing machine learning 
based API for WiFi fingerprint identification.  

Navigators (navsys-navigator): Navigation units powered by Raspberry Zero W, equipped with 

digital LED strips. Based on Express.JS as well, they are exposing a REST interface for accepting 
commands.  

Android Client App (navsys-client-android): The user facing component of this system, which 

provides interface for selecting desired destination, and collecting WiFi fingerprints for 

localization needs.  

Management frontend (navsys-manager): Simple web application written in React, created for 
purpose of easy system administration.  
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3.2.2 Use Cases 
 Following is the diagram showing use cases which the system supports: 

 

To illustrate Ƙƻǿ ŘƻŜǎ ǘƘŜ ǎȅǎǘŜƳ ƻǇŜǊŀǘŜΣ LΩŘ ƭƛƪŜ ǘƻ explain it on the use cases of how users 
register to the system, and how does the system navigate them. 

3.2.2.1 User session registration flow  
1. When user wants to be navigated somewhere, he first has to choose a desired 

destination in the client application. When that happens, the client application sends a 

ǊŜƎƛǎǘǊŀǘƛƻƴ ǊŜǉǳŜǎǘ ǘƻ ǘƘŜ ōŀŎƪŜƴŘ ǎŜǊǾŜǊ ǿƛǘƘ ŀ ǳǎŜǊΩǎ L5Σ ǘƘŜ ŎƘƻǎŜƴ ŘŜǎǘƛƴŀǘƛƻƴ ŀƴŘ 
WiFi fingerprint of his current position.  

2. When server receives the registration request, it sends the WiFi fingerprint to FIND 

service for location identification. 

3. FIND service runs Naive Bayes analysis on the received fingerprint, and sends to the 
backend the closest match. 

4. When backend gets back the location analysis results, it then uses returned location for 
calculating a shortest path between that location and requested destination. 

5. Backend then activates the navigator unit corresponding to the ǳǎŜǊΩǎ current location, 

navigating in the heading of next location in the calculated path. At the same time, it 

activates the navigator at the next location as well, which will display way to the third 
location. 

6. At last the backend assigns available color to this user session, and returns it to client 
application with the calculated current location  

Figure 4: Use case diagram 
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Figure 5: User registration sequence diagram 

3.2.2.2 User tracking flow  

1. Mobile application starts scan for surrounding WiFi networks. Resulting WiFi fingerprint 
is sent to backend ǎŜǊǾŜǊΩs ΨtrackΩ endpoint. 

2. When server receives track request, it resends it to FIND service for location 
identification. 

3. FIND service runs analysis on the received fingerprint, and sends back the closest match. 

4. When backend gets back the identified location, it sends it to its track handling method, 

which decides if there should be any change in active navigators or not 

a. If yes then, according navigators get activated or deactivated. 

b. If not, then there is no change, location only gets pushed to ǳǎŜǊΩǎ location history. 

5. Calculated location is send back to the mobile client 

Sequence diagram of tracking flow would follow the same pattern as the registration.  






























































