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ABSTRACT

The monograph deals with a risk management at the technical facilities operation for
the benefit of safety; the management aim is to ensure their co-existence with their
vicinity throughout their life cycles. The problemsEsolution way is based on the simul-
taneously preferred concept, in which the safety is preferred over the reliability.

For research, the original database of technical facilities accidents and failures for the

world was compiled. Its analysis shows that in spite of a lot of knowledge on technical
facilitiesE structures, inter ddsaadfauwesofe s , roi
technical facilities have been forever occurred. The causes of this reality are several:

world dynamic variability; insufficient human knowledge and capabilities; slow applica-

tion of knowledge and lessons learned from accidents and failures into practice; and
unsatisfactory awareness on risks and their consequences for technical facility and
publicinterest The acci dentsE and failuresE studies
rect performance of responsibilities on different management levels. Assessment of

legislations and organizations of present States shows that for technical facilities

safety, they are also responsible politics and public administration. These subjects cre-

ate conditions for behaviour of humans and technicalf aci | i t i ganHpumsygeer at i o
supervision at technical facilites. Pr e sent humansE c¢ olenguatity on sh
work with risks aimed to any entity safety needs knowledge, means, forces, finances

and responsibilitiesE thegoveromem and legslatomneed t her e
strictly to involve rules for its correct realization.

The present knowledge shows that for prevention of accidents and failures, it is nec-

essary to avoid to: large mistakes in risk prevention; and origination of small mistakes,

the realization of which in short time interval is dangerous. For this purpose, it is de-

vel oped tool A D e c io®rn determiritiop qf sk level Bfyeshnieahfa-

cility during the operation respecting the present knowledge ontechnicalf a c i kisks i e s E
and safety and the lessons learned from the past accidents and failures of technical

facilities, the causes of which were connected with their operation. Due to dynamic

world development, technical facilities parts ageing, wear and tear, and limited human

knowl edge, sources and capabilities, the te
administration need to be prepared for future risk realizations, which can be different

from the present ones. For this purpose, itis developedtooli Ri sk Management
respecting the present knowl e dsged the tessdtng® c hni cC ¢
learned from the past responses to accidents and failures of technical facilities, the

causes of which were connected with their operation.

The pu bl i cRask managerient and settlement at technical facilities opera-

tionA summari zes problems and shows methods a
based on system concept and present findings and experiences from practice obtained

by special research. It summarizes results of specific research performed in project

ff 2 zen?2 rizik a bezpel nost slogitTch t echn
CZ.02.2.69/0.0/0.0/16_018/00026490 At the request of the CTU Rectorate and the
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plemented in 2022 with data related to the RIRIZIBE project and the format was mod-

ified to keep the original pagination.
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operation; integral risk; risk acceptability.



1. INTRODUCTION

The attention of present publication is concentrated to the results of research directed
partly to technical facilities accidents and failures sources at their operation, and partly

totoolst hat enable the I mprovement of technical
the safety [1]. It goes from the present knowledge in the field, through detection of
causes of technical facilitiesiteefectvetdodsnt s an

for management of risks, so the technical facilities safety and their coexistence with
their vicinities would be ensured throughout their life cycles.

The problems solution way is based on the simultaneously preferred concept, in which

the safety is preferred over the reliability. Respecting the present knowledge on tech-

ni cal facilitiesE safety and the |l essons | e:
dents and failures, the causes of which originated during their operation, two tools are

developed, namely Decision Support System and Risk Management Plan [1]. They

were reviewed by experts [2] and tested in practice [3], and therefore, this text contains

some improvements in both tools in comparison with text [1], which comprises the

complete researchresultsofpr o jfe2czzem? ri zi k a bezpelnost sl
ickTch obj ektz02RO/RKR0/M0ILE E1B/00026490 .

For recommendations and comments authors thank to reviewers Assoc. Prof. Dipl. Ing.
V8cl av Kphh2 iatdiAssdc. Prof. Dipl. Ing. Branislav Lacko, PhD. For working
condition creating, the authors thank to the Czech Technical University in Prague, the
Faculty of Mechanical Engineering, namely to the Energy Department.

1.1. Problem description

On the basis of current knowledge, the human society needs to care for public assets
(human life and health, property, welfare, environment, technologies and infrastruc-
tures), recognizing that:

- each asset constitutes an open system with its own objective,
- all systems overlap and develop with time and space to own targets,

and therefore, as a result of the interconnections of systems and different objectives,
from time to time, they originate unexpected phenomena, which endanger humans and
other public assets on which humans depend; there are originated dangerous situa-
tions, i.e. conflicts in human society life. For the security and development of human
society, the humans need to behave in such a way that their behaviour and efforts
ensure that conflicts Hesolutions are done for the benefit of humans.

Therefore, in line with current knowledge and experience summarized in [1-26], the
humans need firstly to identify sources of risk (i.e. disasters designating the harmful
phenomena of all kinds with regard to public interest), to appreciate their harmful po-
tential (i.e. to identify their hazards, which they present and the distribution of their
impacts) at each location and to determine the size of possible losses and damages
depending on the distribution of public assets (i.e. to determine the risk). Depending



on the real possibilities of the human society in question, the risks can be classified as
acceptable, conditionally acceptable and unacceptable. For risks that are:

- unacceptable, it is fast necessary to ensure the application of effective preventive
measures against their sources,

- conditionally acceptable, it is necessary to prepare for application the mitigation,
reactive and restoration measures for the assets under review,

- and, for acceptable ones, to see if the harmful potential of their causes does not
increase over time.

In this way we perform the activity, whichwe cal | Ari sk management 0.

As the world is changing dynamically, so there are occurred the processes that cause
the phenomena (commonly called disasters) that are causing the risks. Because, the
harmful potential of disasters changes over time, i.e. the size of the hazards and also
the size of the risks are changing. To these changes, they also contribute the changes
over time in the distribution of public assets in the area of interest or in the technical

facility under review. From this reason, we needtocar ry out the acti vit
ment of a technical facilityo; its diagram i
Advantages of orientation on
Continuous increase of safety technical facility processes
by help of proactive management management:
of integral risk 1. Better understanding and
higher integration.
S Responsibility 2. Continuous management of
. y of management links among individual
% ; processes.
s Management Monitoring c 3. Emphasize on:
- of sources Improvement o
a] P g - understanding the demands
Input _ and their fulfilment,
s> Operation O'tpm Product - need to consider processes
from viewpoint of their
added value,
- reaching the increase of
Concept of safety productivity and
management effectiveness,
based on integral ~ permanent improvement of
risk consideration processes on the basis of
their performance.
Figure 1. Risk management of a technical facility aimed at the integral (overall) safety
of a technical facility and its surrounding.
The attention of the publication mainly focuses on complex technical facilities of an
object or network nature, where due to their complexity and t he | i mi t ed hun

8



capabilities, ensuring their safety is limited and thus their coexistence with the social
and environmental systems is also limited. The technical facilities in question have
different structures and arrangements depending on the purpose and local conditions.
Based on the knowledge summarized in the works [1,15-19,23,24], their model is the
system of the system (So0S), i.e. a set of open and mutually interconnected systems.

The technical facilities are designed and manufactured, so the interconnected systems
may work together and may perform demanding tasks under certain conditions, which
we call normal or design. Due to world development, the conditions are variable, and
sometimes sudden changes occur. However, for safety reasons (the security of hu-
mans and other public assets), there is needed so technical facilities also ensure con-
tinuity of services or production under beyond design (critical) conditions, which at fol-
lowed case manifested by accident or failure of technical facility. Therefore, it is nec-
essary to carry out the technical facility management with regard to conditions moni-
toring and to solve all serious conflicts.

Figure 2 shows the basic idea of problem understanding, the target of which is the
human security and development during the process of the technical facility operation.
Conflicts between technical facility and its vicinity originate during the technical facility
life cycle, and therefore, they need to be permanently solved.

—— S _ —_—— —_— _ -
Human Space < Techmcal Facility
W;tr_ Process::',:r‘_:é}a&é ~_
T Publi t Hazar Publi t
ublic asset ublic asse ublic asset ublic asse
(ELIneraan esilience (?;Inerabn resilience  Ji
— 1
Risk Risk
_____________ —— ——— L —— —— — —— —— — ——
/\F ﬂ
e L —— - ——— \
::> Prevention

Response
Response

Conflicts
Management

Figure 2. Idea of risk management that needs to be considered during the technical
facility life cycle.



The publication summarizes problems and shows methods and procedures for prob-
| e msolktion based on system concept, present findings and experiences from prac-
tice obtained by special research. It summarizes results of specific research and
shows:

- the causes of the risks that led to the failure or accident of technical facilities in
operation in the past,

- appropriate tools from the set that is used by engineering disciplines, which work
with risks to ensure the quality work with the risks associated with the operation of
the technical facility.

It is about organizing the knowledge and experience about risk and safety in conjunc-
tion with technical facilities, technical fittings and technical products. The arrangement
of knowledge is carried out in a way that follows the logic that helps to ensure the safe
operation of technical facilities under various conditions (normal, abnormal and critical)
that arise from the dynamic evolution of the world and its parts, the development of
which is not synergistic. It carries out the task of technical disciplines, which is to edu-
cate professionals with such knowledge of processes and their risks that technical fa-
cilities (objects and infrastructures) perform their tasks well throughout their lifetime,
thus creating a basis for quality life, safety and human development. The point is that,
when operating technical facilities, the care needs to be taken to ensure that humanity
is fundamentally cared for basic public assets, including the technical facilities, and
humansE behaviour that ensures the coexisten
mental and technological ones.

1.2. Manifestations of technical facilitiesE comp |l exi t y

Technical facilities are interconnected physical, cyber and organizational systems (in-
cluding personnel); i.e. social-cyber-technical (physical) systems [17]. Examples of
physical / technical systems are: buildings; technical installations for energy production
or transmission; networks for water distribution; transport vehicles; material equipment.
Examples of cyber systems are: computer systems for the management of production
and other processes; information sources, etc. Examples of organizational systems
are economic and organizational units.

The safety of technical facilities is currently understood in an integral sense. Great
attention is, therefore, paid to the inter-linking and existing flows among the different
sectors that manage the subsystems; this is currently being taken into care of in the
so-called critical infrastructure [23,24]; Annex 1. In the event of a failure of one system,
the interconnectedness can have irreconcilable consequences in the form of chain re-
actions and domino effects accompanied by failure or gradual failure of other important
systems and services. E.g. power outages can cause outages in the supply of drinking
water, food supply, heat supply, fuel, malfunction of transport infrastructure, failure of
management and information technologies for the functioning of the banking sector,
state administration and emergency services, etc. [16-18,23,24]; example is shown in
Annex 1.

Large and complex technical facilities include: power plants, industrial plants, dams,
airports, railway stations, warehouses, hospitals, large shopping centres, banks, infor-
mation networks, large cultural or sports centres, etc. (including the complex systems
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as health protection system, banking system, legal system etc.). These technical facil-
ities belong to the management of various sectors and their aim is to ensure the quality
of life of humans. As already mentioned, they include physical, cyber, organizational
and social systems, i.e. individual equipment, machines, components, systems or en-
tire production or service units.

Based on the above facts, technical facilities are complex systems, which means that
the behaviour of the whole cannot be inferred from the behaviour of individual parts,
and under certain conditions there are unexpected phenomena that lead to the de-
struction or failure of the functionality of a given of a technical facility [17,18]. Itis about:

- suddenly emerging feature of behaviour that cannot be derived from knowledge
about the behaviour of components (it is so-called emergence),

- hierarchy,
- self-organization,
- adiversity of management structures that together resembles chaos.

Therefore, in order to ensure the safety of complex technical facilities, many branch
and interdisciplinary approaches [17,18,24] are required to ensure their:

- existence (ability to ensure balance),

- efficiency (ability to cope with resource shortages),

- freedom (ability to handle challenges from around),

- security (ability to protect yourself from phenomena inside and outside),
- adaptation (ability to adapt to external changes),

- and safety which ensures the coexistence (the ability to change its behaviour so
that the behaviour responds to the behaviour and orientation of other systems and
that the system does not endanger them and they do not endanger it).

1.2.1. Vulnerability of technical facilities

A vulnerability is an integral dynamic property of the system. It changes over time and
space by certain and territorially specific way because it depends not only on system
conditions but also on conditions to which the system is inserted [1,3]. It means, that
in the scale of time and space, certain aspects dominate at different point in time and
at a different site. Verbally, it is the antonym for the two established concepts of ro-
bustness and resilience. Generally, it refers to the condition or predisposition
[16,20,25,26].

As based on collected facts, the vulnerability is a property of place in the system. Due
to the dynamic development of all systems, the vulnerability is also a function of time
[16,25]. Because, each site has a certain structure, composition, its own network of
links and flows, etc., which, moreover, change over time, and each disaster in the mon-
itored system and its surroundings has its certain physical characteristics, so the vul-
nerability of the entity (site, system, building, infrastructure, human, etc.) also depends
significantly on the physical characteristics of disasters, i.e., some entity is only vulner-
able to beyond design (extreme) winds and intentional human activities, other to be-
yond design (extreme) earthquakes, floods and intentional human activities, and others
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fail to beyond design (extreme) failure of technological processes and deliberate hu-
man activities etc.

The applications of technical norms, standards and best practices procedures reduce
the vulnerability of buildings and infrastructure, etc. The main problem of our times are
complex technical facilities, e.g. the critical infrastructure, which represents a system
of systems (i.e. the system of overlapping systems) for which we only look for
measures to reduce its vulnerability with respect to all the above aspects, with neces-
sity to find principles to reduce vulnerability across different systems and across sys-
tems of systems.

In literature it is possible to find variety of scales and curves for the classification of
vulnerabilities [16,24,25]. Since each area is site specific, the following procedure
needs to be applied for each area separately, with the vulnerability assessment made
by a single, well-defined relative scale, such as grade 1 to 5 in order to achieve com-
parability. l.e., it needs to be told what damage corresponds to individual degrees, and
what response / specific scenario is most suitable for it.

Procedure for determining vulnerable zones in the technical facility in question is as
follows:

1. Setup of file of possible disasters D1, D2, ... Dn, which may occur in a given technical
facility (e.qg. fire, flooding, wind, impact of a moving object, explosion, earthquake,
landslide, vibration, hazardous substances, poorly secured supply of electricity,
gas, water, information, lack of physical protection; lack the possibility of evacua-
tion, inadequate air conditioning, etc.), in which the vulnerability will be monitored,
as they can reach size, to which tracked public assets and technical facility assets
are not inherently resistant (i.e., unacceptable damages can be caused).

2. The technical facility shall be assessed in terms of vulnerability to disasters Dj,
D2, éDn for protected public assets A1, Az, ..., Am and technical facility assets Ty,
To, ..., Tk, which are located in the territory, in which the technical facility is located,
e.g. using the checklists adapted for the territory. It is advisable to use a scale from
1 to 5 for the evaluation, so that to ensure that degrees are at same level for all
disasters (e.g. expected size of damage expressed in money for 1 year [24,25]).

3. For each followed asset O, O, ..., O; we set the order of vulnerability V1, Vo, ...,
V) to disasters D1, D2, ... Dn, see the example in Table 1.

4. Assets are grouped together for practical reasons (acceptable number of specific
response scenarios) to the sub-units in order of vulnerability.

5. Determination of specific response scenarios / or specific inspection activities,
which is allowed by existing legislation, for partial units.

Table 1. Example of assessment of overall vulnerability of the object [24,25].

Disaster Assessment of vulnerability
Fire 5
Violation of safety 4.8
Storage 4.5
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Flood 4.2
Other threats 4.0
Explosion 3.9
Service disruption 3.8
Communication disruption 3.7
Data protection violation 3.6
Lack of contingency plans for situations 3.5
Overall rating 4.1

It needs to be noted that when evaluating the multiple entities to more disasters, the
problem does not usually occur in a process model according to which the evaluation
is conducted, but in the scale of values, by which different aspects are assessed and
according to which an overall assessment is carried out [24,25]. Therefore, it is appro-
priate to create a value scale for vulnerability according to the procedure described in
[24,25], based on procedure below:

1. For disaster D;i (i = 1,2,..., n), with the size that occurs on average once a year
(some simplification of precise calculations used in practice for monitoring needs)
to evaluate the vulnerability of the monitored assets as follows:

stage 1 - the expected damage to assets <5000 EUR

stage 2 - the expected damage to assets between 5000 and 50 000 EUR
stage 3 - the expected damage to assets between 50 000 and 500 000 EUR
stage 4 - the expected damage to assets between 500 000 and 5 000 000 EUR
stage 5 - the expected damage to assets above 5 000 000 EUR

2. At fifty-year disaster D (i = 1,2,...,n), i.e. at the size of the disaster that occurs on
average once in fifty years (some simplification of precise calculations used in prac-
tice for the purpose of monitoring) to evaluate the vulnerability-controlled assets as
follows:

stage 1 - the expected damage to assets <0.5 million EUR

stage 2 - the expected damage to assets between 0.5 and 5 million EUR
stage 3 - the expected damage to assets between 5 and 50 million EUR
stage 4 - the expected damage to assets between 50 and 500 million EUR
stage 5 - the expected damage to assets above 500 million EUR

3. At one hundred-year disaster Di (i = 1,2,...,n), i.e. at the size of the disaster that
occurs on average once in one hundred years (some simplification of precise cal-
culations used in practice for the purpose of monitoring) to evaluate the vulnerabil-
ity-controlled assets as follows:

stage 1 - the expected damage to assets <5 million EUR
stage 2 - the expected damage to assets between 5 and 50 million EUR
stage 3 - the expected damage to assets between 50 and 500 million EUR
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stage 4 - the expected damage to assets between 5 and 50 billion EUR
stage 5 - the expected damage to assets above 50 billion EUR

When vulnerabilities are determined, and according to the disaster hazard size and the
vulnerability measure size the risks are assessed, it is necessary to make an action
plan focused on defeat of each risk. Usually 4 to 5 most danger entities are selected
and for them the plan of activities is set. An example is in Table 2.

Table 2. Example of action plan - it consists of response scenarios S1,... S5 [24,25].

Disaster Response scenario

Disaster meaning the highest vulnerability for the object / S1
infrastructure / organization.

Disaster meaning the second highest vulnerability for the S2
object / infrastructure / organization.

Disaster meaning the third highest vulnerability for the ob- S3
ject / infrastructure / organization.

Disaster meaning the fourth highest vulnerability for the ob- S4
ject / infrastructure / organization.

Disaster meaning the fifth highest vulnerability for the ob- S5
ject / infrastructure / organization.

The problem of the system vulnerability in a certain area is so dependent on local
conditions, that it is not possible to outline its general solution, because it is dealing
with the solution of risk of system of systems [16]. For each area it should be solved
by using a case study [27] of a suitable type. Based on the knowledge and practical
experience in safety management it is primarily associated with search for:

- extreme (aberrant) cases (the reason is that usually in terms of security and devel-
opment it is necessary to avoid these cases, i.e., to take appropriate measures to
not allow their occurrence),

- critical cases (the reason is that usually in terms of security and development these
cases are strategically important because they create an interface at which the risk
of default and losses associated with the materialization of risk are high, and when
it is exceeded the catastrophe occurrence is highly likely and irreversible, i.e. these
risks are unacceptable),

- paradigmatic (current) cases (the reason is to design a suitable implementation of
possible solutions for the usual case in practice).

Another example is an application of verbal scale for vulnerability assessment in Table
3 for industrial plants.
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Table 3. Vulnerability of an industrial plants with regard to damage or failure of key
equipment classified as verbal numerical scale, according to data compiled in the
works [28,29].

Sign | Verbal description | Characteristics of vulnerability of protected asset

5 Extremely high Loss of equipment or disposal of function causes an
immediate cessation of operation, output, production
or service. The user cannot continue without this fa-
cility in the activity.

4 High Loss of equipment or disposal of function causes a
cessation of operation within 1 day or decreases, out-
put, production or service by 75%.

3 Medium Loss of equipment or disposal of function causes a
cessation of operation within 1 week or decreases,
output, production or service by 50%.

2 Small Loss of equipment or disposal of function causes a
cessation of operation within 2 weeks or decreases,
output, production or service by 25%.

1 Negligible Loss of equipment or disposal of function causes a
cessation of operation within 1 month or decreases,
output, production or service by 10%.

Because the humans through their intellect and historical experience protect and con-
sciously develop resistance of areas, buildings, infrastructures and technologies to dis-
asters by selecting elements, links and flows, their connections and specific preventive
measures and activities up to a certain size of disaster (which is determined by its
knowledge, capabilities and financial, technical possibilities, etc.), the cascading fail-
ures caused by interconnections (the interdependences) might occur only at beyond
design disasters, i.e. when the disaster size exceeds the disaster limit, against which
the entity resistance is systematically provided [15,20,21], but due to epistemic uncer-
tainties in disastersE occur r e miffeeeat prenoh-

due

t

ena they can occur also under another conditions; e.g. at failures of saf eguar ds E

measures installed for reliability or safety improvement.

Therefore, the scenario of safety management of both, the territory and the technical
facility shown in Figure 3 is necessary to consider. In this phase of technical facility life
cycle, they are important parts Ill and IV that show how to ensure the safety for tech-
nical facility and territory in which technical facility is located.

In addition, each area or technical facility is different, has different structure, composi-
tion and arrangement, and therefore, it has a different vulnerability, which manifests
itself during disasters [15,20,21,25,26], and therefore, the cascade effects are very
different and they need to be monitored separately.

The aim of the third part (Ill), denoted in Figure 3 as "what to do" is to evaluate the real
impacts in the disaster scenarios for the disaster sizes: current; design; and beyond design,
which are in technical facility operation documentation [30,31]; they were compiled in sec-
ond part for each real disaster, which belong to specific disasters in a given territory; and it
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is assessed whether there are adequate quality of safety management scenarios and
whether there is a readiness on their implementation in practice. On the basis of critical
evaluation, they are detected deficiencies and searched for better procedures for safety
management with the fact that each process needs to include a number of specific
measures and activities, the way of implementation, evidences of their material, technical,
personnel and knowledge ensuring, and be accompanied by the relevant competencies
and responsibilities. Whereas that management procedure consists of different, intersecting
processes that have one objective, and some are mutually conditional, i.e. are mutually
dependent, it is necessary to construct matrixes of responsibilities [27] for the management
of activities that support the basic functions of the territory associated with safety.

Figure 3. Scenario of management of territory and technical facilities located in it di-
rected to integral safety (i.e. human survival).
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