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Instructions

Software deploymentis aninseparable part of any internet service,

anditis crucial to ensure the system does not exhibit anomalous behavior after the
upgrade is complete. Unexpected CPU utilization, atypical network traffic patterns, and
abnormal HTTP status code distributions can lead to overall performance and user
experience degradation. Effective monitoring and incident detection are essential for
maintaining system stability and preventing unexpected failures.

This thesis aims to design and implement a rollout analysis system using statistical and/
or machine learning methods for monitoring HTTP web servers. The expected input of the
service is a set of system and service metrics time series, and the expected outputis a
verdict about the health of the system.

# Tasks:

1. Research the current state-of-the-art methods for anomaly detection in time series
data.

2.Selectan appropriate time series relevant to the web server's and host system's
health.

3. Analyze and preprocess the time series data.

4. Choose suitable statistical and/or Al/ML methods for anomaly detection.

5. Develop a rollout anomaly detection/monitoring system.

6. Experimentally evaluate the system's performance, discuss the results, and identify
potential improvements.

Electronically approved by Ing. Magda Friedjungova, Ph.D. on 7 August 2024 in Prague.
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Abstract

Ensuring the correct and efficient operation of large-scale computer systems
is a key challenge, mainly as systems grow in complexity and scale. Effec-
tive monitoring and anomaly detection are indispensable for maintaining the
system integrity, availability, and performance, as they enable the timely iden-
tification and resolution of hardware failures, software regressions, and network
issues.

We focus on the problem of anomaly detection in HTTP proxy server
metrics and address it by developing a scalable and configurable system for
detecting anomalies in time series data. The proposed system comprises a
gRPC-based monitoring job orchestration service and a suite of unsupervised
anomaly detection models with automatic thresholding. Five custom datasets
representing common anomalies in production environments and a publicly
available dataset were used to evaluate the system.

Furthermore, this work presents a foundational overview of time series
forecasting and anomaly detection methods, as well as a brief introduction to
systems performance monitoring methodologies.

Keywords anomaly detection, HT'TP server, time series, server monitoring

Abstrakt

Zajisténi spravného a efektivniho provozu rozsdhlych pocitacovych systému
predstavuje zasadni vyzvu, zejména s jejich rostouci slozitosti. Efektivni mon-
itorovani a detekce anomalii jsou nezbytné pro zachovani jejich integrity, dos-
tupnosti a vykonu, jelikoz umoznuji, mimo jiné, véasnou identifikaci a reseni
hardwarovych poruch, softwarovych regresi a sitovych problémt.

Zamérujeme se na problém detekce anomalii v metrikich HTTP proxy
servert a resime ho vyvojem skalovatelného a konfigurovatelného systému pro
detekci anomadlii v casovych fadach. Navrhovany systém se skladd z gRPC

vi



servisy slouzici pro orchestraci monitorovacich procesu a sady nesupervizo-
vanych modeli pro detekci anomaélii s automatickym prahovanim. Pro vyhod-
noceni navrzenych modelu bylo pouzito pét vlastnich datovych sad reprezentu-
jicich bézné anomadlie v produkénim prostiedi a jedna verejné dostupna datova
sada.

Tato prace navic poskytuje zakladni prehled metod predikce ¢asovych rad
a detekce anomalii, spole¢né se strué¢nym tivodem do standardnich metodologii
pro monitorovani vykonu systému.

Klicova slova detekce anomélii, HT'TP server, casové rady, monitorovani
serveru
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Chapter 1

Introduction

One of the key challenges in managing large-scale distributed computer systems
is to ensure that the systems operate correctly and efficiently. Monitoring is an
essential part of this process, as it allows system administrators and support
staff to observe the behavior of the systems and detect both hardware and
software issues, performance regressions, network problems, and other issues
that may affect the system’s integrity and availability as soon as they arise.

Failing to respond quickly and decisively to any infrastructure accidents,
be it a network backbone or a distributed application, can lead to a variety
of problems, including system downtime, data loss, and poor performance.
All of this may lead to vast financial losses and damages to the reputation of
the organization and, perhaps most importantly, the annoyance of engineers,
who then have to write lengthy root cause analysis reports. With all of this in
mind, it is clear that having access to robust observability and anomaly analysis
tooling is of utmost importance, as even small issues can quickly escalate into
major incidents and outages if not detected and resolved in time.

Considering the ever-growing scale of today’s computer systems, it is no
longer feasible to rely solely on manual monitoring and analysis if it ever was.
Instead, automated monitoring and anomaly detection systems are required
to handle the vast amounts of data generated by these systems and to provide
timely and accurate insights into their behavior. With this approach arises a
new problem, a poorly performing anomaly detection system can lead to false
alarms, alert fatigue, and wasted resources.

1.1 Motivation

The motivation for this thesis comes from the author’s experience working
with large-scale distributed systems and the challenges associated with their
monitoring and maintenance. Having led the development of a live video de-
livery network, currently serving hundreds of millions of users monthly in over
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100 points of presence worldwide, the author has experienced first-hand the
difficulties of monitoring and troubleshooting network, hardware, and software
issues in such a complex and dynamic environment.

Having access to a reliable and robust monitoring system with low false
positive rates and high detection rates, which is easily scalable and adaptable
to the specific requirements of the system, and most importantly, easy to set
up and integrate with existing monitoring tools, would greatly simplify the
process of maintaining and troubleshooting such systems.

1.2 Objectives

This thesis aims to address the problem of anomaly detection in large-scale
distributed computer systems, by developing a system that can automatically
detect anomalies in time series data. The system should be easily scalable to
allow monitoring of tens of thousands of servers, while being adaptable to the
specific requirements of different systems and applications.

Moreover, the theoretical part of this thesis should serve as a solid founda-
tion for understanding the concepts and methods used in anomaly detection
and time series forecasting, and provide an overview of the most commonly
used methods and tools in this field for the reader, and for whoever may con-
tinue the author’s work in the future, the author included.



Chapter 2

Background

Considering the focus of this thesis is on anomaly detection in time series data,
It is appropriate to start with a brief introduction to the topic.

This chapter provides a foundational overview of key terms and concepts
related to time series data, explores forecasting and anomaly detection methods
and reviews commonly used monitoring and infrastructure tools. As well as
providing a brief overview of terminology and concepts related to performance
engineering.

2.1 Systems performance

Systems performance studies the performance of an entire computer system,
including all major software and hardware components. Anything in the data
path, from storage devices to application software, is included, because it can
affect performance. For distributed systems this means multiple servers and
applications. - Brendan Gregg, Systems Performance m/

The following are key terms related to systems performance, excerpt from the
book Systems Performance: Enterprise and the Cloud by Brendan Gregg .

1. IOPS: Input/output operations per second is a measure of the rate of data
transfer operations.

2. Throughput: The rate of work performed. Especially in communications,
the term is used to refer to the data rate (bytes per second or bits per
second). In some contexts (e.g., databases) throughput can refer to the
operation rate (operations per second or transactions per second).

3. Response time: The time for an operation to complete. This includes any
time spent waiting and time spent being serviced (service time), including
the time to transfer the result.
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4. Latency: A measure of time an operation spends waiting to be serviced.
In some contexts it can refer to the entire time for an operation, equivalent
to response time.

5. Utilization: For resources that service requests, utilization is a measure of
how busy a resource is, based on how much time in a given interval it was
actively performing work. For resources that provide storage, utilization
may refer to the capacity that is consumed (e.g., memory utilization).

6. Saturation: The degree to which a resource has queued work it cannot
service.

7. Bottleneck: In systems performance, a bottleneck is a resource that limits
the performance of the system. Identifying and removing systemic bottle-
necks is a key activity of systems performance.

8. Workload: The input to the system or the load applied is the workload.
For a database, the workload consists of the database queries and com-
mands sent by the clients.

9. Cache: A fast storage area that can duplicate or buffer a limited amount
of data, to avoid communicating directly with a slower tier of storage,
thereby improving performance. For economic reasons, a cache is often
smaller than the slower tier.

2.2 Time series

A time series is a realization of a stochastic process

X = {X,teT} (2.1)

where X; is a random variable observed at time ¢ from a probability space
(Q,F,P), T is the index set, € is the sample space, F is the o-algebra, and
P is the probability measure. The index set T' can either be discrete or con-
tinuous, and the random variable can be either univariate or multivariate.
We will only consider time series with a discrete index set representing time,
where subsequent time points are equally spaced and monotonically increasing,
represented as 7' = {1,2,...,n}, where n is the number of observations.

Examples of time series data we will be working with include, for example,
the userspace CPU utilization, the number of requests per second received
by a server or the throughput of an NIC at a particular time. We call these
time series server metrics - measurements of various aspects of the system’s
performance and behavior. The metrics we will be working with can be broadly
classified into the categories listed in and the semantics of these
metrics fall into three distinct categories listed in Table 2.2.
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’ Metric Description ‘
Application metrics exported by a running application, such as code
execution time or event counts.
System metrics exported by the operating system, such as CPU

utilization, memory utilization, or disk IOPS.

Hardware metrics exported by the hardware drivers, such as the
number of packets dropped by an NIC.

B Table 2.1 Categories of server metrics

’ Category Description
Counters Monotonically increasing values, such as the
number of requests served by a server.
Gauges Instantaneous values, such as the CPU utiliza-
tion.
Histograms Distributions of values, such as the distribution

of event loop iteration latency.

B Table 2.2 Semantics of server metrics

2.2.1 Seasonality

A time series is said to have a seasonality when it exhibits a repeating pattern
at regular intervals. Seasonality can be daily, weekly, monthly, yearly, or any
other fixed and known period. The seasonalities in the data considered for
our purposes are either daily or weekly, mainly caused by varying counts of
online users accessing the system at different times of the day or week. This
seasonality can be seen in the example of a weekly seasonal pattern in the
number of bytes served by a server in Figure 2.1.

Longer seasonal patterns, such as monthly or yearly, are unlikely to impact
the data we will be working with significantly. For example, when forecasting
the number of requests served by a server in the next few hours based on the
data from the past few days, the number of requests served on the same day of
the week in the previous week is likely to have a much more significant impact
on the forecast, than the number of requests served on the same day of the
month in the previous month.

2.2.2 Trend

A time series is said to have a trend when it exhibits a long-term increase
or decrease in mean over time. This increase can either be linear or non-
linear and can be caused by various factors. For all of the time series we
will be working with, we expect the trend to be linear and mostly constant,
sometimes with drastic changes caused by external factors, such as a sudden
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traffic

seasonality

throughput [bits/s]

T T
week 44 week 45

B Figure 2.1 Example of a weekly seasonal pattern in the number of bytes transmit-
ted per second

increase in the number of users accessing the server, caused by rerouting traffic
from a failing instance to a healthy one.

Most of the time, the series we will be working with will be detrended, as
the trend does not provide any interesting information. An example of such
a time series is the total number of bytes served by a server. In this case, we
are only interested in the immediate changes in the number of bytes served -
the current throughput in bytes per second. These series will be exported by
counters.

In particular time series, we might consider a large positive trend indicative
of a potential problem and label it an anomaly. For example, a server’s memory
utilization exhibiting a large positive trend might be indicative of a memory
or space leak, warranting further investigation.

2.2.3 Stationarity

Stationarity is a key assumption in many time series models, such as ARIMA,
and it is required for the model to make accurate forecasts. A time series
can be considered stationary if the mean, variance and autocorrelation of the
series are constant over time. Due to this, time series with a trend or a seasonal
pattern are not stationary [ﬂ

Stationary can be tested by various statistical tests, such as the Augmented
Dickey-Fuller (ADF) or Kwiatkowski-Phillips-Schmidt-Shin (KPSS) tests.
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2.2.4 Autocorrelation

Autocorrelation is a measure of the correlation between a time series and a
lagged version of itself, the autocorrelation function (ACF) produces the au-
tocorrelation at different lags and is defined as

_ E?:k—i—l(xt —Z)(T—k — 7)

>y (w — @)?

where 7 is the autocorrelation at lag k, x; is the value of the time series at
time ¢, T is the mean of the time series ﬂg]

Since the values measure the relationship between z; and x;_g, if z; is
highly correlated with z;_1, it must be highly correlated with x;—2, x;—3, and
so on. To overcome this issue, the partial autocorrelation function (PACF) is
used, which measures the correlation between x; and x;_; after removing the
effect of the intermediate lags x;—1,Ti—2,. .., Tt_g11 @

, (2.2)

2.2.5 Structural breaks

Structural breaks are sudden changes in the mean or variance of a time series
ﬂgﬂ. As mentioned in the \subsection 2.2.2L changes in the mean of certain time
series can be caused by re-routing traffic between clusters and servers. This
causes a significant challenge for the forecasting or anomaly detection models,
as they need to be able to adapt to these changes. This may not be possible
due to a lack of historical data or the suddenness of the change.

However, we do not expect this to be a significant issue because these events
are rare and often done manually by administrators as a last resort in the case
of a failing server or an overloaded cluster.

Structural breaks may be detected using a variety of methods, such as
the Chow test introduced by the econometrician Gregory Chow in 1960 in his
paper Tests of Equality Between Sets of Coeflicients in Two Linear Regressions
ﬂéﬂ, or by using a similarity metric defined over rolling windows of the time
series. A nice implementation of the latter can be found in the ruptures
Python library m

2.3 Time series forecasting

Time series forecasting is the process of predicting future values of a time
series based on past observations. For the purposes of this thesis, we are not
interested in making long-term forecasts, which could be used for server cluster
capacity planning or hardware allocation. We will instead be interested in
making short-term forecasts and leveraging them as a tool to answer a different
question: Is the current value of the time series deviating significantly from
the historical values - is the server behaving as expected?
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2.3.1 Prediction intervals

A prediction interval with a coverage probability of p gives us a range of values
within which we expect a random variable to fall. Computing a prediction
interval generally requires us to know the distribution of the forecasted values,
assuming the distribution is normal, the prediction interval for an n-step-ahead
forecast is computed as

Ytqn|t T COn,s (2.3)

where &y, is the estimate of standard deviation of the n-step forecast distribu-
tion, the multiplier ¢ is chosen based on the desired coverage probability, for
example ¢ = 1.96 in the case of a 95% coverage probability ﬂg]

An estimation of the forecast’s standard deviation for a one-step-ahead
forecast can be obtained from the errors in the following way

T
1
1= \| 7 D € 2.4
TONT KM & (24)

where T is the number of observations, K is the number of parameters in
the model, and M is the number of missing values in the errors (i.e., those
unavailable due to a lack of lagged observations) ﬂg]

When the assumption of normality does not hold, or the standard deviation
of the n-step-ahead forecast distribution is difficult or impossible to estimate,
we can use the bootstrap method introduced by Davidson and Hinckley in
their 1997 paper Bootstrap Methods and Their Application @

2.3.2 Traditional methods

For the purposes of this thesis, we are considering traditional methods to be
those that are not based on (deep) neural networks, but are instead based on
statistical models or curve fitting. These methods, including ARIMA, Holt-
Winters, or linear regression, have been widely studied and used for time series
forecasting for decades in various domains.

ARIMA

First introduced by George Box and Gwilym Jenkins in their 1970s book Time
Series Analysis: Forecasting and Control EO], currently published as fifth edi-
tion in 2015, the autoregressive integrated moving average (ARIMA) model is
a predictive model used for time series forecasting.

The ARIMA model consists of three components ﬂﬁﬂ The autoregressive
component (AR) models the relationship between an observation and a number
of lagged observations. It takes the form of

p
X = Z Oi X + €, (2.5)

=1
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where ¢; are the parameters of the model, p is the order of the autoregressive
component, and ¢; is the error term.

The differencing component (I) is used to make the time series stationary
before it is modeled and is defined as

Adx, — X, — X1 ifd=1, (2.6)
ALY, — ALY, ifd > 1,

where A is the difference operator and d € N is the order of differencing.
The moving average component (MA) models the relationship between an
observation and a number of lagged forecast errors. It takes the form of

q
Xi=€¢+ Z Oiet—, (2.7)

=1

Putting it all together, the ARMA model can be written as
P q
Xy = Z PiXe—i + e+ Z Oi€t—i, (2.8)
1=1 i=1

Several approaches can be taken to introduce seasonality into the ARIMA
model, such as extending the ARIMA model by adding seasonal components
to the autoregressive, differencing, and or moving average components. This
model is denoted as ARIMA(p,d,q) x (P,D,Q,s), where s is the seasonal
period and P, D, @ are the seasonal orders of the autoregressive, differencing,
and moving average components.

When working with long seasonal periods, such as yearly or monthly, the
seasonal ARIMA model can become computationally expensive and challeng-
ing to fit. In such cases, it is recommended to provide the model with the
seasonal component as an exogenous variable, for example, in the form of a
Fourier series fitted to the seasonal pattern. Such a model could take the
following form

K . 2mit 2mit
X, = Z B; sin — + ; cos — + Ny, (2.9)
i=1

where ; and ~; are the Fourier coefficients, K is the number of harmonics,
and Ny is the ARIMA model [12].

Holt-Winters

The Holt-Winters method, also known as triple exponential smoothing, is a
forecasting method based on Holt’s linear method introduced by Peter Winters
in 1960 . It comprises three components - level, trend, and seasonality-
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combined in an additive or multiplicative manner. The additive model is
defined as
Uepnjt = le + hor + Stym—hp s
Iy =alye — si—m) + (1 — @) (li—1 + bi—1),
by = By — li—1) + (1 = B)bs1,
s =y —li—1 —bi—1) + (1 —7)st—m,

(2.10)

where g p|; is the forecast at time ¢ + h based on the data up to time ¢, I
is the level at time ¢, b; is the trend at time ¢, sy is the seasonal component
at time t, «, [, and y are the smoothing parameters, and m is the seasonal
period @

Considering different combinations of additive and multiplicative compo-
nents, various exponential smoothing models can be derived, an incomplete
list of which is shown in Table 2.3|

’ Seasonality ‘ Trend ‘ Model
None None Simple exponential smoothing
None Additive Holt’s linear method
None Multiplicative Holt’s method
Additive None Seasonal naive method
Additive Additive Additive Holt-Winters’ method

B Table 2.3 Exponential smoothing models [LE)]

Prophet

Open-sourced by the Facebook Core Data Science team in 2017, together with
an accompanying paper Forecasting at scale, Prophet is a forecasting model
designed to be robust to missing data, outliers, changes in the trend, season-
alities, holidays, while also being easy to use and tune by non-experts .
The model is based on a decomposable time series model with three additive
components - trend, seasonality, and holidays. The model is defined as

Xt:Gt+St+Ht+€t7 (211)

where G is the trend (or growth) component, S; is the seasonality component,

H, is the holiday component, and ¢; is the error term [16].

2.3.3 Deep learning methods

Time series forecasting based on neural networks is most commonly done using
recurrent neural networks (RNNs) or their variants, such as long short-term
memory (LSTM) networks or gated recurrent units (GRUs). These models
have been shown to be effective at capturing complex patterns in the data
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and are able to learn relatively long-term dependencies. In practice, however,
learning truly long-term dependencies is a challenge. Training a deep learning
model for time series forecasting is a supervised form of machine learning,
where the model is trained on historical input-output pairs.

Recurrent Neural Networks

A recurrent neural network (RNN) is a type of neural network designed to
handle sequential data. It is characterized by its ability to maintain a state or
memory of the previous inputs, which allows it to model temporal dependencies
in the data. This behavior is achieved by introducing cycles in the network,
which allow the hidden state to be passed from a previous time step to the
next.

A single RNN cell’s output is calculated as

hy = tanh(Wyphi—1 + Wapxy + bp), (2.12)

where h; is the hidden state at time t, Wy, and W, are the weight matrices,
by, is the bias vector, and tanh is the hyperbolic tangent function. This design
was first introduced by Elman in 1990 in his paper Finding Structure in Time
[17], a similar design was later introduced by Jordan in 1997 in his paper
Serial Order: A Parallel Distributed Processing Approach HTS] Today, they
are collectively referred to as simple RNNs.

In practice, the RNNs have been shown to be difficult to train due to
the vanishing gradient problem, which occurs when the gradients of the loss
function with respect to the weights become very small, making it difficult
for the model to learn long-term dependencies in the data. Or the exploding
gradient problem, which occurs when the gradients become very large, making
the model unstable and unable to converge to a solution ﬂﬁﬂ

Long Short-Term Memory

First introduced by Hochreiter and Schmidhuber in 1997 in their paper Long
Short-Term Memory ﬂ20], the LSTM network is designed to overcome the
vanishing gradient problem that occurs in traditional RNNs.

This is achieved by introducting a gating mechanism which allows the
network to learn which information to keep and which to discard. An LSTM
cell’s state and output is calculated as

iy = o(Waims + Whihi—1 + Weici—1 + by),

ft = o(Wapxe + Whphi—1 + Wepei—1 + by),

¢t = fi © c—1 + iy © tanh(Wyexy + Wiyehi—1 + be), (2.13)
0t = 0(Waoxt + Whohi—1 + Weocr + bo),

hi = o; ® tanh(c;),
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where i, f;, o are the input, forget, and output gates and ¢; is the cell state,
with their respective weight matrices and bias vectors W ey and b.(;|f|cjo} -
hy is the hidden state (or output). The weight matrices W and the bias vectors
b are learned during training, and o is the sigmoid function @

Due to the network being stateful across time steps, the initial cell state cg
and hidden state hg must be initialized before the first time step. The initial
state is usually set to zero or initialized by random noise while training, and
is often trained as a parameter of the model.

While training the weights and biases of an LSTM network, an issue with
exploding or vanishing gradients may occur in the case of deep networks, just
as with traditional RNNs. This can be mitigated by using gradient clipping,
which involves scaling the gradients should they exceed a certain threshold, or
by normalizing the gradients across training batches.

2.3.4 RNN data preprocessing

Data preparation for a univariate forecasting RNN model with a forecasting
horizon of h time steps can be outlined in the following steps. The process
assumes the data is preprocessed according to the requirements of the model
(e.g., standardized).

Let X = {z;}7_; be the input time series, where z; € R/ is the feature
vector at time ¢ and T is the number of observations, and y = {y:}._; be the
target time series, where y; € R is the target value at time ¢.

Split the input time series into overlapping or non-overlapping windows of
length w with a stride s. Each window becomes a subsequence

Xy = {x ot g =0,1,... K — 1, (2.14)
where K = L%J is the number of subsequences, and z; € R¥*/ is the
subsequence.

The target vector yg is defined as

e = {yi} i r ot yp € R, (2.15)

The subsequences X and y; then form the input-output pairs, which are

further split into training and testing sets and finally batched and fed into the
model during training.

2.4 Anomaly detection

Anomaly detection is the process of identifying samples that differ significantly
from the rest of the data. In the context of time series, anomalies can take
many forms, such as sudden changes in the mean, trend, or seasonality, in the
form of structural breaks, or as simple outliers. There are three main types of
anomalies that can be present in time series data, as defined by @:
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m Point anomalies are individual data points that deviate significantly from
the rest of the data.

m Contertual anomalies are data points that are anomalous in a specific con-
text but not in others.

= (Collective anomalies are a group of data points that deviate significantly
from the rest of the data.

In the context of server monitoring, we find that point anomalies are often
associated only with metrics collected at a very low frequency. Some examples
of anomalies we will be primarily concerned with include, but are not limited
to, periodic and aperiodic spikes, or peaks, in CPU utilization-related metrics,
long-term changes or an unbound growth in memory utilization, or clipping
(in the signal processing sense) of various metrics, indicative of a bottleneck
present in the system.

2.4.1 Approaches to flagging anomalies

Anomaly detection encompasses a wide range of approaches designed to iden-
tify deviations from the typical patterns in data. Supervised methods rely on
labeled datasets, where instances of typical and anomalous behavior are ex-
plicitly provided. These approaches generally involve training a classifier to
distinguish between typical and anomalous data based on these labels.

In contrast, unsupervised methods operate without any explicitly labeled
data, for example, by assigning an anomaly score to each data point and com-
paring it against a threshold, or by using density or distance-based methods
such as Isolation Forest or Local Outlier Factor.

Due to the scale of the data we are working with, our focus will be solely on
unsupervised anomaly detection methods. This decision is driven by the sheer
number of metrics we are collecting, which run into the thousands. Many of
these metrics are highly specialized, being relevant only to specific subsystems,
and as such, labeling them would be a very time-consuming and error-prone
process, which would require a deep understanding of the system and its com-
ponents.

The servers from which the metrics are scraped are subject to a wide variety
of different workloads and software and hardware configurations, making it
difficult to label the data in a meaningful way. For example, having a labeled
dataset for a server with a specific model of an NIC, which could be replaced
due to a hardware failure or a required upgrade, would render the labels for
the NIC-related metrics obsolete.

2.4.2 Statistical methods

One commonly used method for anomaly detection in time series data is based
on the use of rolling statistics, such as the mean and standard deviation.

13
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An anomaly detection rule based on a rolling standard deviation may be
implemented as follows:

0 if7 pny<a
0 if Az, < B
1

Ay =
if — Az >3%*8(Ti—nit—m)

(2.16)

0 otherwise

where Z;_,.¢+ is the mean of the last n observations, —A is the negative differ-
encing operator with order 1 and s(x¢—n.t—m) is the standard deviation of the
observations falling within the closed interval [t — n,t — m]. This rule would
ignore any time series whose rolling mean is below a certain threshold, whose
rate of change is below a different threshold, and would flag any time points
whose negative change is more than three standard deviations from the mean.

With the correct choice of parameters, this rule, in particular, can be used
for online detection of sudden drops in the throughput of a server, which could
be indicative of a wide variety of problems. The main issue with this method
is that it is prone to false positives, as it is based on the assumption that
the data is normally distributed and is very sensitive to slow, gradual growths
followed by sudden drops - a pattern we see very often in our data.

2.4.3 Methods based on forecasting

Anomaly detection based on forecasting involves training a model on historical
data and using it to predict future values. The difference between the predicted
and the actual value can then be used as a measure of the anomaly, or by using
the prediction interval as a measure of the uncertainty of the prediction. This
method is based on the assumption that the model has learned the underlying
patterns in the data and can accurately predict future values.

Several issues can arise when using forecasting-based anomaly detection
methods, mainly due to unexpected out-of-sample changepoints in the under-
lying metrics affecting the modelled metric. This can happen, for example,
due to reasons outlined in|subsection 2.2.5.

The general process of forecasting-based anomaly detection on errors can
be outlined as follows:

1. Split the data into a training and a test set.

2. Train the forecasting model on the historical data in the training set.

3. Forecast the out-of-sample values using the trained model on the test set.
4. Compute the standard deviation of the errors from the test set.
5

. Compare the standard deviation of the out-of-sample errors to the test set
errors and flag any time points whose errors are more than n standard
deviations from the mean.
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2.4.4 Methods based on reconstruction errors

Anomaly detection based on reconstruction errors involves training a model
to reconstruct the input data and using the difference between the input and
the reconstructed data as a measure of the anomaly.

A similar approach to labeling data points as anomalies is taken by the
reconstruction-based methods, as the approach outlined in subsection 2.4.3,
and the issue with unexpected out-of-sample changepoints still applies.

Autoencoders

An autoencoder consists of an encoder, which compresses the input data into
a latent representation, and a decoder, which then reconstructs the latent
representation back into the input data. No further information is provided to
the network about the data, and it is expected to learn the underlying patterns
during training, and as such is a form of unsupervised learning. The difference
between the input and its reconstruction is called the reconstruction error,
which is then minimized during training as an objective.

Certain constraints may be placed on the latent representation, such as
a specific shape or distribution, an example of which is the variational au-
toencoder explained in more detail in subsection 2.4.4. Without any added
constraints, the latent representation corresponds to a one-to-one mapping of
the input data.

Denoting the encoder as f and the decoder as f’, the output of the au-
toencoder is calculated as & = f/(f(x)), where & is the reconstructed input
data, z is the input data, f(z) is the latent representation, and x — f'(f(x)) is
the reconstruction error. During anomaly detection, the reconstruction error
is used as a measure of the anomaly, with a higher error, indicating a higher
likelihood of an anomaly. This approach is based on the assumption that
anomalous data points or sequences are rare and therefore, the network will
be unable to reconstruct them accurately.

The encoder and decoder can be implemented using a variety of neural
network architectures, such as a multi-layer perceptron, a convolutional neural
network, or a recurrent neural network.

Variational autoencoders

Variational autoencoders place a constraint on the latent representation to
be of a specific shape, such as that of a normal distribution. In contrast to
traditional autoencoders, which learn a one-to-one mapping of the input data,
variational autoencoders map each input data point to a distribution in the
latent space. The encoder in a variational autoencoder outputs two vectors,
the mean and the variation of the distribution, which are then used to sample
a point used to reconstruct the input data.

15



Anomaly detection

During training, the network is trained to minimize both the reconstruction
error, using, for example, the mean squared error, as well as the Kullback-
Leibler divergence between the learned and the target distributions.

The Kullback-Leibler divergence is a statistical distance measuring how a
distribution differs from a target distribution, defined as

P(x)
D1 (PllQ) = Y P(x)lo , (2.17)
A 2}){ © (@(zr))

where @ is the trained distribution and P is the target distribution. The
following properties hold for the KL divergence:

= Dgr(Pl|Q) >0,
= Dk (P||Q) =0 if and only if P = Q,

= Dgr(P||Q) # Dkr(Q||P),

in other words, the KL divergence is not symmetric and is always non-negative.
Due to this, the KL divergence is not a true distance measure, as it is not
symmetric and does not satisfy the triangle inequality.

In the case of a normal distribution, with a prior of N(0,1) and poste-
rior of N'(u,0), both k-dimensional, the Kullback-Leibler divergence can be
calculated as

DKL(N(IU’ﬂ U)HN(Ov 1)) = (MQ + 02 —k— U)) : (2'18)

N =

The resulting objective function, the evidence lower bound (ELBO), can
be written as
L= ﬁreconstruction + 'CKLa (2'19)

where Lieconstruction 18 the reconstruction loss, for example an L1 or L2 loss,
and Lk1, is the loss from the Kullback-Leibler divergence. The KL divergence
term acts as a regularizer, forcing the latent representation to be close to the
prior distribution.

LSTM autoencoders

LSTM autoencoders use LSTM in place of a feedforward neural network in
the encoder and decoder. The encoder consists of one or more stacked LSTM
layers, which pass their hidden states to the next layer, whose final output is the
latent representation. The dimensionality reduction is achieved by reducing
the number of LSTM cells in the LSTM layers. Therefore, the latent space is
a vector of equal size to the number of LSTM cells in the last LSTM layer.
In order to reconstruct the input data, the latent vector is then passed to the
decoder for the same number of time steps as the original input sequence. The



Anomaly detection 17

encoder state is responsible for reconstructing the input data from a repeated
vector from the latent space.

In the case of variational LSTM autoencoders, the hidden state of the
LSTM cells is fed into two separate dense layers, representing the mean and the
variance of the distribution, which take shape of num__ time_ stepsxlatent_ dim,
and are then used for sampling from the normal distribution.

Convolutional autoencoders

A convolutional layer is a layer consisting of several learnable kernels, which
are convolved with the input data by ”sliding” over it, computing a dot prod-
uct between the kernel weights and the input data, and passing the result
through an activation function, the result of which is called a feature map,
which contains the learned features of the input data.

A discrete 1D convolutional operation is defined as

(Jj *w)n = Z Trn—mWm, (220)

where z is the input data, w is the kernel, and n is the index of the output.
In the context of CNNs, the operation is often performed using the cross-
correlation operation instead. The difference between the two is that in the
cross-correlation operation, the kernel is not flipped, so the operation can be
written as

M-1
(z*w)y, = Z Tyt Wi (2.21)
m=0

This does not matter, as the weights of the kernel are learned during training,
but it is an interesting detail to note. The resulting output of a simple 1D
convolutional layer is

Cin—1
Yij = bias(Coutj) + Z Weight(Coutj, k:) * T ks (2.22)
k=0

where Cj, and Cyy,t are the number of input and output features, IV is the
batch size and * is the cross-correlation operator HZS]

Since convolving a kernel over the input data results in a smaller output,
padding is often added to the input data to preserve its size, such as zero
padding or same-value padding [271}

In the case of a Conv-AE, the encoder consists of one or more stacked
convolutional layers, which reduce the input data to a latent representation,
which is then passed to the decoder, often implemented as a mirrored version
of the encoder, consisting of one or more stacked deconvolutional layers.

The dimensionality reduction can be achieved by either using a stride
greater than one in the convolutional layers, by using pooling layers, which
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reduce the size of the input data by aggregating the values in a window, or by
reducing the number of kernels in the convolutional layers.

2.4.5 Autoencoder data preprocessing

Similar to the process outlined in [subsection 2.3.4, data preparation for an
autoencoder model can be outlined in the following steps. Again, the process
assumes the data is already preprocessed according to the requirements of the
model.

Let X = {2;}X; be the input time series, where z; € R/ is the feature
vector at time ¢ and T is the number of observations.

Split the input time series into overlapping or non-overlapping windows of
length w with a stride s. Each window becomes a subsequence

Xy = {a st e =0,1,... K -1, (2.23)
where K = LT%“JJ is the number of subsequences, and z;; € RY*/ is the

subsequence.

The subsequences X then form the input-output pairs, which are further
split into training and testing sets and finally batched and fed into the model
during training.

2.5 Monitoring tools

This section provides a concise overview of widely deployed and used monitor-
ing tools and their features. Ranging from metric collecting daemons, such as
vmagent, to time series databases, such as Prometheus and VictoriaMetrics,
along with their respective query languages.

2.5.1 VictoriaMetrics

VictoriaMetrics, licensed under the Apache License 2.0, is a high-performance
time series database designed to store and query large amounts of time series
data. It builds on the ideas of Prometheus, a popular monitoring system
and time series database. Moreover, it is designed to act either as a drop-in
replacement for it or as a long-term storage solution [2—5ﬂ

Metric ingestion

VictoriaMetrics can ingest data in the Prometheus exposition format, depicted
in |Code listing 2.1, which is a simple text-based format for representing time
series data. The first column contains the metric name, along with optional
key-value pairs called labels, and the second column contains the value of the
metric.

18
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The data is ingested using the Prometheus remote write protocol, which
allows for the data to be sent in batches, reducing the overhead of sending
individual data points. This is most often done using a Prometheus remote
write adapter, such as vmagent, which scrapes the data from the monitored
services in predefined intervals and sends it to a VictoriaMetrics instance m

B Code listing 2.1 Prometheus exposition format

# HELP tx_quic The total number of bytes sent over HTTP3/QUIC
# TYPE tx_quic counter

tx_quic{listener="443" ,method="get",code="200"} 123
tx_quic{listener="443" ,method="get",code="404"} 456

MetricsQL

VictoriaMetrics uses a query language called MetricsQL, a superset of PromQL,
the Prometheus query language. The full list of supported functions and oper-
ators, as well as syntax references, can be found in the official documentation
27).

An example of a MetricsQL query is shown in Code listing 2.2, this com-
mand is a translation of [Equation 2.16 into MetricsQL.

B Code listing 2.2 MetricsQL query

group (average_over_time (tx_quic[6m] > 10G)) by (listener)

* on (listener) (delta(tx_quic[5m:30s]) < 1G)

< on (listener) (3 * stddev_over_time(delta(tx_quic[6h:30s])))

Other features

VictoriaMetrics offers a wide range of utilities and tools to work with the data
stored in it, such as vmalert - a tool for threshold-based alerting for data stored
in VictoriaMetrics [28].

A paid, separately licensed enterprise version is also offered, which, among
other utilities, includes a closed-source anomaly-detection solution called
vmanomaly, which offers a respectable range of anomaly detection methods
based on well-known models such as Holt-Winters, Facebook Prophet, STL

decomposition, or Isolation Forest m

2.5.2 Node Exporter

Node Exporter, licensed under the Apache License 2.0, is a Prometheus ex-
porter for hardware and OS metrics exposed by *NIX kernels, which scrapes
the host system’s metrics and exports them in the Prometheus exposition for-
mat. Each set of metrics is collected by a separately configurable collector,
an example of which is the epu collector, which collects various CPU-related
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metrics, or the ethtool collector, which collects NIC metrics available from the
ethtool command. The full list of available collectors can be found in project
README ([30].

20



Chapter 3

System Requirements

As mentioned in the introduction, the goal of this thesis is to design and im-
plement a reliable and scalable monitoring and health-checking system capable
of detecting anomalies in various host system and application metrics.

We place a special emphasis on the behavior of the monitored system after
a change to its configuration or software, further referred to as post-period, in
contrast to the behavior during the pre-period, in order to aid with performance
analysis of in-development products and features during canary testing and
blue-green deployments, by automatically analyzing key performance metrics
and detecting performance regressions.

Canary testing constitutes deploying a new version of software to either
a small subset of users, or, in our case, a small subset of server instances.
Whereas blue-green deployments, most suitable for containerized applications,
involve running two distinct production environments, between which traffic is
slowly shifted in order to test the new environment’s stability and performance,
while keeping the old environment running in case of a failure [1].

3.1 Monitoring methodologies

There are two common methodologies used to monitor system performance,
the USE method introduced by Brendan Gregg m, and the RED method,
introduced by Tom Wilkie .

We choose to employ these methodologies in our monitoring system, as
they are well-established and widely used in the industry, as well as easy to
understand, implement, and automate.

The USE method

The Utilization Saturation and Errors (USE) methodology is used to monitor
the system’s resource usage under load, and should be used early on in the

21
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performance investigation process to identify bottlenecks. It can be summa-
rized as: ”For every resource, check utilization, saturation, and errors. If any
show anomalous readings, investigate further” m, with the definitions of these
terms provided below:

= Resources: The physical server functional components.
m Utilization: The percentage of time a resource is busy servicing work.

= Saturation: The degree to which the resource has extra work that it
cannot service.

= FErrors: The count of error events.

An example of CPU utilization and saturation metrics written in Metric-
sQL on NodeExporter metrics is shown in Code listing 3.1.

B Code listing 3.1 CPU utilization and saturation in MetricsQL

# CPU utilization in the last minute
1 - avg(rate(node_cpu_seconds_total{mode="idle"}[1m]))

# CPU saturation in the last minute
sum(node_loadl) / sum(node:node_num_cpu:sum)

The RED method

The RED method, standing for Rate, Errors, and Duration, is used to monitor
the system’s performance from the perspective of the end-user. It can be sum-
marized as: "For every service, check the request rate, errors, and duration”
31], with the definition of these terms provided below:

m Rate: The number of requests per second.
m Errors: The number of failed requests per second.

m Duration: The time taken to complete a request.

Monitoring request rate, error rate, and request duration metrics can help
determine if the issue lies with the system’s load or architecture. If the re-
quest rate is steady while the request duration is increasing, it points to an
architectural problem. In comparison, if both the request rate and request
duration are increasing, it points to a problem with load [1], and workload
analysis should be performed.

An example of request rate, error rate, and request latency metrics written
in MetricsQL is shown in 3.2.
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B Code listing 3.2 Request rate, error rate, and request duration in MetricsQL

# Request rate in the last minute
sum(rate (remove_resets (http_requests_total) [1m]))

# Error rate in the last minute
sum (rate (

remove_resets (http_requests_total{status=~"5.."}[1m])
))

# Percentage of requests with first byte latency under 50ms
# calculated from a cumulative histogram
sum(rate (remove_resets (response_latency_bucket{le="50"})))

/

sum(rate (remove_resets (response_latency_bucket{le="+Inf"})))

3.2 What constitutes an anomaly?

The set of anomalies and deviations from the expected behavior is far too
broad for it to be possible to provide an exhaustive list.

In ﬂ3—2ﬂ, the authors are concerned with multivariate time-series point anomaly
detection in server metrics, such as CPU utilization, memory utilization, disk
IOPS, and network traffic. The dataset used in the study was collected from
a real-world production environment, the metrics themselves, however, were
anonymized.

In @, the authors are concerned with detecting performance anomalies
in API gateways, and define such anomalies as high CPU utilization, high
memory utilization, high disk IOPS, all due to request mediation or a long re-
sponse time (latency) of backend services. The dataset used in the study was
artificially generated, for example, by running code that allocates 500MB of
memory on each request. To our best knowledge, this is the only publicly avail-
able non-anonymized metrics dataset that can be used for anomaly detection
in the context of proxy servers.

We extend this definition by considering the following additional anomalies,
as well as some of the aforementioned ones, albeit in an interpretation that is
more suitable for caching proxy servers.

1. long-term increase in CPU utilization

2. sudden, seemingly irregular short-term increase in CPU utilization
3. increased memory utilization

4. unbound growth of memory utilization

5. decrease in cache hit ratio
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6. transfer throughput bottleneck

Long-term increases in CPU utilization or performance regressions may
cause various issues, such as increased response latency or decreased through-
put, and may be caused by factors like lock contention or atomic false sharing,
as well as "simple” algorithmic inefficiencies. Two common approaches to
monitoring performance regressions are discussed in 3.3.

Sudden and seemingly irregular short-term increases in CPU utilization,
or spikes, may be indicative of, counterintuitively, serious issues. One of the
more common causes for such behavior is a misconfigured garbage collector or
a misconfigured log managing utility such as logrotate F Being configured to
run too infrequently or without a nice value E, can cause either to monopolize
CPU resources for a long time, which is particularly problematic when the
main workload is CPU-bound, pinned to a specific core E and low response
latency is crucial.

Cache hit ratio and eviction rate are important metrics to monitor when
dealing with caching proxies, as their anomalous values may be indicative of
misconfigured caching policies or incorrect handling of Cache-Control H head-
ers. Misconfigured caching policies may lead to a vast increase in cache fill
traffic, which may lead to an overload of the origin server and, in turn, in-
creased response latency and decreased throughput.

Bottlenecks in transfer throughput may be caused by various factors, some
of which are beyond our scope - such as network congestion. The factors we will
be concerned with the most are ones such as a misconfigured Linux network-
ing stack F, or programming errors in the application’s networking code, for
example, bugs in userspace protocol implementations, such as HTTP3/QUIC

5.

3.3 Monitoring performance regressions

There are two common perspectives to consider when monitoring performance
- resource analysis and workload analysis. The tasks of workload analysis
include identifying and confirming issues. For example, by looking for latency
beyond an acceptable threshold, then finding the source of the latency and
confirming that the latency is improved after applying a fix. Or by applying
a well-characterized workload, such as a synthetic benchmark, and measuring
the system’s performance m

In comparison, resource analysis involves monitoring the system’s resource
usage, such as CPU, memory, and disk 10, when under load. This perspective

Thttps: //linux.die.net/man/8 /logrotate
Zhttps://www.man?7.org/linux/man-pages/man2 nice.?.html‘

Ihttps: www.man7.org/linux/man-pages/man3 pthreadise‘taﬂﬁnityinp,?).html
4https://developer.mozilla.org/en-US/docs/Web/HTTP /Headers/Cache-Control
https://www.man7.org/linux/man-pages manS/tc.S.html‘
https://www.rfc-editor.org/rfc rfc9000.html‘
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https://www.man7.org/linux/man-pages/man8/tc.8.html
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focuses on monitoring utilization to identify when resources are at or near their
limits, or whether they are being used inefficiently .

The latter approach is particularly suitable to be done preemptively, as it
can help identify potential bottlenecks before they become a problem. It is
most commonly performed by system administrators during capacity planning
in order to gather information to help make informed decisions about the
system’s future growth ﬁ]

One common approach to workload analysis is the use of micro-benchmarks.
These are small, isolated tests, run in a controlled environment as part of a
CI pipeline, that measure the performance of specific components within a
program or system by collecting various performance counters. The target of
the micro-benchmark is typically a small piece of code, such as a function or
data structure, which is common in the code’s critical path. As such, they
do not represent the resulting system’s overall performance characteristics.
Instead, they serve as a preventative measure to catch performance regressions
early and before they are deployed to production. The approach is based on
the observation that the performance of a system is often dominated by a small
number of critical components m Micro-benchmarks can be implemented
using various tools, including Google’s benchmarking framework aptly named
Google Benchmark

Another approach involves using synthetic workloads that simulate the ex-
pected load on the system, using benchmarking tools such as wrk @ This
approach would be considered a macro-benchmark. For example, we can gen-
erate a stream of HT'TP requests and measure the request latency and other
metrics of interest. However, in the context of multi-layered caching prox-
ies, this approach can be particularly challenging to implement, as the entire
system’s load is highly variable and influenced by users’ browsing habits and
factors such as local cache state, which varies over time and between different
proxy instances. Therefore, generating a realistic workload is non-trivial, so
a supplementary check using different methodologies is needed to ensure the
system behaves as expected.

In order to ensure that the system behaves as expected under real-world
conditions, and to reduce the time running canary tests in production, after
the system is rigorously tested by both micro and macro benchmarks, we
choose to mirror ﬁ real-world workloads from a production environment to a
staging environment, in which can then perform an automated performance
analysis. Using real-world workloads mirrored from a production environment
to a staging environment, is more realistic and can provide well-representative
results, albeit at the cost of scale and repeatability, as well as a higher load on
the production environment.

https://github.com/google/benchmark|
https://gateway.envoyproxy.io/latest /tasks/traffic/http-request-mirroring/
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3.4 HTTP proxy server monitoring

The primary focus of this thesis is on monitoring HT'TP proxy servers. HT'TP
proxies can be deployed in a variety of configurations and cluster architec-
tures, for example, as a sidecar proxy, providing advanced networking features
such as load balancing, rate limiting, and circuit-breaking to a microservices
application or as a content caching proxy in a single or multilayered cache.

This drives many distinct design decisions for a monitoring process. When
monitoring a canary deployment within a multilayered caching proxy cluster,
it seems fitting to use other servers within the same cluster as a reference
since traffic between them is usually distributed equally. In practice, however,
a non-uniform distribution of traffic between servers is common, either as a
design decision due to hardware non-homogeneity or due to reasons such as
third-party DNS caching.

The hardware configuration of servers within the same cluster should be
consistent. However, in practice, the clusters may have non-homogeneous hard-
ware configurations due to maintenance and component replacement. Different
clusters are designed to accommodate varying traffic patterns, which leads to
differences in their hardware configuration.

Given these factors, its historical performance data is the most reliable
reference for identifying anomalous behavior on a specific server. Accordingly,
we will employ a synthetic control method to detect performance regressions
and anomalies in the monitored system.

3.5 Input data

The monitoring system will be utilizing data stored in the VictoriaMetrics
time-series database, imported from various sources, such as Node exporter for
system-level metrics and custom application-built-in exporter for application-
level metrics. The scraping agents responsible for collecting the data, described
in subsection 2.5.1, can be configured to scrape the data at different intervals.
The input data consists of a set of n time-series metrics represented as:

{miTi | 1= 1,...,n}, (3.1)

where m;7, denotes the i-th metric with an associated index set 7;. Each
index set T; consists of a series of timestamps defined as:

Ti={t+mAit|m=0,...,k}. (3.2)

In this equation, t represents the timestamp of the first data point, &
indicates the total number of data points, and A; refers to the scraping interval
of the i-th metric. It is important to note that these sets may vary in length
and sampling intervals.

The metrics can categorized into two types:
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m Causal metrics independent, or explanatory, of other metrics.

m Response metrics dependent on other metrics.

An example of a causal metric is the number of requests per second, while
an example of a response metric is the CPU utilization of the server.
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System Architecture

The anomaly detection system is implemented as a Google Remote Procedure
Call (gRPC) service with unary RPCs FL composed of multiple components,
each of which is responsible for either workflow orchestration, data and artifact
storage, or model training and inference. The chosen technologies and tools

are listed in|Table 4.1

’ Component ‘ Responsibility
gRPC Entry point for the system
Argo Workflows Workflow orchestration
Metaflow Workflow definition and observability
VictoriaMetrics Time series storage
PostgreSQL Metadata storage
Ceph with S3 interface | Workflow artifact and model storage

B Table 4.1 Technology stack

The training and inference workflows are orchestrated using Argo Work-
flows via the Metaflow interface, in order to offload computational heavy oper-
ations to dedicated hardware, providing scalability, fault tolerance, and observ-
ability via the Argo Ul and Metaflow Cards to the entire workflow execution.

In the case of unreachable services, such as VictoriaMetrics or PostgreSQL
databases, we retry all operations with an exponential backoff before failing
the entire RPC and returning an internal error.

4.1 gRPC interface

We chose gRPC as the communication protocol mainly due to its ease of use,
and ability to generate client code in a variety of languages via protoc, allow-

ﬂhttps://grpc.io/docs/What-is—grpc/core—concepts/#unary—rpc
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ing for easy integration into whichever system requires the anomaly detection
service. The interface is shown in Code listing 4.1.

B Code listing 4.1 CanaryMonitor service definition

service CanaryMonitor {
rpc BeginCanaryMonitor (BeginCanaryMonitorRequest)
returns (BeginCanaryMonitorResponse) {}
rpc GetCanaryStatus (GetCanaryStatusRequest)
returns (GetCanaryStatusResponse) {}
rpc RetireCanaryMonitor (RetireCanaryMonitorRequest)
returns (RetireCanaryMonitorResponse) {}

rpc CheckCanary(CheckCanaryRequest)
returns (CheckCanaryResponse) {}

The interface defines a simple workflow for monitoring a given server for
anomalies, the first three RPCs are used to start, poll, and stop the mon-
itoring process respectively, while the last RPC is equivalent to executing
BeginCanaryMonitor followed by CheckCanary RPCs.

BeginCanaryMonitor RPC

The BeginCanaryMonitor RPC is responsible for starting the canary moni-
toring process on a given server, its arguments and return value are displayed
in (Code listing 4.2. The input arguments are sanitized and validated before
being processed by the service.

After sanitizing the input, the RPC creates a new monitoring job in the
database and orchestrates a parametrized workflow to acquire, preprocess,
and filter the server’s metrics. All the steps taken during the data fetching
workflow are outlined in

After obtaining the necessary data, the service spins up a workflow for each
trainable series_monitor defined in the request, training the defined models
and storing the resulting artifacts in the artifact storage.

Each series_monitor is responsible for detecting anomalies in a specific
time series and may be executed periodically or on a call to the GetCanaryStatus
RPC.

B Code listing 4.2 BeginCanaryMonitor argument and return value definition

message MonitorOneOf {
oneof monitor {

canary.<...>.SeriesMonitor monitor_simple = 1;
canary.<...>.PeriodicSeriesMonitor monitor_periodic = 2;
canary.<...>.EnsembleSeriesMonitor monitor_ensamble = 3;

¥
}
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message BeginCanaryMonitorRequest {

canary.monitor.common.ServerInfo server_info = 1;
canary.monitor.common.PrometheusInfo prometheus_info = 2;
repeated canary.<...>.PrometheusQuery metrics = 3;
repeated MonitorOneOf series_monitors = 4;

google.protobuf.Timestamp pre_period_begin 5;

google.protobuf.Timestamp pre_period_end = 6;

}

message BeginCanaryMonitorResponse {
string message = 1;
optional MonitorInfo monitor_info = 2;

}

GetCanaryStatus RPC

The GetCanaryStatus RPC is responsible for assessing the current health
status of the monitored server. Its arguments and return value are displayed
in |Code listing 4.3, The call may be polled periodically to check the server’s
health status at different points in time by setting the post_period_end field
to the desired timestamp. If the field is unset, the RPC will return the health
status at the current time.

The RPC fetches the latest metrics past the pre_period_end time point,
runs the configured series_monitors and provides a verdict on whether the
server is performing as expected.

Setting verbose flag populates the anomaly_reports field with detailed
information about any detected anomalies, including the faulty metrics, the
anomaly score, and the target value. It is undesirable for the client applica-
tion, such as an automatic rollout system, to take action based on the scores
contained in anomaly reports, as it could lead to the application of meaningless
heuristics. Therefore, it is advised to only take action based on the value of the
canary_status field, leaving the anomaly_reports field purely for debugging
and development purposes.

B Code listing 4.3 GetCanaryStatus argument and return value definition

message GetCanaryStatusRequest {
string monitor_id = 1;
optional google.protobuf.Timestamp post_period_end = 2;
bool verbose = 3;

3

message AnomalyReport {
string model_name = 1;
repeated canary.monitor.common.Feature faulty_metrics = 2;
google.protobuf.Timestamp begin = 3;
google.protobuf.Timestamp end = 4;

30
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repeated float predicted_value = 5;
repeated float target_value = 6;
repeated float anomaly_score = 7;

3

message GetCanaryStatusResponse {
CanaryStatus canary_status = 1;
repeated AnomalyReport anomaly_reports = 2;

}

RetireCanaryMonitor RPC

Calling the RetireCanaryMonitor RPC cancels and stops the scheduling of
any periodic inference jobs associated with a given monitoring job.

CheckCanary RPC

CheckCanary is a convenience RPC that combines the BeginCanaryMonitor
and GetCanaryStatus RPCs, without the ability to register a periodic moni-
toring job or manually poll the server’s health status via GetCanaryStatus.

4.2 Metrics acquisition

The metrics acquisition flow is orchestrated before the training and inference
workflows during the BeginCanaryMonitor, GetCanaryStatus, or CheckCanary
RPCs. The flow consists of the following steps:

1. Fetch all metrics from the defined Prometheus api/v1/query_range end-
point.

2. Infill any missing points in the time series using previous/next values or by
interpolation.

3. Resample the metrics to the user-defined sampling frequency.

4. Erase any anomalous subsequences based on incidents in third party mon-
itoring systems.

5. Store preprocessed metrics in Ceph storage for later use.

Infilling data points is generally not required. However, it may occur,
for example, due to resource constraints on the scraping agent forcing it to
drops metrics. Additionally, misalignment between the scraping and querying
intervals can also lead to missing data points in the query result.

While these situations should be rare or non-existent in a properly config-
ured VictoriaMetrics setup, we must still account for them. We prefer using
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linear interpolation to fill in the missing values, but we also provide the option
to use the previous or next available value if needed.

Different metrics are scraped at varying intervals: system metrics are gener-
ally collected every n seconds to capture short spikes in data, some application
specific business metrics related to server and cluster capacity may be collected
at 1-second intervals, and some highly specialized metrics related to a specific
subsystem or component, such as feature-flag counters, may be collected at
5-minute intervals to reduce the load on the VictoriaMetrics cluster. We re-
sample all metrics based on a user-defined sampling frequency. This method
allows for both up-sampling and down-sampling, depending on the specific use
case. Gauges should be resampled by taking the mean value for down-sampling
or by interpolating the data points for up-sampling. Meanwhile, counter met-
rics should be resampled using linear interpolation or extrapolation.

The erasure step is used to remove any subsequences deemed anomalous
by incident reports from third-party monitoring systems responsible for han-
dling incidents such as failing hardware, network outages, or power outages.
This causes a problem for the ARIMA and Holt-Winters models, which re-
quire a continuous time series to function correctly. This issue is mitigated
by truncating the historical data to the last non-anomalous point. However,
seasonal patterns may prevent the model from fitting correctly or being able
to be trained at all. Prophet, forecasting LSTM, and the autoencoder models
are unaffected by this issue.

4.3 Series monitors

The anomaly detection system supports multiple algorithms and models for
detecting anomalies, each referred to as a SeriesMonitor. The configuration
for each series monitor is illustrated in Code listing 4.4.

When defining a SeriesMonitor by invoking the BeginCanaryMonitor or
CheckCanary RPCs, users must specify the following:

= The time series to monitor.
= The context metrics (or regressors) to consider, if any.

m The anomaly detection algorithm or model to use.

The anomaly detection algorithm is defined using the monitor field. Users
have the option to provide their own configuration via the monitor_config
field or use a predefined built-in configuration by specifying a type URL.

Defining a PeriodicSeriesMonitor allows the execution of a
SeriesMonitor at a specified frequency, reporting any detected anomalies to
Prometheus Alertmanager |, The periodic monitor will consider each anoma-

ﬁhttps: //prometheus.io/docs/alerting/latest /alertmanager/
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lous subsequence only once in the first period in which it occurs. Alerts will
continue to fire for the monitored time series until one of the following occurs:

= The RetireCanaryMonitor RPC is called.
= The maximum duration, set by retire_after, elapses.

m The max_alerts number is reached.

The purpose of limiting the duration of a periodic series monitor is to
reduce alert fatigue. Other than the per-monitor limit, a global limit specified
in the service configuration is enforced to prevent the system from running
indefinitely.

B Code listing 4.4 Series monitor definition

message SeriesMonitor {
oneof monitor {

string monitor_type_url = 1;
google.protobuf.Any monitor_config = 2;
b

optional canary.monitor.common.Feature target_metric = 3;
repeated canary.monitor.common.Feature context_metrics =
optional float threshold_multiplier = 5;

optional PruningConfig pruning_config =

4;

6;
}

message PeriodicSeriesMonitor {
oneof monitor {
SeriesMonitor monitor_simple = 1;
EnsambleMonitor monitor_ensamble = 2;
}
google.protobuf .Duration trigger_frequency = 3;
optional google.protobuf.Duration retire_after = 4;
optional uint32 max_alerts = 5;

4.3.1 Training and inference

Each SeriesMonitor is implemented as an optional training and an inference
flow, where the training flow runs on pre-period data in order to train the
model, and the inference flow runs on post-period data to detect any anomalies.

The training flow is responsible for hyperparameter tuning and model train-
ing/selection for models that require extensive training time, such as LSTMs
or autoencoders. The training flow produces a trained model artifact, recon-
struction, or prediction errors for the training and validation data and various
statistics and charts for debugging and observability purposes. All this infor-
mation is persisted in the Ceph object storage. First, the pre-period data is

33
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scaled and reshaped according to the model requirements, mentioned in [sub-|
section 2.3.4 and subsection 2.4.5, and then split into training and validation
sets. Each supplied configuration is then trained on the training data, and the
best model is selected based on either the validation loss, in the case of neural
networks, or AIC/BIC scores in the case of statistical models.

The inference flow is responsible for running the trained reconstruction
or prediction models on the post-period data, generating anomaly scores and
labels for each data point. The anomaly labeling approaches are described
in subsection 4.3.7. First, we preprocess the post-period data-standardize or
normalize it according to the training data, and reshape it to the model’s input
shape. Then, we run the model on the data and calculate the reconstruction
or prediction errors and anomaly labels.

4.3.2 Exponential smoothing

The first statistical model we support for time series forecasting is the Holt-
Winters exponential smoothing. We rely on the statsmodels library for the
implementation. Due to no support of exogenous regressors in the statsmodels’
exponential smoothing and all state space models, it is only suitable for less
complex time series and anomaly detection tasks. The context_metrics field
is ignored. The best configuration supplied to BeginCanaryMonitor is selected
based on the lowest AIC score.

The hyperparameters for the Holt-Winters model are listed in [Table 4.2,
trend and seasonal components correspond to the taxonomy mentioned in Ta-|
ble 2.3.

Parameter ‘ Type ‘ Default | Description ‘

trend str additive | Type of trend component,
None, ”additive” or “multi-
plicative”

seasonal str additive | Type of seasonal component,
None, ”additive” or "multi-
plicative”

seasonal_periods | uint None Number of periods in a season,
depends on input frequency

B Table 4.2 Holt-Winters model parameters

4.3.3 ARIMA

The second statistical model we support for time series forecasting is the
ARIMA model from the statsmodels library. The training flow for ARIMA,
SARIMA, and SARIMAX models searches over a range of hyperparameters to
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find the best configuration based on the lowest AIC score, if none or multiple
configurations are supplied. The hyperparameters for the ARIMA model are
listed in Table 4.3, The trend parameter is unsuitable for fitting and should
be determined based on the data. The seasonal_periods parameter should
be set to a value corresponding to a weekly or daily seasonality for most time
series we consider.

Parameter ‘ Type ‘ Default | Description

order tuple3[uint] | None ARIMA model order

trend str C Type of trend component,
”¢” for constant, ”1” for lin-
ear

seasonal order tuple3[uint] | None ARIMA order of the sea-
sonal component

seasonal__periods | list[uint] None Number of periods in a sea-
son, depends on input fre-
quency

fourier terms uint 20 Number of Fourier terms to

generate for each seasonality

B Table 4.3 ARIMA model parameters

The hyperparameters order and seasonal_order correspond to the order
of the ARIMA model and the order of the seasonal component, respectively.
If none are specified, the training flow will search for the best configuration in
the range of [0, 3] for each parameter, the seasonal components are fit only if
the seasonal_periods parameter is set to a non-null value.

When dealing with long seasonal periods, seasonal Fourier terms should be
preferred to reduce the training time and memory footprint ﬂﬁﬂ Setting the
fourier_periods parameter to a non-null value will provide the model with
fourier_terms number of Fourier terms for each seasonal component. It is
important to note that this configuration option cannot be used simultane-
ously with the seasonal_order and seasonal_periods parameters. Another
option is to use an ARIMAX model with a colinear, or highly correlated, ex-
ogenous regressor, which directly affects the target metric, such as the number
of requests per second and CPU utilization.

4.3.4 Prophet

Prophet, available from the fbprophet package, is a highly configurable model
with a support for multiple seasonalities, changepoint detection, and exoge-
nous regressors. The hyperparameters for our Metaflow wrapper around the

Prophet model are listed in Table 4.4. Not all available hyperparameters are
configurable for a monitor, since majority of them are not applicable to our use
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case, such as yearly seasonality. The only hyperparameters that should be op-
timized are the seasonality_prior_scale and changepoint_prior_scale
parameters m, other hyperparameters should be set to reasonable values
based on the monitored time series.

Parameter ‘ Type ‘ Default ‘ Description
growth str flat Growth model, "linear” or
"logistic”
weekly_seasonality any auto Enable weekly seasonality
daily__seasonality any auto Enable weekly seasonality
seasonality__mode str additive | Seasonality mode, additive
or multiplicative
seasonality prior scale | float 10.0 Seasonality prior scale
changepoint_ prior_scale | float 0.05 Changepoint prior scale
mcmce__samples uint 0 Number of MCMC samples
uncertainty__samples uint 1000 Number of uncertainty sam-
ples

B Table 4.4 Prophet model parameters [377]

4.3.5 LSTM

We support a simple stacked LSTM model for time series forecasting. The
architecture consists of several LSTM layers which pass their hidden state to
the next, except for the last layer, which feeds into a dense layer to produce the
output. The reference source code for the LSTM model in Keras is available
in Appendix A.

The LSTM model is used to predict short-term future values of the univari-
ate target_metric time series, generally up to a few data points, or minutes,
ahead. The model is trained on overlapping subsequences of the multivari-
ate context_metrics time series with stride of one, as described in [subsec-
tion 2.3.4. During inference, we reshape the post-period data in the same
manner and aggregate the overlapping predicted windows to obtain the final
forecast as shown in Figure 4.1, where the blue window represents the input
data and the yellow windows represent the forecasted data at various time
points.

The fittable hyperparameters for the LSTM model are listed in|Table 4.5.
The 1stm_activation and output_activation parameters are unsuitable for
fitting and should be determined beforehand based on the data or left at the
default values.
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Parameter ‘ Type ‘ Default ‘ Description ‘

Istm_num_ units | list[uint] | None List of number of LSTM cells
for each layer

Istm__activation str tanh LSTM layers activation func-
tion

dropout float 0.05 LSTM layer dropout

output_ activation | str linear Output dense layer activation
function

prediction_ length | uint 2 The prediction length in num-
ber of data points

B Table 4.5 LSTM model parameters
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B Figure 4.1 LSTM inference process

4.3.6 Autoencoders

Four different types of autoencoders are supported: an LSTM-AE, a Conv-AE,
and their respective variational counterparts. All autoencoders are symmetric,
with the encoder and decoder having the same architecture. The reference
source code for the autoencoders in Keras is available in /Appendix A.

The LSTM encoder is implemented with several configurable stacked LSTM
layers, which pass their hidden state to the next layer. The final LSTM layer
outputs the encoded latent representation of the input sequence, which is then
time-distributed to the decoder LSTM layers in order to recreate the shape of
the input sequence. The final output sequence is then passed through a dense
layer to match the input shape. The compression, or bottleneck, is achieved
by reducing the number of LSTM units in the encoder layers.

The variational LSTM autoencoder is implemented similarly to the LSTM
autoencoder, but instead of using the final output of the encoder as the latent
representation, the hidden state of the final LSTM layer is passed through two
dense layers to produce the mean and log-variance vectors. The latent repre-
sentation is then sampled from the mean and log-variance vectors. The decoder
part of the variational autoencoder is the same as the LSTM autoencoder.
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The fittable hyperparameters for the LSTM and LSTM-VAE models are
listed in Table 4.6. The 1stm_activation and output_activation parame-
ters are unsuitable for fitting and should be determined beforehand based on
the data or left at the default values.

’ Parameter ‘ Type ‘ Default ‘ Description

Istm_num_ units | list[uint] | None List of number of LSTM cells
for each layer

Istm_ activation str tanh LSTM layers activation func-
tion

dropout float 0.05 LSTM layer dropout

output_ activation | str linear Output dense layer activation
function

latent_ dim uint None LSTM-VAE mean and log-
variance layer dimensionality

B Table 4.6 LSTM-AE and LSTM-VAE model parameters

The Conv-AE is implemented using several stacked one-dimensional con-
volutional layers that compress the input sequence by applying filters with a
stride greater than one. The final convolutional layer generates the encoded
latent representation of the input sequence, which is then upsampled by the
decoder’s transposed convolutional layers to recreate the input sequence’s orig-
inal shape.

In the Conv-VAE, the latent representation is sampled from the mean and
log-variance vectors. Instead of using the output directly, these vectors are
produced by processing the output of the final convolutional layer through
two dense layers.

The fittable hyperparameters for the Conv-AE and Conv-VAE models are
listed in Table 4.7. Parameters not suitable for fitting are conv_activation
and output_activation and should be determined beforehand, or set to the
default values.

We train the autoencoders on overlapping subseries of the multivariate
context_metrics time series with a stride of one. The approach is further
detailed in subsection 2.4.5 During inference, we reshape the post-period data
in the same manner. In order to reconstruct the input time series, we aggregate
the corresponding time points within the overlapping windows similarly to the
process illustrated in Figure 4.1.

In contrast to the univariate models, the autoencoder anomaly score is
obtained by taking the Lo norm of the reconstruction errors, as opposed to
the reconstruction error itself.
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Parameter ‘ Type ‘ Default ‘ Description ‘

conv_filters list[uint] | None List of number of filters for each
convolutional layer

conv__activation str tanh Activation function of the
CONV layers, "tanh” by de-
fault

stride int 2 Stride of the convolution

padding str same Convolution padding

kernel size list[uint] | 5 Size of the 1D convolution fil-
ters

output_ activation | str linear Output dense layer activation
function

dropout float 0.05 CONYV layer dropout

latent_ dim uint None CONV-VAE mean and log-
variance layer dimensionality

B Table 4.7 Conv-AE and Conv-VAE model parameters

4.3.7 Anomaly detection algorithms

Different approaches may be used to detect anomalies, such as training a su-
pervised or unsupervised classifier on errors or the series itself, or thresholding
the metrics or errors directly. Both anomaly detection approaches we use are
unsupervised and based on thresholding of prediction or reconstruction errors.
Training a supervised classifier on the errors would require labeled data per
anomaly type and server host, which is poorly scalable and infeasible in a
large-scale production environment.

The first approach we use is based on thresholding of forecasting or recon-
struction errors. We calculate the errors for the post-period data and compare
them to the threshold of u + zo, where p is the mean, o is the standard
deviation of the pre-period errors.

The other approach we use to label data points as anomalies was proposed
by NASA in their work on the detection of anomalies in spacecraft telemetry
data @ The method consists of computing such threshold that if all values
above were removed, it would result in the most significant percent decrease in
the mean and standard deviation of the errors, while penalizing the number of
anomalous points and subseries. Given a series of errors e = {ej,ea,...,€,},
the algorithm finds a threshold e such that the following is maximized:

(Ap—p) + (Ao — o)
|eanom| + |€seq|2

, (4.1)

where p and o are the mean and standard deviation of the post-period errors.
Ap and Ao are the changes in the mean and standard deviation after removing
the anomalous points |eanom| refers to the number of anomalous points, and
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leseq| refers to the number of consecutive anomalous subseries. Points are
classified as anomalies based on the condition e; > €, where ¢ = fiperiod +
20period, 2 is the value that maximizes this expression, and fiperiod and operiod
are the mean and standard deviation of either the pre or post-period errors.

The anomaly detection approach is chosen based on the settings of the
optional threshold_multiplier field of the SeriesMonitor shown in Code|
listing 4.4. Setting it to a non-null value will result in thresholding based
on training errors, while setting it to null will use the dynamic thresholding
approach.

The pruning_config field in the SeriesMonitor message configures the
anomaly pruning algorithm described in @

4.3.8 Chow test

Other than as a test for a structural change, mentioned in|subsection 2.2.5, the
Chow test can detect changes in the relationship between causal and response
variables. For instance, the test can be applied to determine whether the
relationship between a server’s CPU utilization and its throughput has shifted.
By regressing CPU utilization against throughput using a linear model for pre-
period, post-period, and combined data, we can then compare the coefficients
with Chow’s test. If the test statistic is significant, we can conclude that
the relationship between the time series has changed. This is illustrated in
Figure 4.2, where in the right subplot, the relationship between CPU utilization
and throughput has significantly changed after the pre-period.
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B Figure 4.2 Server’s CPU utilization per throughput
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4.3.9 Monitor ensemble

When defining an ensemble series monitor using the configuration in
listing 4.5, the service will combine the anomaly labels from all individual series
monitors through a majority vote to determine the final verdict on the server’s
health status, rather than relying solely on the verdicts from the individual
monitors.

B Code listing 4.5 An ensemble series monitor definition
enum EnsembleMethod {

ENSEMBLE _METHOD _VOTING = O;
}

message EnsembleSeriesMonitor {
repeated SeriesMonitor series_monitors = 1;
EnsembleMethod method = 2;

X

The ensemble method works with series of anomaly flags, where each flag
is a binary value indicating the presence of an anomaly. The majority vote is
then performed on anomalous subseries from the defined series monitors.

Given m time series a;, where each a; is a binary time series indicating
anomalies detected by its corresponding monitor, the next step is to extract
all consecutive anomalous subseries for each monitor .

An index set intersection is then performed across all these sets of anoma-
lous subseries. Specifically, for each possible subsequence, we compute the
intersection of the index sets of the anomalous subseries across all monitors.
If the majority of the monitors agree on a subsequence (i.e., the intersection
contains anomalous subsequences from a majority of the monitors), the entire
index set intersection is marked as anomalous.

4.4 Example configuration

Code listing 4.6 shows an example configuration for the BeginCanaryMonitor
RPC written in the protobuf text format. The request defines two series mon-
itors with built-in configurations, one for the CPU user time and the other
for the cache hit rate. All time series are fetched from the Prometheus server
at the specified URL, with a step of one second and linear infilling. The
pre-period is defined by the pre_period_begin and pre_period_end fields.
The pre_period_end field defines the beginning of the post-period, which is
terminated by the post_period_end field in the GetCanaryStatusRequest
message.

The first monitor uses an LSTM forecasting model in default configuration
to monitor the CPU user time metric, regressed on the number of bytes sent
over the HTTP2 and HTTP3 protocols per second. All metrics are standard-
scaled by the mean and standard deviation of the pre-period data. Since no
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threshold multiplier is specified, the monitor will use the dynamic thresholding
approach. The pruning configuration specifies a window size of 10 minutes and
a threshold of 0.05, discarding any anomalous subsequences with an anomaly
score within 5% of the next closest anomaly score in the window. The monitor
is triggered every 10 minutes, sending detected anomalies to the Prometheus
Alertmanager.

The second monitor uses Chow’s test for the cache hit rate metric. Since
no context metrics are specified, Chow’s test will be used to test whether any
event that happened on pre_period_end caused a structural break in the time
series.

B Code listing 4.6 Example gRPC request

{ server_info { suid: ... }
prometheus_info { url: ... }
pre_period_begin:
pre_period_end:
metrics: [

{ query_built_in: cpu_user
step { seconds: 1 }
infill method: INFILL_LINEAR
Fo
query_built_in: hit_rate
step { seconds: 1 }
infill method: INFILL_LINEAR

Fo A
query_external: {
series_name_template: "tx_{protocoll}_bps"
query: "rate(tx_bytes_total{protocol=~'h2|h3'})"
}

step { seconds: 1 }
infill _method: INFILL_LINEAR
}
]
series_monitors: [
{ monitor_periodic: {
monitor_simple: {

monitor_type_url: "url/canary.monitor.LSTM"
target_metric: {

name: "cpu_user",

scaling: SCALING_STANDARD
}

context _metrics: [
{ name: "tx_h2_bps", scaling: SCALING_STANDARD },
{ name: "tx_h3_bps", scaling: SCALING_STANDARD }
]
pruning_config {
threshold: 0.05
window_size { seconds: 600 }
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3
}
trigger_frequency { seconds: 600 }
}
}, { monitor_simple: {
monitor_type_url: "url/canary.monitor.Chow"
target_metric: { query_built_in: hit_rate }
}

}

Executing the GetCanaryStatusRequest RPC with the returned monitor_id
will execute the defined series monitors and return the server’s health status
at the specified post_period_end timestamp.



Chapter 5

Monitoring scenarios and
datasets

Due to the lack of publicly available high-quality performance anomaly detec-
tion datasets, briefly mentioned in section 3.2, we have chosen to evaluate our
approaches mainly using purposefully created datasets.

We selected and reverted several system and program configuration im-
provements and bug fixes to achieve this. These changes were intentionally
chosen to create relatively difficult-to-detect anomalies with micro-benchmarks
or threshold-based monitoring. Such issues are common in high-performance,
highly concurrent systems, particularly in caching proxies. The datasets are
detailed below, and their characteristics are summarized in Table 5.1.

= clipping: Throughput clipping anomaly due to a bottleneck - high mutex
saturation.

= regression: Higher long-term CPU utilization on a workload with the
same characteristics than previously.

m spikes: Short bursts of high CPU utilization due to misconfigured utilities.
= trend: Unbound memory utilization growth due to a space leak.

= chaos: Increased response latency.

The datasets clipping, regression, spikes, and trend correspond to the
USE methodology, while the chaos dataset relates to the RED methodology.
All anomalies in the dataset are contextual or collective as per the definition
in section 2.4. The collection methodology is described in section 5.1. The col-
lected metrics and their labels and units are described in|Table 5.2/ Examples
of the anomalies can be found in Figures|5.1}5.2,/5.3, 5.4, and 5.5.
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The anomaly exhibited in the clipping dataset is a bottleneck in the
system and manifests itself with an increased number of context switches, de-
creased throughput, as well as increased system CPU utilization and decreased
userland CPU utilization.

The regression dataset represents a performance regression in the system,
the userland CPU utilization is increased for a prolonged period of time, and
unexplained by the workload characteristics.

The spikes dataset represents a unexplained short burst of high CPU
utilization caused by misconfigured utilities which lack a nice level, but similar
issues could be caused by other factors.

The trend dataset represents a space leak or an increased memory utiliza-
tion over time which is unexpected and unexplained by the workload charac-
teristics.

The chaos dataset represents a sidecar proxy service latency increase caused
by chaos testing (shutting down services, introducing latency). The increased
latency is accompanied by an increased number of failed requests.

Dataset | Testing set size | Anomaly
%

clipping 14400 10.03

regression | 14400 30.04

spikes 14400 5.72

trend 14400 100

chaos 14400 11.93

B Table 5.1 Dataset characteristics

5.1 Data collection methodology

We used a virtual server designated for debugging and quality assurance to
create these datasets. The server was configured with the latest kernel and net-
work stack settings, reflecting the configuration used in most of our networks.
We then ran the latest production version of our caching proxy and supporting
utilities and mirrored a percentage of requests from our production environ-
ment to this server, while collecting all relevant system and application-level
metrics at 30-second intervals for three weeks. We believe this dataset accu-
rately represents a performance anomaly-free behavior of the system. Other
anomalies may still be present in both the training and testing data, such as
a higher-than-expected load due to client behavior, or anomalies caused by
network congestion or other external factors. As a result, this may lead to a
higher than expected number of false positives.

In order to generate the anomalous datasets, we deployed the modified
binaries and configurations to additional virtual servers and mirrored the same
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Metric name

Labels

|

Source ‘ Unit

‘ Description

cpu user|system | Node % CPU utilization

context_ switches Node counts/s | Number of context
switches per second

memory Node % Memory utilization

tx h2|h3 proxy bit/s Number of sent bits per
second

X h2|h3 proxy bit /s Number of received bits
per second

cx h2|h3 proxy count Current number of ac-
tive connections

drps h2|h3 proxy count/s | Number of new down-
stream requests per
second

urps h2|h3 proxy count/s | Number of sent up-
stream requests per
second

u_status 2xx|4xx|5xx | proxy count/s | Number of received sta-
tus codes per second

u__latency_ 50 proxy % Percentage of requests
with first byte latency
under 50ms

B Table 5.2 Dataset metrics

production traffic to them. Yielding four different datasets, each exhibiting a
different type of a performance anomaly in the caching proxy. One more
dataset was created by running a proxy server in a sidecar configuration while
we ran chaos tests on the application server.

Each of the anomalous datasets was recorded at five consecutive days in
order to account for daily and weekly variations in the workload. In total, the
common training dataset contains 72,000 samples (25 days) and each of the
testing datasets contains 14,400 samples (5 days) worth of data.

It is important to note that all virtual servers were run on the same hy-
pervisor. This approach does not precisely reflect a real-world scenario where
the caching proxies will likely run on bare-metal servers or at least on separate
hypervisors. In the case of the sidecar proxy, this is not as relevant. However,
this approach is sufficient for this evaluation, as hypervisor overhead is negligi-
ble in this case and unlikely to affect the result. At the same time, the effects
of noisy neighbors should be minimal due to the relatively low load.

The dataset spikes was labeled automatically by scraping system logs for
timestamps of when a misbehaving utility was scheduled to run and cross-
referencing them with the collected metrics. The datasets clipping and
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B Figure 5.1 Throughput clipping

regression were labeled manually by inspecting the collected metrics, which
means the labels may not be entirely accurate. Dataset trend was labeled en-
tirely as anomalous due to prior knowledge of the space leak. Lastly, the chaos
dataset was also labeled manually, using prior knowledge of when performance
degradation was scheduled to occur.

5.1.1 Third-party datasets

In the study by m, the authors present several artificial datasets generated by
running an industry-standard API gateway under normal and anomalous con-
ditions. The anomalies were caused, for example, by executing dead code that
consumed CPU or memory resources. The final dataset used for evaluation
was created by merging segments of the normal and anomalous data. However,
the authors did not provide any anomaly labels for this interleaved dataset,
making it infeasible for comparative analysis. Consequently, the interleaving
process resulted in a dataset that does not accurately represent real-world
scenarios, due to the lack of temporal continuity and unrealistic transitions
between normal and anomalous states.

In @, the authors focused on detecting anomalies in spacecraft telemetry
using univariate LSTM prediction. The dataset comprises real telemetry data
and anomalies from two sources, the Soil Moisture Active Passive (SMAP)
satellite and the Curiosity Rover on Mars (MSL). The response variable is the
telemetry value, while the regressor variables represent the commands sent to
and received from various spacecraft subsystems. Because of the characteristics
of the response variable and the anomalies present in many telemetry channels,
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B Figure 5.2 Performance regression

such as mean shifts that are only considered anomalous when contextualized
with regressor variables, models that are unable to effectively regress or re-
construct the target variable from sparse binary series are likely to perform
poorly. We tried.

In @, the authors present an anonymized Server Metrics Dataset (SMD)
from an ”internet company”. Their study concerns server metrics interpreta-
tion and anomaly detection without domain-specific knowledge. This is the
only dataset applicable to our work, even if only for multivariate reconstruction-
based anomaly detection. The dataset consists of 28 multivariate time series,
each with 38 metrics. The training and test sets each contain 708,405 and
708,200 samples, respectively, and the overall percentage of anomalies is 4.16%.

48



Data collection methodology

0.14 +

0.12

memory utilization [%]

g

o

N
1

0.10 A

0.08 A

°©

o

()]
1

o

o

=
1

anomalous cpu utilization

expected cpu utilization
HTTP/2 + HTTP/3 req/s

T

00

T

04

T T T

08 12 16

B Figure 5.3 CPU utilization spikes

©

w

S
1

0.25 ~

memory utilization [%]

0.20 ~

anomalous memory

expected memory

—— HTTP/2 + HTTP/3 req/s

20

00

T

00

T

04

B Figure 5.4 Space leak

08 12 16

20

00

requests [count/s]

requests [count/s]

49



Data collection methodology

0.99 ——————— — anomalous latency
——— 2XX response
4xx response
total requests
X -
£ 0.98 A
(2]
£
o
[Te)
V
>
9]
c
2 097 A
o
0.96 T T T T

00 04 08 12

B Figure 5.5 Sidecar service latency increase

16

20

00

request rate [count/s]

50



Chapter 6

Experimental evaluation

We evaluate the performance of the predictive and reconstructive models by
measuring the average ROC-AUC (auc) across all datasets, precision (p), recall
(r), and Fy 5 score regarding both point-wise and sequence-wise anomaly de-
tection approaches, how early the models can detect anomalies (tta), and their
training and inference duration. An Fj 5 score is used instead of an Fj score
because our main priorities are minimizing false positives and alert fatigue.
The time to alert (tta) is defined as the time difference between a predicted
anomaly corresponding to a true anomaly. A negative value indicates that
the model predicted (or ”hallucinated”) the anomaly before it occurred, and
a positive value indicates that the model detected the anomaly with a delay.
In point-wise anomaly detection, a true positive is recorded when the model
correctly predicts an anomaly at a given time. In sequence-wise anomaly
detection, the metrics are calculated according to the following rules:

= A true positive is recorded when an anomalous sequence is overlapped by
one or more predicted anomalous sequences.

m All predicted anomalous sequences that do not overlap with any anomalous
sequences are counted as false positives.

In @, the authors measure the performance of their models using a point-
adjusted recall, taken from @ﬂ The adjustment is made such that if a chosen
threshold can detect any point in an anomaly segment in the ground truth,
the entire segment is detected correctly, and all points in this segment are
treated as if this threshold can detect them. Meanwhile, the points outside
the anomaly segments are treated as usual.

All model evaluations on our datasets were done with anomaly pruning and
automatic thresholding set up to maximize the Fy5 score. The parameters
are bound to z € [3,10], p € 0.01,0.05, w € 2h,8h, where z is the number
of standard deviations from the mean, p is the anomaly pruning percentage
threshold, and w is the window size.
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6.1 Statistical methods evaluation setup

The models were fitted to the entire training set (three weeks) and then fore-
casted for the entire testing set (one day). The datasets were resampled to
5-minute intervals for the Holt-Winters model due to the high computational
cost of fitting it with a weekly seasonality and 30-second frequency.

The Prophet and exponential smoothing model hyperparameters were ei-
ther manually configured or left at their default values. The ARIMA models
were fitted with a daily and weekly seasonal components represented by Fourier
harmonics. The order of the ARIMA model was selected by conducting a
time-series cross-validation on a range of potential hyperparameter values and
selecting the best-performing set based on the AIC score. This process was re-
peated for each dataset, however ended up being the same across all datasets.
All chosen hyperpameter values are listed in and the response and
causal variables are listed in[Table 6.2.

Chow test was evaluated by concatenating the training and testing sets
for the regression and trend datasets, resampling them to 1-hour intervals,
and then running the test on every 48-hour interval with 24 hours for the pre
and post periods, regressing the response variable of the dataset on the causal
variable tx.

Model Parameter ‘ Value
seasonality_mode additive

Prophet weekly_seasonality True
daily_seasonality True

) seasonal additive

Holt-Winters trend additive
order (3,0, 2)

ARIMA fourier_seasonalities | [one_week, one_day]
fourier_terms 5

B Table 6.1 Statistical model hyperparameter values

Dataset \ Response \ Causal

clipping cpu{type=system} | tx, cx, drps
regression | cpu{type=user} tx, cx, drps
spikes cpu{type=user} tx, cx, drps

trend memory tx, cx, drps

chaos u_latency_50 rx, urps, u_status

B Table 6.2 Statistical model forecasting setup
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6.2 Neural network evaluation setup

The architecture and hyperparameter values of the neural networks were ini-
tially selected by a Hyperband search and then manually manually adjusted to
be consistent across all datasets. The autoencoders were set up such that they
have comparable compression rates from the input to the latent space. These
parameters are listed in The response and causal variables, as well
as window sizes and forecasting horizons, for each model and dataset are listed
in Tables and 6.5. If no label is specified, the metric name refers to
the, possibly aggregated, corresponding set of metrics listed in Table 5.2. All
models were trained for up to 25 epochs with a batch size of 512 and an early
stopping patience set to 5 epochs.

The autoencoders were set up such that the space savings from the input to
the latent space, calculated as 1 — %}m, where s is the sequence length
and f is the number of features, are the same across all models. The space
savings are 60% for dataset clipping and 50% for the other datasets.

The SMD dataset was used to evaluate the performance of the multivariate
reconstructive models, as the univariate predictive models are not applicable.
The models were trained for 50 epochs with a batch size of 512 and an early
stopping patience set to 5 epochs. The models were configured similarly to
those used in our datasets, aiming for a space-saving of 50% to 60%. The
measured metrics are the average ROC-AUC across all datasets, precision,
recall, and Fj 5 score for both point-wise and sequence-wise anomaly detection
approaches.

6.3 Performance metrics

Table 6.6 shows the mean and standard deviation of the training and infer-
ence durations for each model over all datasets, based on which we have set
up remote execution for Metaflow steps. All models except for Prophet are
offloaded to either a GPU or a CPU instance with a higher core count in Ku-
bernetes for training. All of the statistical models are ran on host machine
during inference.

Unsurprisingly, the LSTM-based models have the longest training and in-
ference durations. This is due to the recurrent nature of the LSTM cells, which
are inherently slower to train and infer than feed-forward models.

Holt-Winters is currently infeasible to run on time series with long seasonal
periods and high frequency, both due to the high computational cost of fitting
the model and the lack of support for exogenous regressors.

Tables (6.7 and show the performance metrics for each model and
dataset, where the best-performing model is highlighted in bold. The results
are further discussed per dataset in the following sections.
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Model ‘ Parameter ‘\&ﬂue ‘
num_units [20, 10]
Forecasting LSTM inner_activation | tanh
dropout 0.1
output_activation | linear
num_units [16, 8, 2]
LSTM-AE inner activation | tanh
dropout 0.1
output_activation | linear
num_units [16, 8]
inner_activation | tanh
LSTM-VAE dropout 0.1
output_activation | linear
latent_dim 2
filters [16, 8]
kernel_size 7
CONV-AE/VAE |Stride |2
inner_activation | tanh
dropout 0.1
output_activation | linear
latent_dim 8

B Table 6.3 Neural network hyperparameter values

clipping

The automatic thresholding and anomaly pruning parameters were set to z €
[3,10], p = 0.05 and w = 8h. A window of 8 hours was chosen in order to split
the testing set into three parts, with the latter two containing the mid-day
and prime-time hours. The traffic patterns are generally more stable during
the prime-time hours due to the increased number of users, and more volatile
during the mid-day.

All models have a satisfactory AUC-ROC score, indicating that all models
can effectively separate normal and anomalous classes. However, this does
not ensure that they have a sufficiently high level of precision. An excessive
number of non-consecutive false positives can result in a high false alarm rate.

Considering the forecasting models, ARIMA, Prophet, and LSTM outper-
form the Holt-Winters model regarding all metrics. Due to the lack of exoge-
nous regressors, the Holt-Winters model cannot detect anomalies with high
precision. All LSTM-based models predict false positive anomalous sequences,
which aren’t filtered out by the anomaly pruning step. This is likely due to
the general noisiness of LSTM models, mentioned in m

An interesting thing to note is that ARIMA and Prophet, as well as the
convolutional autoencoders, can detect the anomalous sequences with a win-
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Dataset ‘Response ‘Causal Window | Horizon

clipping cpu{type=system} | tx, cx, | 120 5
drps

regression | cpu{type=user} tx, cx, | 120 )
drps

spikes cpu{type=user} tx, cx, | 120 5
drps

trend memory tx, cx, | 120 )
drps

chaos u_latency_50 rX, 120 )
urps,
u_status

B Table 6.4 Forecasting LSTM setup

Dataset Metrics Window
clipping cpu{type=system}, cpu{type=user}, | 120
tx, cx, drps

regression | cpu{type=user}, tx, cx, drps 120
spikes cpu{type=user}, tx, cx, drps 120
trend memory, tx, cx, drps 120
chaos u_latency_50, rx, urps, u_status 120

B Table 6.5 Autoencoder setup

dow precision of 1.00, indicating that the anomalies are correctly detected,
albeit too soon or are labeled as anomalous for too long. This is expected, as
the anomalies in the clipping dataset were labeled manually.

Given that the sequence-wise metrics are nearly identical between the con-
volutional autoencoders, ARIMA, and Prophet, and the multivariate nature
of the anomaly, as well as the early detection of the anomaly by the convolu-
tional autoencoders, we hypothesize that the convolutional autoencoders are
the best-performing models for this dataset.

regression

The performance regression dataset contains an anomaly in the CPU utiliza-
tion metric manifesting as an increase in the userspace utilization of around
5% during an increased load, which, due to the seasonality of the data, may
happen during mid-day or prime-time hours, therefore the window size w was
set to 8 hours. The other parameters were set to z € [3,10] and p = 0.05.
The best performing model in terms of both point-wise and sequence-wise
precision is ARIMA, with the other models reporting a high number of false
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Model Training time [s] | Inference time [s] |
Holt-Winters 113.9+5.6 0.0£0.0
ARIMA 70.7£5.7 0.0+0.0
Prophet 1.74+0.0 4.840.0
LSTM 128.7+9.6 2.840.2
LSTM-AE 256.3£6.5 4.940.4
LSTM-VAE 226.4+5.0 5.1+0.4
Conv-AE 30.3+4.1 0.6+0.0
Conv-VAE 21.6%6.2 0.740.0

B Table 6.6 Training and inference duration per model

positives in the sequence-wise metrics.

The autoencoders in general have an extremely low sequence-wise precision.
We hypothesize that this is due to the large training set size, exposing the
model to a broad variety of normal patterns, causing it to become insensitive
to small deviations.

The sequence-wise recall is not very significant as anomalous sequences
happen generally only once or twice per day during the mid or prime-time
hours and last for at least a few hours, allowing for a high recall across all
models.

We also evaluated the Chow test on the regression dataset. The experiment
was set up to regress the response variable on the aggregated tx. The dataset
was resampled to 1-hour intervals. The test was then run every two consecutive
24-hour intervals for the pre and post-periods, with a significance level of 0.05.
The test detects the change in relationship in all of the test datasets with only
one false positive. While this is a rather small sample size, it indicates that the
relationship between the response and causal variables is stable under normal
conditions and the test may be useful as a preliminary check.

spikes

The automatic thresholding and anomaly pruning parameters were set to z €
[3,10], p = 0.05 and w = 2h. A window of 8 hours was chosen in order to
split the testing set into three parts for similar reasons as the clipping and
regression datasets.

ARIMA and Prophet models demonstrate high precision and recall for
detecting anomalies on a sequence-wise basis. The Forecasting LSTM performs
similarly to the Holt-Winters model regarding point-wise precision, with both
models producing a significant number of false positives. For the LSTM, this
is likely caused by the forecast noise being attributed to short-term utilization
spikes. However, when considering sequence-wise metrics, the LSTM model
shows much better performance.
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The multivariate autoencoders perform relatively poorly, with an aver-
age point-wise and sequence-wise precision of 0.14 and 0.7, respectively.
Indicating they are not well suitable for univariate anomaly detection via a
multivariate reconstruction, as is also apparent from the regression dataset
results. This may be due to the distance metric used in the reconstruction
loss (Lg), however, we've attempted anomaly detection via Isolation Forests
and Local Outlier Factor on the residuals with no significant improvement in
performance.

trend

As the entire post-period is labeled as anomalous with prior knowledge, we are
primarily focused on measuring the model’s capability to detect the anomaly
as early as possible.

Holt-Winters model was able to predict the anomaly with a tta of 25 min-
utes and a recall of 0.96. This is likely due to the model’s ability to capture the
seasonality of the response variable, as the model has no exogenous regressors
with explanatory power and would not be applicable if the memory utilization
was more volatile.

The autoencoders struggle to detect the anomaly early, indicating insen-
sitivity to gradual changes in the response variable. Interestingly, the same
issue occurs with the forecasting LSTM.

This leaves the ARIMA model as the best performing model, with a tta of
144 minutes and a recall of 0.86.

chaos

The chaos dataset contains anomalies with similar characteristics to the spikes
and regression datasets, exhibiting sudden spikes and mean shifts in the re-
sponse variable. The automatic thresholding and anomaly pruning parameters
were set to z € [3,10], p = 0.05 and w = 2h.

The best performing model in terms of both point-wise and sequence-wise
precision is the forecasting LSTM, with the other models reporting a high
number of false positives in the sequence-wise metrics. Compared to its per-
formance on the spikes dataset, it is apparent the model can detect longer-
lasting anomalies more effectively.

The autoencoders in general have an extremely low point-wise precision
and recall, however, when aggregated into sequences, the precision and recall
of the LSTM-based autoencoder are significantly higher.
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SMD

The anomalies were labeled and filtered with automatic thresholding and
anomaly pruning, the parameters were to z € [3,10], p = 0.01 and w = 2400.

The results in Table 6.8 show that all models achieve comparable per-
formance with an average ROC-AUC of 0.85 across all datasets, indicating
that the models can distinguish reasonably well between normal and anoma-
lous cases. However, when considering the overall precision, recall, and Fy 5
score for point-wise anomaly detection, the results vary significantly, with
the LSTM-based autoencoders vastly outperforming the convolutional autoen-
coders. The relatively high auc and low recall across all models suggest that
either the thresholding approach, the anomaly pruning, or the metric used to
obtain anomaly scores is unsuitable for high-dimensional data or this dataset
in particular.

Table 6.9 presents metrics adjusted in the same way as @ This shows that
the approach of automatic threshold selection followed by anomaly pruning
vastly outperforms the approach taken in . We believe that the score
adjustment overinflates the performance of the models. As a result, filtering
of anomalous sequences based on duration is likely to be necessary to achieve
satisfactory performance and limit alert fatigue. Furthermore, measuring the
precision and recall of the models in terms of anomalous sequences seems more
appropriate.
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Dataset ‘ Model ‘ auc ‘ tta [m] ‘ D ‘ r ‘ Fys ‘ D ‘ Tw ‘ Fo 5w ‘
Holt-Winters | 0.79 | -1404+14 | 0.37 | 0.93 | 0.42 | 0.50 | 1.00 | 0.55
ARIMA 0.87 944 0.83 | 0.79 | 0.82 | 1.00 | 1.00 | 1.00
Prophet 0.90 36+3 0.86 | 0.48 | 0.74 | 1.00 | 1.00 | 1.00
clipping LSTM 0.93 7t5 0.91 | 0.82 | 0.89 | 0.83 | 1.00 | 0.85
LSTM-AE 0.84 | 142410 | 0.76 | 0.89 | 0.78 | 0.33 | 1.00 | 0.38
LSTM-VAE | 0.91 3516 0.80 | 0.71 | 0.78 | 0.33 | 1.00 | 0.38
CONV-AE 0.81 -42+7 0.63 | 0.86 | 0.66 | 1.00 | 1.00 | 1.00
CONV-VAE | 0.88 -43+8 0.74 | 0.86 | 0.76 | 1.00 | 1.00 | 1.00
Holt-Winters | 0.80 5434 0.83 | 0.81 | 0.82 | 0.38 | 1.00 | 0.43
ARIMA 0.90 98+18 | 0.91 | 0.77 | 0.87 | 0.87 | 1.00 | 0.89
Prophet 0.91 | 107+21 | 0.57 | 0.93 | 0.61 | 0.77 | 1.00 | 0.80
regression LSTM 0.93 28+8 0.80 | 0.93 | 0.82 | 0.25 | 1.00 | 0.29
LSTM-AE 0.82 | 244455 | 0.79 | 0.76 | 0.78 | 0.23 | 1.00 | 0.27
LSTM-VAE | 0.91 | 348441 | 0.86 | 0.77 | 0.84 | 0.32 | 1.00 | 0.37
CONV-AE 0.85 | 156+30 | 0.74 | 0.81 | 0.75 | 0.25 | 1.00 | 0.29
CONV-VAE | 0.88 | 352+44 | 0.82 | 0.71 | 0.79 | 0.53 | 1.00 | 0.58
Holt-Winters | 0.65 | -67+£72 | 0.20 | 0.66 | 0.23 | 0.84 | 0.60 | 0.77
ARIMA 0.94 3+1 0.62 | 0.83 | 0.65 | 1.00 | 0.94 | 0.98
Prophet 0.96 1+1 0.85| 0.72 | 0.82 | 1.00 | 0.71 | 0.92
spikes LSTM 0.82 342 0.35 | 0.25 | 0.32 | 0.89 | 047 | 0.75
LSTM-AE 0.61 -8+14 0.14 | 0.42 | 0.16 | 0.59 | 0.41 | 0.54
LSTM-VAE | 0.57 | -12+17 | 0.14 | 0.39 | 0.16 | 0.66 | 0.35 | 0.56
CONV-AE 0.62 | -20+20 | 0.11 | 0.45 | 0.12 | 0.80 | 0.47 | 0.70
CONV-VAE | 0.67 | -214£28 | 0.25 | 0.39 | 0.26 | 0.81 | 0.35 | 0.64
Holt-Winters 25+14 0.96
ARIMA 144426 0.86
Prophet 861+29 0.75
trend LSTM 973431 0.54
LSTM-AE 1001422 0.36
LSTM-VAE 669125 0.53
CONV-AE 746424 0.55
CONV-VAE 667+24 0.57
Holt-Winters | 0.66 | -98492 | 0.25 | 0.68 | 0.31 | 0.33 | 0.27 | 0.31
ARIMA 0.70 946 0.68 | 0.80 | 0.71 | 0.64 | 0.82 | 0.66
Prophet 0.73 944 0.74 | 0.57 | 0.70 | 0.76 | 0.91 | 0.78
chaos LSTM 0.91 1+2 0.88 | 0.35 | 0.50 | 0.84 | 1.00 | 0.86
LSTM-AE 0.61 | -13+19 | 0.18 | 0.46 | 0.26 | 0.66 | 0.91 | 0.69
LSTM-VAE | 0.63 | -174£20 | 0.21 | 0.47 | 0.30 | 0.79 | 1.00 | 0.82
CONV-AE 0.66 | -14+25 | 0.16 | 0.63 | 0.25 | 0.58 | 0.91 | 0.62
CONV-VAE | 0.67 | -15£21 | 0.29 | 0.38 | 0.36 | 0.62 | 0.91 | 0.66

B Table 6.7 Model metrics per dataset and model




Performance metrics

’ Model ‘ auc ‘ P ‘ r ‘ Fos ‘ Dw ‘ Ty ‘ Fosw ‘
CONV-AE | 0.88 | 0.65 | 0.03 | 0.13 | 0.34 | 0.67 | 0.38
CONV-VAE | 0.85 | 0.77 | 0.05 | 0.21 | 0.37 | 0.67 | 0.40
LSTM-AE 0.85 | 0.85 | 0.05 | 0.21 | 0.39 | 0.68 | 0.43
LSTM-VAE | 0.85 | 0.77 | 0.05 | 0.20 | 0.37 | 0.67 | 0.40

B Table 6.8 SMD metrics

’ Model ‘ D ‘ r ‘ F ‘
CONV-AE 0.97 | 0.76 | 0.92
CONV-VAE 0.98 | 0.77 | 0.93
LSTM-AE 0.98 | 0.78 | 0.93

LSTM-VAE 0.98 | 0.77 | 0.93
OmniAnomaly | 0.83 | 0.94 | 0.88

B Table 6.9 Adjusted SMD metrics



Chapter 7

Summary

The main goal of this work was to develop a monitoring and health-checking
system for anomaly detection in the context of HT'TP proxy servers. We have
achieved this goal by developing a gRPC service responsible for the orchestra-
tion of the monitoring processes, and a set of unsupervised anomaly detection
models with automatic thresholding.

In order to benchmark the performance of the proposed models, we have
created five different datasets, each exhibiting a different type of anomaly en-
countered in a production environment. The models were then benchmarked
against these datasets, along with a dataset published by , showing satis-
factory results.

The system is currently running in production and is being used to monitor
the health of proxy servers running within a staging environment with mirrored
production traffic. Furthermore, work is being done on integrating it with an
automated rollouts system as a part of a canary deployment strategy within a
major CDN provider.

In conclusion, we can confidently state that all the objectives of the thesis
have been successfully achieved.

7.1 Future Work

There are several improvements that can be made to the system mainly re-
garding the precision and recall of the anomaly detection models. In order to
accomplish this, we are currently in the process of gathering data from the
production environment and creating a more extensive anomaly dataset en-
compassing a wider range of anomaly types, including network-related ones.
Furthermore, we would like to explore the use of ensemble methods, which
currently have basic support in the system, but are not yet fully tested.
Another improvement would be to integrate a root-cause analysis system
that would help admins, operators, as well as developers to better understand
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Contributions to the Open-Source Community

the reasons behind the anomalies detected by the system, as it currently re-
quires a somewhat deep understanding of the monitored services and their
exported metrics, depending on the configuration.

Finally, we would like to extend the system to support real-time streaming
of metrics. Near-real-time batch processing with a latency of a few minutes can
be currently achieved by one of the gRPC calls that the system provides, but
in reality, it only serves as a proof of concept and is unsuitable for production
use.

7.2 Contributions to the Open-Source Community

As a bonus, we have contributed to the open-source community by both re-
porting and fixing bugs in the StatsForecast and Metaflow projects.

The contribution to the StatsForecast project was a bug report filed under
issue and fixed by the author in a subsequent pull request |#939 The
issue was related to invalid memory accesses during ARIMA model training.

The first contribution to the Metaflow project was a bug report filed under
issue it was promptly resolved by the maintainers in a pull request
#2053 based on the author’s suggestions and code.

The second contribution was related to inter-process communication and
subprocess management in the Runner and Deployer components. It was de-
veloped in pull request #2056 and merged upstream. As is tradition, we
introduced a bug in the process of fixing another one, causing confusion to
at least one Netflix engineer. Curiously, pipes in MacOS start blocking after
buffering around 8 kB of data, which was causing a deadlock. It was promply
fixed by the maintainers in pull request |#2169.


https://github.com/Nixtla/statsforecast/issues/937
https://github.com/Nixtla/statsforecast/pull/939
https://github.com/Netflix/metaflow/issues/2034
https://github.com/Netflix/metaflow/pull/2053
https://github.com/Netflix/metaflow/pull/2056
https://github.com/Netflix/metaflow/pull/2169

Appendix A

Keras models

B Code listing A.1 Keras model for the forecasting LSTM

def 1stm(
shape: tuple,
num_units: list[int],
prediction_length: int,

inner_activation: str = "tanh",
output_activation: str = "linear",
dropout: float = 0.0,
*xkwargs,

) —-> keras.Model:
model = keras.models.Sequential ()
model . add (

keras.layers. InputLayer (
shape=shape,
name="input",

)

)

for i, units in enumerate (num_units):
return_sequences = i < len(num_units) - 1
name = (

f"lstm_sequences_{unitsl}"
if return_sequences
else f"lstm_output_{units}"

)
model . add (
keras.layers.LSTM(
units,

activation=inner_activation,
dropout=dropout,
return_sequences=return_sequences,
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name=name,

model . add (
keras.layers.Dense (
units=prediction_length,
activation=output_activation,
name="output",

return model

B Code listing A.2 Keras model for the convolutional autoencoder
def conv_ae(

shape: tuple,

conv_filters: list[int],

conv_activation: str = "relu",
stride: int = 2,
padding: str = "same",
kernel _size: int = 3,
output_activation: str = "linear",
dropout: float = 0.0,
*xkwargs ,

) -> keras.Model:
model = keras.models.Sequential ()
model . add (

keras.layers.InputLayer (
shape=shape,
name="input",

)
)
for i, filters in enumerate(conv_filters):
model . add (
keras.layers.Conv1D (
filters,

kernel size=kernel size,
padding=padding,
strides=stride,
activation=conv_activation,
name=f"encoder_{il}",

)
model.add (keras.layers.Dropout (dropout))

for i, filters in enumerate(reversed(conv_filters)):



model . add (
keras.layers.ConviDTranspose (

filters,
kernel _size=kernel_size,
padding=padding,
strides=stride,
activation=conv_activation,
name=f"decoder_{il}",

)
model .add (keras.layers.Dropout (dropout))

model . add (
keras.layers.ConviDTranspose (

shape [-1],
kernel _size=kernel _size,
padding=padding,
strides=1,
activation=output_activation,
name="output",

return model

B Code listing A.3 Keras model for the LSTM autoencoder
def 1lstm_ae(

shape: tuple,

num_units: list[int],

inner _activation: str = "tanh",
output_activation: str = "linear",
dropout: float = 0.0,

*xkwargs ,

) —-> keras.Model:
if len(num_units) < 2:
raise ValueError (
"Number of ,LSTM_ units must be at least 2"
)
if len(shape) != 2:
raise ValueError ("Input, shape must be ,2D")

model = keras.models.Sequential ()

model . add (
keras.layers. InputLayer (
shape=shape,
name="input",
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for i, units in enumerate (num_units):
model . add (

keras.layers.LSTM(
units,
activation=inner_activation,
dropout=dropout,
return_sequences=i < len(num_units) - 1,
name=f"encoder_ {il}",

model.add (keras.layers.RepeatVector (shape [0],

name="repeat_vector"))

reversed_units = list(reversed(num_units))[1:]

for i, units in enumerate(reversed_units):
model . add (
keras.layers.LSTM(
units,
activation=inner_activation,
dropout=dropout,
return_sequences=True,
name=f"decoder_ {il}",

)

)

model . add (

keras.layers.Dense (
shape [-1],
activation=output_activation,
name="output",

)

return model

B Code listing A.4 Keras model for the variational autoencoder

class Sampling(keras.layers.Layer):
def __init__(self, *xkwargs):
super (). __init__ (**kwargs)

def call(self, inputs):
z_mean, z_log_var = inputs
epsilon = keras.random.normal(

shape=keras.ops.shape(z_mean),
seed=self .seed_generator,
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def

return (
Z_mean
+ keras.ops.exp(0.5 * z_log_var) * epsilon

compute_outer_shape (self, inputs):
z_mean, z_log_var = inputs
return keras.ops.shape(z_mean)

class VAE(keras.Model):

def __init__(self, encoder, decoder, **xkwargs):
super (). __init__ (**kwargs)
self .encoder = encoder
self .decoder = decoder
self.loss = keras.metrics.Mean(name="total_loss")
self.reconstruction_loss = keras.metrics.Mean/(
name="reconstruction_loss"
)
self .kl _loss = keras.metrics.Mean(name="kl_loss")
@property
def metrics(self):

def

return [
self.loss_tracker,
self . reconstruction_loss,
self .kl _loss,

train_step(self, data):
X, y = data
with tf.GradientTape() as tape:
z_mean, z_log_var, z = self.encoder(x)
reconstruction = self.decoder(z)
reconstruction_loss = keras.ops.mean(
keras.ops.square(y - reconstruction)
)
k1l _loss = (
- 0.5

* (1 + z_log_var - keras.ops.square(z_mean)

- keras.ops.exp(z_log_var)
)
total_loss = reconstruction_loss + kl_loss
grads = tape.gradient(total_loss,

self.trainable_weights)

self .optimizer.apply_gradients (

zip(grads, self.trainable_weights)
)

self .optimizer.apply_gradients(
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zip(grads, self.trainable_weights)
)
self.loss.update_state(total_loss)
self.reconstruction_loss.update_state(
reconstruction_loss

)
self .kl _loss.update_state(kl_loss)
return {

"loss": self.loss.result(),

"reconstruction_loss":
self.reconstruction_loss.result (),
"kl _loss": self.kl _loss.result(),
¥

def call(self, inputs):
_, _, z = self.encoder (inputs)
return self.decoder(z)

B Code listing A.5 Keras model for the convolutional variational autoencoder

def encoder (
shape: tuple,
conv_filters: list[int],
latent _dim: int,

conv_activation: str = "relu",
stride: int = 2,
padding: str = "same",
kernel_size: int = 3,
dropout: float = 0.0,
*xkwargs ,
) -> keras.Model:
encoder_inputs = keras.Input (shape=shape)
X = encoder_inputs
for i, filters in enumerate(conv_filters):
x = keras.layers.Conv1D (
filters,

kernel_size=kernel_size,
padding=padding,
strides=stride,
activation=conv_activation,
name=f"encoder_ {il}",

) (%)

x = keras.layers.Dropout (rate=dropout) (x)

z_mean = keras.layers.Dense(latent_dim,
name="z_mean") (x)
z_log_var = keras.layers.Dense(latent_dim,
name="z_log_var") (x)



def

z = Sampling () ([z_mean, z_log_var])

return keras.Model (
encoder_inputs,
[z_mean, z_log_var, z],
name="encoder"

latent_dim))

)
decoder (
shape: tuple,
conv_filters: list[int],
latent_dim: int,
conv_activation: str = "relu",
stride: int = 2,
padding: str = "same",
kernel size: int = 3,
output_activation: str = "linear",
dropout: float = 0.0,
*xkwargs ,
) -> keras.Model:
latent_inputs = keras.Input(shape=(None,
x = latent_inputs
for i, filters in enumerate(reversed(conv_filters)):
x = keras.layers.ConviDTranspose (
filters,

def

kernel _size=kernel size,
padding=padding,
strides=stride,
activation=conv_activation,
name=f"decoder_{il}",

) (%)

x = keras.layers.Dropout (rate=dropout) (x)
decoder_output = keras.layers.ConviDTranspose (

shape [-1],

kernel size=kernel _size,
activation=output_activation,
strides=1,
padding=padding,

) (%)

return keras.Model(latent_inputs,
decoder_output,
name="decoder")

conv_vae (
*xkwargs ,
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) -> keras.Model:

encoder_model = encoder (x*xkwargs)
decoder_model = decoder (x*kwargs)
return VAE (encoder_model, decoder_model)

B Code listing A.6 Keras model for the LSTM variational autoencoder

def

encoder (

shape: tuple,
num_units: list[int],
latent_dim: int,

inner_activation: str = "tanh",
output_activation: str = "linear",
dropout: float = 0.0,
*xkwargs ,

) -> keras.Model:
encoder_inputs = keras.Input (shape=shape)
X = encoder_inputs

def

for i, layer in enumerate(num_units):
x = keras.layers.LSTM(
layer,
activation=inner_activation,
dropout=dropout,
return_sequences=True,
name=f"encoder_{il}",

) (%)

z_mean = keras.layers.Dense(latent_dim,
name="z_mean") (x)
z_log_var = keras.layers.Dense(latent_dim,
name="z_log_var") (x)
z = Sampling() ([z_mean, z_log_var])

return keras.Model (encoder_inputs,
[z_mean, z_log_var, z],
name="encoder")

decoder (

shape: tuple,
num_units: list[int],
latent_dim: int,

inner _activation: str = "tanh",
output_activation: str = "linear",
dropout: float = 0.0,

*xkwargs ,

) -> keras.Model:

latent_inputs = keras.Input(shape=(None, latent_dim))
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