
PREPRINT 
 

KREJČÍ, Lukáš; SOBOTKA, Jan; NOVÁK, Jiří. Relation Between Test Coverage and 

Timed Automata Model Structure. In: Tools and Methods of Program Analysis: 5th 

International Conference, TMPA 2019, Tbilisi, Georgia, November 7–9, 2019, Revised 

Selected Papers 6. Springer International Publishing, 2021. p. 109-120. 

https://www.springerprofessional.de/en/relation-between-test-coverage-and-timed-au-

tomata-model-structur/18972558 

 

Relation between Test Coverage and Timed Automata 

Model Structure 

Lukáš Krejčí1 [0000-0002-1733-5654], Jan Sobotka1 [0000-0002-0275-2025], and Jiří Novák1 [0000-0003-

0782-1285] 

1 Czech Technical University in Prague – Faculty of Electrical Engineering, Technická 2, Praha 

6, 166 27, Czech Republic 

{krejclu6, sobotja2, jnovak}@fel.cvut.cz 

Abstract. This paper deals with problematics of structure of Timed Automata 

models suitable for Model-Based Testing of automotive systems. Previous ex-

periments, primarily focused on the environmental models, have shown that their 

structure does not significantly affect the coverage speed of testing process. How-

ever, similar questions regarding the observer part of the system model remained 

open. This paper analyzes those remaining questions and focuses on uncovering 

possible relation between an observer model structure and the quality of gener-

ated test sequences according to multiple criteria. Goal of presented experiments 

is to compare multiple modeling approaches and discover which one is most suit-

able for automotive systems. 

Keywords: Timed Automata, Model-Based, Testing, Structure, Coverage, Au-

tomotive, Hardware-in-the-Loop, HiL. 

1 Introduction 

In latest decades, requirements for testing of automotive electronics systems during 

their development are continually rising. Because of increasing complexity of a typical 

System-under-Test (SUT) and time restrictions induced by limited resources, the test-

ing process itself poses a substantial challenge [1]. As manual design of test cases and 

test specifications traditionally used in industry practice might lead to various 
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subjective errors, the employment of Model-Based Testing (MBT) methods into this 

process is an asset. 

The MBT is a technique of utilization of system and environmental models [2] in 

order to automatically generate test cases and test suites. This process can be driven by 

various criteria, characteristically related to the coverage of the SUT state space [3] or 

to the SUT safety. In order to apply the principles of MBT on the area of integration 

testing of automotive electronic systems, testing tool Taster [4] was introduced. The 

modelling language used by Taster is based on Timed Automata network (defined by 

UPPAAL team [5]) virtually divided into an environment and observer part. The envi-

ronment part is responsible for providing input stimuli to the SUT, and the observer 

part monitors the SUT behavior and verifies its correctness.  

Nevertheless, introduction of the MBT brings forth new issue – since creating a 

model of an SUT requires investment of time and effort, it’s necessary to create the 

system model in most appropriate way. Currently, different approaches of modeling of 

both parts exist. Both the system environment and the SUT itself can be modeled in 

many ways – from fully permissive models similar to the random generation of test 

stimuli to entirely restrictive version allowing only specific test cases based on behav-

ioral modeling [6]. Experiments presented in paper [6] have shown that both simple 

and complex modeling approaches for modeling of SUT environment are comparable 

in terms of achieved state space coverage. However, the experiments were focused only 

on coverage criteria and didn’t cover the modelling of the observer part. In this paper, 

four different approaches of environment and observer modelling of real automotive 

systems are compared and evaluated with respect to multiple criteria 

2 Background 

Experiments presented in this paper are based on the same case study used in previous 

experiments presented in [6], focused on the application of MBT applied on the Hard-

ware-in-the-Loop (HiL) integration testing of the control unit of car trunk doors. The 

first part of the case study is the SUT model based on the system specification extended 

by the model of the control unit of car keyless locking system for purpose of experi-

ments presented in this paper. In the second part of the case study, the Taster tool was 

used for generating and executing test cases on the HiL testing platform, based on the 

NI VeriStand and NI PXIe and abstracted away by the EXAM testing system. The 

workflow diagram of the process is shown in Fig. 1. This paper deals with the model 

part and the question of what the best modelling methodology is for both environment 

and observer parts 
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Fig. 1. Diagram of the MBT process using the Taster tool 

The case study is focused on two cooperating car subsystems – the trunk doors control 

unit responsible for operating the automatic trunk doors and keyless locking system 

control unit responsible for correct function of car’s locks. Typical operations per-

formed on the locking system are unlocking and locking the car using the remote con-

trol or door handle interaction with remote control in proximity. In the case of the trunk 

control system, the typical performed operations are opening and closing of automatic 

trunk and interrupting those operations using one of four trunk control buttons (remote 

control, dashboard, internal and handle). Inputs of the SUT therefore consist of remote 

controller position, the door handles, three remote control buttons, one dashboard but-

ton and two trunk doors buttons (handle and internal). 

During the evaluation of this case study, several questions regarding the modeling 

techniques has been raised. Questions regarding the environment part of the system 

models were covered by previous experiments presented in [6]. However, during the 

experiments, new questions concerning observer part of the model were raised. 

Original case study and previous experiments were using a SUT containing only 

model of the trunk doors control unit. The observer part of the model was created ac-

cording to the specification of correct behavior of the trunk system and it was fixed for 

all experiments. While this was sufficient for the purposes of original case study and 

experiments, it was necessary to find suitable modeling principles for observer part too, 

once the case study was to be extended with model of the keyless locking system. Sim-

ilarly to previous situation with environment modeling, multiple approaches for the ob-

server modelling existed and it was not clear, which modeling approach is the best. 

Consequently, a new set of experiments had to be run. 

The experiments presented in this paper are based on the same models as previously. 

In addition to the two original sets of environment models, two different sets of observer 

models were created. The first set consists of a single compound observer model and 

represents the restrictive modelling approach. In the second set, both tested subsystems 

(the trunk doors control unit and the keyless locking system) have separate synchro-

nized observer models. Both environment models were evaluated with respect to two 

sets of environment models (restrictive and permissive) used in previous experiments 

on the HiL testing platform. Test cases were generated by random strategy (selection 
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of next edge randomly from a pool of enabled transitions) and systematic strategy (tar-

geting least taken nodes and edges) in online way. The online approach generates test 

steps directly during runtime as opposed to the offline approach, where test cases are 

generated in advance. 

3 Related Work 

Analysis of MBT approaches, as well measurement of testing efficiency in general, is 

not straightforward task with standardized methodology. One of possibilities is exper-

imental comparison using some selected criterion or set of criteria. In the field of the 

MBT, the coverage criteria of a system model are essential parameters [7]. Intuitively, 

they describe how comprehensively the SUT was tested. Naturally, one of the goals of 

the MBT [2] is to achieve the best possible model coverage in the minimal time, steps, 

or similar quantitative measure. Regrettably, there is an infinite number of existing cov-

erage criteria [8, 9]. This work is based on subset called Structural Model Coverage 

Criteria [7]. Specifically, coverage of all nodes, all edge, and all pairs of edges (i.e. 

paths of length of two) are being used in the experiment. Authors of [10] demonstrate, 

how the structural coverage criteria can be used for test generation using a model 

checker. The paper [11] reveals that utilization of the structural coverage criteria for 

supplementary guidance of testing strategies can have a positive impact on the fault 

detection capability in black-box testing. Additionally, if an SUT model is used in the 

context of Model-Driven Development, i.e. when the model serves for generation of 

both SUT source codes and test cases, the paper [12] shows a correlation between cov-

erage of the model structure and coverage of generated code achieved by the generated 

test cases. Consequently, that shows importance of chosen criteria. 

This paper works with the progress of coverage over time, just like previous experi-

ments presented in [6]. This progress is influenced by exploration algorithm and by a 

model structure. In case of Taster, the model is explored by graph search techniques 

[13]. Model is divided into environment and observer part, as it was mentioned in the 

Background section. Observer part is concerned immutable, since it describes system 

correct behavior. Similarly to works [14, 15], the experimental approach was chosen to 

compare the impact of environment model structure to observer coverage progress. 

None of the related papers contain results directly comparable with the results presented 

in this paper. 

4 Modeling Language 

As mentioned in Introduction, the developed testing tool is designated for testing of 

automotive electronics system. Those systems are real-time and reactive, so it was nec-

essary to use modeling language fitting systems with those properties. Hence, the used 

modeling language is based on the theory of timed automata, developed by UPPAAL 

team [5], allowing to describe the modeled system as a network of Timed Safety Au-

tomata (TSA) bound by a set of variables. 
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The original theory of Timed Automata (TA), described in [16], was extended by 

UPPAAL team into the TSA (described [5]) by introduction of local invariant condi-

tions that ensure progress of each automaton in the system. A single TSA can be for-

mally defined followingly (described in [17]): 

• A timed safety automaton 𝐴 is a tuple 𝐴 = (𝑁, 𝑙0, 𝐸, 𝐼), where: 

─ 𝑁 is a finite set of locations (i.e. nodes), 

─ 𝑙0 ∈ 𝑁 is initial location, 

─ 𝐸 ∈ 𝑁×𝐵(𝐶)×Σ×2𝐶×𝑁 is the set of edges and 

─ 𝐼: 𝑁 → 𝐵(𝐶) assigns invariants to locations. 

• We shall write 𝑙 → 𝑔, 𝑎, 𝑟, 𝑙′, when (𝑙, 𝑔, 𝑎, 𝑟, 𝑙 ′) ∈ 𝐸. 
• A local invariant is a constraint 𝑥 < 𝑛, 𝑥 ≤ 𝑛, where 𝑛 ∈ ℕ. 

Informally, TSA is an oriented graph containing states (one of them is initial) and tran-

sitions between them. Transitions are labeled by guard condition enabling its execution 

and priorities affecting the probability of their execution. 

A single TSA in an SUT model typically represents a separate model of a specific 

SUT subsystem and is referred to as a template. An SUT model can contain one or more 

instances of each template that represent one exact instance of tested subsystem. Be-

cause the MBT principles require a model of the SUT environment, multiple TSA are 

typically used for this purpose, providing input stimuli for the SUT. Interoperation of 

individual automata within model can be synchronized using system of variables and 

synchronization channels introduced by the UPPAAL team. 

5 Models 

In order to find most suitable modeling approach, two different model variants were 

created for both SUT and its environment. Those model variants represent two main 

modeling paradigms. First approach, referred to as simple, prefers division of the model 

into multiple simple interoperating automata. Second approach, referred to as complex, 

prefers utilization of only one, complex automaton. Both of those approaches were ap-

plied to modeling of the SUT (car trunk doors and locking systems) and its environment 

(driver). 

5.1 Observer 

The observer part of the model describes the correct behavior of the SUT according to 

the specification and its purpose is to ensure correctness of a tested system. Typically, 

no input stimuli for the SUT are provided by the observer part. In order to verify cor-

rectness of the SUT, observer part contains so called invariant conditions checks. In the 

used modeling language, those invariant conditions are encoded in nodes and are al-

ways verified when an automaton enters given state. 

Because observer part can cover multiple subsystems of the SUT, the difference be-

tween simple and complex approaches primarily lies in separation of individual sub-

system. Both observer model variants are described in following subsections. 
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Simple approach. In the simple observer approach, referred to as 𝑂𝑏𝑆, each subsystem 

is modeled by separate automaton. In the case study used in the experiments, this means 

that there are two observer models – one for the locking system and one for the trunk 

control system. The locking system model is shown on Fig. 2. 

 

Fig. 2. The locking system observer model. 

The trunk control system model is similar to the common observer model used in pre-

vious experiments presented in [6] and is shown on Fig. 3. 

 

Fig. 3. The trunk system observer model. 

Clearly, advantage of this approach lies in its clarity, as it allows to logically divide the 

SUT model into separate subsystem. Moreover, it allows to capture the parallel nature 

of a typical SUT. However, it creates additional requirements for synchronization be-

tween models of individual subsystems. 

Complex approach. In the complex observer approach, referred to as 𝑂𝑏𝐶 , both sub-

systems are modeled by a single automaton template. Therefore, both models presented 

in previous section are merged into one describing complex behavior of combined sys-

tem. The complex observer model is shown of Fig. 4. 
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Fig. 4. The complex observer model. 

Advantage of complex observer model is the centralization. Unlike in the case of the 

simple approach, the correct behavior of the SUT is exhaustively described by a single 

automaton template. Moreover, there is no need for additional synchronization. This 

approach, however, introduces significant requirements on modeling and bad scalabil-

ity with increasing number of subsystems. Additionally, this modeling approach fails 

to capture the parallel nature of the SUT, where multiple subsystems are operated sep-

arately. 

5.2 Environment 

In addition to two variants of observer model, two versions of environment models 

were utilized in the presented experiment. The environmental part of the SUT model 

represents manipulation with the SUT inputs, i.e. locking and trunk control buttons. 

The key difference between both modeling approaches lies within separation of 

models of individual inputs. Both variants presented in following sections are based on 

the environment models used in the previous experiments (described in [6]). 

Simple approach. The simple environment model, referred to as 𝐸𝑛𝑣𝑆, introduces a 

separate automaton instance for each input (i.e. control buttons and remote controller 

position). Therefore, the full environment model, composed of multiple timed automata 

instances, represents the set of control inputs. Example of one of the automaton in-

stances is shown in Fig. 5. 
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Fig. 5. Example of a button model in the simple environment model. 

Depending on chosen test run strategy (see section Experiment for overview of used 

strategies), the simple environment model behaves as a car user, who is pressing buttons 

randomly, systematically or with specific pattern, but always with defined timing. 

 Undoubtedly, the major advantage of the simple model is its simplicity. Modeling 

the SUT environment in such way is not overly time consuming and might reduce time 

required for creating an exhaustive SUT model. Disadvantage of this approach might 

be creation of high number of unrealistic test cases. 

Complex approach. Just like in the case of the complex observer model, the complex 

environment model, referred to as 𝐸𝑛𝑣𝐶 , consists only from a single automaton instance 

representing a sensible car user. That means a user, who uses inputs (i.e. pushes buttons 

and changes position of remote controller) correctly within the given context. 

As this automaton represents a car user, it has ability of manipulate with the SUT 

inputs encoded in the structure of the automaton itself. That additionally allows to add 

timing information the SUT operations and make the test runs more realistic. The com-

plex environment model is shown in Fig. 6. 

 

Fig. 6. The complex environment model. 

Another advantage of the complex model is ability to utilize Model-Based Statistical 

Testing (MBST). The MBST is a form of MBT, which additionally uses statistical en-

vironment models [18]. Utilization of MBST could potentially provide even more real-

istic test cases. 

6 Experiment 

The aim of the presented experiments was to compare all combinations of modeling 

approaches of both observer and environment parts of the SUT model and find the most 

suitable combination. Because of the varying model structure of individual model 
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variants, the structural model coverage was chosen as the primary comparison criteria. 

Therefore, every modeling variant (i.e. element from the space defined as 

{𝑂𝑏𝑆, 𝑂𝑏𝐶} × {𝐸𝑛𝑣𝑆, 𝐸𝑛𝑣𝐶}) was evaluated on the progress of coverage of nodes (𝐶𝑁), 

edges (𝐶𝐸) and pairs of edges (𝐶𝐸𝑃) over discrete time (i.e. number of executed test 

steps). 

The experimental test runs were executed using the Taster tool. During their execu-

tion, the structural coverage data was progressively collected (i.e. 𝐶𝑁, 𝐶𝐸 and 𝐶𝐸𝑃 for 

each discrete time point). The tests runs were driven by following strategies: 

• Random strategy that choses executed transition randomly, 

• Systematic strategy that always choses transition to least visited node, and 

• Heuristic strategy that choses the least taken transitions with highest priority. 

Results for each modeling variant and each testing strategy were obtained from indi-

vidual test runs, which duration was limited to one hour. This duration is sufficient, as 

the length of simulation step in the Taster tool was set to 250 ms, which provides up to 

14400 test steps within a single test run. 

7 Results 

First evaluated criterion was the node coverage. While the node coverage is just an 

elementary criterion, it’s still essential since the invariant checks are encoded in states 

of individual automata. Graphs depicting the progress of node coverage for all model 

variants and all three strategies is shown in Fig. 7. 

 

Fig. 7. The node coverage progress. 

The evaluated criterion was the edge coverage. Because all actions physically executed 

with the SUT are bound to the edges in the system model, this criterion is vital. Graph 
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depicting the progress of edge coverage for all model variants and all three strategies is 

shown in Fig. 8. 

 

Fig. 8. The edge coverage progress. 

Last criterion analyzed in the experiment was the coverage of edge pairs, i.e. coverage 

of paths of length of two. Since occurrence of some types of faults in the SUT is con-

ditioned by execution of operations in exact order, this criterion can be useful of un-

covering of such faults. Graphs depicting progress of the coverage of pairs of edges for 

all model variants and all three strategies is shown in Fig. 9. 

 

Fig. 9. The edge pairs coverage progress. 

All criteria used in above graphs were always obtained from a single test run with given 

strategy and model variant. 
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8 Conclusions and Future Work 

In this paper, experiment comparing different modeling approaches was presented. The 

modelling approaches, created as combinations of simple and complex models of both 

observer (𝑂𝑏𝑆, 𝑂𝑏𝐶) and environment (𝐸𝑛𝑣𝑆, 𝐸𝑛𝑣𝐶) parts of the SUT, are described in 

details in section Models. The experiment and used SUT models were based on the real 

automotive system (trunk doors system and locking system). All SUT model variants 

were compared according to the progress of the structural coverage criteria (node, edge 

and edge pair coverage) using three different test generation strategies (random, heu-

ristic and systematic). 

The acquired data, presented in previous section, show that the combination of 𝑂𝑏𝑆 

and 𝐸𝑛𝑣𝑆 provides most stable results among all criteria and used strategies. The no-

ticeably worse performance of variants with 𝐸𝑛𝑣𝐶  in the edge-based criteria is, how-

ever, expected, as it is caused by the restrictive nature of the model – realistically mod-

elled driver cannot perform as many operations (and their combination) with the SUT 

as the permissive model (𝐸𝑛𝑣𝑆). Additionally, the results suggest that fully complex 

model variant (using 𝑂𝑏𝐶  and 𝐸𝑛𝑣𝐶) provides good results as well, with exception of 

edge-based criteria and the systematic strategy. That is expected, because the 𝑂𝑏𝐶  was 

made with real usage of the SUT in mind. Worse results of this variant for edge-based 

criteria are again caused by restrictive nature of the 𝐸𝑛𝑣𝐶 . The collected data also sug-

gest that the coverage of the observer model depends on the environment model struc-

ture, which refutes the hypothesis suggested in [6]. 

The results show that the most permissive variant (i.e. combination of 𝐸𝑛𝑣𝑆  and 

𝑂𝑏𝑆) provides consistently good results among all used testing strategies and coverage 

criteria. This implies optimistic conclusion – it is more beneficial to create simpler, 

divided models, which are significantly easier to create and maintain. The results also 

suggest that if more realistic test cases are required, the fully restrictive model set (i.e. 

combination of 𝐸𝑛𝑣𝐶  and  𝑂𝑏𝐶) should be utilized instead. However, the maintenance 

of two sets of models is problematic and, as explained before, the worse performance 

of combination of 𝐸𝑛𝑣𝐶  and 𝑂𝑏𝑆  in edge-based criteria is expected. Consequently, 

more suitable variant is to maintain one simple observer model accompanied by one 

simple environment model (for test cases with higher coverage) and one driver model 

(for realistic test cases). 

In first part of future research, presented results will be utilized to further expand 

used case study with additional car subsystems and inputs, such as window control 

subsystem, propulsion systems status, or intrusion detection. This continually growing 

case study can be created thanks to the cooperation with our industrial partner. Later, 

more accurate, behavioral model of car user will be obtained for utilization in the final 

phase of testing process. 

Second part of future research will be primarily focused on the Taster tool and its 

further development. Presented experiments only utilized three basic strategies. There-

fore, it would be desirable to add support of other testing strategies. For example, there 

is an ongoing research of testing strategy using machine perception and learning. All 

new testing strategies will be experimentally evaluated on the extended case study. 
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