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Abstrakt

Cilem této prace je analyza stavajici aplikace pro spravu e-shopi, pochopeni
business domény a procesi. Dalsim cilem je ndvrh low-fidelity prototypu a
jeho nasledna konzultace se zaméstnanci e-shopu. Déale nasleduje implemen-
tace prototypu aplikace s pouzitim knihovny React. Vystupem této diplo-
mové prace je funkcéni a diukladné otestovany prototyp, spliujici pozadavky,
jez vznikly béhem analyzy.

Klicova slova GUI, UX, UI, React, e-shop, OpenCart, Balsamiq, analyza,
navrh, webova aplikace, JavaScript, TypeScript

Abstract

The aim of this master thesis is to analyze the existing application for e-shops
management, understanding the business domain and processes. Another goal
is to design a low-fidelity prototype and its subsequent consultation with e-
shop employees. Then follows the implementation of a prototype application
using the React library. The output of this master thesis is a functional and
thoroughly tested prototype, meeting the requirements that arose during the
analysis.
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Introduction

Nowadays it is hard to imagine a world without e-shops. You can find and
buy almost everything on the internet. There are a huge amount of e-shops
and everyone tries to do its graphical user interface as attractive as possible.
The graphical user interface is very important in modern software applica-
tions because the more “user-friendly” it is, the more people want to use this
application. Every e-shop tries to attract more users doing their graphical
interface good-looking, stylish, and comfortable to use. But every e-shop re-
quires an administration application to manage orders, products, shipments,
etc. How quickly the employee will navigate in the system and fulfill their
responsibilities, related to e-shop operation, depends on how the administra-
tion graphical interface good is. Thus the administration graphical interface
is equally important as the graphical interface of the e-shop.

The goal of this thesis is to design a new GUI for the administration
application of www.stylka.cz e-shops group. My motivation for choosing this
master’s thesis was the potentiality to improve my UX knowledge and skills.
The other motivation was a benefit for e-shop employees, who could use more
user-friendly application, what will be created within this thesis. Another big
motivation for choosing this thesis was an opportunity to improve my front-
end development skills. The application is written using modern languages
and frameworks.

This work is a follow-up to the bachelor’s thesis of colleague Bc. Radomir
Koudela. His part was the creation of the back-end application, which will
serve a REST APIL.

The goals of this master’s thesis are analyzing the current version of the
e-shop administration application, preparing a draft of the new application
design respecting the user experience principles, and creating a prototype of
the new web application.

The application will respect all the principles of proper software design. In
the first version, there will be only pages related to orders, but the application
will be easily expandable, thanks to its modular architecture.


www.stylka.cz

INTRODUCTION

This thesis is divided into chapters. In chapter I will analyze
the current version of the application, find out the problems within the e-shop
administration application, explore the requirements of the application users.
After then I'll suggest a way, how to solve discovered problems.

In chapter Design], I will demonstrate my design proposal for a new applica-
tion’s GUI. Then I’ll describe the technologies are used within the application
realization. The last part of this chapter will be the description of the security
design, that will be implemented in this thesis.

In chapter I will describe the process of web application cre-
ation. There will be technologies and components, application architecture,
integration with the back-end application, and problems related to it.

In chapter I will perform testing of the created prototype. One
of the performed tests will be a usability testing with the real users of the
current version of the e-shop administration application.

In the last chapter I will summarize the work, describe what
requirements from the analysis were done, which intentions were achieved, and
which were not.



CHAPTER 1

Analysis

This chapter consists of three parts: UX design, Domain analysis,
and Prototyping tools. The UX design section describes what user
experience design is, why is it so important and which principles should be
followed to create a great user experience. In the Domain analysis section,
I analyzed the business domain, walk through each field on analyzed pages
explaining their meaning. Then I summarize all the user needs and problems
related to each page. In the last Prototyping tools sections, I analyzed
prototyping tools to choose which one I will to crate a low-fidelity prototype.

1.1 UX design

User experience (next UX) design is the process of product designing that
provides meaningful and relevant experiences to users. [I]

The main requirement of a good user experience is to meet the particu-
lar user’s needs, without fussing the user. UX designer should understand
in which context, for which purpose, and how user would use the designed
product.

It is usually tended to mistake the user experience and the user interface
(UI). The Ul is an extremely important part of the design, but it is important
to distinguish UX and UI. The UX focused on how the user solves a problem,
the UI focused on how the product looks and functions.

We should also distinguish UX and usability: According to the definition
of usability, it is a quality attribute of the UI, covering whether the system is
easy to learn, efficient to use, pleasant, etc. Again, this is very important, but
the total user experience is an even broader concept. [2]

Usability is a quality attribute that measures how easy user interfaces
are to use and how well a specific user can achieve a defined goal effectively,
efficiently and satisfactorily.

Usability is defined by 5 quality attributes:

3



1. ANALYSIS

Learnability - How easy for users to execute basic tasks the first time they
face the design?

Efficiency - Once users have learned the design, how quickly can they per-
form tasks?

Memorability - When users return to the design after a period of not using
it, how easily can they restore skill?

Errors - How many errors do users make, how critical are these errors, and
how easily can they fix them?

Satisfaction : How pleasant is it to use the design?

There is an other important quality attribute - utility. Utility refers to the
design’s functionality: Does it do what users need? Usability and utility are
equally important and together determine whether something is useful. [3]

The most basic and useful method for studying usability is usability testing
that has 3 components:

e Representative users
o Representative tasks

¢ Observation what the users do, where they succeed, and where they have
difficulties with the user interface.

1.2 Domain analysis

This section describes the current state of the administration application and
user needs assessment. Fach subsection consists of the page description, the
meaning of the important fields within the page from the business perspective,
and a summary of the changes, which should be done or could be done in the
further version of the web application.

I have analyzed the Orders and Products pages. For the Products
page the analysis and the user’s requirements collection are done, see [1.2.2
section. Whereas for the Orders page I have created a mockup, which will
be described in the section 2.1l

It is worth saying a few words about the business context. Every e-shop has
an administration page, where the whole management is done for a smooth
operation of the e-shop. From the user’s perspective, they visit the e-shop
page, choose the products they want, fill all fields related to the delivery,
select the payment method, and place the order. From now on, they wait for
their purchase.

But from the e-shop perspective, it is not such a simple process. Before
the e-shop is able to operate, an administrator should upload all the required

4



1.2. Domain analysis

data and options. For each product that a user can see on the e-shop page,
the administrator has to write descriptions and upload images, specify possible
sizes and colors, set prices and so on. Products have to be sorted by categories
for easier user navigation on the web. The administrator has to link all related
products.

After the e-shop receives an order, it has to be processed by the admin-
istrator. The administrator has to check if the products are in stock, if the
order was paid, if there are comments from the customer. Then, if there are
no special requirements from the customer, the administrator or an e-shop
employee should complete all necessary information related to the delivery
and packaging. Next, the products must be taken from a warehouse. Finally,
the order is packaged and sent via a shipping method user selected.

I consulted e-shop employees on all application requirements. They de-
scribed their work process with the current web application, which fields are
important for them to increase the efficiency of their work, what certain fields
from the business point of view mean. Usint their knowledge in the field I
made a list of all suggestions for change, that you can see in the sections be-
low. The e-shop employees, especially my supervisor Ing. Jifi Hunka, gave me
invaluable knowledge about the business domain, which helped me to create
a new design of the administration web application.

1.2.1 Orders page

Orders page consist of two pages: Orders and Order detail. Orders
contains an overview of all orders, that came from the e-shop. There should
be main pieces of information about orders for employees’ easy navigation.
The Order detail page contains more specific information about an order.

1.2.1.1 Orders

In Figure is shown the current version of the orders page in the adminis-
tration application.
There are some important fields within the table:

e Order ID - an ID of the order in the system

e Invoice number - is a unique, sequential code that is systematically
assigned to invoices. The value in the column is empty if the invoice for
an order hasn’t been created

e Domain - URL of an e-shop an order came from
¢ Customer name - the name of a customer, who made an order

e Order status - current status of an order. There are some important
statuses:
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Figure 1.1: Orders page

Waiting for payment - an order is not paid yet

To the expedition - order has been physically prepared for ship-
ping

Prepared for a personal pickup - order is waiting for a customer
to be personally picked up

Was sent by a carrier - an order was sent by a shipping company,
which the user has selected

Customer took goods - a customer received an order or picked
up it from a store

Shipment only - flag to identify a specific type of orders. There
are situations when an employee has to create a fake order, to register
in the system only shipping events. For example, when some product
should be sent to a supplier or some product should be sent to a winner
of a competition

Shipping method - the way the order will be sent
Added - date, when the product was added

Total - total price with VAT

Was paid - if an order already has been paid

Profit - profitability of a single order

Referrer - from what site a customer came to an e-shop

Agreement - if a customer agrees to receive a satisfaction questionnaire



1.2. Domain analysis

On the top of the table is a selectbox where the user can choose what they
want to print. There is a list of different product filter options. For example,
users can print a list of all products, which are within the orders with the
“For expedition” status. We have an agreement, that this feature will migrate
to the warehouse system of e-shops.

Features, that are done in the prototype:

e Full-text search within the table

o A pagination within the table, fixed table height, a user would be able
to select how many rows they want to see

o A user will be able to go to an order detail page after double clicking a
row in the orders table

o An opportunity to set order was paid without going to the order’s detail
page

o A user can hide some columns, the application will remember the user’s
layout

e Profit column could be colored based on the profit value

e A complex date filter for the Added column, an opportunity to filter
data within an interval

e Add new columns:
Viewed - if an order was viewed by an e-shop employee
Comment - if there is a comment from a customer
Shipping label - if a shipping label was already created
Payment method - a payment method of an order
Slovakia - if an order came from the Slovak Republic

In stock - if all products within an order are in a warehouse

Features, that could be implemented in the further version:

e Double clicking the field in the order table - add the value to the filtering
e A configurable color palette for statuses, profit, and similar information

7



1. ANALYSIS

1.2.1.2 Order detail

This section describes Order detail page, which pieces of information it
contains a how the page is organized. After consulting e-shop employees, I
wrote up changes users need to see.

In Figure there is an example how a current version of the order
detail page looks like. This page is organized into sections. Next, the sections
explanation follows.

The upper panel

There are four buttons: VAT on the Slovak Republic, Invoice, Set
was paid, and Back

VAT on the Slovak Republic button removes VAT value from the total
price because the customer is not in the Czech Republic.

Invoice button allows users to print the invoice for a certain order.

Set was paid button allows a user to change the order status to “Was paid”.

Back button brings a user back to the Orders page.

Order detail

Order detail section contains general information about an order. There
are Order ID, Invoice number, Payment method, Shipping method,
Added, and Domain fields. Almost all these field are described in the
section.

There are all payment methods:

e Cash on delivery - a customer will pay after order receiving
e By card - an order was paid by card
e By cash - a customer will pay while personal picking up

e Via Bank transfer - an order will be paid via a bank transfer. A
payment instructions will be sent to a contact email

Contact information

This section contains customer contact information. There are E-mail, Tele-
phone, and Fax. Nowadays, the fax is not used, so in the new version the
fax field is not required.

8



1.2. Domain analysis

OpenCart | ADMINISTRATIO PihisSen: admin
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Figure 1.2: Order detail page
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Addresses

This section contains customer addresses. There are two addresses - payment
address and shipping address. One main requirement from e-shop employees
was to warn a web application user when these addresses are not the same.
When the user sees that addresses are different, it allows him to orient faster
in the detail.

Products

This section describes a table with products within the order. Every prod-
uct row contains the following information

e« Name - a product name
e Model - a product model
e Guarantee - warranty period, mostly 24 months

o External warehouse quantity - how many pieces from the total quan-
tity should be ordered to the internal warehouse

o Internal warehouse quantity - how many pieces from the total quan-
tity are from the internal warehouse

e Quantity - ordered quantity

o Price/Piece without VAT - price of one piece of the product without
VAT

o Price/Piece with VAT - price of one piece of the product with VAT

o Total - price of the product item without VAT (Quantity x Price/Piece
without VAT)

This table also contains information about the shipping price and the
payment fee. In Figure [I.3] a package table is illustrated, where the last row
shows payment and shipping methods details with their total price. Typically,
only the Cash on delivery payment method has a fee, while other methods
do not.

Finally, a button at the bottom of the section is “Create a credit note”. A
credit note is effectively a negative invoice - it is a way of showing a customer
that they do not have to pay the full amount of an invoice. A credit note
might either cancel an invoice out completely if it is for the same amount as
the invoice, or it might be for less than the invoice. [4] This functionality is
very important in the e-commerce domain, so it will remain in the new version
of the administration application.
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1.2. Domain analysis

Produkt Model Zinka Interni Externi Mnozstvi Gena/ kus Gena/ kus Celkem
) [smazat [pficat pod] 8870 £ El 1 9909 K2 1199,0KE 9909 K2

(O (smaza (gt pod] Zasi % 1 ooke ooke ooke

Cena celkem bez DPH 9909 K2
2081 K2

Gena celkem s DPH 1198.0KE

-

Figure 1.3: Products table with shipping and payment fee row

The main problem is that products are not connected with the warehouse
system. That is the name, model, and other product data a user has to fill
manually. In the new version of the administration web application, there
should be a connection with the warehouse system, to load a list of products
with all possible properties, which are used within the table. The same prob-
lem is with payment methods and shipping methods. In the new application,
the name of the methods and their prices should be loaded from a back-end
application.

Comment
This section contains a customer comment from the order.
History

The History section contains historical data about an order. Every update
event is contained in this section. This section consists of list of history events,
every event contains four fields: Creation date, Status, Notify customer,
Comments. Creation date is a date when the update was done. Remaining
fields are described in section.

Packages

The Packages section tracks information about created packages for an
order. In the current version of the application there are three types of pack-
ages based on a carrier. Each type of a package has different fields a user has
to fill.

The list of carriers with their specific required fields are below:

e Czech Post
Package ID - unique package ID
Created - creation date of a package
Cash on delivery - price that a customer should pay on delivery
Type of a package - three options of delivery:
Delivery To Hand
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Delivery To Post Office
Balikovna - parcel pickup outlets
Status - tracking status of a package

To - addressee name and surname

Weight - weight in kilograms

« GEIS
Package ID - unique package ID
Created - creation date of a package
Cash on delivery - price that a customer should pay on delivery
Message to a courier - text field with a message
Message to a recipient - text field with a message
Status - tracking status of a package

To - an addressee name and surname

e Zasilkovna
Branch ID - destination branch identification number
Created - creation date of a package
Cash on delivery - price, which a customer should pay on delivery

Weight - weight in kilograms

When this order detail section was being analyzed, there was a persuasion,
that if the user has created a package they could not remove it from the system.
But then, a link has been noticed, which looks like a text within the package
detail. The text of the link is “Remove a package” and after a click, the system
displays a modal dialog, if the user really wants to remove a package. This
behavior is misleading and it will be also changed in the new application.

Another functionality which relates with the packages is printing a ship-
ping label. Shipping labels display the key information for a carrier to trans-
port a package from their start destination (the warehouse) to its end desti-
nation (the customer’s address). The key information includes: postal code,
country, tracking number, date, package quantity as well as the weight, ad-
dress, validation, and ship street, city and state (area).

Update an order

E-shop employees have to update the order status from time to time. For
instance, the employees check an order, get all products within the order
from a warehouse and send them by a carrier. The order status should be
changes from “For expedition” to “Was sent by a carrier”. Usually a customer

12
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should be noticed about this event. After a user submits an update, the new
information will appear in the History section.
This section contains three fields:

e Status - a new status of an order

e Notify customer - checkbox to determine if the customer will receive
an information e-mail

« Comments - text, which will be sent to a customer if the Notify cus-
tomer checkbox is checked

There was a request to prefill the Comments text area with the text
corresponding to the changed order status.

Features, that are done in the prototype:

e Warn about the different payment and shipping addresses
e Choosing the invoice number in some time period

e Every panel in the order detail is an autonomic unit, so it can be edited
independently

e Adding the new shipping package is implemented within the order detail
page

e Hide some details about the package, for example, the comment for the
carrier

e Add changes to history, after every change

e Delete the package when the shipping row is deleted
e Delete the Fax field from a contact information

o Well visible button to remove a package

e Well visible button to print a shipping label

e Connecting products section with the warehouse system
Features, that could be implemented in the further version:

e Warn if the shipping method differs from the carrier in the packages
panel

e Prefill the Comments text area within the Update an order

13
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Figure 1.4: Products page

1.2.2 Products page

As mentioned in the introduction to this section, Products page has been
analyzed, but there is no mockup designed and the products pages are not
implemented in the prototype.

1.2.2.1 Products

In Figure the current version of the products page within the administra-
tion application is shown. This page contains an overview about all products,
which are available in e-shops.

There are some important fields within the table:

e Image - a main image of a product, has a big importance for users of
the application

e Producer - a producer of a product
e Model - a product model

o External warehouse quantity - how many pieces are in the external
warehouse

e Internal warehouse quantity - how many pieces are in the internal
warehouse

o Profit - profitability of a single product

o Viewed/Quarter - how often a product has been viewed in a quarter
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o Bought/Quarter - how often a product has been bought in a quarter
o Conversion/Quarter - the ratio of the sold pieces to the pieces viewed
e Buy - how many pieces of product should be bought
e State - state of a product, has a big importance for users of the appli-
cation. There are three states:
Active - product is on offer in e-shops
Non-Active - product is not already on offer in e-shops
Active/Finished - product is still in offer in e-shops, but it will be

deactivated on a specific date

e Free delivery - when the profit of the product is greater than 300 K¢,
there is a free delivery

e Added - date, when the product was added
Features, that could be implemented in the further version:

e The checkboxes within rows could be deleted, there is no deletion of the
products yet

e User could hide some columns, application will remember the user’s
layout

e Add new product state - Not in stock

e Add new columns:
Changed - date, when the product was changed

External - link to the product page in the external warehouse sys-
tem

Internal - link to the product page in the internal warehouse system

Transfers - link to the product’s transfers within the warehouses

1.2.2.2 Product detail

This section describes the information available on the Product detail page,
how it is organized, and what changes users want to see on this page to increase
the efficiency of their work while using it. Let’s go through all tabs on the
page.

There are General, Data, Parameters, Choices, Packaging, Dis-
count, Special offers, Images, Domain settings, and Order tabs.

General tab
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Figure 1.5: Product detail - General tab

Figure [I.5] shows the General tab of the product detail. There is general
information about the product. There are fields such as the product name,
various descriptions, and keywords. The main requirement from the users is
to have the language setting in one place.

Data tab

Figure[1.6|shows the Data tab of the product details. The most important
information about the product is shown here.
There are some important fields:

e Model - a product model

e SKU - a barcode

e SEO - keywords for the SEO

e Location - the location in the warehouse
e Image - the main image of the product

e Producer - a producer of the product

16



1.2. Domain analysis

Availability date - date, from when the product will be displayed in
the e-shop

External warehouse quantity - how many pieces there are in the
external warehouse

Internal warehouse quantity - how many pieces there are in the
internal warehouse

Price - there are three price fields: price without VAT, price with VAT,
and purchase price

Free delivery - when the profit of the product is greater than 300 K¢,
delivery is offered for free

Delivery by Zasilkovna - some of the products could not be sent by
Zasilkovna because of their dimensions

Main category - the main category, where the product will be placed
within the e-shop. All categories are specific for each e-shop

Secondary category - additional categories, which relate to the prod-
uct

Related products - all products that are related to the product and
that the user on the e-shop web should see as offers. There is also a
checkbox here used when the related product should map the product
in the same way as a related product

Color variants - mapping to the same products in different colors

Heureka fields - overwriting some properties for the Heureka service

Parameters tab

The Parameters tab contains additional specific properties, which are

related to the category of the product. So, for product parameters loading to
be loaded properly, its main category must be selected.

Choices tab

This tab contains settings for additional properties. For example, available

Packaging tab

Current users of the application stated, that they usually don’t use this tab,
so this tab can be hidden.
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Figure 1.6: Product detail - Data tab
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Figure 1.7: Product detail - Special offer tab

Discount tab

This tab also is not used by the users all the sales are entered using the
Special offers tab. Thus this tab can also be deleted.

Special offers tab

Figure [1.7] shows the Special offers tab of the product detail. There,
users could define special offers for the current product.

Images tab

Figure [I.§ shows the Images tab of the product detail, where are all
images of the product. As we can see in Figure there is already one main
image of the product was uploaded. For the user’s effective work with the
application, it could be done in one single place within the product detail
page. Ideally, it should be implemented using modern uploading components,
which allow a user to drag and drop the images into the browser.

Domain settings tab

Figure [1.9| shows the Domain settings tab of the product detail. There
are settings for texts for each domain and language. It is used for properties
overwriting if a user wants to display different data for different domains.
Users could change such properties as name, keywords, description, price,
or even SEO properties (search engine optimization). Current users of the
administration application complain about the way the properties are edited.
There is the requirement to analyze, how all this data could be entered and
edited for each domain and language in one place.
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Figure 1.8: Product detail - Images tab
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Figure 1.9: Product detail - Domain settings tab
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Orders tab

On the Orders tab there is a table with all orders, where the product is
contained. There is basically nothing to change here.

Summarize features that could be implemented in the further
version:

o Language settings for each product could be in one place

e Images uploading could be in one place, using a drag-and-drop compo-
nent for this

o Hide or delete Packaging and Discount tabs, which are not used by
employees

e Entering and editing data for each domain and language in the one place,
not to have the particular tab for properties overwriting

e A copy capability from the Meta Tag Description to a short description
of the product

e There is the component that is used for the formatted text editing. But
the component has many settings, such as, for example, fonts, which
mostly are not used, so in the further version simpler component could
be used

e Changes in the Data tab:
Location - add the link to the warehouse with the pre-filled product
id
Image - all images should be managed in one place. Working with
images should be consistent

Requires delivery - not used, it could be hidden in the default
layout

Availability date - not used, it could be hidden in the default
layout

Internal warehouse quantity - add the link to the status page
with the pre-filled product id

Free delivery - this option should be selected automatically, based
on the profit value

Sizes - size and weight properties are not used so often, it could be
hidden in the default layout

Categories - A well-arranged way to display categories in the ap-
plication

21



1. ANALYSIS

Related products - use the drag and drop component for selecting
related products. Display images of products to increase efficiency. Im-
plement a full-text search, search within the same category the product
belongs

Attachments - not used, it could be hidden in the default layout
Downloading - not used, it could be hidden in the default layout

Color variants - same as for the Related products, using of some
more user-friendly component

Heureka fields - making them consistent with the rest of the prod-
uct information

1.3 Prototyping tools

Let’s start with the terms. Wireframes, mockups, and prototypes are terms
that are often used interchangeably, and they are actually quite confusing.
Wireframes, mockups, and prototypes represent the different steps of a design
flow. [5]

A wireframe is a low-fidelity way of showing a design. It is the graphical
representation of an application or a website containing the most essential
elements and the content.

A few characteristic features of a wireframe are the following:

e It shows the main chunks of content
e It draws the outline and the layout structure

e It depicts the most basic Ul

A mockup is a visual way of representing a product. While a wireframe
mostly represents a product’s structure, a mockup shows how the product is
going to look like. Unlike a wireframe, a mockup looks more like a finished
product or prototype, but it is not interactive and not clickable.

A prototype is already very close to the finished product. Unlike the
previous two, a prototype is clickable and thus allows the user to experience
content and interactions in the interface. In fact, a prototype is very much
like the final product itself. [6]

1.3.1 Analysis of the wireframing tools

In this section I will analyze existing web wireframing tools and choose the
most suitable one for the mockup creation.

22



1.3. Prototyping tools

© > dp > New Project Project Edit View Help

o+ £ X

Om e b

Chart Column ot Line

st |([8) Botons | Coron | Gonaner | Fomns | I

exglm

fop | Meda Tex & MoreCot,

(=) = i o
e
te Map. ot ap. Tab Bar Text Area. Title

EL
Pie Saem M Recongie s Soaghone St M

Wircframes o= © New Wircframe 1

AWeb Page Notes

QO XN ) @D P

Alternate Versions
Click 10 create an aternate version of this wircframe.

Figure 1.10: Balsamiq user interface

1.3.1.1 Balsamiq

Balsamiq Wireframes is a rapid low-fidelity Ul wireframing tool that repro-
duces the experience of sketching on a notepad or whiteboard, but using a
computer. Balsamiq has a free trial and premium version. Available on:
https://balsamig.com/wireframes/.

Pros
e There are all the components, which will be used in the design
e Free export to PNG or PDF without the watermarks
e In the free version there are multiple-page wireframes

e The ability to define actions

Cons

e Menu interface for adding design elements can be confusing to a new-
comer

e The icon library in Balsamiq is quite limited

e Adding data to a grid with many columns can also be somewhat frus-
trating

On the is shown the user interface of the Balsamiq web application.
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1.3.1.2 Moqups

A streamlined web app that helps you create and collaborate in real-time on
wireframes, mockups, diagrams and prototypes.

Pros
e An opportunity of doing the sketch or the styled prototype
o Many various components you can use
e An ability to define actions

Cons

e There is no export feature in the free plan

e Limited number of the components you can use in the free version.
In Figure is shown the user interface of the Moqups web application.

1.3.1.3 Wireframe.cc

A minimal wireframing tool, which has a free trial and premium version.
Good for sketches, but isn’t suitable for more complex designs with styles and
components. Available on: https://wireframe.cc/.

Pros

e Very intuitive design
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Figure 1.12: Wireframe.cc user interface

e Good for fast sketching

Cons
e Very minimal, there are no components, which will be used in the design
e In free version only single-page wireframes

e There is no opportunity to define actions

On the [[.12] is shown the user interface of the Wireframe.cc web applica-
tion.

1.3.1.4 Mockitt

Mockitt is the web tool for creating wireframes/interactive prototypes with
built-in widgets and templates, by simply drag-and-drop. [7] Mockitt also has
a free trial and premium version. Available on: https://mockittapp.wondershare.com/.

Pros
e Intuitive design
e The free version has multiple-page wireframes

e An ability to define actions
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Cons

e There are watermarks in the exported prototype in the free version
In Figure [I.13]is shown the user interface of the Mockitt web application.

1.3.1.5 Conclusion

After analyzing the wireframing tools I chose the Balsamiq, because of its
easy-to-use interface, the ability to define interactions, and almost unlimited
features in the free plan.
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CHAPTER 2

Design

This chapter describes the process of prototype creation and what steps to cre-
ate the final version of the new application wireframes were done. Then I will
present technologies, that I decided to use for implementation. Also in this
chapter, I explain how communication with a server works, what technologies
are used, and what is happening under the hood. Next, general information
about application security follows. In this section, I am describing how CORS
policies work, what web attacks exist, and how authentication and authoriza-
tion works.

2.1 Prototyping

This section presents the process of prototyping the UI design of the front-end
administration application. Created mockups consider user requirements and
take into account user experience (next UX) design principles.

Why is prototyping required? The primary goal of building a prototype is
to test designs (and product ideas) before creating real products. Product’s
success is directly related to whether it is tested or not.

The following are two cases that require a prototype:

e Ensure the design concept works as expected. In most cases, it
is relatively easy to test a concept with real users. Once an interactive
version of a product design is in the hands of real users, a product team
will be able to see how a target audience wants to use the product. Based
on this feedback, it is possible to adjust an initial concept.

e Determine if people are able to use a product. Prototyping is
essential for finding and resolving usability issues before launch. Testing
exposes areas that need improvement. That is why so many product
teams create prototypes, have users test them, and iterate the design
until it is good enough. [§]
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The process of prototype creating was iterative and consisted of key design
steps:

e Needs assessment
o Prototyping
o Evaluation

¢ Re-design

2.1.1 Wireframes

The first wireframes were created were paper sketches. In Figures and
you can see the result of the first phase of prototyping. Here are visible basic
concepts, which I wanted to realize in the final application prototype.

One of them, for example, is using colored label components for faster user
orientation in the orders page. Another difference from the current version of
the application you can see in Figure 2.1]is the absence of a “Filter” button
in the filter area of the table. In the current version of the application a user
must click on the “Filter” button to apply filters they have selected and it
could reduce the efficiency of interaction with the system. Especially, if the
user expects filtering on the fly like it is done in most modern web applications.
So, in the new application, the filtering on the orders page will be done on the
fly.

In Figure 2.2 you can see the first sketch version of the Order detail page.
In this version, I decided to organize order data using tabs. But after evalua-
tion and consultations with my supervisor and e-shop employees, it was figured
out, that the data I wanted to separate using the tabs are logically connected
and a user usually wants to see them together. For instance, when the user
updates the order, they probably want to see previous historical events of the
order. So, the concept of tabs was rejected.

2.1.2 The lo-fi prototype

Low-fidelity (lo-fi) prototyping is a quick and easy way to translate high-
level design concepts into tangible and testable artifacts. The first and most
important role of lo-fi prototypes is to check and test functionality rather than
the visual appearance of the product.

Clickable wireframes are the simplest form of an interactive prototype —
created by linking static wireframes together. [§]

The following sections introduce a lo-fi prototype of the order pages. The
entire clickable prototype in PDF format you can find at the end of the thesis
in chapter [C]and also on the enclosed media.

Generally, it was decided to use colored label tags, where it is possible.
This decision is justified by the fact that the user could build the associations
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Figure 2.1: Sketch of the orders page

Figure 2.2: Sketch of the order detail page
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Figure 2.3: Lo-fi prototype of the orders page

between type values and colors, and it could maximize the efficiency of inter-
action with the administration app. In this section presented sketches, how
the coloring could look like, the final color palette will be ready at the realiza-
tion phase. The maximum number of colors that can be used for color-coding
is something between 7 - 9. For maximum efficiency and learnability, only 3-5
colors should be used. It should also be taken into consideration that approx-
imately 4% of the population is color blind, so additionally icons should be
used.

Also, a lot of icons are used to replace text-labeled actions in the current
application. When icons are used correctly, they reflect the core idea and
intent of a product or action, and they bring a lot of nice benefits to user
interfaces, such as enhancing the aesthetic appearance. Chosen icons are well-
known and universal for easier recognition. Every icon in the prototype has
a tooltip with the icon explanation or with the action name, in case a user is
uncertain what the icon does.

2.1.2.1 Orders page

In Figure [2.3]is Orders page prototype. There are new columns, which were
described in [L.2.1.] section.

New columns

In the prototype, you can see the newly added columns.
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e Viewed - if an order was viewed by an e-shop employee. Here an Eye
icon was chosen and it is crossed out if the order have not been seen by
any e-shop employee yet.

e Comment - if there is a comment from a customer. In the prototype,
this flag is emphasized by using colors to indicate if there is a comment
or not.

e Shipping label - if a shipping label has been already created. Same
as Comment, using red and green colors to represent if the label was
printed.

e Payment method - a payment method of an order. Colored tags are
added for each payment method.

e Slovakia - if an order came from the Slovak Republic. Also, true/false
column emphasized by using colors.

e In stock - if all products in the order are in a warehouse. Another
true/false column emphasized by using red and green colors.

Search bar

In the[2.3] prototype in the upper panel of the table, a search bar is present.
The search bar allows full-text search within orders.

A “Was paid” setting dialog

The next feature that was added in the prototype is setting the “Was
paid” flag for an order. After a user clicks on Banknote icon a modal dialog
appears (see Figure . In this dialog, the user can set a payment date and
if the system should send an informative e-mail to a customer.

Hide columns

During the analysis of the Orders page, the requirement to hide columns
if a current user does not use them arose. This functionality is presented in
Figure The Status column is already hidden, so this column absents in
the table behind. The application remembers the hidden columns, so the user
is not forced to hide columns every time they open the application.

Profit column

During the analysis in the section, the requirement to mark profit
value with the different colors arose. As you can see in Figure the Profit
column also use colored labeled tags. We have agreed with the supervisor that
it makes sense to have three categories of profit:
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Figure 2.4: The “Was paid” setting dialog

Figure 2.5: Hide column functionality

32



2.1. Prototyping

O XQ = - ) €

Nastinka Ketdog | Prodeie.

Detail objednavky

"~ Podrobnost,

d objednivy v =
Faldura & Ipdsob dhrody
-]

— -

5 F

& [+
haznik je
nformoudn
- &
[ ) -
teefon -
m— . j
soublas [ 2] -

Figure 2.6: The lo-fi prototype of the order detail page
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2.1.2.2 Order detail page

In Figure Order detail page prototype is presented. The prototype is
based on the analysis was done in the [[.2.1.2] section.

The whole layout is constructed using draggable panels. Each panel is
resizable, draggable, and contains a logically connected piece of information.
The application remembers the user’s layout, so the user does not need to set
their own layout every time they open the application.

Detail editing

In Figure[2.7] you can see the Order detail page in edit mode. For simplic-
ity, all the cards are in edit mode on one page. But in the created application,
the user will edit each panel independently from the others. As you can real-
ize, when edit mode is activated, some of the labeled tags become select boxes,
where is a limited predefined number of options. For instance, the shipping
method tag becomes a select box, where the user can select one of the options
described in the [.2.1.2] section.
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Figure 2.7: Order detail editing

Some panels are not editable in the same way as others. There are Prod-
ucts and Packages panel, that are edited in a different way. Products table
has inline editing of products. Packages has a package detail component
with the built-in edit mode.

During the analysis, the requirement to warn about the different payment
and shipping addresses arose. The created prototype fulfills this requirement.

Products

In Figure[2.8] the Products card is displayed. The Products panel looks
like the Products panel in the current application. In the prototype, icons
for action indication are used. Rows in the products table are draggable so a
user can change the order of rows using the drag-and-drop feature.

After clicking on the Plus icon the “Add a new product” modal dialog
appears. This dialog is presented in Figures[2.9] and The dialog has two
tabs: Product and Shipping and payment methods.

In the Product tab, a user can add a new product to the order. The
new application will be connected with the warehouse system, so data in this
dialog will not be filled manually by the user. There are select boxes for
product Name and Model fields. After the user selects the product name
and model, the Price/Piece field will be filled by the application based on
the data from the back-end application. The user should fill the Quantity
field for total price calculation.
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Figure 2.8: The products panel in the order detail
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Figure 2.9: New product

In the Shipping and payment methods tab, a user could add a new row
with shipping and payment methods to calculate the final price of an order.
This tab also gets data from the back-end application, so after selecting a
method all prices recalculates based on prices were sent from the back-end.

The table supports inline editing.

Packages

The packages panel is shown in Figure 2.17]
Between the requirements on the packages section were:
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Figure 2.11: Packages panel in the order detail

o Well visible button to remove a package

o Well visible button to print a shipping label

Both of these two buttons are represented as icons in the prototype. The
Printer icon represents the “Print the shipping label” action. After a user
clicks on the Delete icon, the system displays a modal dialog for confirmation
if they really want to delete a package.

In the left part of the row, there is a Detail icon, which helps a user to
show or hide details of the package. As we discussed in the [T.2.1.2] analysis
section, not all the package properties user wants to see in the package panel
and it is nice to have an opportunity to hide some unused fields. In the table
is general important information, such as package number, carrier, when the
package was created, when it was handed over to the carrier, and the “Cash
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Figure 2.12: New package

on delivery” price if the order has a self-titled payment method. The detail of
a package contains carrier-specific data were described in the [1.2.1.2] section.
The package detail is editable.

After a user clicks on the Plus icon the “Create a new package” modal
dialog will appear, see Figure [2.12

History

There is new design for the History panel in Figure Two sections
from the current version of the application were combined: History and Up-
date order section because they are tightly connected. The expansion panel,
also known as an accordion, is suitable for this purpose. The accordion pro-
vides an expandable details-summary view. The card header shows a change
of an order status within the historical event and acts as the control for ex-
panding and collapsing. The Info icon indicates if a customer was informed
about an order update. There is a tooltip for this icon, so a user is always
aware of the meaning of each icon.

After clicking on the Plus icon the Update an order panel within the
History card appears, see Figure Fields within this panel have been
already described in the section. After submitting the changes, a new
historical event panel shows up.

Invoice

There was the requirement to choose the invoice number in a time period.
In Figure 2.6 you can see the Edit icon button. After a user clicks on this
button the “Select invoice number” modal dialog, which is shown in Figure
2.15] appears. In this modal dialog, a user can choose the time period for
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Figure 2.13: History panel in the order detail

unused invoice numbers searching and write them out. The other functionality
related to invoices is resetting the invoice number. Reset means, that even
though an order had an assigned invoice number the user can reset it, in other
words, the invoice number becomes free to use in other orders.

2.2 Technologies

This section describes technologies that were used for the new administration
application implementation.

TypeScript is an open-source language which builds on JavaScript, by adding
static type definitions. TypeScript checks a program for errors before
execution, and does so based on the kinds of values, it is a static type
checker. One of the big benefits is to enable IDEs to provide a richer
environment for spotting common errors in the code.
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Figure 2.14: Update an order
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Figure 2.15: The “Select invoice number” dialog

Types provide a way to describe the shape of an object, providing better
documentation, and allowing TypeScript to validate that the code is
working correctly.

TypeScript allows for the use of many of the latest ECMAScript features
and translates them to older ECMAScript targets of your choosing. This
means that new features, like modules, lambda functions, classes, the
spread operator and destructuring could be safely used, while remaining
backwards compatible with older browsers and JavaScript runtimes. [9]

npm is the world’s largest software registry and it is the package manager
for Node.js. It was created to help JavaScript developers easily share
packaged modules of code. [10]

React is a declarative, component-based JavaScript library for building user
interfaces.
React allows to build encapsulated components that manage their own

state, then compose them to make complex user interfaces. [11]

ESLint is a static code analysis tool for identifying problematic patterns
found in JavaScript code. The main ESLint goal is making code more
consistent and avoiding bugs. [12]

40



2.3. Communication with the server

2.2.1 Potential problems

This section describes the potential problems that may arise in the final version
of the E-shop administration application. This thesis does not solve these
problems, but only notes their presence and suggests potential solutions.

In the production environment of the current application exists an enor-
mous amount of orders, over 30,000 orders are currently stored in the produc-
tion database. Hence, the final version of the application should use server-side
pagination, filtering, and search. The current prototype handles these func-
tionalities but in the next versions, mentioned functions should be handled by
the back-end application.

2.3 Communication with the server

A client is whatever you are using to interact with the internet. It is, for
example, a web browser. The web browser on your computer is one client,
the web browser on your phone is another client. A server is a computer that
responds to requests by serving responses. A client and a server communicate
via HTTP protocol.

The Hypertext Transfer Protocol (HT'TP) is an application-level protocol.
Basically, HTTP is a TCP/IP based communication protocol, that is used to
deliver data. It provides a standardized way for computers to communicate
with each other. HTTP specification specifies how clients’ request data will
be constructed and sent to the server, and how the servers respond to these
requests. [13]

The communication is based on the AJAX (Asynchronous JavaScript and
XML) model. With AJAX, web applications can send and retrieve data from
a server asynchronously (in the background), which allows changing content
dynamically without the need to reload the entire page. Although X in AJAX
stands for XML, JSON is used more than XML nowadays because of its many
advantages such as being lighter and a part of JavaScript. [14]

For the communication between the front-end and back-end applications,
Axios library is used. Axios is a simple promise-based HTTP client for the
browser and node.js. [I5] The Promise object represents the eventual comple-
tion (or failure) of an asynchronous operation and its resulting value. On the
is the example, how to create and send a GET request from the client to
the server.

import axios from "axios”;

axios.get('/users')
.then(res => {
console.log(res.data);

3
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Listing 2.1: Axios GET request example

2.4 Security

The first section of this chapter describes what CORS mechanism is and how
it is connected with a client-server architecture. After that, we will have a
look at the popular web attacks and the ways how to prevent them. In the
last section, we describe what authorization and authentication are, and then
details about how it is implemented in the e-shop administration application
are given.

2.4.1 CORS

Let’s with a small theory. The front-end part of the e-shop administration
communicates with the back-end application via HT'TP protocol. Front-end
sends HTTP requests, back-end sends HTTP responses back. But there
is a problem with the fact, that the back-end runs and listening on the
other domain and port than the front-end, which sends the requests on the
API. For example, while a local development back-end server runs on the
http://127.0.0.1:8000 address and the front-end application runs on the
http://127.0.0.1:3000 address, these are the different origins, because of
the port. At this moment we should set CORS policies, that will allow our
back-end and front-end applications to communicate with each other.

Cross-Origin Resource Sharing (CORS) is an HTTP-header based
mechanism that allows a server to indicate any other origins (domain, scheme,
or port) than its own from which a browser should permit loading of resources.
I16]

The browser’s “preflight” requests mechanism is also related to CORS. In
the preflight request, the browser finds out if the application could request
the server. The preflight request contains information about who wants to
request the server, what HT'TP method it wants to use, and other information.
The server in its turn should send information about who could access the
resources, which HTTP methods and headers are allowed, and so on. When
the browser makes sure, that server allows to do the required request, it sends
the real request with the properties from the preflight request.

Figure shows how the communication between the client and the
server is implemented.

2.4.2 Web attacks

Cross-Site Request Forgery (CSRF) is a type of attack that occurs when
a malicious website, email, blog, instant message, or program causes a user’s
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Figure 2.16: Preflight request mechanism [17]
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web browser to perform an unwanted action on a trusted site when the user is
authenticated. A CSRF attack works because browser requests automatically
include all cookies including session cookies. Therefore, if the user is authen-
ticated to the site, the site cannot distinguish between legitimate requests and
forged requests. [1§]

Here are described only one prevention method against the CSRF attack
called Double Submit Cookie. There are other methods such as Synchro-
nizer Tokens or Encrypted Token. We use Double Submit Cookie in
the e-shop administration application because it is easy to implement and it
is stateless.

In this technique, we send a random value in both a cookie and as a
request parameter, with the server verifying if the cookie value and request
value match. If both of them match on the server’s side, the server accepts it
as a legitimate request and if they don’t, it would reject the request. [I8]

Cross-Site Scripting (XSS) attacks are a type of injection, in which
malicious scripts are injected into otherwise benign and trusted websites. XSS
attacks occur when an attacker uses a web application to send malicious code,
generally in the form of a browser’s side script, to a different end-user. Flaws
that allow these attacks to succeed are quite widespread and occur anywhere a
web application uses input from a user within the output it generates without
validating or encoding it. [19]

There are methods to prevent XSS attack:

Escaping means taking the data an application has received and ensuring
it’s secure before rendering it for the end user.

Validating Input is the process of ensuring an application is rendering the
correct data and preventing malicious data from doing harm to the site,
database, and users.

Sanitizing is a cybersecurity measure of checking, cleaning, and filtering data
inputs from users, APIs, and web services of any unwanted characters
and strings to prevent the injection of harmful codes into the system.
[20]

2.4.3 Authentication and authorization

Let’s define terms. The authentication is a process of validating that users
are who they claim to be. The authorization is the process of giving the
user permission to access a specific resource or function. [21]

Laravel Fortify authentication back-end implementation for Laravel is
used in the BE part of the e-shop administration application.

In the back-end part, a session-based authentication is implemented. It
means that the server has to get from the client information about the user’s
username and password to authenticate a user for the first time. If the user
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enters the correct data, the system assumes the identity is valid and grants
access. After the server authenticates the user for the first time, it generates
the session and stores it in the database. The SESSION_ID, which is an iden-
tification of the session, is sent to the user via HT'TP cookies. After the user
receives the SESSION_ID, they have to send it back in each subsequent request
via cookies to authenticate themselves.

The authorization process is performed using the built-in authorization
services provided by Laravel using gates and policies.
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CHAPTER 3

Realization

This chapter describes the prototype implementation process. What steps
were done to create the prototype, what problems arose while the realization,
and how they were solved.

3.1 React libraries stack

material-table is a simple and powerful Datatable for React based on Material-
UI Table with some additional features. [22] The needed features sup-
porting were: filtering, sorting, actions supporting, the opportunity to
hide columns, pagination, supporting of remote data, and custom col-
umn rendering.

react-grid-layout is a grid layout system for React. The needed features
supporting were: it is responsive and supports breakpoints, the layout
can be serialized and restored, bounds checking for dragging and resizing.

Material-UI provides React components for faster and easier web develop-
ment. [23] Material-UI helps to have a unified view of the application
and a unified React component programming approach.

Moment.js is a JavaScript date library for parsing, validating, manipulating,
and formatting dates. [24]

react-intl is a JavaScript library that helps to internationalize React apps.
This library provides React components and an API to format dates,
numbers, and strings.

react-router is a collection of navigational components that compose declar-
atively with the application. [31]
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3.2 Architecture of the app

Application architecture has a direct impact on the sustainability and exten-
sibility of an application. Great emphasis was placed on the extensibility of
the prototype, so now it is prepared for further improvements. Also, the pro-
totype application uses reusable and easy sustainable components, thus, how
was mentioned before, it prepared for the next features realization.

The administration application is a single-page application (next SPA).
A single-page application is an app that works inside a browser and does
not require page reloading during use. SPA is just one web page that you
visit which then loads all other content using JavaScript. [25] The network
communication is taking place behind the scenes, all required data are loaded
before or while rendering the web page. The application was implemented
using the React library with React Hooks.

The application architecture consists of three layers: Service, Service,
and View layers.

The Data layer is responsible for storing the data model of the application.
Every object which the application received from the backend is transformed
into a model object for further use inside the application.

The Service layer is responsible for communication with the back-end
application. It sends requests to the backend and receives the JSON objects
back. After the JSON object comes, transformers within the service layer
convert them into model objects.

The View layer contains all components which are used in the application.
All the “rendering” logic, such as routing, navigation, each page look, and
functionality, is here.

3.3 Model

Models in the application are classes that describe a single object used in it.
Models are tightly connected with the business domain. Every object which
the application receives from the back-end application should be converted
into a model. Transferring of objects is implemented using JSON format, so
some data types could be changed. For instance, a date format is transferred
in the string format, but in the application, is needed to use a Date format for
correct working with it. Moreover, model objects are used for data validation,
if an object from the backend contains all fields it should have and if they
could be converted on the correct types for further usage.

export default class Order {
constructor(
readonly id: number,
readonly domain: string,
readonly invoiceld: string | null,
readonly customer: Customer,
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readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly
readonly

shippingMethod: string,
paymentMethod: string,
paymentStatus: boolean,
comment: string,

total: number,
orderStatusId: number,
dateAdded: Date,
referrer: string,
profit: number,
agreeGdpr: boolean,
label: boolean,
instock: boolean,
slovakia: boolean,
viewed: boolean

Listing 3.1: Order.ts

As you can see on listing every field has a type declaration, so the
application always has control over data types.

3.4 Services and transformers

Services

Service classes are responsible for the communication with the back-end ap-
plication. How the communication takes place in detail you could find in the
2.3 section.

On the[3.2)listing you can see easy extensible list of the back-end endpoints,
URLs for serving the data.

const DEV_SERVER_URL = process.env.REACT_APP_API_SERVER_URL as string;

const ORDERS_URL = ~${DEV_SERVER_URL}/orders™;

export const ApiEndpoints = {
orders: {
all: ORDERS_URL,
detail: (id: string) => ~${ORDERS_URL}/${id}",
productsById: (id: string) => ~${ORDERS_URL3}/${id}/products”,
historyById: (id: string) => ~${ORDERS_URL}/${id}/history",
addressesById: (id: string) => ~${ORDERS_URL}/${id}/addresses",
packagesById: (id: string) => ~${ORDERS_URL}/${id}/packages”,

b

/x o ox/

user: {

login: ~${DEV_SERVER_URL}/login",
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17 logout: ~${DEV_SERVER_URL}/logout™
18 3}
19 3

Listing 3.2: ApiEndpoints.ts

On the listing you can see an instance of the service class. Here is
OrderService. ts, which is responsible for getting all data related with orders.
In this example the method getOrderHistoryById() gets the history of the
order with the specific id. On the listing is illustrated, that the application
expects to receive an array of objects of HistoryApiObj type. Then if there
are no errors, received array is passed to a transformer.

1 /% ... %/
2 // Description of the JSON object, which application receives from the BE
3 export interface HistoryApiObj {
4 order_history_id: number;
5 order_id: number;
6 comment: string;
7 order_status_id: number;
8 previous_osid: number;
9 date_added: string;
10 notify: number;
11 3
12
13 export default class OrderService {
14
15 /% .. %/
16
17 public static getOrderHistoryById(id: string): Promise<Array<HistoryDetail>> {
18 return axios.get(ApiEndpoints.orders.historyById(id), {withCredentials: true})
19 .then((response: AxiosResponse<Array<HistoryApiObj>>) => {
20 return HistoryTransformer.transformHistory(response.data);
21 1))
22 .catch(e => {
23 error("Failure: getting order history.", e);
24 throw e;
25 b))
26 }
27
28 VA ¥
29 3}
30
Listing 3.3: OrderService.ts
Transformers

Transformers are responsible for the conversion between objects received
from the back-end application and model objects.
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3.4. Services and transformers

The example illustrated on the [3.4] shows how the transformer looks like.
In this example, the application transforms the array of the HistoryApiObj to
the array of the HistoryDetail model object.

export default class HistoryTransformer {

static transformHistory(history: Array<HistoryApiObj>): Array<HistoryDetail> {
return history.map(historyApiObj =>
HistoryTransformer.transformHistoryDetail(historyApiObj));

3

static transformHistoryDetail(historyApiObj: HistoryApiObj): HistoryDetail {
return new HistoryDetail(
historyApiObj.order_history_id,
historyApiObj.order_id,
historyApiObj.comment,
historyApiObj.order_status_id,
historyApiObj.previous_osid,
CommonTransformer. transformDate(historyApiObj.date_added),
CommonTransformer. transformNumberToBoolean(historyApiObj.notify)

/* ... %/

Listing 3.4: HistoryTransformer.ts

Using services from the components

The general pattern within the application is executing data loading using
the useEffect React hook. Before the component mounted it had called the
service method to load the data. Here on the listing is illustrated, how it
looks in the application. Every component has under control what to do with
the data if the Promise is fulfilled or if there is an error and the Promise is
rejected.

VAN V)

useEffect(() => {
if (!loaded) {
OrderService.getOrderHistoryById(orderId.toString())
.then(data => {

VA
1))
.catch(e => {
/* .. %/
throw e;
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D
3
}, [loaded]);

/x oL ox/

Listing 3.5: HistoryCard.tsx

3.5 Internationalization

The prototype supports two languages: Czech and English. The internation-
alization in the application using the react-intl library.

VEXS

* Localization keys used within the application.

* The translations themselves are located in cs.json and en.json
* files under the given ID.

*/
export const messages = {
app: {
home: {id: "app.home"} as MessageDescriptor,
loading: {id: "app.loading”} as MessageDescriptor,
yes: {id: "app.yes"} as MessageDescriptor,
/*x .. %/
orderDetail: {
title: {id: "app.orderDetail.title"”} as MessageDescriptor,
/* .. %/
3
3
}

Listing 3.6: messages.ts

<FormattedMessage {...messages.app.orderDetail.statistics} />

Listing 3.7: Example of using react-intl components

const intl = uselntl();
intl.formatMessage(messages.app.orderDetail.detail.printInvoice)

Listing 3.8: Example of using react-intl hook

On the [3:6] listing you can see how looks the messages constant helps to
organize the application text labels into the hierarchy. On the an
listings are shown examples of using this library in the application.
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HOME  OBJEDNAVKY LOGIN

Login

Figure 3.1: Login page

3.6 Implemented prototype

Currently,, in the prototype are implemented three pages: the Login page, the
Orders page, and the Order detail page. As mentioned above, the application
is prepared for further improvements and extensions.

How the Login page looks is presented in Figure After the user logged
in, they find themselves on the Orders page. The Orders page is shown in
Figure 3.2] The Orders page contains all required columns described in the
[2.1.2] section. By default, all the columns are shown. The order of columns
could be changed and each column could be hidden.

There is a search bar that allows to search data within the table. Near
the search bar is “Hide columns” icon. After clicking on the icon, a selection
menu appears. In this menu, a user can choose which columns will be visible
in the table. Then there is the filter row where a user can filter data within
each column. For some columns, a user can filter values in a selected range.

After double-clicking on a row or after clicking on the “Edit” icon the
user goes on the Order detail page that is presented in ref fig: currentPro-
totypeDetail Figure. In Figure ref fig: currentPrototypeDetail is shown the
default layout of the page. A user can change the size and position of each
panel. Each panel could be edited independently to the other. The current
version of the prototype supports presenting data received from the back-end
application.

After clicking on each icon or button in the system a user sees pop-up
window with a message if an action was succeeded or not. It helps a user to
know at every moment in which state the application is during the interaction.
The navigation bar and breadcrumbs help a user to understand in which part
of the application they currently are.
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HOME  OBJEDNAVKY
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Figure 3.2: Orders page
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Figure 3.3: Order detail page
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3.7. Integration with the back-end application

3.7 Integration with the back-end application

As mentioned in the Introduction chapter, the back-end application was cre-
ated by colleague Bc. Radomir Koudela in his bachelor thesis. This section
describes what has been done to make front-end and back-end applications
communicate to each other.

3.7.1 Authentication and authorization
3.7.1.1 CORS

The first encountered problem was setting CORS policies. As mentioned in
the[2.4.T] section about CORS, the front-end part could not communicate with
the back-end part without additional settings, because CORS is disabled by
default. Unfortunately, there were not any CORS configurations on the back
end, so it was needed to set.

For inspecting and filtering HT'TP requests entering the back end, Laravel
provides a convenient mechanism called middleware. [26]

<?php
namespace App\Http\Middleware;
use Closure;

class CorsMiddleware

{
VEXS
* Handle an incoming request.
*
* @param \Illuminate\Http\Request $request
* @param \Closure $next

* @return mixed
*/
public function handle($request, Closure $next)

{
$response = $next($request);
$response->header (’Access-Control -Allow-0Origin’,
"http://1localhost:30007);

$response->header (’Access-Control-Allow-Methods’, ’*x’);

$response->header (’Access-Control-Allow-Credentials’,
"true’);

$response->header (’Access-Control -Allow-Headers’,
"x-xsrf-token, content-type’);
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return $response;

g~ w N =

Listing 3.9: CorsMiddleware.php

As you can see in the[3.9|listing, sending the requests from the http://localhost: 3000
using Access-Control-Allow-Origin header was enabled. The http://localhost: 3000
is the default URL of the front-end application. Then sending requests with
all HT'TP methods was allowed. The Access-Control-Allow-Credentials
response header tells browsers whether to expose the response to frontend
JavaScript code when the request’s credentials mode is included. The credentials
read-only property of the Request interface indicates whether the user agent
should send cookies from the other domain in the case of cross-origin requests.

As demonstrated on the[3.10]listing, the withCredentials parameter in Axios
request was set, to send the cookies for each request to the server.

axios.get(ApiEndpoints.orders.all, {withCredentials: true})
Listing 3.10: Example of sending AJAX request to the server

The last Access-Control-Allow-Headers header in tells the browser,
which headers could be sent in the request on the server. You can see here
x-xsrf-token header, I wrote about in the section.

When the middleware was added to the application, it was made possible
to send HT'TP requests to the server from the front-end application. Moreover,
sending the authentication cookies for each request was been possible.

3.7.1.2 Sessions

On every request the back-end application sends Set-cookie header, where is
the information about xsrf-token and SESSION_ID values.

Set-Cookie: laravel_session=eyJpdiI6InVBeWJzREI1CUGZ3ST
dJelNpOUtxTXc9PSIsINZhbHV1IjoiN11qOFJMMGw1bldgdEFaVjRL
MUN3d3F3YStwU2h5ajlaMWxLYmhBOC9uelkrRmZVcFZTTVItWERpPV;
expires=Sun, 04-Apr-2021 21:15:22 GMT; Max-Age=7200;
path=/; httponly

Listing 3.11: Set-cookie header

Here is the example of Set-cookie header, received from the server. As
demonstrated in header is set SESSION_ID value, expires, Max-age, path
and httponly properties. Although, here are listed both of expires and
Max-age properties, Max-age has priority over the expires property.

The httpOnly parameter ensures that cookies could not be read by JavaScript
applications, neither my front-end application.
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3.7.1.3 Authentication

There were troubles with the authentication using the username and password.
The server responded with a 422 Unprocessable Entity error, although the
user credentials were in the database. Hence, the authentication process,
provided by Fortify package was costomized.

1 class FortifyServiceProvider extends ServiceProvider

2 {

3 /% .. .0x/

4

5 /*x*

6 * Bootstrap any application services.

7 *

8 * @return void

9 */

10 public function boot ()

11 {

12 Fortify::authenticateUsing(function (Request $request)
13 $user = Customer::where(’email’, $request->email)
14 ->first();

15

16 ($user && Hash::check($request->password,
17 $user ->password)) {

18 return $user;

19 3}

20 )

21 [*. . .%/

22 }

23}

Listing 3.12: FortifyServiceProvider.php

After the changes from the listing, authentication started to work. It
is useful to note, that even after an unsuccessful login attempt, the server still
returns Set-cookies with the SESSION_ID. In the future version, it should be
fixed. The browser sends cookies with session identification for the authenti-
cation in each request. The front-end part of the administration application
stores only the boolean flag, if a user were logged in the localStorage, de-
scribed in the 3.8 section.

3.7.2 Problems

This section describes problems that were faced during the front-end and back-
end applications integration. The back-end application has to serve REST
API, which the front-end application uses to get data.

We have been in contact with the colleague, so some of the problems,
which were described here have been already fixed.

o7
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Display all payment methods with corresponding prices.

Request | Tryitout 4>
@D oriersHorder) fpaynent_nethods

R parameters

Figure 3.4: Documentation page of the endpoints

3.7.2.1 Documentation

There is poor documentation of the back-end application. Because there was
no installation guide in the source code repository, a lot of time running the
back-end application locally was spent.

The endpoints documentation are represented as HTML page you can see
in Figure [3:4 The correct ordering is missing for some of the endpoints. For
instance, the documentation for the orders/{order}/history endpoint could
not be found until endpoints in a section Endpoints were listed. After it
was found, there was still a problem to understand, what this endpoint does,
because there was an error in the documentation, see the listing. So,
back-end application code should have been read to understand which data
are sent. Another way to found out, what is returned from the endpoint was
to send HTTP request directly on this endpoint.

{
"message”: "No query results for model [App\\Models\\
Order] qui”,
"exception”: "Symfony\\Component\\HttpKernel\\Exception\\
NotFoundHttpException",
/% ... %/
3

Listing 3.13: Error message in the endpoint documentation

Another thing that has complicated the integration with the back-end
application is the inconsistency of the data types in the documentation and
in the real application.

On the[3.14]listing is documentation of an orders/{order}/products, this
endpoint returns all products within the order. On the listing is which
data the endpoint actually returns. This example illustrates that price values
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3.7. Integration with the back-end application

have different types, a price is a number in the documentation, in the back-
end application, it is a string. Those kinds of inconsistencies slowed down
integration with the back-end application.

{L T I{

"order_product_id:112, 2 "order_product_id": 74807,

"order_id":50, 3 "order_id": 35002,

"product_id":183, 4 "product_id": 2295,

"name”:"Nahradni hrebeny SP 5 "name”: "Nahradni hrebeny
-HC5000", SP-HC5000",

"model"”:"4008496717552" 6 "model”: "41019",

"price" :207.5000, 7 "price": "577.6860",

"total"”:207.5000, 8 "total": "577.6860",

"tax":21.0000, 9 "tax": "21.0000",

"quantity”:1, 10 "quantity”: 1,

"sort_order":0, 11 "sort_order": 1,

"is_transfer”:0, 12 "is_transfer”: 0,

"is_action":0, 13 "is_action”: 0,

"purchase_price”:131.8200, 14 "purchase_price”:"380.000",

"warranty":24, 15 "warranty"”: 24,

"gift”:0 16 "gift”: o

13 17 3]

Listing 3.14: Products within an Listing 3.15: Products within an

order in documentation order in real application

3.7.2.2 Shipping methods

There is an endpoint orders/{order}/shipping_methods with the information
about all available shipping methods for an order.

On the[3.16]and [3.17]listings you could see the responses from the server for
two different orders, one has shipment to the Slovak Republic, the other one
to the Czech Republic. These objects contain information about a shipping
company name and price, which customers should pay for the shipping using
this company. As you can see, the format of these two responses is not the
same, even though the business context is similar. The price for a shipping
method in one case is sent as a number, in the second one as a string. This
kind of inconsistency leads to a more complicated type conversion within the
front-end application.

{
"Slovenska posta”: 129.34078965273682,
"Geis Slovensko"”: 181.18078550553716,
"Zasielkovna”: 77.50079379993649,
"GLS": 129.34078965273682

3

Listing 3.16: Shipping methods available in the Slovak Republic
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{ v
"Ceska posta (Balik Do balikovny)": "@",
"Ceska poéta (Balik Do ruky)": "89",
"Ceskd poéta (Balik Na podtu)": "79",
"Geis": "69",
"Zasilkovna": "0",
"DPD": "99"

3

Listing 3.17: Shipping methods available in the Czech Republic

Enumerations are used in the front-end application to store information
about the text and color of a particular shipping company label. So the data
coming from the back-end application are checked, validated, and an error
are thrown if there is unexpected data. During transforming the orders data
an error was thrown, that there was an unexpected shipping method “Ceska

posta”, which is not in the list above, see|3.17

VEXS

* Display all shipping methods with corresponding prices.
* @QurlParam order required order id Example:

* @param Order $order
* @return Response

*/

public function getShipping_methods(Order $order)

{

35022

($order->shipping_country === ’Ceskad republika’)
return response()->json(

L

60

"Ceska po$ta (Balik Do balikovny)" =>
OrderService::getTransitOrCODPrice(
$order,
"base",
"Ceska poéta (Balik Do balikovny)"
),
"Ceska poéta (Balik Do ruky)" =>
OrderService::getTransitOrCODPrice(
$order,
"base",
"Ceska poéta (Balik Do ruky)”
),
"Ceskad poéta (Balik Na podtu)" =>
OrderService::getTransitOrCODPrice (/*
"Geis" =>
OrderService::getTransitOrCODPrice (/*
"Zasilkovna" =>
OrderService::getTransitOrCODPrice (/*
"DPD" =>

*/),
*/),

*/),
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3.7. Integration with the back-end application

OrderService::getTransitOrCODPrice(/* ... */)
DN
($order->shipping_country === ’Slovensko’)
return response()->json(
L
"Slovenska posSta" =>
OrderService::getTransitOrCODPrice(
$order,
"base”,
"Slovenska posta”
)7
"Geis Slovensko" =>
OrderService::getTransitOrCODPrice(/* ... */),
"Zasielkovna" =>
OrderService::getTransitOrCODPrice(/* ... */),
"GLS" =>
OrderService::getTransitOrCODPrice(/*x ... */)
D;

Listing 3.18: OrderController.php

On the [3.18]listing is the method, which returns hardcoded methods with
their price. There are two methods that exist in a database, but do not exist
in the listing above: “Ceska posta” and “Osobni odbér”.

As an improvement for a further version, using one format for the price is
suggested, a number is a better choice for this field. The second suggestion is
using enumerations not to send the whole name of a shipping company. Using
enumerations will improve interoperability. The front-end application will be
responsible for the particular texts and names. The last suggestion is using
constants and functions for repeated pieces of code which will decrease the
probability of errors.

3.7.2.3 Order status

The next problem was mapping order statuses. Order object which is received
from the back-end application contains Order status ID that is a foreign key
of a oc_order_status table which is a code list of all order statuses. So in
the front-end application, status IDs with their texts are mapped. For this
purpose, there is order_statuses endpoint. As a response after sending GET
request to the endpoint a list of order status labels without IDs is received,
so they could not be mapped. On the [3.19]listing is code from the controller
that should return all order statuses. Here was a list of hardcoded values. 1
asked my colleague to change this to fetching data from the oc_order_status
table. This problem was fixed and now the response contains IDs, see [3.20
listing.
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public function getOrder_statuses()

{

retu

rn
L

"Nevyrizeno",

"Ve zpracovani”,
"Odeslano dopravcem”,
"Zakaznik prevzal zbozi",
"Zruseno obchodem”,

/*x ... %/

]

Listing 3.19: OrderController.php

The new response now contains IDs as keys of the object in a string format.
As mentioned before, the models are used to validate data from the back-end
application. During converting orders, an error that there is unexpected order
status was thrown. There was order_status_id = @, which is not exist in the

response.

After current application and database analysis, it was found out,

that this status was “Chybéjici objednavky”.

u—]u_
”2“:
::311:
::511:
D7D o

"10":
"1
"14" .
T15% ¢
"16":
"7
"18":
"19":
"20":
"21"
"22":

3

"Nevyrizeno",
"Ve zpracovani',
"Odeslano dopravcem”,
"Zadkaznik prevzal zbozi",
"ZruSeno obchodem”,
"Neprevzal zasilku”,
"Dobropisovano”,
"Pripraveno k osobnimu odbéru”,
"Cekd na uhrazeni”,
"Uhrazeno - k expedici”,
"K expedici”,
"Vraceno ve 14ti dnech”,
"ZruSeno zakaznikem",
"ZruSeno pro nezaplaceni”,
"Dobropis”,
"Pouze zasilka"

Listing 3.20: Order statuses response

Using enumerations with the same keys on the back-end and front-end ap-

plications

for easier data mapping is proposed. It could allow to send such ob-

jects, for example, {"FOR_EXPEDITION": {"id": 17, "msg"”: "K expedici”}}
This way will keep data semantics and simplify data processing.
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3.7.2.4 Payment methods

On the [3:2T]listing is a code from the controller which returns payment meth-
ods with their prices. As in the cases described above, there are hardcoded
values instead of getting values from the database. It should have been found
all missed values, which were in the database but were not in the list. The
missed values were: “Bézny bankovni prevod”, “Platebni karta”, “Hotové”,
“Postovni sporitelna / Era”, “Na dobierku”.

/**
Display all payment methods with corresponding prices.

*
*
* @QurlParam order required order id Example: 35022
*
*

@param Order $order
* @return Response

*/
public function getPayment_methods(Order $order)
{
return response()->json(
L
"Na dobirku” => OrderService::getTransitOrCODPrice
($order, "cod”, $order->shipping_method),
"Platba kartou” => 0,
"Bankovni prevod” => 0,
"Osobni odbér” => 0
DN
3

Listing 3.21: OrderController.php

Again, there would be helpful enumerations to sent some key instead of
the payment method name. Unfortunately, the database has mixed data for
the relatively same data, for example “Na dobirku” / “Na dobierku”. The task
of the back-end application was to not just resend data from the database but
fix data inconsistency before sending data to the front-end application.

3.7.2.5 Performance

When the implementation of the service layer of the front end was started,
performance problems arose. It was found out that a request for getting the
order detail lasted about 20 seconds, which is a large amount of time from the
UI prospect. Worth mentioning, that we have access only to testing MySQL
database, which doesn’t contain so much data as the production database.
You can imagine a user waiting for 20 seconds for the detail page rendering,
all this time watching the loading screen. The application becomes unusable,
employees are not able to do their work effectively. But it was one of the main
objectives of my master thesis, so the problem researching was started.

public function show(Order $order)
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$this->authorize(’accessByAdminOrCustomer’, $order);

$id = $order->order_id;

return Cache::remember(’order’ . $id, 5,

function () use ($id) (

return Order::getInformation()

->groupBy(’oc_order.order_id’)
->having(’oc_order.order_id’, $id)
->first();

s

Listing 3.22: OrderController.php

On the listing you cat see the method, that returns one order detail
with order_id = $id. At first sight it was found strange that here are used
groupBy () and having() clauses.Thus, exploration how getInformation()
method works, was continued.

/**

* Scope a query to get order information.
*

* @param Builder $query

* @return Builder

*/

public function scopeGetInformation($query)

{

return $query

->leftjoin(’oc_order_status’,
’oc_order.order_status_id’, =7,
’oc_order_status.order_status_id’)

// other joins
/% ... %/

->leftjoin(’oc_order_product_move’,
’oc_order.order_id’, =",
’oc_order_product_move.order_id’)

->select(

/* .. .%/

DB::raw(’IF((geis_package.package_order IS NOT NULL)
OR (postcz_package.package_order IS NOT NULL)

OR (zasilkovna_package.creation_time IS NOT NULL),1,0) as label’),

oc_order.date_added’,
’oc_order.total’,
’oc_order.payment_status’,

DB::raw(’ (SUM((oc_order_product.price -

oc_order_product.purchase_price) * oc_order_product.quantity)) /
(sqrt(count(oc_order_product_move.order_product_move_id))) as profit’),
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3.7. Integration with the back-end application

Table 3.1: Extract from the EXPLAIN statement execution

id | select_type table type
1 PRIMARY oc_order ALL
1 PRIMARY oc_order_status ref
1 PRIMARY oc_order_product ref
1 PRIMARY geis_package ref
1 PRIMARY postcz_package ref
1 PRIMARY zasilkovna_package ref
1 PRIMARY | oc_order_product_move | ALL
2 | SUBQUERY | oc_order_product_move | ALL
DB::raw(’ (IF(oc_order.shipping_country = "Slovensko",1,0)) as slovakia’),

DB::raw(’ (IF((SELECT SUM(quantity_ext)

FROM oc_order_product_move) = 0,1,0)) as instock’),
/*x ... %/

)

Listing 3.23: Order.php

The scopeGetInformation() method returns the query builder and after
the returned result groupBy() clause is chained. The demonstrated query
didn’t seem so time-consuming as it was, so it was decided to explore the
generated SQL query and run it directly from the database console to find
out if the problem was not in the framework used for the database access.

DB::enableQuerylLog(); // Enable query log
// My Eloquent query executed by using get()

dd(DB::getQuerylLog()); // Show results of log
Listing 3.24: Query log

Here in the listing you could see the DB::getQueryLog() statement,
which returns the generated SQL query, for the query mentioned above. After
the SQL query was gotten, it was ran from the SQL console, average duration
of the query execution was about 20 seconds, so the conclusion was that opera-
tions ->groupBy ('oc_order.order_id')->having('oc_order.order_id', $id)
in the getting order detail were relatively cheap. The next step was to get the
execution plan to understand, why the query lasts so long. The EXPLAIN
statement provides information about how MySQL executes statements.

In the table you could see the execution plan of the SQL query. The
type column contains the information if the join using the index - a data
structure that improves the speed of data retrieval operations. You could see
the table oc_order_product_move does not have an index on the order_id
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column, so the index was created. Creation of the index was done by using
the [3.25] statement.

create index oc_order_product_move_order_id_index
on oc_order_product_move (order_id);

Listing 3.25: Index creation

After the index creation, the query execution lasts about 500 ms, which
is a dramatic performance improvement. This way, the performance problem
while retrieving the order’s data was solved. The scopeGetInformation()
were used by retrieving all orders and getting the order detail operations, so
by the index generation, the speed has been increased for them both.

3.7.2.6 Suggestions for improvement

As was demonstrated in the listing, the groupBy() statement was used
directly in the controller. This is disappointing because usually, it is not
expected to see database statements in the controller. Moreover, this code
breaks the Separation of Concern principle, which tells that code has to
be separated into layers and components that each have distinct functionality
with as little overlap as possible. [27] It means that the controllers should
take care only of data serving and use the service layer methods, not finishing
the query creation.

Another thing, that would promote code improvement the code is the
clearly separated service layer. The listing takes place in the Order.php
class, which is the model object. On the one hand, such queries could be placed
in the model classes, because they are narrowly tired with the data layer. On
the other hand, the code becomes quite hard to read, when this method is
used in more than one place, but for different purposes. Right here it would
be great to have a separated layer, which will take care of working with the
data layer and sending data to the controllers. Also it would increase the
readability of the code, because here it could be separated on the one-purpose
methods such as for example getAllOrders() and getOneOrderById().

It was expected that the back-end application will fix data inconsistency
in the database, but it just resends data from the database. In the further
versions of the back-end application, it would be nice to have data sanitizing
and compliance with the data semantics. For example, the “Price” field is
expected to be a number, not a string.

Some of the required changes from the analysis have been implemented
only partially, which had an impact on the front-end part of the application.
For instance, the “Was viewed” flag, which has to indicate if an order was
viewed by an e-shop employee, was added but without taking business logic
into account. So now every order by default has set this flag on the false
value even though the order status is “Customer took goods™.
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The last recommendation for the further version of the back-end applica-
tion is using enumerations for getting control over data stored in the database.
Then using constants and functions to decrease the possibility of an error while
copying the same parts of code.

3.8 Saving user state

As mentioned in the [2.1.2] section, there is a feature, that application remem-
bers a user state, which columns the user has hidden, and what is the panel
layout within the order detail page.

For this purpose, storing the data in local storage was chosen. Local
storage is web storage, where web applications can store data locally within
the user’s browser.

Before HTML5, application data had to be stored in cookies, included in ev-
ery server request. Web storage is more secure, and large amounts of data can
be stored locally, without affecting website performance. Unlike cookies, the
storage limit is far larger (at least 5MB) and information is never transferred
to the server.

Web storage is per origin (per domain and protocol). All pages, from one
origin, can store and access the same data. [28]

An array of the hidden column keys and a definition of the layout for
the react-grid-layout library used within the detail page are stored in the
local storage. The application first looks into the local storage if there are
some user’s preferences. In case there are not, the application will use default
definitions for each component.
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CHAPTER 4

Testing

This chapter describes the process of testing the application prototype. The
application was tested using several approaches. The application was thor-
oughly tested during the development. The acceptance test has been per-
formed after the development phase. The usability test was held as a last
part of the program control. The participants were the current application
users and people with no experience with e-commerce applications. Usabil-
ity testing helped to identify problems and their severity in the application
design.

4.1 Development testing

The source code was evaluated several times for code quality, maintainability,
and readability, using various tools. The main tool is ESLint - static analyzer
of a code. Static means that the quality is being evaluated without actu-
ally running the code itself. For the application implementation TypeScript
was used, simply said JavaScript with static type definitions. Types allow
TypeScript to validate that the code is working correctly.

> eslint . --ext .ts --ext .tsx

Process finished with exit code @
Listing 4.1: The ESLint output

To verify an application’s correctness, user tests were performed after com-
pleting the implementation of each needed feature.

4.2 User acceptance testing

Acceptance testing is formal testing with respect to user needs, requirements,
and business processes conducted to determine whether or not a system satis-
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fies the acceptance criteria and to enable users, customers, or other authorized
entity to determine whether or not to accept the system. [29]

Acceptance testing is a level of software testing where a system is tested
for acceptability. The prototype acceptance testing with the thesis supervisor
has not identified any substantial issues. The prototype meets the critical re-
quirements raised during the analysis, therefore the application was accepted.

4.3 Usability testing

The main purpose of usability testing is to evaluate how easy an application
design is to use by testing it with a group of representative users. Typically,
during a test, participants will try to complete typical tasks while observers
watch, listen, and take notes. The goal is to identify any usability problems,
collect qualitative and quantitative data and determine the participant’s sat-
isfaction with the product. [30]

The usability testing helps to identify design flaws that otherwise would
be overlooked. Usability test allows to:

e Learn if participants are able to complete specified tasks successfully.

Identify how long it takes to complete specified tasks.

Find out if participants are satisfied with the application.

o Identify changes required to improve user performance and satisfaction.

o Identify how well the application was designed.

Participants were asked to think out loud during usability testing to un-
derstand the participant thought process and motivation.

For the usability testing has been chosen remote-moderated method. Remote-
moderated usability tests work very similarly to in-person studies. Despite
the fact that a participant and a facilitator are physically separated from each
other, a facilitator still interacts with a participant and asks them to perform
tasks. [31]

The participant was performing tasks within the application prototype
through the remote desktop connection.

4.3.1 Test plan

The goal of the plan is to document what will be tested, what metrics will
be captured, who will participate in testing, and how the application will be
tested. [32]
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Scope - indication what will be tested.
e Web prototype of the e-shop administration application.
o Tested pages: Orders page, Order detail page.

Participants - the number and types of participants.

e 3 e-shop employees, active users of the current version of the
administration application.

e 2 users without experience with e-commerce web applications.

Equipment - the type of equipment you will be using in the test.
e Desktop

o AnyDesk - application to remote access the prototype

Metrics - questions the participants will be asked.
o Satisfaction questions about the task, difficulty of the task.
Qualitative metrics - focuses on collecting insights, findings how people use
the application.
e Which components are used often?
e Which data are the most important for the user?
o How comfortable is the interface? (Color scheme, chosen icons)
e Do used components help a user to increase a work efficiency in
the application.
Quantitative metrics - focuses on collecting metrics that describe the user
experience.
e Time spent on a task.

e Successful completion rates.
Questions after each task

o Was the task hard to understand/complete?

o What would you like to change/improve to increase the efficiency of
completing the task?

e What feelings do you have about completing this task via the applica-
tion?

Questions at the end

e How would you describe your overall experience with the application?

71



4. TESTING

What did you like the most about using this application?
What did you like the least?
What, if anything, surprised you about the experience?

What, if anything, caused you frustration?

4.3.2 Scenarios

This section contains a list of testing scenarios which had been executed by
the participants.

4.3.2.1 Orders page

Broad view

Do you like what you see on the screen?

Which columns do you use mostly? (If a participant is an e-shop em-
ployee)

What information do you find the most valuable? (If a participant is an
e-shop employee)

What are the most important tasks you perform within the page? (If a
participant is an e-shop employee)

Could colors help you to navigate within the page?

Tasks
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Task 1

Scroll the table, horizontal scroll — SHIFT + mouse scroll.

Hide next columns: Was viewed, Domain, Customer name, VAT
in the Slovakia, In stock, Referrer, Agreement.

Filter Total price column, where price should be greater than 1000 K¢.
Filter Profit column, where price should be less than 100 K¢.
Delete all filters.

Unhide columns, which you used to using in the current administration
application. (If a participant is an e-shop employee)

Task 2



4.3. Usability testing

e Search for the order with a number ID 35090.

e Tell a shipping and payment method for this order.

Tell if the profit is greater than 100 K¢.

Delete all filters / search history.
Task 3

o Filter all orders with status Nevytizeno.
e Tell which orders have a comment from customers.

o Filter orders with printed shipping label.

Delete all filters / search history.
Task 4

e Unhide Domain column.
e Search orders contains string “muj-" within the domain.

Filter orders within 15.11.2019 — 18.11.2019 interval.

e How many orders have been already paid?

o Delete all filters / search history.

Task 5

Filter all orders with shipping method: Geis, DPD, GLS
o Filter orders with payment method: Bankovni prevod
e How many orders have profit greater than 150 K¢?

o Delete all filters / search history.
Task 6

e Search for the order with a number ID 35040.

¢ Go to the order detail. You can use double click on the row or edit icon.
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4.3.2.2 Order detail page
Broad view
e Do you like what do you see on the screen?

e You can resize and reorder panels. Is the panel order comfortable for
your usual tasks? (If a participant is an e-shop employee)

o What information do you find the most valuable? (If a participant is an
e-shop employee)

o What are the most important tasks you perform within the page? (If a
participant is an e-shop employee)

e Could colors help you to navigate within the page?
Tasks

Task 1

¢ Set the payment method for the order on Na dobirku.
o Fill with some text comment from a customer.

e Save the changes.

Task 2

e Change the shipping address street on Ruska 192
e Save the changes.

Task 3

e Change the order of the products.

e Attempt to add a new product.

Task 4

e Find out the status of a package.

o Attempt to print a shipping label for the package.
o Attempt to add a new package.

Task 5

e Change the status of the last history event on Zruseno zakaznikem.
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4.3. Usability testing

e Change the event date on 31.12.2019.

e Save the changes.
Task 6

e Try to reorganize the layout in a way you would comfortably work with
a detail page. (If a participant is an e-shop employee)

4.3.3 Persons and test results

Participant number one

Veronika, e-shop employee.
Summary from the answers to questions from the Orders broad

view:

e An eye icon is a nice functionality to indicate if somebody has already
viewed an order. But it is nice to have an opportunity to reset the Was
viewed flag because sometimes you can click on the order detail by
mistake. Perfectly, having a confirming dialog before resetting the flag.

e For the payment method Cash on delivery is unexpected to see the
Was paid flag with the true value (green icon) because in the current
version of the application this flag is not set even after a customer took
their order.

e Mostly used columns: Order ID, Invoice number, Customer name,
Shipping method, Total price. New columns, which potentially will
be used: Was viewed, In stock.

e Important tasks:

e The shipping method filtration.

e Determine which orders should be processed, for which orders
should be invoice and shipping label printed, and which shipments could
be sent.

e Surely, the green and red icons could help, because a user could say if
the value is true or false at first glance. Generally, colors could help
for better navigation, but the participant does not need to have some
columns colored, such as Shipping method or Order status.

Summary of all notes that were made while the tasks for the Orders
page, were being executed:

e The participant searched the “Columns” button for a long time, she
started to search near the column names and inside a filter row.

75



4. TESTING

HOME  OBJEDNAVKY LogouT

Home / Objednévky

Objednavky Q W O vYmazaT FiLTRY
[m] e “’ Cislo Jméno zakaznika sta 2pisob dopravy ME b atum vytvorent Celkem Uhrazeno Actions.
prohizeno abjednavky  faktury stk
0d [} [ ca ]
® = = = : S8 o e
o Qs 20193890 Ja Marélkové Q@ iz 113900k @ )
o © s 20193891 Frantisa Miksova Q@ meoke @ S W S
o o w0 20103892 Petr izl D @ o 13s000ke @ 8 S
o o w0 20193893 Ivana Kostkova @ wnon 73000k @ /8 S
m] Q005 20193878 Jindiiska Sihankova Q@  anao 104900ke @ P
u} Qs 20193894 Marcela Kaséovs @ iz s @ S WS
o o s 20193899 Petra Vobornikova @ iz swok @ S W $
o o s 20193805 ks @ iz ek @ S W $
u} Qs m © wian wooke @ S B S
o Qs 02019106 Daniel Dosta © wian 2ok @ /S W S

10r0ws ~ Foofsio > >l

Figure 4.1: Custom columns setting of the first participant

o For the participant is important to have an opportunity to search by an
invoice number.

e The participant would welcome the new column or different way of de-
termining if an invoice has already been printed. Because in the current
version of the application they learn, that the invoice has been printed
by the Invoice number column. If there is an invoice number, then the
invoice has been already printed. But in case, that an order has a “By
card” payment method, the invoice number has been generated because
of EET but the invoice has not been printed.

e Nice to have functionality is to print a shipping label immediately after
printing an invoice if the carrier does not require information about a
package weight.

e The participant does not usually use the filtering by the Total price
and Profit columns.

e The participant used to search data within the table using the filters,
not the search bar.

e The choice of the colors and icons are not a suitable for the Comment
column. The participant was confused by the cross mark with the green
colors for an order which does not have a comment from a customer.
After discussing, we came to an opinion, that is better to display icon
only for orders which have a comment and the color could be green or
neutral, for instance - gray.
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Summary from the answers to questions from the [£.3.2.2] Order details
broad view:

e Currently, the prototype shows that shipping and payment addresses
are not the same only when an Address card is in edit mode. The
participant would like to see an alert either in a display mode.

e Important information within the page:

e List of products.

e If all products are in a warehouse.
o Addresses.

o If shipping label was printed.

¢ Detailed information within the Summary card.

e Important tasks:
e Print the invoice.
o Changing addresses, e-mail address, and telephone number.
e Print the shipping label.
o Package tracking.

e Colors are not so important on the page. Maybe only “Order status”
and “Agreement” could be colored.

e The participant would like to have a more visible icon or button for
invoice printing.

o This page looked a little chaotic from the beginning but after panels
reordering it was suitable for work.

e A comment from a customer could be highlighted to easier finding within
a detail.

Summary of all notes that were made while the tasks [£.3.2.2] for the Order
details page, were being executed:

« It would be nice to have a connection with “Zasilkovna” API. When you
change a shipping method on the “Zasilkovna” there will appear the new
window, where you can choose a dispensing point.

e The participant would prefer not to have two small panels: Contacts
and Other. The information could be distributed inside other panels.

o It was hard to find a status of a package.
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Figure 4.2: Custom detail setting of the first participant

Summary from the answers to questions at the end of testing:

e The participant likes about an application that it is customizable.

e Change a placement and highlighting of an “Print an invoice” icon is
critical.

e A way of hiding columns was frustrating for the participant.
Participant number two

Libor, e-shop employee.
Summary from the answers to questions from the Orders broad
view:

e In general, the application looks good but a horizontal scroll bar is small.

e Mostly used columns: Order ID, Invoice number, Domain, Cus-
tomer name, Order status, Shipping method, Creation date,Total
price, Was paid, Referrer, Agreement. New columns, which poten-
tially will be used: Profit, Payment method, In stock.

o Items in the selection menu within the filtration could be alphabetically
ordered for easier navigation.
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Figure 4.3: Custom columns setting of the second participant

e Important tasks:
e The shipping method filtration.

e The order statuses filtration.

e The participant would like to have a color configurator to select which
data will be colored. Shipping methods do not need to be colored. Only
some of the payment methods could be colored.

Summary of all notes that were made while the tasks[£.3.2.1] for the Orders
page, were being executed:

e The participant searched for the “Hide” button in the column name
area. The “Hide columns” icon is not visible and it would be better to
have a button with the label.

e It would be nice to have an opportunity to set colors for Profit column.
Because there are domains for which profit over 100 K¢ is normal, and
there exist domains for which the same profit is small. So, if the user
could set their own preferences in values and colors would be a great
feature.

e The participant would like to have a column Weight where will be the
weight of a package.

e The participant was confused about the Comment column. The best
choice would be displaying the icon only for orders which have a comment
from a customer.
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Summary from the answers to questions from the4.3.2.2| Order detail broad

view:

e Important tasks:

e Check the quantity of products and if they are in stock.
e Check if the order was paid.

o If VAT on the Slovak Republic flag is true and Taxpayer
Identification Number is present, then control if the VAT value is
Z€ero.

o Printing shipping labels.

e Changing an addresses and contact information.

e The application has a small font size.

Summary of all notes that were made while the tasks[4.3.2.2] for the Order

details page, were being executed:
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The participant would like to have a new column within the Products
card - VAT rate.

The participant expected that field editing starts after double click.

The participant would like to have a cross sign at the end of text fields
to delete the whole text within.

The participant would like to see the package status as a new column
within the Packages card.

In the package detail must be link on the Track & Trace system for
tracking the order. It would be nice to have a button to send the tracking
information directly to the customer’s email address with pre-filled text.

It would be nice to have a bigger text field for a Comment from a

customer because a longer comment would be displayed with a scroll
bar.

Company Identification Number and Taxpayer Identification
Number could be validated.

The application could show information if a customer orders in the e-
shop often.

The VAT on the Slovak Republic field could be hidden for orders
within the Czech Republic.
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Figure 4.4: Custom detail setting of the second participant

e The participant would like to see the history event creation date and
time in the history accordion header. This change would increase the
efficiency of a work.

Summary from the answers to questions at the end of testing:

e The participant likes about an application that it is customizable.

o A way of hiding columns and unnecessarily coloring were frustrating for
the participant.

e The application looks modern.

e The participant would like to have an opportunity of a deep search
within all order properties, not only in the visible columns data.

Participant number three
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Alena, an economics student, has no experience with e-commerce applica-
tions.

Summary from the answers to questions from the [£.3.2.1] Orders broad
view:

o The participant likes the application appearance.

e The participant thinks, that colors could help to navigate within the
application.

Summary of all notes which that made while the tasks for the
Orders page, were being executed:

e The participant searched for the “Hide” button in the column name
area. The “Hide columns” icon is not visible and it would be better to
have a button with the label. Another option offered by the participant
is having an additional menu panel where will be “Hide column” option
and which will be opened by a right mouse click on a column header.

e The participant was confused by clicking outside the filter selection,
she expects that the selected filter would be applied immediately after
selecting and she would not do another click outside the selection menu.

Summary from the answers to questions from the Order detail broad
view:

e The participant likes the colors in the Summary card because they are
corresponding with the colors within the Orders page. The History card
could be less colored, the participant does not understand the meaning
of colors in this card.

Summary of all notes that were made while the tasks[£.3.2.2] for the Order
details page, were being executed:

e The participant expected that field editing would start after double click
on the field. She would like to save the changes just by Enter pressing,
not by clicking on the Save icon.

e Icon for showing the package detail is not visible, it was hard to find.
Summary from the answers to questions at the end of testing:

e In general, colors helped at work rather than disturb.
e The participant likes that all required information for work is visible.

e The participant likes about an application that it is customizable.
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e The most frustrating were columns hiding and the manner of details
editing. The participant wants to have the opportunity to edit fields by
double clicking and to save the changes by Enter pressing.

Participant number four

Kyrylo, a software developer, has no experience with e-commerce applications.
Summary from the answers to questions from the Orders broad
view:

e The participant noted that there is a lot of information and colors on
the page.

e The participant liked, that there was a breadcrumb and he knew where
in which part of the system he was.

e The participant noted, that a lot of colors bothered him. But they
would have an opportunity to be helpful if the participant understood
their meaning.

Summary of all notes which were made while the tasks for the
Orders page, were being executed:

e The participant searched for the “Hide” button in the column name
area.

e It would be nice to have the functionality to add the value to filters by
clicking on the value within the table.

e In would be nice to have an opportunity to choose a year and a month
in the calendar component.

Summary from the answers to questions from the Order detail broad
view:

e This page looked a bit chaotic from the beginning because the partic-
ipant was used to seeing the data displayed in the list, not panels and
cards.

e It would be nice to have an icon for Drag’n’Drop functionality, so the
user can drag the panel only when they hold the icon. The dragging
using the whole panel surface could cause inconvenience when the user
would replace the panel by mistake.

e It would be nice to have an opportunity to close and restore a panel.
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4. TESTING

e The participant likes the colors in the particular cards because they are

corresponding with the colors within the Orders page. The History card
could be less colored, the participant does not understand the meaning
of colors in this card.

Summary of all notes that were made while the tasks for the Order

details page, were being executed:

o All tasks were executed without problems.

e The participant noted that it needs to consider if all the color boxes are

required.

Summary from the answers to questions at the end of testing:

The participant liked the application customizability.

The participant liked that the application remembers the user prefer-
ences.

The horizontal scroll within the Orders table would be bigger to be
user-friendly.

The participant noted that it would be nice to have a color configurator.
For instance. change colors for different values of the profit.

Participant number five
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Jiti, e-shop employee.
Summary from the answers to questions from the Orders broad

view:

e The participant noted that there are a lot of colors on the page. Also,

there are a lot of columns and information. At first sight, it is unclear
and it is hard to orient within the table.

Green color is considered as an indicator if the order is in a correct
state, red color vice versa means that order is in an incorrect state. This
corresponds with expectations and with traditional meaning.

Mostly used columns: Order ID, Invoice number, Domain, Cus-
tomer name, Order status, Creation date, Was paid, Profit, In
stock, Agreement. New columns, which potentially will be used: Was
viewed, Comment.



4.3. Usability testing

e Important tasks:

e The participant primarily solves issues which are arising in the
e-shop operation. For example, why an order was not expedited when
all products are in stock.

e The participant would like to change the background of an order row if
all properties are in the correct state.

o Use icons and text instead of colored boxes for each state. The same for
the shipping method and payment method.

e The participant likes that the Profit column is colored but in his opin-
ion, the colored text would be enough, and there no need to use the
colored boxes.

Summary of all notes that were made while the tasks for the Orders
page, were being executed:

e The participant found the “Hide columns” button relatively fast because
he had an experience with the systems which had the same way of design
this functionality.

e The participant noted, that the filter row could be also fixed as column
headers for easier finding it when a user has already scrolled the table
down.

e “Delete all filters” button could be in the filter row, above the actions.

e The colors of the Comment column are correctly used responding to the
business meaning. But the icon choice is not suitable for this purpose,
because users are accustomed to the color-icon combination: a green
check mark and a red cross.

e The application does not obviously indicates clickable areas. So, the
user never notices that he can do double click on the order row, instead
of it the user always will go to the detail page using the detail icon,
which is not always handy.

Summary from the answers to questions from the[£.3.2.2|Order detail broad
view:

e The participant likes that the colors are corresponding with the colors
within the Orders page.

e The participant expected the true/false flags would be displayed the
same way as within the Orders table. For instance, Agreement will be
represented as a green icon, not as colored text.

85



4. TESTING

Home / Objednavky

Objednévky Q W O VYMAZAT FILTRY

s m cislo méno i Zpisab
o Doména Komentat Stay Datum vytuoreni celkem Uhrizeno Zisk Skladem  Odkud piisel Souhias Actons
prohlizeno objednavky  fakiury zdkannika ihvady

]
]

1l
a

@ o r—

o) 13.11.2019 113900 ke

Q@ wx 20195601 1511010 s1800

Miksova

as2ske

sraaKe

& s 2093852 el o) 13112019 133900k

Zakaznik prevzal 20021 ) 14.11.2019 739,00 ke

o) 14.11.2019

Q@ e s e

189K

seadske

6207Ke

Qs 20r9878

o) 14.11.2010

Qs -

& e 20193899 o) 14112010

& s 20n93895 o) 12112019 Tissooke soaike

& s 14112010 96800

0O 00O O0OOo0OoOoooao
©00 00000600
©0000000GOGO
0000000000
A Y Y N N N Y Y Y R %
olo|olo|o|o|loe|l o olo

14.11.2010 270900 ke

Q@ s canorce

101ows ~ 10ofs0 > >l

Figure 4.5: Custom columns setting of the fifth participant

e The participant would welcome to start editing a field after double click
on it.

e The participant would like to not have a Contact and Other cards,
but distribute the information within other cards.
e Important tasks:
e Checking a history on an order and update the status of the order.
e Checking and editing of addresses and contact information.
e Checking products within the order.
e The participant would like to highlight the product quantity in the
Products table. The green color would indicate that the required prod-

uct is in the internal stock, the red color would indicate that there are
products that should be ordered.

Summary of all notes that were made while the tasks for the Order
details page, were being executed:

e The participant would like to see the package status as a new column
within the Packages table.

e The participant expected getting to Track & Trace system after clicking
on a package number.

e It would be nice to have a big button within the Packages table to
create a package when the order has no packages yet.
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Figure 4.6: Custom detail setting of the fifth participant

e Changing history is not usual action, typically the new history event is
created.

Summary from the answers to questions at the end of testing:

e The participant likes that there is an opportunity to filter all columns
within the table.

e The participant expected that all detail cards would be fully responsible.

e The participant does not expect that there would a functionality of
history event editing.

e The participant noticed the search bar within the Orders page at the end
of the testing, the placement is not typical. The participant expected,
that it would be centered or stretched over the length of the top panel.

e The participant would like to have an opportunity of a deep search
within all order properties, not only in the visible columns data.

e In the further versions of the application is nice to have an opportunity
for an admin to set which columns will be visible for a user.

4.3.4 Further improvements

This section summarizes the main requests for changes or improvements that
were arisen during testing.
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The hiding columns functionality could be designed in another way than
it is designed now using the “Hide columns” icon in the upper space of
the Orders table.

The application should have an opportunity to search within all order
properties, not only in the visible columns data.

The “Print an invoice” icon could be more highlighted for easier found
on the Order detail page.

The application could have a color configurator to select which data will
be colored.

The way of displaying if an order has the comment from the customer
should be changed because it was disappointing for the users.

The warning that shipping and payment addresses are not the same
could be displayed all the time, not only in the Edit mode.

The information about the product quantity in the internal stock is
important for users, therefore it should be highlighted.

The application should have a link to the Track & Trace system within
the Packages table.

The font size used within the application could be increased.

4.4 Conclusion

In the chapter [Testing] the prototype testing process was described, what types
of tests were done, how tests were being performed, and the test results. The
code quality tool did not discover any problems with the code. The application
passed through the acceptance testing and was accepted. Usability testing
discovered that all crucial requirements on the application were realized within
the prototype. All usability tests were succeeded. The further improvements
that will improve the usability of the application are summarized in section

434
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Conclusion

The objectives of this master thesis were to analyze the current version of
the E-shop administration application, understand the business domain and
processes that take place in the E-shop operations, collect user needs and
summarize all the requirements on the new administration system. These were
required for designing a low-fidelity prototype of the new emerging application.
The final goal was to implement the prototype application and integrate it
with the back-end application that serves the data. In the end, the created
prototype was properly tested.

All the mentioned objectives were accomplished. The current application
was analyzed, all user needs were assessed. The wireframes and low-fidelity
prototype was designed and accepted. The application prototype was imple-
mented, integration with the back-end part of the administration system was
done and the prototype was thoroughly tested using various types of tests.
Great attention was paid to usability testing with the users of the current
version of the administration application.

A significant part of this thesis was the integration with the back-end
application. The integration was challenging since there was not sufficient
documentation and there were concepts and functionalities required for the
correct communication of the front-end and the back-end application that had
not been implemented. We could have been built the prototype on the mocks,
this could have accelerated the development and could have had an impact on
the implemented features in the prototype.

The implemented prototype will be extended to other pages, such a Prod-
ucts. The main benefit of this thesis is that the skeleton of the final application
is ready and the designed architecture is extensible and scalable.
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APPENDIX A

AJAX Asynchronous JavaScript and XML
API Application Programming Interface
BE Back end

EET Electronic records of sales

FE Front end

GUI Graphical user interface

HTTP Hypertext Transfer Protocol

IDE Integrated Development Environment
JSON JavaScript Object Notation

PDF Portable Document Format

SEO Search Engine Optimization

SPA Single Page Application

SQL Structured Query Language

UI User interface

URL Uniform Resource Locator

UX User experience
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APPENDIX B

Contents of enclosed CD

readme.txt ..........iiiiiiiiat, the file with CD contents description
L] ol oS the directory of source codes

-

.... implementation sources

thesis............... the directory of IXTEX source codes of the thesis

... the thesis text directory

thesis.pdf.. .o the thesis text in PDF format

administration-prototype.pdf...........
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