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Sedláček, Jan. Design of Commercial Bug Bounty Program. Master’s thesis.
Czech Technical University in Prague, Faculty of Information Technology,
2021.



Abstrakt

Tato práce se zaměřuje na bug bounty, objasňuje význam sekćı souvisej́ıćıch
s bug bounty programy a obecným procesem hledáńı bug bounty. Př́ıspěvek
poskytuje srovnáńı s jinými bezpečnostńımi postupy a zd̊urazňuje podobnosti,
rozd́ıly a výhody týkaj́ıćı se bug bounty. Na teoretickou studii navazuje prak-
tická analýza čtyř dostupných platforem poskytuj́ıćıch lov bug̊u jako službu.
Vedle osobńıch zkušenost́ı je u všech čtyř poskytovatel̊u zahrnuta recenze
uživatel̊u a společnost́ı. Práce konč́ı high-level návrhem pro platformu bug
bounty, která zohlednuje shromážděné informace během předchoźıch fáźı.

Kĺıčová slova Bug Bounty, platforma Bug Bounty, lov Bug Bounty, historie
Bug Bounty, HackerOne, Bugcrowd, Intigriti, YesWeHack, Bug Bounty High-
level Design

Abstract

This thesis focus on bug bounty, it clarifies the meaning of sections related
to the bug bounty programs and the general process of bug bounty hunting.
The paper provides a comparison with other security practices and highlights
the similarities, differences and advantages concerning the bug bounty. The
theoretical study is followed by a practical analysis of four available platforms
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providing bug bounty hunting as a service. Alongside the personal experience,
the review of the users and companies is included for all four companies.
The thesis ends with a high-level design proposal for a bug bounty platform,
evaluating gathered information during previous phases.

Keywords Bug Bounty, Bug bounty platform, Bug Bounty hunting, History
of Bug bounty, HackerOne, Bugcrowd, Intigriti, YesWeHack, Bug Bounty
High-level design
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Introduction

Bug bounty hunting is an IT security section, that exits for several years
already, but it is not yet exactly defined and used just by several companies.
Bug bounty hunting is the process of searching for product issues related to
security. The hunting is done by hackers(The term “hacker” in this thesis is
always used as the meaning of an ethical computer hacker, also referred to
as “white-hat hacker.” It is not referring to a person supporting or doing any
illegal activities.), or a security researcher.

Motivation and objectives

The bug bounty is built on the principle of paid per finding rather than time
or supervised project. A usage of bug bounty allows the company to estab-
lish a new process to constantly look for bugs to keep the product and the
company itself safe. It establishes a process of how to approach and resolved
security bugs. To outsource the bug finding, the company can reach a bug
bounty platform, which delivers it to many hackers and specialists. This in-
troduces a new business possibility, create a bug bounty platform to group
people hunting bugs and charge companies for delivering their product to the
group of specialists.

Bug bounty hunting needs to be compared to other used practices for
IT security to see the differences and benefits introduced by a bug bounty
platform. The rise of the bug bounty as a service introduces a new platform
to be developed and analysis is needed, to include all necessary aspects, to
create a competitive product.

Problem statements

A bug presented in the product introduces a problem, especially from the
security perspective to the company and the product itself. To find a bug
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Introduction

during project development is hard due to the complexity of the product,
used tools, principles, etc. To deliver the product to many hackers and security
researchers can be complicated, especially for smaller companies.

The bug bounty needs to highlight its advantages and needs concerning
other security approaches. The existing platforms need to be analysed to
understand the current market and its need by receiving feedback from com-
panies, hackers and security researchers.

As bug bounty is a fairly new term and approach in IT security, the first
chapter will define the bug bounty, briefly mention the short history, and
observed similarities of bug bounty programs. This will be followed by the
next section focused on other more common IT security approaches to find
security-related bugs within a product. These will be as well compared to the
bug bounty to state the advantages presented in the usage of the bug bounty.
The last part will provide an analysis of existing bug bounty platforms together
with feedback from companies and users. This will be used to provide a high-
level design of a platform for a bug bounty.
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Chapter 1
Bug Bounty

At a high-level, the bug bounty program, referred to as a vulnerability reward
program as well, is just published document specifying the scope and rules
available for testing. The principle of the bug bounty is based on the Vulnera-
bility market(by [13] it is defined as a place to trade discovered vulnerabilities
for a reward). The public crowd of security researchers, penetration testers
and hackers are free to test the target, report the findings and potentially earn
a reward. The report is supervised either by a triage team or by the com-
pany itself. The possible exploit and impact of the finding are verified and
forwarded for remediation or mitigation to the responsible team. The reward
received depends on the company publishing the bug bounty program. It can
be in the form of reputation, company’s products, so-called non-monetary or
financial ranging from few dollars to several hundreds of thousands of dollars,
so-called monetary.

Bug bounty, as stated in [14], has increased in popularity in recent years.
Increased popularity and related interest of companies introduced a new con-
cept of platforms associating bug bounty programs of companies in one place
and partially taking care of the triage for submitted reports. The popularity
growth is so significant, that even organisations as the Department of Defense
(DoD) of the United States have their bug bounty programs, moreover, some
are using the services of the 3rd party platforms1. The company can create
a bug bounty program for many areas such as software, firmware, hardware,
multiple different platforms, infrastructure or even data policies.

The interest of companies in bug bounty is supported by continuous moni-
toring by a security specialist, who is paid only for findings. Some bug bounty
hunters had in the past problem with the law as black-hat(in [15] is defined as
a malicious actor doing illegal operation and causing damage to a company)
or grey-hat([15] consists of actors doing illegal activities, but try to report the
findings to the company in exchange for monetary reward) hackers, who are

1https://hackerone.com/deptofdefense - accessed on 2021-02-23
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1. Bug Bounty

now helping to improve the security. The bug bounty is for them a possibility
to use their skills and know-how for legal earning.

In recent years international companies realised the need for enhanced
security and started inviting the external testers more publicly and being more
opened for externally acquired vulnerability information and related exploits.
The possibility of income from the bug bounty program is a new motivation
for previously malicious actors, who earlier shared this information on hackers
forums with low profit and with a potential threat to companies.

An important remark formulated in [16] “There exists no established ter-
minology to describe the current crowd-sourcing patterns for vulnerability
discovery and disclosure. Bug bounties, vulnerability reward programs, secu-
rity challenges, vulnerability hunting campaigns, and related terms are used
more or less interchangeably to describe the same phenomenon.”

1.1 Bug

The objective of hunting bugs in bug bounty programs is usually related to
software. A so-called software bug is related to a code and can compromise
the security of the system, bugs non-related to the security exist as well, but
are not a huge threat from a security perspective and are not being awarded
or the pay bill is unworthy, therefore, they are often not included in bug
bounty programs. The software, policies and product design contain security
vulnerabilities, that have not been intended and are the result of invalid logical
flow, incomplete or wrongly interpreted design, mathematical error or invalid
assumption. Not all bugs are considered as security issues or vulnerabilities,
this depends on the vendor and the intended usages of the product. A bug
may exist in a product for a long period before it is discovered and may not be
observable under all circumstances. Bugs are not generated only during initial
software development but any update, including bug fixing, may introduce
even multiple new bugs or reopen patched bugs.

As a bug, stated in [17], introduces a vulnerability of a system, this vulner-
ability may be exploited by a malicious actor, who will gain the unintended
abilities that may be abused. The bugs are not fully resolved during the de-
velopment phase, as the cost would increase dramatically, as well as there
are many target platforms or scenarios that are hard to be tested within the
accepted scope.

Companies selling their products are aware of bug possibility and to pro-
tect their customers, reputation and earnings multiple methods for bug fixing
have been developed. Companies employ security experts, researchers, engi-
neers, software and policies to minimise the number of bugs available in their
product. With the increasing complexity of these products, with multiple
smaller companies, external researchers, white-hat(in [15] defined as an actor
with a legal approval to compromise a system within agreed boundaries) and
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1.2. History

grey-hat hackers realized the need for identifying the security-critical bugs and
the related economical value.

1.2 History

The origins of Bug bounty hunting are in the Old West, where financial re-
wards were published for criminals death or life. Even in the 19th century,
these hunters were part of the U.S. government and law system. These hunters
had the right to imprison a person or force him to step forward to the sheriff
or any other law institute. The modern bug bounty hunters of the IT world
have their origin at the end of the 20th century.

The very first public campaign, documented in [18], was launched in 1983
called “Get a bug if you find a bug“ published by company VRTX inviting
specialists to search for a bug in microprocessors sealed in silicon. The reward
for a valid bug was a Volkswagen Beetle or $1,000 cash. The next bug bounty
program, as archived in [19], came twelve years later in 1995 from Netscape’s
software engineers with the release of Netscape navigator 2.0. This bug bounty
as well as the VRTX from 1983 contained exact scope. For the finding of
a security bug in the navigator, there was a cash reward. The idea was to
encourage an open review by the public and create a product of higher quality.
The program lasted till the final release of the product and multiple findings
were fixed due to this program.

Unfortunately, this methodology was not immediately followed by other
vendors and there were no publicly documented programs till the beginning
of the 21st century. In 2002 came a huge milestone for the Bug bounty as the
idea is common nowadays. The organisation iDEFENSE, as described [20],
announced its Vulnerability Contribution Program, the program was the first
type of Bug Bounty as a service. The company collected vulnerabilities in
software not related to their products. They verified the vulnerabilities, their
exploits and impacts, rewarded the finder with a cash value and acted as a
middleman of the researcher and affected company. This idea was followed by
the Zero Day Initiative2 in 2005 who took over and continued with the same
idea.

Finally, in 2004, as summarized in [21], the first well-known company
started with its bug bounty program. Mozilla announced a security bug
bounty program for critical vulnerabilities in the end-user software developed
by the company. This program is still active nowadays3. Hackers and secu-
rity researchers can be still awarded for bug reporting. In 2010 was a huge
kick-off to the public, as described in [22], as Google similarly started their
bug bounty programs as Mozilla did and many corporations implemented the
bug bounty programs as well in the same year. Mozilla expanded the program

2https://www.zerodayinitiative.com/ - accessed on 2021-03-15
3https://www.mozilla.org/en-US/security/bug-bounty/ - accessed on 2021-02-27
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1. Bug Bounty

Figure 1.1: Poster created for bug bounty program. [1]
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1.3. Content of bug bounty programs

and Federal agencies and corporations started the same trend. Shortly other
technological giants followed, as Facebook in 2012 to enforce the security of
provided services.

The final important steps happened in 2012 when Casey Ellis founded
the Bugcrowd4 and Jobert Abma with Michiel Prins founded HackerOne5.
These organisations are nowadays one of the biggest public platforms offering
bug bounty as a service. These platforms connect world-class hackers with
companies and support the education of new specialists.

Nowadays, as describes [23], there are unions of organisations, those even
created bug bounty programs to search for bugs in non-profiting products and
open sources, such as Ruby on Rails6 and other common frameworks.

1.3 Content of bug bounty programs

As the bug bounty lacks an exact definition of boundaries, the same holds for
the published bug bounty programs structure. It can be freely customised,
and even the 3rd party services do not use standardised templates. However,
even as there is no exact definition, there are similarities, that can be seen
as required, these include scope and rules. Findings presented across this
section have been observed based on multiple HackerOne programs (Matter-
most7, PlayStation8, Xiaomi 9), Bugcrowd programs (1Password10, Netflix11)
and self-hosted programs of Facebook12 and Microsoft13. The naming of these
sections may vary, and companies can include additional sections such as re-
ward scaling and description to enhance the provided information and attract
more testers.

Some 3rd party software providers standardised these rules as a standard
for all programs, as long as the customer does not specify differently. The
Bugcrowd in this document14, for example, lists a set of vulnerabilities that
by default will not be considered as the worth of bounty, Reward explanation,
or confidential obligations to be followed by any user of Bugcrowd.

4https://www.crunchbase.com/organization/bugcrowd - accessed on 2021-02-22
5https://www.hackerone.com/company/leadership - accessed on 2021-02-15
6https://hackerone.com/rails?type=team - accessed on 2021-03-05
7https://hackerone.com/mattermost?type=team - accessed on 2021-03-05
8https://hackerone.com/playstation?type=team - accessed on 2021-03-05
9https://hackerone.com/xiaomi?type=team - accessed on 2021-03-05

10https://bugcrowd.com/agilebits - accessed on 2021-03-05
11https://bugcrowd.com/netflix - accessed on 2021-03-06
12https://www.facebook.com/whitehat - accessed on 2021-03-06
13https://www.microsoft.com/en-us/msrc/bounty - accessed on 2021-03-03
14https://www.bugcrowd.com/resource/standard-disclosure-terms/ - accessed on 2021-

02-12
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1. Bug Bounty

Figure 1.2: Overview of the Mattermost bug bounty program on HackerOne
[2]

1.3.1 Overview

This section has various names, such as Purpose or Details, and is more com-
mon to the programs hosted on 3rd party services. It is not that common
for self-hosted solution. The content varies as well, but it serves as a brief
description of the company, motivation of the bug bounty and links to addi-
tional resources. It is common, if the company runs an additional vulnerability
disclosure policy ([24] and [25] explain the vulnerability disclosure policy as a
process of handling newly reported vulnerabilities by external actors. In more
details described in next chapter), to state that discovered vulnerability that
is out of scope can be reported using the VDP.
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1.3.2 Scope

Every single bug bounty program should have a section called scope, alterna-
tively, the section can be named as a target or any similar name not changing
the meaning dramatically.

The scope of the program contains details of what can be scanned with the
related program. The listed targets can be scanned by the security researcher
or hacker, but in case of additional sections, such as out of scope, rules, etc.
these must be satisfied as well. The scope does not only contain what can be
scanned but as well what kind of vulnerabilities are accepted and should be
reported.

Most commonly the scope contains a set of URLs, even with regular ex-
pressions for sub-domains, for the scanning of the web applications. Besides,
it becomes increasingly more common to include testing of a software prod-
ucts developed by the company. Some companies such as PlayStation, for
example, created a program15 to test the hardware they created, “We are cur-
rently interested in reports on the PlayStation 4 and PlayStation 5 systems,
operating systems, accessories and the PlayStation Network.”

The out of scope section is used to briefly list the types of vulnerabilities
and targets that are prohibited to be tested for a given bug bounty program.
This section is partially overlapped with the following section specifying the
rules for the testing.

1.3.3 Rules

This section is quite rare, but if it is present, it contains important information.
Some companies have additional requirements, that for some reason have been
moved outside of the scope section. A common requirement in this section is
a set of rules on what not to perform as testing, who can conduct the testing
and how.

Custom Examples from analysed programs with generalised naming:

• Submit one vulnerability per report unless you need to chain vulnera-
bilities to provide impact.

• Do not commit privacy violations, destruction of data, or interruption
or degradation of our service.

• Create test accounts or test content to avoid affecting real users

• Do not test vulnerabilities on user accounts that you do not own or have
rights to access or control.

• Provide details of the vulnerability finding, including information needed
to reproduce and validate the report

15https://hackerone.com/playstation?type=team - accessed on 2021-02-17
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1. Bug Bounty

• Please make sure to use the User-Agent string
companyName BountyProgram UserName while testing

• Tools without the User-agent string
companyName BountyProgram UserName may result in ban

• Social Engineering (e.g. phishing, vishing, smishing) is prohibited.

• Automated requests/scanning must be kept to under 45 requests per
minute.

The rules are crafted by the company to control the testing procedures
and distinguish the testing procedure from the potentially malicious attack.

1.3.4 Reports

The section specifying how to report the findings to the bug bounty program.
It is common for self-hosted bug bounty programs. The section usually lists
the general best practices on how to write a qualitative report. Highlights
to include technical details of the vulnerability, description of its impact and
involved product with the version number. Besides, it is reasonable to provide
steps on how to reproduce the vulnerability. This section briefly specifies as
well where should the report be submitted and what kind of security mea-
sures should take place, for example, email encryption, password protection
attachments and supporting material to accomplish this.

The hosted bug bounty programs usually have any kind of fill-in form
for the users to submit the report16 with the correct form and to provide a
common template for all the findings.

1.3.5 Rewards

The concept of the reward is important as a motivation for users to participate
in the program. The rewards usually have two different forms. A reward for
the vulnerability finding can be either monetary or non-monetary.

The monetary rewards are more popular among testers. They are being
publicly discussed using social media, where researchers boast themselves with
high payouts17,18. This encourages new researchers to join the bug bounty
community. The amount paid by the company has a general rule, for higher
severity the higher payout, but no threshold is guaranteed to be paid for any
severity range. Therefore, this introduced a big difference in the market. The
PlayStation will pay up to $50,000 for critical severity in PlayStation 5 or 4, on

16https://docs.bugcrowd.com/researchers/reporting-managing-submissions/reporting-a-
bug/ - accessed on 2021-02-18

17https://twitter.com/alaa0x2/status/1372598185810669570 - accessed 2021-03-19
18https://www.polygon.com/2021/3/16/22334214/gta-online-loading-times-t0st-update-

bug-bounty - accessed 2021-03-18
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1.3. Content of bug bounty programs

Figure 1.3: Overview of rewards by Playstation on HackerOne [3]

the other hand, smaller and less popular company Mattermost will award the
researcher for critical vulnerability up to $2,000 as both companies defined
these ranges in their programs using HackerOne. This section as well may
contain how the money is transferred or what are the additional conditions
for the rewards to be paid out. Usually, the reward is provided after the bug
is considered closed. The payout methods are specific to the provider of the
bug bounty and consist of some kind of bank transfer, or via different services
such as PayPal, Currencycloud, cryptocurrency etc.19

The non-monetary rewards are slightly less popular but still appreciated.
This reward has two general concepts, in the form of fame and product,
voucher, or any other swag reward. From these two categories of non-monetary
rewards the products, vouchers, or any other form of swag reward are not that
appreciated concerning fame. The fame is usually in the form of some ranking
points for bug bounty platforms and a hall of fame for the companies running
self-hosted bounties. At first glance, this looks like not a valuable achieve-
ment, but it can be well-used in CV especially in the security area. Fame is a
kind of proof of the user’s knowledge, know-how and proficiency that can be

19https://docs.bugcrowd.com/researchers/payments/setting-up-payment-methods/ - ac-
cessed 2021-03-04
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handy for further career20,21.

1.4 Closed and public programs

Bug bounty programs, as state [26] and [27], can be divided into two major
groups by availability. The program can be either publicly accessible, and
anyone can contribute, or the program has been established as private and the
owner can define researchers and hackers who have access. Historically the
programs were public, but with the rise of bug bounty platforms concentrating
the specialists on one place and with some additional rating to these users,
private programs came in place.

The public program is simply published on the Internet and anyone can
access it, regardless of the company having a self-hosted solution or used
the 3rd party as Software-as-a-service. As anyone can access the program,
read the scope and perform testing research, the public program has more
submissions of findings and is inspected from multiple perspectives. More
reports generated mean, there is more work and human resources required to
verify the findings or mark the report as duplicate. This extra work, no matter
which deployment option is used, increases the cost of the bug bounty program
with possibly higher security. Besides, the company’s name is associated with
an interest in IT security, which improves the image of the company and could
introduce new opportunities.

Private or closed programs, as [28] explains are based on the invitation
of researchers and hackers into this program. This concept has become in-
creasingly popular with the rating of hackers and researchers based on various
metrics such as the number of findings, testing tools contribution, experiences
and successes in CTF and other practices, that the organisation concentrating
hackers and researchers implemented. The advantage is that the invitation
may filter out the inexperienced users who may incorrectly report findings and
generally, it decreases the traffic and stressing of the target.

From the perspective of researchers and hackers, the closed campaign gives
a possibility to check for a target with a lower concentration of users, and
therefore a better chance to have findings concerning a report to the public
program where thousands of users act and test on a daily basis. The invitation
to a private program may be seen as a privilege and reward22 for hard-working.
Generally speaking, the private programs introduced an interesting aspect, but
even the best hacker has no guarantee to match the constraints of the private

20https://www.indeed.com/viewjob?jk=f00bb3f7dc70dcba&tk=1f1ht10bh3kkj002&
from=serp&vjs=3 - accessed 2021-03-15

21https://www.indeed.com/viewjob?jk=4af45f7f7d054a0f&tk=1f1ht10bh3kkj002&
from=serp&vjs=3 - accessed 2021-02-16

22https://docs.hackerone.com/programs/private-vs-public-programs.html - access on
2021-03-15
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program with relation to obtained ratings. Most companies still use public
programs as they prefer more researchers.

1.5 Time-bounded and ongoing programs

The program can be as well time limited as unlimited, depending on the aim
of the company. Short time programs23 are usually with the special aim or as
a trial of a bug bounty for a new company.

Programs without time limitation are published and remain active for con-
tinuous submissions of reports. These programs are usually associated with a
company that evolves the scope of the program to include or exclude objec-
tives as the business progress. As an example, Google24 initially started with a
scope containing www.google.com as the company kept expanding additional
web applications have been included in this scope as well. The time-unlimited
programs are more often used, but this does not mean, that the company can
not withdraw from the program. Simply saying during the publishing time,
there is no known termination of this program.

Time-bounded bug bounty programs are usually of two different types.
The private programs are usually listed for a limited period and after this pe-
riod they either become public or terminate. The second type of time-limited
programs is related to the releases. In case the company has a new product,
it can create a time-limited campaign to test its security and functionality be-
fore it is delivered to the final customer. These programs have more detailed
scopes to test the critical features of the new product. The same approach is
used with software and hardware versions and their support.

1.6 Self-hosted bug bounty

In case the company decides to take care of the bug bounty program itself,
it must define an exact procedure on how the reports of discovered vulnera-
bilities should be submitted to the company and how to attract and deliver
them to the security public. This approach is not much popular, but some
companies25,26, especially the bigger ones do it. As a simplified version of a
self-hosted bug bounty service may be seen a vulnerability disclosure policy
or program (VDP) described later as an alternative to a bug bounty.

As Jason Pubal described in [29] and H. Fryer with E. Simperl in [30], the
security researchers or hackers need to have a clear guideline on how to submit

23https://www.hackerone.com/product/challenge - accessed on 2021-02-22
24https://www.google.com/about/appsecurity/reward-program/ - accessed on 2021-02-

16
25https://www.avast.com/bug-bounty - accessed on 2021-02-24
26https://lisk.io/bug-bounty-program - accessed on 2021-02-24
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Figure 1.4: Examples of self-hosted bug bounty programs and platforms [4]

the finding report which must be exactly defined and provide approval. More-
over, it is an invitation the researchers and hackers to freely check within the
included scope for vulnerabilities. The submitted reports should be delivered
to a team, that will verify the existence of the exploit, check the described
impact and decide on how to proceed further. As for any other vulnerabil-
ity, it must be decided if the vulnerability should be mitigated, remediated
or not resolved with relation to the possible impact and costs related to the
remediation or mitigation process. To complete the process as a bug bounty
program, the response should be provided to the researcher with information,
if the vulnerability has been already reported, if it is seen as impactful to be
rewarded or to clarify some misunderstanding.

The company must take care by itself to proceed with payments and de-
ployment of the information to the public crowd regarding the scope of the
testing, out-of-scope targets and additional information to provide the re-
searchers starting point. A common practice is as well to define a financial
boundary with relation to the severity of the vulnerability.

1.7 Bug bounty as a service

As summarised in [31], originating from the idea of the Zero Day Initiative
the company does not need to create its bug bounty program, but it can be
outsourced. The increase of bug bounty popularity introduced a new com-
pany that provide bug bounty platforms used by 3rd party companies, to
deliver their bug bounty programs to security researchers and hackers or com-
pletely outsource the process to a provider of Software-as-a-Service (SaaS).
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These companies introduced an enhancement to the bug bounty programs by
offering a triage team, closed campaigns, a huge community of hackers and re-
searchers and ranking of users by success. Besides, there are no requirements
for deployment resources used for hosting the bug bounty program, and it
decreases the initial investment into technologies and human resources.

The offered triage team can either fully manage the triage or just partial
manage. Triage team duties described in [32] clarifies, that the triage team is
responsible for the submitted reports, it will do the validation and verification
of discovered findings. In case of a duplicate or reports not matching the
customer’s requirements, the case is closed by the triage team. The team as
well takes care of the communication with the submitter. For more serious
findings the triage team may collect additional data for the vulnerability,
propose a plan on how to fix the vulnerability or rate its severity and submit
it to the company for confirmation and further steps.

The provider has a community of hackers, that may be rated based on find-
ings, contribution, etc. and an organisation may profit from such information
by establishing a closed campaign to control the number, quality and special-
isation of hackers and security researchers testing the program. The software
provider ensures, that details of this bug bounty program are not publicly
accessible and are delivered only to the users matching the constraints.

1.8 Benefits of bug bounty program

As stated in [33], [34] and [29], the bug bounty is a highly competitive envi-
ronment, which keeps pushing the abilities and knowledge of the users. This
produces more skilled individuals or groups of teams that provide professional
testing, introduce a new point of view and another point of control of the
entire life cycle of the product. Massive progress in digitalization took place,
many companies implemented either formally or informally software devel-
opment life cycle (SDL). The bug bounty included in the SDL increases the
overall security of the delivered product. It may point out a specific area of
the product that is vulnerable and may need to be redesigned, it helps the de-
velopers to sharpen their skill and consider as well the security view. The bug
bounty supports a security-aware culture across the developers as they work
with reports submitted by specialists and the business department develops
an understanding of the risk and the importance of feedback from the public
crowd. The bug bounty if used in correct circumstances is not expensive and
provides control of the product that is comparable with penetration testing
or red teaming.

15



1. Bug Bounty

1.9 Summary

A Bug bounty is a new security approach, that provides enhanced security by
supervision of experts in related areas. The possibility to outsource the bug
bounty programs to 3rd party software providers makes it available even to the
smaller companies, that could not afford to create the self-hosted solution. The
method of pay per finding is beneficial if the company took security measures
before the publishing of the program. The investment is low and provides
real experts control. The most important thing remains a precise definition
of the scope, out of scope objectives, and well-formulated requirements and
rules of the program to avoid legislation problems and attract attention. The
possibility of time-limited or private campaigns allows the company to select
a group of specials conducting the testing and include bug bounty as a part
of the deployment process of a new product.
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Chapter 2
Alternatives to Bug Bounty

A bug bounty is a security tool improving security by continuous monitoring
and testing by the public crowd. There are multiple different tools, that search
for vulnerabilities and misconfigurations in a given scope, some of them are
listed below with a comparison to the bug bounty programs based on collected
information in the previous chapter.

2.1 Vulnerability disclosure program

Megan Brown said in [35], “Companies that lack a clear vulnerability disclo-
sure program are at increased risk should a security researcher find a vulner-
ability.”

As described in [36] and [37] Vulnerability disclosure programs, or for short
VDP, have been evolving alongside the bug bounty. The VDP is there to be
used by security researchers or any actor, who discovered a finding regarding
a company’s product. It offers a straight forward, secure and simple way
to report the finding with all the evidence to the organisation. It carries
additional information regarding triage, workflow for remediation or reward
for this finding. This program as well contains information regarding the
accepted scope27 for the findings which are extremely important to define a
legal scope of testing for vulnerabilities or security findings. The VDP as well
allows any company to have so-called responsible disclosure, a period when
the vulnerability is not known to the public. This gives additional time to the
company to fix this vulnerability and protect its assets or customers. In the
case of missing VDP, the vulnerability may be publicly disclosed or exploited
by a malicious actor and cause damage to the company.

[38] claims, that recently the need for VPD has raised in popularity and
government services in the US are already implementing and using the VDP

27Range of URLs, products, software versions, IP addresses, etc.
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to strengthen their securities. Multiple big international companies28 29 are
running VDP alongside Bug Bounty programs. It has been recommended even
to the public sector to use a VDP as support of standards ISO 2914730 and
ISO 3011131. With such a trend, there are as well as companies offering the
VDP as a Service to simplify the process for other companies.

The complete process of VDP, summarised in [36] and partially in [38],
consists of four steps. Collection of the report with a description of the vul-
nerability, exploitation impact and additional information provided by the
researcher. Security together with the development department performs an
analysis of the report, verification of the vulnerability and propose sugges-
tion to mitigate or remediation the vulnerability. For approved mitigation or
remediation, corresponding steps are performed to remove the vulnerability.
With the vulnerability being resolved, it will be disclosed and published, to
other companies32 that may scan its assets for this new vulnerability.

2.1.1 Bug bounty comparison

In general, the vulnerability disclosure program and bug bounty provide en-
hanced security to the organisation. In both cases, multiple actors are checking
the security of the product to protect the company’s assets for no, or limited
initial investment and provide long-term protection.

From the company’s perspective, the VDP and Bug bounty have the same
procedural requirements. Announce what can be checked, how the findings
should be reported, verification and fix reported findings. Besides, both VDP
and Bug bounty shows publicly the security interests of the company and
invite security researchers to participate.

One of the main differences is that the vulnerability disclosure program is
a methodological workflow, how vulnerabilities or security findings should be
reported and delivered to the organisations to be resolved, which is a sub-part
of the bug bounty. The VDP are not always associated with a reward of any
kind, or the reward may not be financial. The bug bounty, on the other hand,
is usually provided with a financial reward, and it is more public to invite the
crowd to participate in the testing.

28https://www.tech.gov.sg/report vulnerability - accessed on 2021-03-01
29https://www.avast.com/coordinated-vulnerability-disclosure - accessed on 2021-03-01
30https://www.iso.org/standard/72311.html - accessed on 2021-02-18
31https://www.iso.org/standard/69725.html - accessed on 2021-03-01
32https://www.bugcrowd.com/resource/standard-disclosure-terms/ - accessed on 2021-

02-12
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2.2 Vulnerability scanning, management,
assessment

The scanning of a system, described in [39] and in [40] is an automated process
of scanning for vulnerabilities. The scanner performing the testing looks for
weaknesses or misconfigurations in networks, web applications or the whole
machine. The scope of such testing is defined at the level of the scanner. Dur-
ing the scanning, the scanner is connected to multiple databases referencing
known security flaws, misconfigurations and vulnerabilities. After the scan
is complete most of the vulnerability scanning tools generate a report sum-
marising the security level of the scanned target, list of vulnerabilities and
their references in some public databases and their severity, using for exam-
ple CVE(Common Vulnerabilities and Exposures system of reference-method
for publicly known vulnerabilities and exposures)33, NVD(U.S. Government
repository of standards-based Vulnerabilities)34, CVSS(Free and open indus-
try standard for assessing the severity of vulnerabilities.)35.

The scan can be performed in multiple different configurations to signifi-
cantly impact the final result of the total number of vulnerabilities and their
validity. The scan can be either intrusive or non-intrusive, this defines how
aggressively will the scan try to match the vulnerability and exploit it after-
wards. For more intrusive scans the results are more likely to be without
false-positives and a better impact description is provided, but some damage
can be done, or instability may appear during the testing.

Besides this, as explained in [39], the scan can be executed from different lo-
cations. The external scans are testing only the part of infrastructure exposed
to the internet. External scanners provide vulnerabilities that a potential at-
tacker may use to penetrate the organisational infrastructure. Internal scans,
on the other hand, provide an overview of vulnerabilities in case an attacker
would gain access to the system. Generally speaking, the internal scan can
provide a much more detailed overview.

In addition to these, vulnerability scans can be either authenticated or
non-authenticated. An authenticated scan requires additional configuration
for logging in to the system during the scanning and provide much more
details in the report, as it can interact with the target in a closer fashion.

The vulnerability scanning is just the first step in a more complex pro-
active approach described in [40], to manage security by reducing the potential
of the system compromise. The entire process of vulnerability management
should establish control and process flow to identify and work with vulner-
abilities. Vulnerability management consists of several steps and should be

33https://cve.mitre.org/ - accessed on 2021-02-15
34https://nvd.nist.gov/ - accessed on 2021-02-15
35https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator - accessed on 2021-02-15
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Figure 2.1: Cycle of vulnerability management process [5]

performed periodically. It has been standardised in ISO 2700036, ISO 2700137

and ISO 2700238, and it is a common business requirement to be performed.
The next step of vulnerability management is to identify and verify the

vulnerabilities. The scanner may produce some false-positive findings, and it
requires additional control. This may result in the exploitation and verification
of reported vulnerabilities by an expert. The verified vulnerabilities must be
further analysed to determine their actual severity and impact. The scanner
will provide some high-level idea of the severity, but it must be further analysed
concerning the company and the real-world risk exposure, policies, usage, etc.
This includes how complex is the exploitation process, the business impact of
such vulnerability, additional security measures related to this vulnerability
and other factors defining the real threat to the organisation and based on this
prioritise them. The next steps required to fix the vulnerabilities that should
be solved. There are three possible approaches. Remediation, the process
of fixing the issue by patching or correcting the vulnerability. Mitigation
introduces a temporary solution by decreasing the impact of vulnerability or

36https://www.iso.org/standard/73906.html - accessed on 2021-02-15
37https://www.iso.org/isoiec-27001-information-security.html - accessed on 2021-02-15
38https://www.iso.org/standard/54533.html - accessed on 2021-02-15
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the likelihood of exploitation. The last approach is to ignore this vulnerability,
because it may be too expensive to mitigate or remediate the vulnerability
concerning the exploit. This should complete the process, and it should be
restarted.

The process of a vulnerability assessment is a systematic review of an
asset to find security weaknesses. The whole process is similar to vulnerability
management. The assessment is often done by an external consultant, and
it is a project with defined time scope. It consists of the same phases. The
consultant within an agreed scope performs a vulnerability scanning, rates
the finding according to technical severity and suggests steps and measures to
resolve those security vulnerabilities, together with a business impact on the
company. The vulnerability remediation or mitigation is out of the scope of
the vulnerability assessment and should be done by the company itself.

2.2.1 Bug bounty comparison

The possibility to automate the process of vulnerability discovery introduces
an upper hand concerning the bug bounty, which is still developing the process
of automation. The vulnerabilities already published in shared vulnerability
databases should be discovered by the scanning and resolved as soon as pos-
sible to minimise the risk. On the other hand, the bug bounty introduces the
supervision of a human specialist and seeks new, unknown vulnerabilities. In
case the company does not implement vulnerability scanning on a periodical
basis, the bug bounty researchers will see many vulnerabilities available to the
report even with high severity and earn a lot of bounties. The vulnerability
management should be a continuous process, ideally the same should hold for
a bug bounty program, but it depends on the company’s policy. The com-
mon period for vulnerability scanning is one month or less. As vulnerability
management introduces a process for fixing the vulnerabilities, it should exist
for a company, even if the company has a bug bounty program, to have a
clear process on patching the reported bugs. This should be set up in advance
of the creation of the bug bounty program, to fix the simplest and publicly
known vulnerabilities.

2.3 Penetration testing

The process of penetration testing, as described in [41] aims to test the secu-
rity of companies, their software and infrastructure. The tester uses available
vulnerabilities combined and the additional knowledge of the underlying sys-
tem. The result of the testing is a detailed report describing possible attack
vectors and possible threats to the organisation. Penetration testing is usually
defined by a dedicated scope and with an initial set of information. The main
difference with vulnerability testing is the exploitation phase of vulnerabilities
and usage of vulnerabilities to gain access to the critical infrastructure of the
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company, which was not necessarily impacted by discovered vulnerabilities at
first. The process of penetration testing is not automated, it requires a spe-
cialist who looks at the information, uses the correlation of information and
interactions of the system to provide additional information concerning the
vulnerabilities of the system. During the penetration testing, the results of
vulnerability scanning are often used or the vulnerability testing is done as
part of the penetration testing.

The tester may be provided with detailed information of the whole system,
used software, network topologies and used security policies, so-called scenario
is White box testing. The other side of the spectrum, so-called Black box
testing, provides no information and the testers must gather this information
themselves. In between, there exists a Gray box testing, with some additional,
but not complete, information to the tested subject. The Black box testing
aims to more real-world attack simulation, where the White box testing may
provide more comprehensive details of the system and its security holes that
would be hard or impossible to find without extended knowledge of the system.

The scope, described in [42], defined for the testing defines which assets
should be tested during penetration testing. The scanning can focus on Web
Applications, where the penetration testing may report even weak password
policies, invalid business flow or sensitive data disclosure. Commonly the
testing focus on the network infrastructure, where the tester checks firewall
configuration, network segmentation and endpoints. Similarly, the test can
scope the cloud environment, which rose in popularity39 during recent years.
Less often the testing consists of social engineering, which uses humans, their
behaviour, to gain access and to disclose private data. A typical example
of social engineering is impersonating and phishing campaigns. The testing
of physical security is not that common, but it often discloses very serious
problems of security.

Deviant Ollam said in [43] at the SANS ICS 2018 conference “The most
important thing in the building, which is the key cabinet. You got all your
expensive locks and keys, put them behind the worst lock ever.”

Independently of the scope or scenario used for the testing, it consists of
multiple phases.

Reconnaissance, together with planning, starts the whole process. This
consists of gathering as much information as possible, monitoring and analysing
the publicly available information.

The follow-up is scanning the scope for vulnerabilities and possible security
holes to identify the likely entry point to the system.

Exploitation and maintaining access to the process of compromising the
system and gaining access to as many systems and data is the next step. Some

39https://techhq.com/2021/02/cloud-computing-spend-increased-by-a-third-in-2020/ -
accessed on 2021-02-18
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Figure 2.2: Cycle of penetration testing [6]

additional software may be installed to maintain the access or to demonstrate
the impact of such an exploit.

The final step consists of reporting detailed steps used to gain access, the
possible impact and disclosed data during the testing.

Penetration testing, is summarized in [41] and [42], provides many benefits
to the company. It provides enhanced details of the importance of the asset,
and the possible vulnerabilities with the real impact, allows the non-IT sector
to see the critical need of the security. It provides protection of customers and
improve the provided service, follows the policies and compliance, maintaining
required security controls to auditors such as ISO 2700140. It minimises the
potential damage to the company image and financial loss caused by a real
attack. It provides an in-depth analysis of the IT infrastructure and the ability
to defend it and sustain incidents.

The requirement, stated in [44], of a trained expert, disables the possibility
of big automation of penetration testing. One of the suggested solutions, that
are slowly being adopted by companies, is Artificial intelligence. The develop-
ment started several years ago, and nowadays, there are first serious products,
conducting penetration testing with minimal or no human interaction. Still,
there is a majority of the market advertising the products as automated pen-
etration testing41, but the process is much more similar to the vulnerability
assessment. Not only the AI can notice the context in more complex scenar-

40https://www.iso.org/isoiec-27001-information-security.html - accessed on 2021-02-15
41https://www.intruder.io/automated-penetration-testing - accessed on 2021-02-19
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ios, but it avoids human error, which may be significant and with the growing
scope and complexity is more and more likely. The time requirements and
possibility for scheduling the test based on the company’s need provide as
well as an upper hand.

2.3.1 Bug bounty comparison

Bug bounty and penetration testing are one of the most similar processes.
Both are usually outsourced to the external actors and test the target scope
in great details, but extend the possibility of an automated scope. The most
significant is the impact the actors search for. The bug bounty searches for
bugs and uses this to produce a workflow, that would have a notifiable impact
on the target. Submitted bugs without an impact will usually be rejected
or not awarded by the company. The reasoning is, that this bug as it is
presented in the report without an impact do not show the possible threat to
the organisation. Therefore, the bug bounty hunter needs to step further, but
still follow the scope and all the rules of the program and show that the bug
may lead to something more impactful. In the case of penetration testing,
the report will be composed, and it is not paid per finding, but for the whole
project. Therefore, the penetration tester should as well report these bugs,
that may not be currently exploitable or have no impact. Penetration testing
is usually a part of compliance such as PSA42, PCI43, etc.

The penetration testing is done by a specialist, usually having some cer-
tifications and therefore there is a guarantee of a certain quality level. This
report may be presented to the stakeholders as a reasonable argument regard-
ing the security of the product. From the bug bounty perspective, the testing
is as well done by a specialist, but there is no guarantee, how much or how
in details, who and what exactly was tested. Therefore, this can not be used
for argumentation with compliance. The bug bounty introduces a long time
testing, for the well-formatted and interesting program, the researchers and
hackers will keep the testing of scope for a longer period. The penetration
testing is usually conducted in a relatively short period and the cost is quite
high even for no findings. Nevertheless, it is reasonable to conduct penetra-
tion testing periodically to have a complex document describing the security
maturity of the tested scope. It is as well reasonable to have penetration
testing before the bug bounty program and resolve the reporting, as the not
significant findings by penetration testing may be exploited over time.

As well as the White box testing, the tester has an upper hand concerning
the bug bounty, which is almost always a black box testing. The exploitation
even though the impact is important can not exceed a certain threshold in bug
bounty. The company is not aware of the testing of the specific element at

42https://www.investopedia.com/terms/p/public-securities-association.asp - accessed on
2021-02-19

43https://www.investopedia.com/terms/p/pci-compliance.asp - accessed on 2021-02-19
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a specific time, when the bug bounty tester tries to exploit the vulnerability
further. Therefore the testing should be stopped at a certain level and report,
on the other hand, the penetration tester performs this in a certain scope and
the technicians are aware of this and the penetration tester can exploit the
vulnerabilities a bit further.

2.4 Red and Purple teaming

“The best defence is a good offence”, a famous quote by an unknown author
defines the meaning and purpose of Red teaming, it helps business to remain
competitive while securing their processes and interests. Red Team described
in [45] has its origin in the military and its techniques to conduct a stress-
test strategy, discover the weak point in the entire structure and test the
countermeasures of the organisation. It is based on the group that plays the
role of an intruder, enemy or competitor intending to evaluate the security
status of an organisation. Red teaming is often confused with penetration
testing as there is no exact definition of what is complex penetration testing
and simple red teaming.

A Red team assessment, as generalized in [43], is a goal-based activity
with a general scope, usually the entire department or whole organisation.
The complexity and combinations of techniques result in a complex testing
procedure, that concerning the penetration testing requires a longer period
of few weeks to multiple months. The purpose of red teaming is to have
a practical demonstration and testing of a complex real-world attack using
seemingly unrelated exploits to achieve the penetration or control-takeover of
the company. It is not used only in cybersecurity, but secret services, the army
and many other subjects are conducting red teaming to constantly improve
and test their ability to react to newly emerging threats.

The red team, as described in [26] and [46], often involves penetration
testing as well, but as a simulation of the attack. The testing is less aggressive
and takes longer, to not raise an alarm of the security teams operating in the
company. It involves as well as the testing of the security perimeter, educa-
tion and awareness of the staff. It often involves complex phishing campaigns
to obtain access to devices within the organisations, precedented by software
engineering to obtain as much information as possible regarding the inter-
nal functionality of the organisation. Regarding the security perimeter and
awareness of the staff, an impersonation of the employees, 3rd party service
providers or technicians is used. Due to this complex technique involved and
simulation of an external intruder the testing is performed by hired specialised
outside the company.

The testing procedure, stated in [47], is constantly evolving and threats
and methods used by an attacker change with time, therefore the red team-
ing has not the exact procedure, but the testing can be divided into several

25



2. Alternatives to Bug Bounty

phases. Outline the problem in the initial phase of the testing. This phase
will precisely define the objectives and describe the target of the testing and
make a legal agreement between the team conducting the testing and tested
organisation. The second phase is usually the longest. It consists of a diagno-
sis of the target. This consists of gathering as much information as possible
by any measures, but not triggering the alarm. It includes understanding
of the corporate hierarchy and interactions with the external world and un-
derstand the permissions related to actions and actors. The next phase is
used to challenge and verify the discoveries from the previous phase. It uses
an interactive technique with employees and devices to exploit the potential
security weak points. Even though this phase involves some confrontations
with the organisation, its assets and employees, it should be conducted in
a stealth mode to avoid triggering the alarms of any countermeasures such
as physical alarms, firewall and access rules, guards attention or employees
suspicion. This full-scope attack simulation targeting multiple layers of the
company such as the network, employees and additional security measures, to
check if it can withstand a real-world attack. The test exposes vulnerabilities
and risks regarding technologies44, people45 and physical46. Especially human
error is often overseen in security testing, such as penetration testing, or vul-
nerability management. The InfoSec Institute concluded in [48] “6% to 28%
of the attacks are conducted with the help of current or former employees of
the infected organisations.”

The result of the red teaming is not just a report listing the security holes
and methods used to exploit them. They will provide alongside this report a
plan on how to improve the defence for future attack and cooperate with the
security teams to consult the implementation of countermeasures and patching
of the security issues.

As stated by Tim Bryant in [49], the red team is used to attempt to pene-
trate the system, there is a Blue team([49] performs an analysis of information
systems to ensure security, identify security flaws, verifies the effectiveness of
each security measure) trying to protect the company from intrusions. Mostly
speaking about the intrusion of technologies by using monitoring, filtering de-
vices, educating the employees and working on security policies. One of the
drawbacks of red teaming is its time demand to obtain any information on
what to improve. This introduced a new concept, so-called purple teaming.
The purple team consists of the red team and blue team representatives. The
aim of the testing is again to see how the organisation will withstand a com-
plex attack and improve the countermeasures. The purple team has enhanced
knowledge of the system that is being tested in the blue team part, therefore
the testing of the red team can start much faster and with many precise and

44Network design, firewall, applications, routers, appliances, antiviruses, etc.
45Employees, externalists, 3rd party suppliers, business partners, departments, etc.
46Access control, locks, physical security of technologies, etc.
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Figure 2.3: Comparison of red, blue and purple team [7]

sophisticated scenarios. After conduction, during an attempt to overcome any
of the countermeasures the team immediately can check the logs and alerts
that had been triggered, discussed the reasoning of the result and improve the
protective mechanism. The whole process, therefore, maximises the effective-
ness of the Red and Blue teams, to obtain to be the best result in a shorter
period.

2.4.1 Bug bounty comparison

Comparison of the red and purple teaming against the bug bounty is not as
trivial as it seems, the main point of non-triviality is the boundaries that
should define activities as part of the teaming. In the case we consider the
red teaming as an enhanced penetration testing, and include as well as an
additional area of the security such as phishing attack or the physical security
this form of red teaming is comparable in many factors to the bug bounty.
The red teaming is the first security practice testing additional aspects, not
only the software or network implementation. As well as a bug bounty, the
red teaming considers testing of the hardware, but the red teaming often
includes phishing campaigns and social engineering, which is usually defined
as an out-of-scope subject for a bug bounty. It is as well common, that the
red team is provided with the devices to be tested, but in the case of bug
bounty programs, the hacker or security specialists must obtain the hardware
on their own and even when the findings are significant, usually, there is no
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additional compensation to the expenses than the standard bounty. As well
the physical testing of the security is not common in bug bounty, but the red
teaming may abuse things such as keys or card readers. Therefore, the red
teaming takes the testing step further by including additional attack surfaces,
but usually, the red team generates one comprehensive report at the end of its
testing, which may take even multiple months, where the bug bounty reports
are delivered usually within a few days from discovery.

The Purple team is partially similar to the communication, that may be
held by the triage team together with the researcher. But the purple teaming
is more about the fixation of the issues and not only reporting. The closed
campaigns allow the company to have a closer collaboration with the security
researcher or hacker, and it may involve as well communication on the level
of the purple teaming by the discussion of specific alert triggers and data
modifications during the testing. However, due to the number of testers in
public programs, this is not applicable and even in private programs, this is
not common practice.

The practice of the red and purple teaming is similar to the bug bounty
in multiple aspects, but as well use additional measures, that should not be
conducted without exact written agreement, such as physical security testing.
From the perspective of software these practices are similar, the bug bounty
will not exploit the vulnerability in such details but will deliver the report
much earlier, where especially the red teaming will take the exploitation as
far as possible but will postpone the report till the end of the testing.

2.5 Security auditing

A security audit, defined in [50], is a top-down look high-level description of the
business and all aspects of it. Security audit works with the technical aspect,
such as Vulnerability scanning, password policies, disaster recovery plan and
others, the non-technical aspect contains a design, policies a procedure used
within the company. The audits should follow a workflow consisting of defining
the assessment criteria, preparation, conduction.

As the process is described in [51], initially, the auditor determines together
with the organisation representatives general objectives and assign them pri-
orities. Agree on the method used during the auditing and track, define the
scope and out-of-scope areas. The preparation consists of planning a schedule
based on priorities defined in the initial phase and agreed methodology. A
set of tools is selected, and a specification of methodologies is done, besides
a survey is created as well to gather the additional date for the audit. The
final phase consists of conducting the audit and report creation. The auditor
supervises and controls the policies, up-to-date processes and infrastructure
are used and the correctness of their usage. Besides, it conducts a series of
tests to guarantee that the expectations and requirements match the observed
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Figure 2.4: Common steps in security auditing [8]

situation.
The audits are related to the verification of policies and well-known stan-

dards as ISO 2700147 or PCI48. The audits are conducted either internally,
used for building up the policies, infrastructure, etc., or externally for bigger
companies with well-established processes and policies, where audits are done
by an external specialist. The audits are usually conducted continuously to
follow the newest trends and to mitigate newly observed threats. The one-
time assessment is performed on behalf of a trigger to check the correctness of
the process or new compliance, policy or technology. The auditors may be as
well automatized and provide an additional level of security to avoid humans
errors.

The auditing by itself does not provide any security, it simply controls the
established security procedures, protocols and technologies being used. There
is no test of the correctness of established measures.

47https://www.iso.org/isoiec-27001-information-security.html - accessed on 2021-02-15
48https://www.investopedia.com/terms/p/pci-compliance.asp - accessed on 2021-02-19
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2.5.1 Bug bounty comparison

At first, the security auditing differs from the bug bounty process. However,
as the bug bounty keeps developing and new programs are being created with
different scopes, there are slowly some similarities emerging. Few campaigns
are already focusing on the compliance, data process task, business flow and
additional process aside from the software testing. Currently, the security
auditing is still focused on more details on the internal processes of the or-
ganisation, and it would be almost impossible to transfer this to the public
bug bounty programs. However, the private programs may provide in the
close future additional control to these. Similarly, as in the situation with the
penetration testing, the report created during security auditing can be used
for PSA49, PCI50, etc. or as part of the presentation for stakeholders. This
form of report is something uncommon in the current bug bounty, but it may
change with the evolution in the future.

2.6 Summary

There exist many roles and procedures to achieve a certain level of security.
The bug bounty is introducing a new approach, that should be implemented
alongside additional measures such as penetration testing and security au-
diting. An important thing to the company is not to look for bug bounty
programs too early, as there exist tools that can even automatically discover
vulnerabilities, such as vulnerability assessment, check the possible vulnera-
bility exploits and conduct comprehensive security checks. The findings from
vulnerability assessment and penetration testing should be handled earlier.
The bug bounty stands out due to its simplicity, initial investment and a huge
number of specialists in the various area checking the scope and are motivated
in a better way than using an ordinary Vulnerability disclosure program. By
having a bug bounty program the company should not stop doing the other se-
curity measures, but keep evolving the security sector to protect their business
and customers.

The bug bounty brings a good wider range of test objectives, not only the
software but even hardware or private data disclosure, which are not necessar-
ily in the scope of red or purple teaming. In general the bug bounty is mostly
similar to penetration testing and red teaming. Therefore, the bug bounty
is something, that companies should consider implementing or outsource to
3rd party companies and use for a long time to have constant control of the
security.

49https://www.investopedia.com/terms/p/public-securities-association.asp - accessed on
2021-02-19

50https://www.investopedia.com/terms/p/pci-compliance.asp - accessed on 2021-02-19
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Chapter 3
Analysis of available products

In the following section, I described two globally popular bug bounty platforms
and two platforms with orientation on the European market with a smaller
base. Besides my personal experience, I had a general discussion with users
and companies using these platforms. The discussion had three sections, us-
ability and experience, the positive points and the downsides. I have received
requests to not publish the names of some interview, based on these requests
I have decided to keep all names to myself only. The general information
regarding the company was gathered from their respective websites.

3.1 HackerOne

HackerOne51 is a platform providing a bug bounty as a service alongside a
multiple other services including penetration testing, etc52. The company, as
summarized in [33] was founded in 2012 by Jobert Abma with Michiel Prins.
The company was founded with motivation in a recent event of Hack 100,
the discovery of security vulnerabilities in 100 prominent high-tech companies.
The company started to offer an internet bug bounty project, today recognized
as a public bug bounty program.

Nowadays, the HackerOne together with Bugcrowd is one of the biggest
companies53 offering a Software-as-a-Service for bug bounty, and to support
the community of the hackers using their products additional educative and
practising tools have been included. The company as well expanded the portfo-
lio of offered services, therefore HackerOne now offers multiple different prod-
ucts and when possible the ISO standards are followed. Alongside the bug
bounty program, the company offers penetration testing to further strengthen
the security of their business partners.

51https://www.hackerone.com/ - accessed on 2021-03-05
52https://www.hackerone.com/product/overview - accessed on 2021-03-05
53https://www.linkedin.com/company/hackerone - accessed on 2021-03-05
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Figure 3.1: HackerOne logo [9]

HackerOne has two general approaches to any campaign and company re-
garding the involvement of the triage team. The triage team can either manage
the program or provide just basic support, and it is up to the customer to do
all the necessary things. The managed program outsources the communication
process to the triage team and the customer cares only about verified findings
and vulnerabilities with multiple details already gathered by the triage team.
For not managed programs, as the communication must be done by a com-
pany, the involvement of SOC or any unit responsible for security is necessary
and it must verify the vulnerability reports, check for duplicates and gather
additional information from reporting users by themselves.

3.1.1 Personal experience

HackerOne is an open community and anyone can create an account. After
the user logs in, the website itself starts to be much more clear and organized.
Besides the customisation of a profile and connection with multiple accounts
of other platforms such as GitHub, LinkedIn or Bugcrowd, the user can see
the overview of its activity and obtained a rating, which is important for an
invitation to private programs. To increase this rating composed of Reputa-
tion, Impact of findings and Signal, which is an average reputation per report
the user should positively contribute to the bug bounty programs, or complete
some exercises.

As the reputation is gained by the submitted reports and thousands of
users are searching for the vulnerabilities, the gain may take a lot of time
and frustration. The HackerOne introduced a learning section, that is used to
train the hackers by educative content and more importantly by exercising the
Capture the Flag. A successful participant in these exercises provides some
basic rating to a newcomer hacker and serves as proof of knowledge. The
possibility of practicing is handy to maintain or improve the skill set.

In the case of public programs, the filtering by program features and assets
type is supported. In the detailed description of the chosen program, the
user is capable of reading all the detail provided by the company, such as
scope, reward range, etc. The user can interact with a public program by
bookmarking it, to have easier access to the program from its profile, subscribe
to receive updates and submit reports. In my opinion this is handy feature to
have a nice overview of programs on the profile.

The report submission may get trickier for a new user. Some programs
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require additional constraints, such as two-factor authentication. Besides,
the user has four trial reports after the account creation. This is related to
the rating calculation, a new user needs to obtain certain fame before there
are no limitations to report submitting. The report creation guides the user
through the entire process, with a list of available scope, that is impacted,
the weakness type discovered and severity. Besides, the user creates a title of
the report, description and impact in a separated text field, optionally files
may be attached. Then the submission composes the report automatically.
Generally speaking the report creation is intuitive and simple.

3.1.2 User’s experience

Based on several discussions the users have commonly agreed, that the Hacker-
One besides the standard bug bounty provides reasonable educational content,
which is well explained and documented. They as well agreed, that the cap-
ture of the flag is handy in the case of a newcomer, they can sharpen their
knowledge and more importantly to obtain a certain rating to receive some
private programs invitations. They saw as a very positive the number of
programs available, the simplicity and clarity of the GUI and nice guidance
during report creation. The report tracking process and its reliability were
commonly identified as positive.

As negative points, some of them identified the triage team. They com-
plained about inexperienced behaviour, asking to exploit the vulnerability
more than necessary, even at the edge of allowed scope and common practices
of a bug bounty. As well as additional information from the communication
with the triage team or directly with the company is not well, if ever, pre-
sented within the report. Hackers would as well appreciate some additional
fame generation for example tutoring or code development. As a last notice-
able point, some of them noticed, that the huge crowd has a disadvantage in
the users’ perspective, as more people scan for vulnerabilities it is harder to
have a finding and especially for the new users this may get tough.

In a general point of view, the HackerOne is seen as a good company,
with a good community, that will be expanding in the future, and they would
recommend it for usage, with a side note, that finding the bugs in a real appli-
cation is not easy, but it should not stop the users from doing so. Important
to say, that none of the respondents does the bug bounty as a full-time job.
They reasoned, that it takes a lot of experience and practice to reach such a
point without guaranteed income.

3.1.3 Company’s experience

Two companies provided answers with their experience. Both of them enjoyed
the possibility of additional products available alongside the bug bounty, es-
pecially the penetration testing. As well as the possibility of well-designed
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private campaigns. The saving concerning penetration testing, red teaming,
source code review, etc. was so significant and together with the saved human
resources one of the key motivations to preserve the bug bounty program after
the initial plan.

They appreciated the number of testers and the detail of the conducted
tests on their web applications. The process of registering an establishment
of the agreement was straight forward. Besides, the limitation of scope and
all the vulnerabilities to be reported is easy to control and in general are
these conditions satisfied, moreover, the triage team helps them to remove the
out-of-scope reports, to save human resources and time.

On the other hand, the notice of occasional duplicates was quite often even
though, the triage team was involved. In case, the reports are managed by
the company, the severity is not always exact and therefore even less severe
vulnerabilities consume quite a lot of time.

A major missing point is the possibility of integrations, for example with
git services and servers of various kinds, companies would as well enjoy fetching
reports and issues from additional applications, such as Git and visualise them
in the HackerOne portal. More options for analytic view directly into the
portal would be appreciated as well. Better support during the entire workflow
and more possibilities would be appreciated as well with the collaboration of
the triage team.

3.2 Bugcrowd

The Bugcrowd54 is a platform concentrating a security researcher providing
a various palette of products including penetration testing55, bug bounty,
vulnerability disclosure56 and attack surface management57. The platform
is popular for the high number of skilled hackers and security researchers,
together with a huge number of companies using the platform for hosting
bug bounty programs. The company was founded in 2011 by Casey Elli58.
Initially, the project was started as a startup aiming to security and provide a
possibility for hackers and security researchers to submit finding of a company
and potentially earn a reward. The impulse was originating from the event of
Hack 100, which was well accepted by the companies.

Nowadays, the platform is one of the biggest providers of the bug bounty

54https://www.bugcrowd.com/ - accessed on 2021-03-07
55https://www.bugcrowd.com/products/penetration-test/ - accessed on 2021-03-07
56https://www.bugcrowd.com/products/vulnerability-disclosure/ - accessed on 2021-03-

07
57https://www.bugcrowd.com/products/attack-surface-management/ - accessed on 2021-

03-07
58https://www.bugcrowd.com/resource/bugcrowd-founder-and-ceo-casey-ellis-on-the-

future-of-crowdsourced-security/ - accessed on 2021-03-07
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Figure 3.2: BugCrowd logo [10]

platform as a service with more than 1000 employees59. The company devel-
oped as well a different product, to serve as a more general security platform
used for outsourcing multiple services. The security researchers and employees
of the Bugcrowd are involved as well in products such as penetration testing.
Concerning competitors, the Bugcrowd aims more to the community of hack-
ers and researchers to have an upper hand. The community is driven by
Bugcrowd University, a project used to educate and connect hackers and re-
searchers. It is supported with news and blog posts related to IT security and
by a global leaderboard to keep up the motivation for bug hunting. There is as
well automation in security workflow and enhanced crowd analytics provided
as the usage of AI in the process.

3.2.1 Personal experience

The original page is in my experience a bit more well organized and more
clear concerning the HackerOne. The account creation is simple, and besides
the confirmation, you will be receiving some emails explaining the general
concept of bug bounty or online resources for news feed and educational con-
tent. These emails are nice for beginners as they will share with them useful
resources and practical examples to guide them in the initial steps. For more
experienced hackers and researchers, the email may get annoying, and auto-
matic unsubscribe is possible at the bottom of every single email.

The initial login will introduce to the user simple decision branches, to
describe its current knowledge and experiences, to guide the user in the first
steps. This process may be skipped as well, to not bother uninterested users.
The user can then select more specific areas of interest. These skills and
interests can be edited later on in the profile. The information of interests and
skills are used to propose programs matching these constraints, to highlight
programs more suitable to the users. This is in my opinion great to initially
set up the main area of focus.

Besides the standard editing of the profile, the dashboard shows an over-
view of the payments, recent programs and recommended programs. In ad-
dition, the dashboard shows an overview of the tasks and activities done by
a user and announcements made by a companies, to show the latest changes
of programs. A user can connect platforms as GitHub, Stack Overflow and
Pentester lab, to obtain additional fame and increase the prestige for private

59https://www.linkedin.com/company/bugcrowd - accessed on 2021-03-07
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programs. The user may as well develop a simplified resume to provide an
overview of skills and experiences to companies to have a higher possibility
of receiving invites to the private programs. The idea of rewarding the users
for activity on platforms such as Stack Overflow is great and supports the
community greatly.

The programs can be filtered by properties, that must be typed into the
search box, the suggestion of such properties is provided, however not all are
listed and for new users, this is not ideal. Every program has details, with
all the necessary information related to the program as a scope, reward, safe
harbour and others. In case some section is missing, the program may follow
Bugcrowd’s standard terms. An overview of announcements is provided as
well as all the changes announced during the program lifetime. An interesting
feature is the possibility to join a program with extended criteria such as ID
verification or two-factor authentication.

The report is guided and provides dropdowns for scope and vulnerabil-
ity locations. Additional text boxes allow to provide further information and
dumps/requests used for the exploration. It as well offers a preview of the
section used for formatted text. As the last provided data, files can be at-
tached. The last is a checkbox for confirmation of the program brief, terms
and conditions. The section contains as well as the disclosure policies used for
this program links to rules, scope, etc. The entire process of reporting finding
is well understandable and all important information are highlighted during
the reporting process.

The section of CrowdStream provides an overview of disclosed and ac-
cepted submissions. The same is for the leaderboard with an overview of the
best users. But other than that, there is no interesting data. It is nice to have
possibility to check other findings, but it does not contain much details.

The Bugcrowd does not provide a limitation to the new users and the rating
requirements are not put as high importance. The Bugcrowd University does
not provide a possibility to obtain a rating, or at least it is not so clear as with
the capture of the flag provided by HackerOne. The university consists mainly
of webinars and podcasts with a topic related to bug bounty and IT security.
The educational webinars used to introduce tools and methodology to the new
users also contains the link to the GitHub of Bugcrowd, with an overview of
lectures, with webinars and additional resources. The lower importance of
fame is good to decrease the pressure, but it is harder to obtain the fame to
start receiving invitations to private programs based on my experience.

3.2.2 User’s experience

A general discussion was held with several users having long experience with
bug bounty, however, none of the users does do currently the bug bounty as
a full-time job. Most of the people work in some kind of IT security company
or cybersecurity team and using the bug bounty to earn an extra bounty and
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sharpen the skills. They agree that the dark mode, enabled by default is
pretty nice, although they do not see it as a positive argument for users to
join.

The users have spoken positively of the support team, the quality of pro-
vided answers, as well as the time required for the answer. The same was
true for the triage team during solving the reported vulnerabilities and their
validation. The default policies and rules applied to all the programs not
specifying their constraints are seen as something important and positive, as
it ensures a legislative cover to the users. The target listing based on filled
specialisation provides a straight-forward possibility to initiate testing right
away. The academy and additional resources are nice to have, but from their
perspective, it provides no additional value, as they are more experienced.
The same holds for the news feed, as they have custom feeds via Twitter or
different media. The last positive point was about whitelisted programs. For
such program a user must apply and match the requirements, they lack such
possibilities on other platforms.

Despite the simplicity of the reports and the graphical user interface, there
can be a reasonable improvement to make it more intuitive and with more in-
formation included. The most significant criticism was about filtering. A huge
improvement should be in the filtering possibilities. The current is not as in-
tuitive and especially if the user does not use it often it is hard to write an
exact filtering option. They would appreciate having a more straight-forward
possibility to participate in additional products of Bugcrowd, especially pen-
etration testing, paid per finding as well. For some of them, this would be an
argument to start doing it as a full-time job.

3.2.3 Company’s experience

The company can use nice additional services, as there is no need to search for
an additional provider. The bug bounty offers two general concepts regarding
the triage team. The managed service that provides comprehensive reporting
and feedback to the company. The second possibility is just partially assis-
tance and on demand consultations. The company can as well select three
different options for deploying their programs, the public, most common and
available to anyone, whitelisted, where users can apply for it if they match
constraints and private program, where the company sends the invites to the
chosen candidates based on selected constraints.

The most often mentioned advantages are without doubts the huge number
of researchers working on the programs. The help of the Bugcorwd with cus-
tomisation of the entire process, as well as the suggested remediation included
with the reported vulnerabilities is highly appreciated across the companies.
The support with the project management and bug tracking is well organized
and handy to all the companies. Another positive point is the relative cost,
concerning the HackerOne. The last point worth mentioning is the possibility
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of integration with multiple tools. There are still tools, that would be nice
to have integrated, but concerning the competitors, the offered tools satisfied
the companies.

The success of the program is strongly influenced by the moderator and
based on the discussions, not all moderators are performing approximately at
the same level. In contradiction, customer support tries to resolve this issue
with high priority, therefore the companies do not see this as a huge problem.
Enrichment of the interface for a more detailed overview and reporting would
be appreciated as well, but the possibility of outsourcing the data via an
integrated tool satisfied most of the companies.

3.3 Intigriti

The company60 focus on the security testing of the companies assets provided
by the crowd of hackers. Concerning the big companies, Integriti is more
known and focused on the European market. The company was founded
by Stijn Jans in 2016 and currently employs a few hundreds of customers61.
The company does not provide additional services other than bug bounty but
propose some additional services to researchers to match all the constraints of
customers, for example, a VPN connection.

3.3.1 Personal experience

Immediately when the home page is opened, the content is clear, the menu is
simple but easy to navigate. This is in my opinion caused by the simplicity
and limited service offered by the company. There is only hosting of the bug
bounty, no additional security services provided to the customer, no dedicated
section for education, nor practice. In the section called Bug byte, the cyber-
security news is not intrusive, yet well presented. Moreover, the post of Bug
byte contains usable resources and links to compensate for the lack of an ed-
ucational section. This in my opinion is good enough for the smaller platform
which Intigriti is.

For users, the dashboard displayed after the logging provides a nice, simple
overview of lastly update programs, together with an overview of upcoming
bounties payments, reputation and global ranking. The Dashboard is simpli-
fied but contains important information, this helps the user to quickly un-
derstand and notice all the information displayed. The overview of updated
programs is good and important, as a new not tested target to try and I like
it.

The profile does not allow complex customisation. It provides a nice and
simple overview of the activities, containing ranking and reputation, as well

60https://www.intigriti.com/ - accessed on 2021-03-10
61https://be.linkedin.com/company/intigriti - accessed on 2021-03-10

38



3.3. Intigriti

Figure 3.3: Intigriti logo [11]

as links to the accounts of LinkedIn and Twitter if provided. The leaderboard
exists as well, but the profiles there do not provide you with a lot of information
regarding the findings, to use as study material. As the platform is not so
popular, the most known names of bug bounty hunters are missing. In my
opinion, this needs an improvement in future.

The browsing program section provides an overview of the programs. The
default ordering of the programs is alphabetically, but in my opinion, this is
not ideal. The filtering of programs is done nicely by dropdowns with multiple
checkboxes. This filtering is therefore intuitive and straightforward even for
new users. A nice feature is a short text for each program, it usually briefly
describes the company and the program in general. Moreover, the programs
are associated with information of the last update and last submission from
any researcher. Some programs require a check of an ID. The programs can
be viewed, but there is only a description and a bounty range, no further
information of the scope, rules, etc. but the information of the ID check
required is not well highlighted. For programs without ID check, the same
place is occupied by another banner with the same style having just some
informative value, which is in my opinion, not the best solution.

The program is associated with a standardised format containing all the
required information. Besides, it provides a list of users who did the most
recent submissions with a date as well and the biggest contributors. The
option to subscribe to the program is available, as well as the possibility to
ask an additional question regarding the scope for clarification. This is in my
opinion handy to avoid any problems in future caused by misunderstanding.

The report submission works as other bug bounty programs with dropdown
lists of available scope and vulnerabilities. The text boxes to enter a detailed
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description, impact and recommended solution, these sections can be nicely
formatted, but there is a lack of previews, therefore it may be hard to visualise.
To visualise these sections, as well as the report as a unit, it is required to
proceed to the next step containing only the preview. This is not ideal in my
opinion. At the very bottom is an optional section to provide an IP address
used for the exploitation, which is in my opinion good for the company, to
check the logs and filter the activities. As a nice feature, the report is being
automatically saved as a draft of the reports to allow a modification and
submission later on.

3.3.2 User’s experience

The user experience of the platform integrity is overall positive, but some
points for improvement were discovered and some controversial points emerged
as well. The point of the number of programs and users is not clear whether
it is positive or not.

The smaller number of users based on the asked participants provides an
advantage of the better chance to have a finding, but it goes hand in hand
with the lower popularity of the platform and fewer users to learn from. The
same is true for the number of programs. Few programs do not attract a huge
crowd of users and again the users see this as a better chance for findings, but
they as well realise and note, that the selection of programs is really limited.
Mixed feelings are as well for the page layout, not everyone likes the simplified
view with just a few items.

A positive aspect of the platform is the section dedicated to frequently
asked questions to most programs. The possibility to have automatically
computed CVSS during report creation based on the finding and impact is
handy, as well as the automatic saving of the reports. In case the report is
classified as a duplicate the rating is still defined, but only one-fifth of the
original findings, but the users like this fact.

A major disadvantage of the platform they highlighted the display of the
programs per page, having only 10 programs is slightly annoying. Some addi-
tional tags can be shown on each program as well. Also the community needs
some improvement, to attract more users.

3.3.3 Company’s experience

The feedback obtained is generally positive for the hacker’s community, even
though it is much smaller concerning the most famous providers, the com-
munity is filled with professionals. A lot of the users participate as well on
Slack and allow the company to communicate directly with them. This was
one of the most positive things mentioned by the companies. The onboarding
process is well established and supported by the triage team, which is also
having positive feedback on reliability and quality of cooperation.
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Figure 3.4: YesWeHack logo [12]

The thing to be improved is the overview of reported findings, the visibility
at the management level, better highlight remediation and the lifecycle of the
finding, as the companies would appreciate some more information. Integra-
tion with more external tools would be handy as well, but improvements to
the overview are not crucial.

3.4 YesWeHack

YesWeHack62 is a company with a main focus on the European market, it is
based in France and follow all the constraints for compliance with the Euro-
pean legislative. The company was founded in 2013 by Guillaume Vassault-
Houliere and Romain Lecoeuvre.63 Currently, the company employs a few
tens of workers. The company offers an education to the users enhanced by
real-life situations, and it aims to raise the awareness of the public crowd in
the security field. The educational platform offers different levels to sharpen
the skills in a particular area. To enrich the community, the company pro-
vides as well the job board for the cybersecurity and non-profit platform for
Coordinated Vulnerability disclosure alongside the bug bounty platform. The
company is raising quickly and therefore in future it may become a new big
player in the cybersecurity area, as the building block is solid.

3.4.1 Personal experience

The main page of YesWeHack has a professional view, with a lot of fancy
animations and scripts running, which I dislike. It disturbs the attention from
the main points, as well as not for all browsers it works so smoothly. The
most important information is at the very top, to provide the user with an
immediate possibility to reach the desired section. After the login, the user
interface gets much clearer with a view of the submitted reports.

The list of the programs provides a good overview of submitted reports,
which is nice. The lack of filtering, only searching by name is not ideal at all,

62https://www.yeswehack.com/ - accessed on 2021-03-10
63https://www.linkedin.com/company/yes-we-hack - accessed on 2021-03-10
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however as the number of programs is limited it is not a big problem overall,
but I would appreciate advanced filtering anyway.

The details of each program are well formulated with all the information
necessary, also the overview of the activity done by users with a program is
nice. The information of the response time and reports in some period is
handy, and the list of accepted languages increases the possibility for more
hackers to participate, which I like. The language contains English or French
mostly. I have not seen another language. This is expected, as the company
is based in France and the triage team is mostly composed of French and
English-speaking people. But if the language variation will increase in future
it could provide a great feature.

The report is compact with all the required information and drop lists
for bug type and scope. The calculator of the CVSS is handy as well. The
requirements to provide the IP address is nice, but not necessarily appreciated
by all the users. The section to the bug description has a template on all the
formatting such as headers, list, markdown, etc. but it looks chaotic and
should be separated into two or more separated sections in my opinion. On
the other hand, the immediate preview is handy to visualise the report, and
it simplifies the formatting a lot. The last possibility to chain this bug with
another is really handy and may save up a lot of writing and discussion with
the triage team.

The ranking of the users in the global scope of the platform is nice, but
immediately the notice is in the domination of the French users. This may
be caused due to the low popularity outside of France and can change with
the increasing popularity of the platform. The overview of users in the leader-
board is nice and provides handy information regarding the reports and a few
additional details, such as Twitter or GitHub of these users.

3.4.2 User’s experience

Users appreciate the graphical composition of the platform useful for re-
searchers, the presentation of available programs is great as well. The possi-
bility of a different language is, based on the discussion, good idea, but now
it is limited mainly to the French speakers.

As a negative point is seen in the limited offer of programs, as well as the
variety of the different types of bug bounty. This is based on the discussion
with the users the most significant problem. The missing filtering is not so big
a problem due to the low number and variety of programs. The users believe,
that as the company is growing in popularity this will change soon with the
arrival of more companies.
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3.4.3 Company’s experience

The companies speak positively about the possible modification of the process
and support during the establishment of the VDP, management of vulnera-
bilities and the entire process of fixing the findings. As well as the assistance
during the assessment and scope selection, to construct an effective program
is appreciated. An exposed API using JSON format allows integration with
any arbitrary system is highly valuable by the questioned companies.

The major disadvantage is the dashboard from the reported bugs and gen-
eral findings, either more detailed and clear information would be required or
the possibility of the customisation. The location and focus of the YesWeHack
are not ideal as well, as some bigger companies would like to include a depart-
ment outside the EU. The possibility set as well as an additional language for
the report is nice but is not appreciated for companies not located in France.

3.5 Unsatisfied needs

According to the research conducted and based on the answers gathered I
identified several weak points common to all bug bounty services. Few unique
insufficiencies were identified, but those are flaws regarding specific services
rather than flaws in the overall design. Human related work was mentioned in
the majority of interviews. Triage team’s incompetence is a major problem on
all four researched platforms. Mainly triage team not being able to identify
duplicates, decide severity factor or support companies with program creation
and users with submitting reports. In the not human related category two
main flaws were identified. Not enough integration with external tools and
not exposed API calls are viewed as negatives by respondents. Being able to
directly create Issue on Git repository or have possibility to automate this
process would be very appreciated. Some services were defined by having
overpopulated webpages or having way too simple interface with not enough
features.

3.6 Summary

As the bug bounty is relatively new and is increasing in popularity, it is a
new possibility for companies to expand the portfolio of offered services. The
market is not yet overloaded by many companies and the current solutions
still have holes that need to be improved.

One of the most significant deficiencies of the current platforms excluding
human resources is the possibility to integrate it with other tools. Alterna-
tively to consume these data by external tools using some standardised format
via API calls. The last of the most significant downsides of existing solutions
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is the consistency of the available information, as the provided data differ over
program by program significantly.

The conducted discussion resulted in the findings, that the triage team and
generally the performance of the employees are one of the most influencing
factors for the platforms. Besides this, the platform should provide a simple
overview, which is easy to navigate. Any data input should be prefilled if
applicable.

The triage team should be as well ready to support the company during
setting up vulnerability disclosure policies and the platform should have an
easy possibility to deliver to the customer’s additional security products, such
as penetration testing or red teaming. To allow automatisation, the platform
should provide integrations to common tools.

To keep the better interest of the users, the community should be strength-
ened by news feeds and the possibility to participate in other products if ap-
plicable. Any form of material with an educational purpose to practise the
skills will be beneficial to the community as well, however, these sections are
already exceeding the scope of the bug bounty platform itself. To have a suc-
cessful bug bounty platform, it is not enough to provide only with the bug
bounty, but rather a more comprehensive and general platform should be used
alongside other offered products, to be competitive to existing products.
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Chapter 4
Product Design

This section provides a high-level design for a bug bounty platform based on
the information and experience gathered in previous sections.

4.1 Requirements

Requirements specified before the analyses contain only the points for the
B2B platform with a closed campaign. Based on the gathered information,
the platform should have additional requirements, to be competitive on the
market. The bug bounty platform should contain a private program as well
and additional material for the users, to prove their skills, gather the rating
and have a better chance of having an invitation to any non-public program
by a Capture the Flag. A requirement out of scope for this document is the
establishment of a high-quality triage team and a good advertising policy, to
attract enough companies and hackers and support the community.

4.2 General Description

The bug bounty platform will consist of several components. Some of these
components will be programmed, while others will be implementations of pre-
existing programs. The language used will be decided based on the require-
ments stated in this chapter and the tools used by the developers. Multiple
users will be able to log in and interact with the program at the same time. It
will be set up using three different user roles as seen in the figure 4.1. First is
the basic user, the hacker or security researcher, which can browse programs
and submit reports. The second type of users are companies, customers of
the bug bounty platform. Companies are the only users that can create new
programs. Programs are a request made by a company to find bugs in their
software, hardware or infrastructure. The third group of users is the Triage
or Admin team member. Their purpose is to moderate programs, check if
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Figure 4.1: Overview of actions possible by actors

reports are valid and certify companies. All user roles can only be attained
by logging into the system with proper authentication information.

4.2.1 Assumptions

It is assumed that all aspects of this project can work together in the way
the designer is expecting, as real-life examples already exist. The details of
integration with other tools, or parts added to increase the competitiveness of
the platform are expected to be functional, but the implementation is left to
the developers.

The bug bounty website must be user-friendly and all parts that don’t re-
quire human interaction as automated as possible. The aim is to simplify the
user’s interaction as much as possible. Administrators should not be required
to do anything besides certifying companies, validating programs and checking
reports. Without logging in, the user will only have the ability to view public
programs, but won’t be able to report, demand rewards, create programs or do
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any of admin related work. The logged user should be able to submit a report
to accessible programs and continue communication with a company or triage
team regarding the already submitted report. The company can create a new
program or interact with an existing program, as well as with received reports
of findings. A set of external tools possible for integration should be avail-
able, to allow companies to integrate tools they are using within the platform
and for received reports to simplify the workflow. Alternatively, the platform
should expose API calls to provide bug related information in a structured
format such as JSON, to allow the company to consume it by tools of their
choice.

Bug hunting would be described as a request from an owner of the target
to find security flaws in it. The most reduced idea revolves round concepts
following.

Companies can create, manage and close programs. All programs before
being published must be checked by an admin/triage user to avoid unautho-
rised programs publication. Companies have exclusive control over the pro-
gram, so any information may be changed at any time with the possibility of
admin approval required and with notification to users. Unfilled information
in program should be enriched by the standard terms set up by the platform,
to ensure the safety of the users and companies and to avoid legal issues.

Basic users can view public programs, and private programs they have
been invited to by the company and apply to a non public program which
requirements they fulfil. Basic users can submit a report for programs. A
report is a description of a discovered bug. If a program was created with a
report checking option, the report is first sent to the triage team, which has to
check if the report is valid and follows the program rules. If the triage team
approves it, it is forwarded to the company to fix the bug. For programs not
managed by the triage team, the report is forwarded directly to the company.

The admin’s scope is to validate the creation of new programs and to check
reports sent to checked programs. They should as well support the companies
with creation of Vulnerability disclosure policies.

4.3 Interactions

Registered companies can create new programs. Programs are key blocks,
they represent a request from the company to the users to find any security
flaws and solve the legal approval for testing. When creating a program,
several fields need to be filled in to provide the necessary detail for the user.
If everything is made as requested anyone from the admin/triage team can
authorise it and therefore publish the program.

For a company to be considered registered, it has to create a company
type account and request validation. Validation can be provided by a member
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Figure 4.2: Relationships and Entities with attributes

of the admin team. It should be evaluated based on information provided on
the register to validate the company and authorisation of the user to create a
bug bounty program. This should ensure that all companies are genuine and
the testing follows the laws.

Users can search for programs but will be shown only programs they have
access to. If a user has enough permission to view a program, he will be able
to see the program’s information, but still cannot view other users’ reports.
Users can report only to programs that they can contribute to. By default,
that would be only public programs. To view or submit to private or closed
campaigns the user must be invited by the company that created the program.
Closed programs can be viewed by anyone, but to be able to contribute, the
user has to request contributor access, that can be granted by the company.

Users can also bookmark programs they have access to. Doing so will add
the program to a watchlist and whenever the program is updated the user is
notified. No max limit for bookmarked programs should be endorsed.

When users find a bug in any of the programs search areas defined within a
scope, they can report it. When a report is filled, it is assigned to the program
it belongs to. Reports should be a brief description of the bug, that the user
found, and files may be added to demonstrate the bug or provide additional
information.

Companies can view all reports for their program. By default, reports are
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ordered by severity excluding already closed reports, so the company does not
miss any critical flaw. When the company authorises a report, the author
user’s statistics are updated and a low priority message is sent, at the same
time a payment request is initialised. Payment is decided upon several factors
stated in the program’s description. Bug severity, impact, area of effect or
bug type could be used to determine the reward.

If report checking has been selected when creating a program, before every
report reaches the company, it passes through the triage/admin team. Ad-
mins should evaluate if the report has been filed correctly and if provided
information checks out, or check for the duplicity of the bug. If not a notifi-
cation is sent to the user, and an extension of provided information should be
requested. If the report has been approved by an admin, it is sent directly to
the company to fix it.

4.4 Elements

Elements are actors/entities that are used to preserve data. There are five
main elements required, based on the previously done analysis. Three of
which are representations of end-users, and two are the main building blocks
around which all processes regarding the bug bounty platform revolve.

4.4.1 Basic user

Basic users are the more common form of account as it does not require any
complex authentication during the creation phase. When creating a new user
account nickname, email and password field are required as they are used to
identify the user. Alongside these fields, others are automatically generated.

Each user is represented with a score ranging from zero to 100 defining the
skills, performance and activity of the user.

• 0 – 20p. for certificates. Acknowledged certificates are CEH64, CISA65,
CISM66, CISSP67 and Security+68. These certificates count 5 points
each. Any not mentioned certificates related to IT are valid 2 points
up to 10 points total (i.e. you can’t get all 20 points from software
design certificates). The points are awarded for the valid period of the
certificate.

• 0 – 10p. GitHub’s account, amount of points depending on activity and
contributions. Contribution to multiple projects, private or shared, once

64https://www.eccouncil.org/programs/certified-ethical-hacker-ceh/ - accessed on 2021-
03-15

65https://www.isaca.org/credentialing/cisa - accessed on 2021-03-15
66https://www.isaca.org/credentialing/cism - accessed on 2021-03-15
67https://www.isc2.org/Certifications/CISSP - accessed on 2021-03-15
68https://www.comptia.org/certifications/security - accessed on 2021-03-15
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a week is awarded by 10 points and contribution to one project monthly
is the equivalent of 1 point, the scale between these thresholds should be
approximately linear regarding both frequency and number of projects.

• 0 – 30p. Capture The Flag. CTF is a small private contest, where the
user is given a playground environment, that reassembles real-life exam-
ples and has to find as many “flags” as possible. Flags are usually rep-
resented by recognisable String patterns. Flags can be scattered across
the entire playground (i.e.: source code, database or even log files). For
implementing CTF, a stand-alone project should be considered, as its
implementation requires a more complex codebase and preparation.
The main purpose of the CTF is for users to have the possibility to get
points even if there are few bugs in all the available programs and to
provide a possibility to receive invitations to non-public programs.

• 0 – 100p. Reports are the main income of points. The more you submit,
the more points you can get. Report points are calculated based on
the proportion between successful and failed reports, and their severity.
Every report counts by 5 points and is multiplied by a criticality as
1,2,4,7 for low, medium, high and critical respectively. For an invalid
report, the points are multiplied by a -1. For a duplicate bug, the points
are divided by 4. Points for the reports will last up to 3 months, to
reflect the activity of the researcher.

All 100 points should be achievable by reports, as it is believed, that anyone
can become a good hacker even without certificates or so. But to obtain 100
points from the report section only, one would need a nearly perfect report
streak.

To facilitate the sorting process a count of all reported vulnerabilities is
kept for each user individually as well as the average severity of these findings.
Failed (non-valid) reports are also kept, as they should indicate how active a
user is.

Users can follow/subscribe to any, by them accessible, program and add
it to their list. This list is kept together inside this user entity. And is visible
to companies for a decision of invitations to non-public programs.

4.4.2 Company

Companies are simpler than users, as they need to save basic authentication
information (company name, email, password). But unlike users, they require
more validation, as the registered company must be an existing company.

Validating, if the company is genuine is required to be processed by a
human. The company needs to provide basic information: website, owner,
headquarters (or address of some sort) and under which authority the company
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is registered. This information should be validated by the members of the
admin team.

Company accounts have two nearly tied purposes. They are used for cre-
ating or updating owned programs, and for validating reports if the program
is not managed by the triage team. The update of scope or creation of the
program is again validated by the admin team, to ensure, that the company
owns the content of the scope.

4.4.3 Triage team

The triage/admin team consists of users responsible for the smooth workflow
of the site. They are the only way how to create and validate a new company
account. The same goes for creating new programs. End-users cannot create
admin accounts, as admin accounts should be created via direct contact with
the server. Admins should be internally divided into groups assigned to specific
tasks like checking reports, allowing programs creation or verifying company
accounts.

4.4.4 Programs

Programs are the basic building block of the bug bounty platform. Programs
are demands made by the registered companies to discover vulnerabilities in
the selected assets. Each program needs to provide basic information and
a description of tested software, to facilitate this process when creating a
program a template is used. The template contains several text areas that
need to be filled in. Other optional fields where companies can provide any
additional information, that does not fit in any of the required fields, can be
added.

Template fields are:
Policy – A brief description of the given program (what it is supposed to

do). Ground rules on how deeply you can examine the software should be
stated in this section.

Scope – A List of all subcategories of the target where users can search for
bugs. Each element should be associated with a priority level, indicating how
promptly a given category should be treated.

Reward – Map of expected bugs (by impact, by type) and their respective
range of reward. There should be four supported levels of impact: Low,
Medium, High and Critical.

Any additional sections mentioned earlier in this document may be added
to provide users with the necessary information, such as out of scope targets
or reporting of bugs not matching the constraints.

In addition to the description document, at least two tags must be as-
sociated with each program. Tags are used for limiting searches to specific
categories of programs. Tags are not case-sensitive and should be created
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by the triage team to better categorise the companies and their respective
programs, to deliver them to the experts in the relevant field.

To allow for private or closed programs, visibility can be chosen when
creating a program. Three visibility options are possible: Public, Closed,
Private.

Public – Default behaviour of programs, all users can see these programs
and the registered users can report bugs.

Closed – The program is listed with public programs, but to view its entire
content (or to submit reports) a join request has to be processed by the author
company. The user can apply to this program if all the constraints applied
for joining are matched.

Private – These programs are not listed anywhere, and only people that
have accepted an invitation can see them. For a user to be able to enter the
private program, the author company must send an invitation. The invite can
be provided based on the points and are of interests to the user.

While aiming to ease the report validating process, and so the companies
don’t have to dedicate their people to do so, a managed program option can
be selected. If so, all reports submitted in that program pass through the
triage team, which tests whether the reports are correct, if it is the report
is forwarded to the company. The triage team should for managed programs
decouple the communication between the company and users and take care of
invitations for private programs as well.

4.4.5 Report

Reports are objects tied to a specific program. Reports are used to notify the
company that created a program of existing bugs in their scope. They can be
created by users and edited/forwarded by admins. Only key information is
kept, as there will be many reports for each program. As well, the program
should have a dropdown of scope related to the program and a list of known
vulnerability codes.

Automatically filled data, that can not be modified by the user.
Parent program - Reference to the program the report belongs to.
Author - Reference to the author of the report. This will be used when

evaluating score and processing payments.
Sections filled by the reporting user.
Description - The key component, contains a subsection with all informa-

tion about the bug (where it occurred, how to reproduce it).
Scope - What scope of the program this report is about. Multiple values

may be entered if the bug spans over more scopes.
Severity - A field that notates how severe is the impact of the bug. This is

the default value for sorting responses. The severity can be corrected by the
company or the triage team.
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Figure 4.3: General workflow for Public Managed programs

Optionally the report may contain attached files, IP addresses used for
the testing to simplify the investigation for the company and a section with
suggested fixes.

Triage team comments - A value that only reports belonging to managed
programs. Its value is dependent on whether the admin responsible for the
report checking has approved this report or additional information gathers
from the user during communication with the user. The reports not forwarded
to the company should in this section have an explanation for such a reason
and the company can check these reports as well.

4.5 Workflow

There are three workflows expected by the design. Even though the general
flow is the same, some extra steps are involved in private and closed programs.
A company creates a new program, fills in the required information, chooses
visibility and report checking. Then the program must be approved by an
admin. If so it is published. Users with sufficient authentication can view this
program and try to find bugs in the defined scope. If a bug is found, a report
is filed.

Depending on whether the option to manage the program was selected
during the program’s creation or not, the report can be sent directly to the
company to evaluate it. Otherwise, it’s first sent to the triage team that checks
if the bug can be reproduced and is genuine. If a report is successfully con-
trolled, it is forwarded to the company, that has to process a reward payment.
Otherwise, if the report is not found valid, the user is notified of the failed
report and the company does not receive anything.

In private campaigns, before the user can submit reports or even view the
program itself, he must be invited by the company directly. The company will
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Figure 4.4: General workflow for Private Managed programs

Figure 4.5: General workflow for Closed Managed programs

have a list of users at its disposal and could sort them by tags and points.
In closed campaigns, the user can view its description, but to be able to

contribute to it, the user must request access to it. Access can be granted by
the company, or for managed programs by the triage team.

The difference between private and closed campaigns is the actor who
sends the invite/request. In private campaigns companies ask users if they
want to join. As opposed to closed where the users request access from the
maintainer.
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4.6 Future steps

The sections in the last chapter provided a high-level design of the bug bounty
platform. As the implementation details may differ for anyone using this
document even at the high-level the design ends at this level of abstraction.
The following points provide an overview of general and even more detailed
steps, how to make the most out of this document, by anyone, who is using it
as a reference for the design of the bug bounty platform.

• Define the usage of the platform.

– Choose types of programs to be used on the platform.
– Make a list of other functionalities to be bounded with the platform.

• Extend the provided design with modules to match your requirements.

• Select the technology used for the platform.

– As front-end, any framework to create a clear interface should be
selected based on the developer’s skills.

– Selection of back-end engine should be compatible with the selected
database and based on the skills of developers.

– For the database a non-SQL database is recommended, as the data
format may vary significantly.

• The design of the front-end must remain clear and understandable to
the public.

• Include your bug bounty platform as one of the programs.

The following list provides objectives to consider including, or ensuring to
achieve, to be competitive and reasonable on the current market. The market
requirements may develop during the time, therefore a reasonable analysis of
the market is always recommended extending and correcting the following list.

• Provide integration to other tools.

• Provide API to allow custom integrations by users.

• Provide sections to educate or inform users in related fields.

• Supports the competitiveness of users to keep them motivated.

• Ensure that new companies get a helping hand with onboarding.

– Correct setup of the program.
– Reasonable establishment of fixing the bugs.
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• Ensure high quality of the triage team.

– Good communication skills with companies and users.
– Limitation of false-positive and duplicated findings.
– Assistance with bug fixing.

• Provide the possibility of other IT security testing.

• Assign users with a rating based on the triage team/company as another
metric invitations to non-public programs.
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I have conducted, that bug bounty hunting provides a unique way of testing the
security of the target concerning the closest techniques, which are penetration
testing and red teaming. I have deduced that the Software as a Service for bug
bounty is rising in popularity. Based on the general discussion in total with
ten users and eight companies using bug bounty platforms I have understood
the positive points and negatives of the aspects of the bug bounty platforms.
I have proposed a high-level design of a bug bounty platform based on the
discussion and my personal experience with four different platforms.

The first chapter provided an overview of the history of the bug bounty.
It as well summarises and collects a list of common sections presented in the
bug bounty platforms, that is hard to find in other documents. An overview
of the possible types of bug bounty programs such as public, private, time-
bounded and unlimited programs. As well as the self-hosted option and using
bug bounty as a service completes the summary of bug bounty possibilities.
The chapter was ended with the benefits of the bug bounty and a summary
to provide a comprehensive description of the bug bounty missing in other
documents, articles, or books.

The second chapter provided a list of tools(vulnerability disclosure pro-
gram, vulnerability scanning and management, penetration testing, red and
purple teaming and security auditing) used in IT security with a brief ex-
planation and each with comparison to the bug bounty. By the listed tools,
the Vulnerability disclosure is a part of a bug bounty procedure, other than
that the most similar processes are penetration testing and red teaming. It
is important to say, that bug bounty is evolving quickly and bug bounty may
become similar to other tools as well.

The next chapter introduced four different providers of the bug bounty
platform. I had a personal experience with every single of these platforms
and questioned several users and companies for their feedback regarding the
usability advantages and drawbacks of the platforms. The most important
part of bug bounty based on this chapter is the triage team and from the
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perspective of the companies the assistance during the establishment of bug
bounty, control and filtering of the reports. For the users, it is important to
have a clear and easy to navigate clear webpage. As a last important part, is
the possibility to have a chance to join even closed programs by proving the
knowledge other then finding bugs in a public program.

The last chapter summarises the gathered information from previous chap-
ters and proposes a high-level design of a bug bounty platform. The chapter
ends with suggested steps to be taken and considered, to complete the design
creation of a competitive product based on the current market situation. The
design includes features to match the common requirements of the bug bounty
platform. Besides, the design provides a guideline, on how to implement the
main feedback obtained from users in the previous chapter. This is composed
of rating, that the user can obtain by certificates, git contribution and com-
pleting challenges of the Capture the flag. The final lists provide suggestions
on how to be competitive in the current market and stand out of the crowd
by exposing API to be consumed by users for example.
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Appendix A
Acronyms

VDP Vulnerability disclosure policy

URL Uniform Resource Locator

CV Curriculum vitae

SaaS Software-as-a-Service

SDL Software Development Life Cycle

AI Artificial intelligence

PSA security certification scheme for Internet of Things hardware, software
and devices

PCI Payment Card Industry Data Security Standard

SOC security operations center

GUI graphical user interface

VPN virtual private network

IP Internet Protocol address

CVSS Common Vulnerability Scoring System

CVS Concurrent Versions Software

NVD National Vulnerability Database

API Application Programming Interface

JSON JavaScript Object Notation

CEH Certified Ethical Hacker
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A. Acronyms

CISM Certified Information Security Manager

CISSP Certified Information Systems Security Professional

CISA Certified Information Systems Auditor

CTF Capture The Flag

non-SQL not only Structured Query Language
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Appendix B
Contents of CD

readme.txt ....................... the file with CD contents description
src.......................................the directory of source codes

thesis..............the directory of LATEX source codes of the thesis
figures .............................. the thesis figures directory
*.tex.................... the LATEX source code files of the thesis

text..........................................the thesis text directory
thesis.pdf ...................... the Diploma thesis in PDF format
thesis.ps ......................... the Diploma thesis in PS format
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