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Abstract

The historical way of handling indus-
trial wiring heavily utilized point-to-point
wirings, which caused complications such
as mis-wirings and space constraints.
SmartWire-DT is a solution developed by
Eaton to act as an alternate method of in-
dustrial wiring and to mitigate these prob-
lems. As such it is a technology in need of
further development for widespread usage.
This development process would benefit
greatly if it was able to be carried out on
standard microcontroller units. The objec-
tive of this thesis is to investigate the fea-
sibility of emulating the functionality of a
given SmartWire-DT device in a standard
microcontroller unit. The source material
was reviewed and the careful examination
of the constraints both on paper and in
a SmartWire-DT test setup showed that
such an implementation is theorethically
possible. Based on these findings a sim-
ple emulative prototype was implemented
using a standard microcontroller. This
prototype was able to accurately emulate
the SmartWire-DT functionality of a sim-
ple component. Therefore it is concluded
that such an emulation is feasible. Going
forward, microcontroller units with dif-
ferent capabilities can be used to further
match the constraints and functionality
of the SmartWire-DT component that is
to be emulated.

Keywords: SmartWire-DT, SWD,
microcontroller, communication protocol

Supervisor: doc. Ing. Jiří Novák, Ph.D.
Technická 1902/2, B3-458, Dejvice,
Praha 5

Abstrakt

Historický způsob manipulace s průmys-
lovými rozvody těžce využíval kabelová
propojení typu point-to-point, která způ-
sobovala komplikace, jako jsou nesprávná
zapojení a omezení prostoru. SmartWire-
DT je řešení vyvinuté společností Ea-
ton jako alternativní metoda průmyslo-
vého zapojení a zmírnění těchto problémů.
Jedná se o technologii, která potřebuje
další vývoj pro široké použití. Tento vý-
vojový proces by byl velmi přínosný, po-
kud by mohl být prováděn na standard-
ních mikrokontrolérových jednotkách. Cí-
lem této práce je prozkoumat provedi-
telnost emulace funkčnosti daného zaří-
zení SmartWire-DT ve standardní mikro-
kontrolérové jednotce. Zdrojový materiál
byl přezkoumán a pečlivé zkoumání ome-
zení jak na papíře, tak v nastavení testu
SmartWire-DT ukázalo, že taková imple-
mentace je teoreticky možná. Na základě
těchto zjištění byl implementován jedno-
duchý emulační prototyp pomocí stan-
dardního mikrokontroléru. Tento prototyp
dokázal přesně napodobit funkčnost jedno-
duché komponenty SmartWire-DT. Proto
se vyvozuje závěr, že taková emulace je
proveditelná. V budoucnu lze mikropro-
cesorové jednotky s různými schopnostmi
použít k dalšímu přizpůsobení se omeze-
ním a funkcím komponenty SmartWire-
DT, která se má emulovat.

Klíčová slova: SmartWire-DT, SWD,
mikrokontrolér, komunikační protokol

Překlad názvu: Emulace komunikace
SWD — Emulace komunikačního
protokolu SmartWire-DT pomocí
standardního mikrokontroléru

v



Acknowledgements

I would like to gratefully acknowledge the
guidance, support and encouragement of
my advisor doc. Ing. Jiří Novák. The
advice he has given has been instrumental
to the finalization of this thesis and he has
provided me with invaluable feedback.

My gratitude extends to Mr. Pavel Dě-
dourek and Mr. Ondřej Ficner for their
continuous support, on matters both tech-
nical and administrative. They enabled
the research process to be carried out as
efficiently as possible with their contribu-
tions.

This thesis would not have been pos-
sible without the financial and logistical
contributions from Eaton European Inno-
vation Center. I would like to thank all
the personnel involved for providing an
exceptional environment in which I was
lucky to carry out my research.

I would also like to thank my professors
at Czech Technical University in Prague
and Middle East Technical University,
NCC. They supplied me with the scientific
background I needed to undertake such
a task. My thanks also extend to the in-
stututions themselves for the continuous
financial and logistical support they have
given me over the course of my education.

Finally I would like to thank my col-
leagues, namely Mr. Emre Şakar and Mr.
Jan Cabicar, for their insight and support.

Declaration

I, Emin Tunahan Yazan declare that this
thesis and the work presented in it titled
Emulation of SWD Communication are
my own and has been generated by me as
the result of my own original research. I
confirm that this work was done wholly or
mainly while in candidature for Masters
degree in Open Informatics at Czech Tech-
nical University in Prague. Where any
part of this thesis has previously been sub-
mitted for a degree or any other qualifica-
tion at this University or any other institu-
tion, this has been clearly stated. Where
I have consulted the published work of
others, this is always clearly attributed.
Where I have quoted from the work of oth-
ers, the source is always given. With the
exception of such quotations, this thesis
is entirely my own work. I have acknowl-
edged all main sources of help. None of
this work has been published before sub-
mission.

Prague, 14 August 2020

vi



To my family, here and elsewhere.
"People drop out of the history of a life as of a land, though their work or

their influence remains."

- The Manchester Man
G. Linnaeus Banks, 1876

vii



Contents

1 Introduction 1

1.1 State of Wiring in Industrial
Applications . . . . . . . . . . . . . . . . . . . . 1

1.1.1 Early Control Panels . . . . . . . . 2

1.1.2 Conventional Control Panels . 3

1.2 SmartWire-DT . . . . . . . . . . . . . . . . 4

1.3 Research and Test Objectives . . . 5

1.4 Organization of Thesis . . . . . . . . . 8

2 SmartWire-DT Communication
Protocol 9

2.1 Notation and Terminology . . . . . . 9

2.2 General SWD Information . . . . . 11

2.3 Initial Testbench . . . . . . . . . . . . . 17

2.3.1 Datagram Flow . . . . . . . . . . . . 20

2.3.2 Device Isolation . . . . . . . . . . . . 29

2.4 Requirements Analysis . . . . . . . . 32

3 Emulative Implementation 35

3.1 Hardware . . . . . . . . . . . . . . . . . . . . 35

3.2 Software . . . . . . . . . . . . . . . . . . . . . 41

3.3 Completed Prototype . . . . . . . . . 47

4 Testing 51

4.1 Emulative Behaviour Tests . . . . . 52

4.2 Parametric Tests . . . . . . . . . . . . . 55

4.2.1 Clock Speed Tests . . . . . . . . . . 55

4.2.2 Number-of-Device Tests . . . . . 57

4.2.3 Cable Length Tests . . . . . . . . . 58

5 Conclusions 59

A Bibliography 63

viii



Figures

1.1 Early control panel . . . . . . . . . . . . 2

1.2 Conventional control panel . . . . . . 3

1.3 SWD system overview . . . . . . . . . . 7

2.1 Custom sequence diagram tutorial 11

2.2 Sample SWD configuration . . . . 12

2.3 SWD flat cable . . . . . . . . . . . . . . . 12

2.4 SWD socket . . . . . . . . . . . . . . . . . . 13

2.5 SEL cable . . . . . . . . . . . . . . . . . . . 13

2.6 Cyclic datagram byte flow . . . . . 15

2.7 Cyclic datagram byte flow . . . . . 16

2.8 Testbench . . . . . . . . . . . . . . . . . . . 18

2.9 EASY-806-DC-SWD . . . . . . . . . . 18

2.10 Consecutive cyclic datagrams . . 20

2.11 Cyclic datagram detail . . . . . . . 21

2.12 Disconnected device fill in . . . . 21

2.13 Reconnection detection attempt 23

2.14 SELOUT line in reconnection
detection attempt . . . . . . . . . . . . . . . 24

2.15 Device reconnection . . . . . . . . . . 25

2.16 Power-on datagram flow . . . . . . 26

2.17 Configuration datagram flow . . 28

2.18 Device contribution to cyclic
communication . . . . . . . . . . . . . . . . . 30

2.19 Device contribution to acyclic
communication . . . . . . . . . . . . . . . . . 31

3.1 STM32F429IDISCOVERY . . . . . 37

3.2 TTL converter . . . . . . . . . . . . . . . 39

3.3 Optocoupler . . . . . . . . . . . . . . . . . 40

3.4 State machine . . . . . . . . . . . . . . . . 42

3.5 Prototype schematic . . . . . . . . . . 48

3.6 Prototype layout . . . . . . . . . . . . . 49

3.7 Prototype photo . . . . . . . . . . . . . . 50

4.1 Cyclic test waveform . . . . . . . . . . 53

4.2 INITIATE test waveform . . . . . . . 53

4.3 MCU clock configuration . . . . . . 56

ix



Tables

2.1 Custom sequence diagram . . . . . 10

4.1 Test results . . . . . . . . . . . . . . . . . . 52

4.2 Test timing results . . . . . . . . . . . . 54

4.3 Clock speed parametric test
results . . . . . . . . . . . . . . . . . . . . . . . . . 56

4.4 Number of device parametric test
results . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.5 Wire length parametric test
results . . . . . . . . . . . . . . . . . . . . . . . . . 58

x



Chapter 1

Introduction

1.1 State of Wiring in Industrial Applications

Industrial plants are at the heart of the modern society we live in today. As
such they are required to continuously operate at a high capacity, producing
various goods and services for the population to thrive above. These products
range from small scale consumer goods to infrastructural equipment of gi-
gantic proportions. It follows that the process of manufacturing for all these
products makes use of a varied selection of people with different expertise and
components with different capabilities. From small scale operations to a high
capacity assembly line all such industrial plants need a specialized set of tools
interacting in a precise, coordinated and effective fashion. As they arguably
serve as the life blood of the industrial society; production, installation and
maintaining of such plants are also an area of great importance.

In a given typical industrial plant there exist various components, each
with a specific function, dedicated to keeping the plant operational. All these
components are supposed to work in effective coordination, forming the core of
the industrial plant. To achieve this coordination there needs to be some sort
of connection to handle exchange of data between the components to facilitate
their harmonized operation. In the industry this need for connectivity has
historically been handled by using control panels.
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1.1.1 Early Control Panels

The typical solution to the need of connectivity comes in the form of a
control panel. A control panel is a structure where the multitude of electrical
equipment that control and facilitate the rest of the system is stored [HP15].
In the early versions these panels were almost entirely made up of relays.
While functional, these systems were costly to maintain, hard to debug and
almost impossible to adjust for a different application as noted in [Zim08].
In essence they had point to point connections between assembly line devices,
timers, counters, sensors and buttons via an array of relays. The logic was
largely made up using the actual connections of a wire. Therefore when
the system needed to be changed be it because of a problem or a new logic
function, it had to be shut down and the individual wires had to be connected
and disconnected manually. Moreover, even in normal operation, the panel
itself was a big collection of interconnected wires which was hard to decipher
let alone debug. A typical example can be seen in figure 1.1. It is obvious
that this approach is not feasible for all but the smallest scale industrial
plants. Due to these shortcomings there was a push from within the industry
to find a better alternative to this wire based logic and the solution came in
the form of PLCs.

Figure 1.1: Early control panel. Source: [Zim08]
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1.1.2 Conventional Control Panels

As the overhead for using excess amounts of cable was very significant in a
control panel, the method of enacting program logic was quickly shifted to a
central, programmable controller called PLC when the technology permitted
developers to do so. This PLC device can be considered as the "brain" of the
control system. A PLC device has input and output connections along with
the capability to run a logic program. According to the program installed on
the PLC it can decide how the outputs should behave based on the connected
inputs like sensors as explained in [Col07]. These outputs are then connected
to devices such as relays and contractors which drive motors and other output
devices. And so the devices on the automation line are able to be controlled.
A typical control panel using PLCs can be seen in figure 1.2.

Therefore a typical control panel can be summarized as a container of
control equipment with a collection of wires coming in and a collection of
wires coming out. These wires are connected to the PLC via coils and
contacts. This approach of using PLCs to control an assembly line has
had many historical advantages as noted in [HP15] and [Zim08]. Especially
when compared to the old method of using relays directly to control other
equipment, the PLC based conventional control panels can be considered a
major improvement in terms of time spent on assembly and comissioning.
Moreover some auxillary advancements in technology like Fieldbus, which
enables several components to be connected to each other using simple wiring,
further boost the effectiveness of such systems.

Figure 1.2: Conventional control panel with PLC. Source: [Zim08]
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However there are still some problems with this approach which is widely
used today. The amount of wires can still be considered excessive. The
point-to-point wiring of devices and relays is still reminiscent of the primitive
control panel implementations where assembly of a system is time consuming
and the technician is faced with potential troubles such as mis-wirings, loose
terminations and space constraints. Also it is still within the possibilities that
poor maintenance of a control panel will result in a mess of cables that would
need a teardown to function again. Due to these shortcomings there is still
research being done into the field of control panel wirings. SmartWire-DT is
the solution developed by Eaton to address these points.

1.2 SmartWire-DT

SmartWire-DT (hereinafter referred to as SWD) is a communication system
used to connect a variety of industry-line devices. Instead of using conventional
point-to-point control wiring it uses a single cable, managed like a bus, to
handle communications with the aim of efficiency and ease-of-use. Due to
this, all typical industry-line devices such as switchgear, sensors and actuators
can be connected without the need of individual wiring to a central PLC. An
overview of a SWD system is presented in figure 1.3.

As seen from figure 1.3 SWD is a different method for component con-
nectivity, utilizing a different scheme compared to the traditional point to
point connections. When used in a control panel all the switchgear are con-
nected to the main bus, including data and power supply lanes, to ensure a
clean implementation. SmartWire-DT can also connect to the components
installed on the field such as sensors and actuators through the standard
M12 connectors. The distance between components is not a crucial limiting
factor as SmartWire-DT has a range of 600m. It also supports connections
to common field bus systems such as PROFIBUS-DP, ProfiNET, CANopen
and Ethernet/IP through the use of gateways. Lastly, the connection and
configuration process for comissioning a SWD system is considerably straight-
forward. For connections it makes use of a standard SWD plug commonly
present on all SWD devices. The main SWD bus cable has the compatible
sockets, which makes connection almost like plug-and-play. The SWD line
supports up to 99 devices and additional sockets can be created on the main
SWD bus by the use of a crimp tool to support more devices on a given line.
To configure the system the user needs to press the configuration button on
the coordinator, which assigns addresses to all the connected SWD devices.
This configuration is then stored and checked every time the SWD system is
reset. All this information can be found in [Ein16]. The configuration process
and the relation of devices and coordinators will be inspected in much greater
detail in the later chapters.
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As explained above SWD uses a different approach to the necessity of
component interconnection when compared to the contemporary industry
standard solutions. The main selling points of SWD are the common bus con-
nection, standardized compatible devices, interoperability with the industry
standards through gateways and a streamlined configuration process. As such
systems which utilize SWD are easier to assemble, test and comission. They
make use of a wide rage of components produced, tested and maintained by
Eaton. They can interoperate with all the industry standard protocols using
gateways. All these reasons make SWD a viable alternative as the next step
in wiring in industrial applications.

1.3 Research and Test Objectives

Due to the benefits outlined in the previous sections, it is apparent that
SWD is a potentially important technology in the current market. As such
it is natural to assume that it would gather research efforts focused on
understanding how it works and developing new, compatible devices. The
normal method for development of new SWD device algorithms for an engineer
with an intermediate level of knowledge of the protocol is to make use of the
SWD development kits. Using these kits (SWDT-BS24-1 and SWDT-BS80-1)
the developer can program their own logic with which the SWD device would
operate. The benefits of these kits are numerous: they are fully compatible
with the SWD system from the get-go both in terms of functionality and
physicality, they have the full communication stack in place and they facilitate
all the tools needed for the development of a new SWD device. Therefore the
in-place development kit offers a comprehensive way to design and test new
devices. However, it is potentially important to know whether an aftermarket
microcontroller unit (hereinafter referred to as a MCU) can be used to mimic
the behaviour of a potential SWD device, enabling developers to use them
to design different SWD devices down the line. If so it would allow even
more opportunities for developers to create and test different SWD devices,
which would result in more widespread use of the technology as the level of
commitment one has to have to adopt the SWD protocol would be drastically
lowered. It could also save on some resources as aftermarket MCUs are
widely available with different capabilities that would more adequately suit
different device functionalities. If nothing else, the incentive behind such an
investigation may fall under the intrinsic motivation category A. Hars and S.
Ou talk about in their 2001 book [HO01].
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1 An overview of the SmartWire-DT system

1.1 What is SmartWire-DT?

6 SmartWire-DT ∙ The System 01/16 MN05006002Z EN www.eaton.com
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1 An overview of the SmartWire-DT system

1.1 What is SmartWire-DT?
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1 compact PLC 20 Soft starter DS7 with electronic 
motor protection from PKE

39 PKE motor-protective circuit-
breakers

2 touch panel 21 SWD universal module, front 
mount

40 Soft Starter DS7

3 PLC with field bus interface 22 SWD LED element, 
front mounted

41 DE1 Variable speed starter

4 Gateways 23 RMQ-Titan mounting clamp for 
flush mounting plates 

42 SWD function element for DC1 
variable frequency drive, DE1 
variable speed starter

5 control relays 24 RMQ-Titan indicator light 43 SWD function element for DA1 
variable frequency drive

6 SWD blade terminal, 8-pole 25 SWD function elements for front 
mount

44 DC1 variable frequency drives

7 SWD ribbon cable, 8 pole 26 SWD operating elements 45 DA1 variable frequency drives

8 SWD I/O module 27 SWD power feeder module 46 SWD bus termination resistor for 
8-pole flat band conductor

9 SWD module for circuit-breakers 
and 
residual current circuit-breakers

28 SWD control panel bushing rib-
bon cable to 8-pole round cable, 
M20

47 M12 plug connector, 5 pole

10 SWD external device plug, 8-
pole

29 SWD control panel bushing rib-
bon cable 
to 5 pole round cable, M12

48 Round cable, 5-pole

11 SWD connection for NZM 30 Surface mounting enclosure 
RMQ-Titan

49 SWD I/O module IP67, 2 I/O

12 NZM circuit-breaker 31 SWD card for function elements, 
base fixing

50 SWD I/O module IP67, 4 I/O

13 SWD contactor module 32 SWD LED elements for base fix-
ing

51 SWD I/O module IP67, max. 16 I/O

14 DILM contactor 33 SWD function elements for base 
fixing

52 SWD bus termination resistor 
IP67 for 5 pole round cable, M12

15 SmartWire-DT contactor module 
with 
manual 0 automatic switch

34 SWD universal modules, base 
fixing

53 Base module signal tower 
SL4/SL7

16 Motor protective circuit-breaker 35 SWD plug-in connector, 8 pole 54 Signal towers SL4 /SL7

17 Motor starter MSC 36 SWD round cable, 8 pole 55 Electronic Motor Starter EMS

18 SWD PKE module (motor starter) 37 SWD adapter for flat/round cable 
for top-hat rail mounting

56 SmartWire-DT planning and 
ordering aid (SWD-Assist)

19 Motor starter with PKE elec-
tronic motor protection

38 SmartWire-DT PKE module 
(motor-protective circuit-
breaker)

SWD coordinators SWD modules SWD accessories

touch panel
with SmartWire-DT master interface and 
PLC function
3.5“ , 5.7“, 7“ or 10“ TFT LCD screen addi-
tional fieldbus interfaces, 
Ethernet, WEB server

compact PLC
with SWD master interface
Additional field bus interfaces, 
Ethernet, Web-Server

control relays
with SWD master interface

Gateways
Connection of SmartWire-DT to field bus 
(e.g. CANopen, Profibus, ProfiNet …)
Supply voltage for the SWD module
Feeder unit for the control voltage for 
the motor starter or contactor
Support of up to 99 SWD modules

E/A modules to connect digital and analog 
input/output signals in protection class IP20, 
IP67

DS7 Soft starter with integrated connection

Function element to connect to:
• Pilot devices RMQ-Titan
• SL4/7 signal tower
• Contactor DILM
• Motor-protective circuit-breaker PKZ/

PKE
• PKE32, 65 circuit-breaker
• NZM2,3,4 circuit-breakers
• Miniature circuit breaker (MCB)
• DE1 Variable speed starter
• DC1, DA1 variable frequency drives

Several connection elements are neces-
sary to ensure the SWD line function.

• Power feeder module
• SWD line
• SWD housing and switch cabinet 

bushings
• Plug and plug-in connections
• Links
• Couplings, cable adapters
• Bus termination resistors
• Tools
• Programming accessories

Figure 1.3: SWD system overview. Source: [Ein16]

Considering the points indicated previously, the overall purpose of the
research and testing part of this thesis was to investigate whether it was
feasible or not to emulate a SWD device using an aftermarket MCU. Therefore
the first goal was to ensure that such an emulation was even theoretically
possible. This was accomplished through a diligent and expansive look
through the avaliable source material. After asserting that such an emulation
would be attainable, the next step was to contrive a potential prototype which
would be able to emulate a given SWD device to some extent. After some
rigorous inspection of an actual SWD system such a prototype was created.
The rest of the research and testing focused on honing the capabilities of the
prototype to better match the full communication stack of an SWD device
and the general behaviour of the reference SWD device.
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1.4 Organization of Thesis

In order to guide the reader through the research, development and testing
processes, this thesis is structured as follows:

In the first chapter some background information about the topic of ind-
sutrial wiring solutions are presented. The importance of wiring systems
and their history is talked about, followed by some information about more
contemporary implementations. After that the SmartWire-DT technology is
introduced and the key properties are outlined. Lastly, the motivation behind
this thesis along with the aimed research and test objectives are presented.

Chapter two delves more deeply into the technicalities of SWD obtained
from the research part of the process, establishing a solid base upon which the
implementation is based. First the SWD protocol is inspected in detail accord-
ing to the documentation. Then the initial testbench that was constructed
is introduced. Inspection of datagram flow and process of device isolation is
carried out. Lastly, all future requirements for an emulative implementation
are listed.

Chapter three concerns the emulation part of the thesis process, explaining
the finer details of the emulative implementation. It starts out with the
hardware side of things, talking about and deciding on all the electrical
components needed in the system. Then, as for the software side, it talks
about the general state machine which is utilized to receive, parse and
transmit datagrams. It also touches on some specific states to explain certain
transmissions in depth. The chapter ends by giving an overview of the
completed prototype.

Chapter four concerns the testing of the finished prototype. The first part
of the tests is based on the emulative behaviour of the prototype, comparing
the datagrams the prototype and the reference device construct. The latter
part of the tests are parametric tests, aiming to shed more light into possible
future work by tweaking certain parameters to see how the prototype would
respond.

The last chapter of this thesis contains a brief summary, recapitulating
the knowledge and expertise acquired through the thesis process. It also
comments on the results obtained by the whole process and their relation to
the research objectives. Lastly it presents some avenues for potential future
work.

8



Chapter 2

SmartWire-DT Communication Protocol

The first step to succesfully create an emulative prototype was to get more
familiar with the SWD technology. To undertake this task first several docu-
ments about SWD were studied. After getting some theorethical knowledge
by this inspection, a testbench was created to get a more practical sense of
how the system works. This testbench was used to inspect the datagrams
transmitted on the SWD line and to make connections between the the-
orethical knowledge and a real world implementation of an SWD system.
According to the knowledge gathered from these sections some requirements
for a potential emulative implementation were then laid out.

2.1 Notation and Terminology

As the rest of the sections in this chapter include the bulk of the knowledge
about the SWD system, it is important that they are understood well. To
ensure this, these chapters make use of several sequence diagrams. The
reader may be familiar with such diagrams, perhaps from topics such as
computer networking. However, SWD as a protocol has some properties
that may render the usage of traditional sequence diagrams confusing. In
this endeavour a custom sequence diagram that shows how datagrams are
transceived was developed. It will be briefly explained in this section and can
be seen in table 2.1. Then, certain sample datagram transmissions will be
examined and explained in figure 2.1.
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Family Symbol Explanation

Network Nodes

Coordinator The coordinator will always occupy the left-
most place in the list of devices.

Device 4 All the devices present on the line will follow
along.

... Two or more devices can be represented as a
collective with this symbol.

Datagram Nodes

This symbol indicates that the node is trans-
mitting.

The symbol indicates that the node is receiv-
ing. It also says that the received information
is used actively.

The symbol indicates that the node is receiv-
ing. However, the received information is not
functionally utilized.

Datagram Lines

Any datagram with a solid line means that the
datagram was successfully transmitted.

A dashed line means that the datagram was
not successfully transmitted.

Labels and Colors

INITIATE The labels indicate what the kind of the data-
gram is

C FULLCOMM Each datagram type and device is assigned a
color.

Time Lines

A continuous line indicates the normal flow of
time unless specified.

A dashed line is used to represent the time
lines of collective devices.

A dotted line indicates the passage of time and
datagrams.

A line with one mark means that the previ-
ous datagram is repeating for an unspecified
amount of time.

Same as a line with one mark but in this case
the previous two datagrams are repeating as
a couple.

Table 2.1: Custom sequence diagram

The datagram flow notation presented above is sufficient to describe most
of the communication that takes place in an SWD system. Perhaps one
confusing point is about the active usage of incoming transmissions. It can be
exemplified in the case of one device sending a datagram to another device.
Since SWD has a bus architecture, all transmissions share one collusion domain
and therefore this datagram is visible to all devices. However, although all
the other devices also receive this datagram, only the target device actively
uses it.
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Coordinator ... Device 3

DATAGRAM 1
Datagram transmitted by coordinator, received by device
3 and actively used, successful transmission

DATAGRAM 1 is repeated indefinitely

DATAGRAM 2
Datagram transmitted by coordinator, received by device
3 but not actively used, successful transmission

DATAGRAM 3
Datagram transmitted by coordinator but not received by
the device 1 or 2

DATAGRAM 4
Datagram transmitted by coordinator, received by all de-
vices but only actively by device 3

DATAGRAM 3 and DATAGRAM 4 are repeated indefinitely

DATAGRAM 5
All devices have a hand in the transmission of the data-
gram and they are assumed to have actively received it

Figure 2.1: Custom sequence diagram sample datagrams

In addition, there are certain things to consider about the terminology
used in this chapter and the rest of the thesis. Whenever possible, the
terminology in this chapter will reflect the terminology present in the SWD
documentation. Therefore any preconceived connotations of certain terms;
like datagram, service or enumeration, should be taken only as a jumping off
point for their context in an SWD system. Fortunately, a large portion of
such terms are not far off in terms of their meanings from their conventional
definitions.

2.2 General SWD Information

As explained in the previous chapter, SWD protocol is used to utilize a serial
bus connection instead of traditional point to point connections with the
aim of efficiency and ease-of-use. This connection is facilitated using a SWD
coordinator, SWD slave devices and a SWD conductor. In an SWD system,
the conductor is connected to the coordinator and all the SWD slave devices
are then connected to this conductor. The protocol facilitates data exchange
between these slave devices. A sample SWD configuration can be seen in the
figure 2.2.

11



System description 
SmartWire-DT

12

02/11 MN05006002Z-EN

Figure 1: SmartWire-DT topology

a SmartWire-DT gateway
b SmartWire-DT blade terminal
c SmartWire-DT flat band conductor
d SmartWire-DT slave
e SmartWire-DT external device plug
f Power feeder module
g SmartWire-DT round cable
h SmartWire-DT switch cabinet bushing
i Network terminator

a f

h h
d

i

g

e

d

c

d

b

bb

Figure 2.2: Sample SWD configuration. Source: [Wie11b]

Physical Properties

The main type of conductor used in SWD systems is the Smartwire-DT flat
band conductor SWD4-5LF8. It is a flat cable that carries all the necessary
signals to the devices on the line. It is made up of 8 individual wires. A
representation can be seen in figure 2.3. It can be seen that it carries power
lines along with the DATA and SEL lines. The DATA line is used for the exchange
of the data and the SEL line is used for addressing.

2 Engineering

2.2 Hardware engineering

30 SmartWire-DT ∙ The System 09/16 MN05006002Z EN www.eaton.com

2.2.3.1 Cable length
An SWD network can have a length of up to 600 m. The actual value will 
depend on the baud rate and cable type used (SWD ribbon cable or SWD 
round cable).

Table 3: Max. cable lengths

2.2.3.2 SWD ribbon cable
SmartWire-DT uses an 8-pole ribbon cable in control panels. In addition to 
communication wires, this ribbon cable carries the power supply for the 
SWD modules and the switchgear, as well as control wires for assigning 
addresses.

Table 4: Configuration of the SWD ribbon cable

The SWD ribbon cable has a maximum ampacity of 3 A (CE) or 2 A (UL).  and 
a dielectric strength of 600 V (CE, UL). This means that it can be routed 
together with motor current cables in the same cable duct. At its beginning 
and end, the SWD ribbon cable has an 8-pole SWD4-8MF2 ribbon connector.
An SWD network always starts with the SWD ribbon cable from the coordi-
nator. A variety of SWD elements can be connected at the end of the SWD 
ribbon cable:

• SWD4-8SFF2-5 coupling for flexibly connecting to another SWD ribbon 
cable segment

• Cable adapter / control panel cable gland for the transition from SWD rib-
bon cable to an SWD round cable (5-pole or 8-pole)

• EU5C-SWD-PF… power feeder module for feeding additional supply 
voltage

• SWD4-RC8-10 bus termination for the SWD ribbon cable.

Baud Rate SWD ribbon cable SWD round cable 
(5-pole)

SWD round cable (8-
pole)

125 KB 600 m 600 m 600 m

250 KB 600 m 600 m 600 m

SWD ribbon cable Configuration Description

+24 V DC Contactor control voltage

Chassis ground Contactor control voltage

GND for device supply voltage and data cable

Data B Data cable B

Data A Data cable A

GND for device supply voltage and data
(Data A, Data B)

SEL Select cable for automatic addressing of the SWD 
moduls

+15 V DC Device supply voltage

Figure 2.3: SWD flat band connector. Source: [Ein16]
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To connect a device to this conductor, an SWD socket SWD4-8SF2-5 is
used. The socket is clamped on the SWD flat band conductor and then the
device is plugged into this socket. It has 8 pins and the functionality of each
pin can be seen in figure 2.4. Note that instead of just one SEL pin, it has
one SELIN and SELOUT pin. The SEL line functionality can be thought of
as a daisy chain connection in the sense that the SELOUT pin of a socket is
connected to the SELIN pin of the next socket with the SEL cable. Therefore,
the SEL cable can be thought of as not a continuous wire but pieces of wire
that connect SELOUT and SELIN pins of consecutive sockets. An illustration
of this behaviour is presented in figure 2.5.

X24V
XGND
SELOUT
SELIN
PHYB
PHYA
GND
15V

Figure 2.4: SWD socket pins. Source: [Ein16]

Figure 2.5: SEL connections between SWD sockets. Source: [Ein16]

The other important part of the SWD connector is the DATA lines. The
DATA line characteristics are similar to the well-known RS485 protocol. It is
a voltage differential two wire protocol with two bus values (0 and 1) and
three bus states (0, 1 and weak 1 for quiet state). It uses non-return-to-zero
8n1-LSB coding. As for speed, the current generation of devices commonly
support two baud rates of 125kbaud and 250kbaud with some special devices
supporting larger speeds up to 2Mbaud.
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Data Link Level Properties

The SWD system makes use of datagrams to facilitate communication between
the devices connected to the SWD line. All the devices use the same DATA
line to communicate. Therefore there needs to be an arbitrer to facilitate
collusion-free communication. This task is carried out by the coordinator.
The coordinator is often a PLC or a gateway device to a more complex system.
This coordinator device is tasked to control the communication taking place on
the SWD conductor by granting permission to the individual slave devices on
the SWD line, enabling them to contribute to the transmission of datagrams.
To differentiate between the devices, an addressing scheme is utilized at the
startup where the coordinator assigns addresses to each device on the SWD
line. This enumeration process makes use of the SEL line described above. It
will be examined in more detail in the upcoming sections.

Each SWD datagram has the same general structure: it is made up of a
header, a payload and a checksum. The header specifies some information
about the datagram as a whole, such as datagram type. The payload contains
the data to be transmitted. Lastly the checksum is included to detect
transmission errors. There are two main types of datagrams, cyclic and
acyclic datagrams. They are similar to the DPv0 and DPv1 protocol versions
of Profibus if the reader happens to be familiar with such protocols. Here
they will be briefly introduced.

. Cyclic datagrams are used to transmit data between all the devices con-
nected to the SWD line. As such they are not targeted to any individual
device but are transmitted with all devices in mind. They are triggered
by the coordinator. The payload part of cyclic datagrams contain output
and input bytes for the whole system, with byte positions specifically
assigned by the coordinator during the enumeration process according
to the address of each SWD device. All the devices on the SWD line are
also aware of their assigned byte positions in a given cyclic datagram.
Therefore, with each cyclic datagram, all applicable devices receive the
cyclic datagram as a whole and identify their designated output bytes
within the payload. They then assign their outputs accordingly. As for
the inputs, a similar procedure is followed but instead the individual
devices carry out the transmission of their input bytes in their designated
input byte time periods. A general datagram flow of the cyclic datagrams
is illustrated in figure 2.6. As can be seen, the header and checksum
parts of the datagram are transmitted by the coordinator. Each device
is responsible for calculating the datagram checksum and comparing it
against the checksum transmitted by the coordinator. More information
about the checksum functionality will be given below.
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Coordinator ... Device 3 Device 4 Device 5

HEADER

PAYLOAD OUT MOD0

PAYLOAD OUT MOD1

PAYLOAD OUT MOD2

PAYLOAD OUT MOD3

PAYLOAD OUT MOD4

PAYLOAD OUT MOD5

PAYLOAD IN MOD1

PAYLOAD IN MOD2

PAYLOAD IN MOD3

PAYLOAD IN MOD4

PAYLOAD IN MOD5

CRC

CYCLIC

CYCLIC

Figure 2.6: Cyclic datagram byte flow

. Acyclic datagrams are used to communicate between devices. As opposed
to the cyclic datagram payloads where the system input and output
data is transmitted, the payload in acyclic datagrams often concerns the
control and configuration of the devices. They can be of types unicast,
multicast or broadcast. The coordinator, as well as the slave devices, can
transmit or receive such acyclic datagrams. Instead of designated byte
positions, acyclic datagrams make use of grants. A grant can be thought
of as permission given by the coordinator to a device that enables it to
transmit data. Note that the coordinator can also grant itself permission
to transmit. Physically, it can be described as the first half of the header
of a datagram. The device prepares the payload it needs to transmit
acyclicly and waits for a grant. When a grant that has the slave device
as the initiator is received, it then transmits the rest of the header and
the prepared payload. Therefore, a successful acyclic datagram can be
thought of as a grant followed by three datagram parts: second half
of header, payload and checksum. For a better understanding of these
distinctions, a careful inspection of figure 2.7 is advised.
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Coordinator ... Device 5

GRANT

HEADER PT2

PAYLOAD

CRC32

Acyclic datagram from
coordinator to device

GRANT
Grant sent to device, not
utilized

GRANT

HEADER PT2

PAYLOAD

CRC32

Acyclic datagram from
device to coordinator

Figure 2.7: Acyclic datagram byte flow

Regardlelss of the type of datagram, the transmission is ensured to be error
free by the use of cyclic redundancy check (hereinafter referred to as CRC).
It is a method of calculating the checksum of a given datagram. Both the
transmitting and the receiving parties calculate this checksum and invalidate
the transmission if the calculated checksums do not match. Two types of
CRC algorithm is used in the SWD system. The first variant, CRC8, is used to
detect errors in the header part of the datagram. As noted above, the acyclic
datagram header can be further dissected into two parts. Both of these parts
have a CRC8 value assigned to them. Therefore, depending on the datagram
type, each header is transmitted with one or two extra bytes containing this
CRC8 information. The other CRC calculation in the system happens at the
end of each datagram. Here, the whole content of the datagram is used to
calculate a larger checksum of 4 bytes. Devices on the SWD line have the
capability to invalidate the transmitted datagram upon discrepancies in these
CRC32 values.

Application Level Properties

The inner structure of an SWD system gets more and more complicated as
one traverses along these OSI Layer-like levels. Although it may be (and
has been) interesting and enlightening to fully understand the workings of
all these levels and the levels above, it is understood that this application
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level is a suitable place to stop. The rest of the upper layers are not essential
when considering the scope of this thesis. For this reason they will not be
explained here. With that in mind, the application level properties of an
SWD system will be briefly touched upon here.

Using the messaging scheme explained above, the SWD system is capable
to support several services. These services are used to control the behaviour
of the system. Nearly anything except the cyclic data exchange makes use of
these services. These services generally work as requests and responses in the
sense that if the coordinator wants to change some property of a device, it
sends the device a service request containing the relevant data as an acyclic
datagram. Then, when the device is ready, it responds to this request with a
response acyclic datagram including the appropriate data. Several services
are listed below to give an idea of the scope of their domain.. INITIATE. READCONFIG. WRITECONFIG. COMMAND. ABORT

As can be seen, they mainly concern the overall control of the devices in
the system. The data they transmit also reflects this as they transmit data
not strictly related to the input and output of the device, but more related
to the type, state or configuration of the device. They are introduced here
for the sake of thoroughness and they are expanded upon when needed in
the Subsection 2.3.2.

2.3 Initial Testbench

Based on the knowledge obtained in the previous section, the decision to
construct a simple SWD testbench was made. The main aim of constructing
this testbench would be to expand the knowledge pertaining to the communi-
cation protocol. Consequently, the testbench was designed in order to be not
very populated for it to be easily understandable yet populated enough to
sufficiently see the interaction between the devices on the line. It also had
to be populated with comparatively simple devices that would be easy to
understand and debug. The following testbench configuration, presented in
figure 2.8, was decided upon. Some specific details about the components
involved in this testbench are presented in below.
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Figure 2.8: Testbench configuration.

EASY-806-DC-SWD

The coordinator for the system was selected to be a EASY-806-DC-SWD
device. Part of the easy-800 series, it is an electrical control relay with several
function blocks including arithmetic, logic and timing functions. All such
functions and more information about the device can be found in [Wie11a].
These functions can be used to create PLC programs that run on the device,
which can control outputs like LEDs based on inputs like buttons. Therefore
it is possible to construct a PLC program that enables easy visual debugging
during the tests. Also it was a coordinator that had been used in a preceeding
project and therefore was familiar. All these reasons contributed to the
selection of this coordinator.

Figure 2.9: EASY-806-DC-SWD. Source: [Wie11a]

18



M22-SWD-LED and M22-SWD-K22LED

The M22-SWD series of devices are a combination of plot devices such as LEDs,
pushbuttons and other signalling devices. More details about these devices
can be found in [EEMJ17]. From this family two devices (M22-SWD-LED
and M22-SWD-K22LED) were selected to be used.

.M22-SWD-LED: This device is a simple one, consisting of a singular
LED. Therefore it has only the base level of input data (SUBST, PRSNT
and DIAG). As for outputs, it has a bit that controls whether the LED is
on or off.

.M22-SWD-K22LED: Similarly, the K22LED variable also has a singular
LED. The difference is that this device also has two contactors. Ac-
cordingly, it has 4 additional bits of input data when compared to the
previous device. They report the condition of both of the contactors.
The output data is exactly the same as from the previous device.

As can be seen from figure 2.8, the testbench configuration is a fairly simple
one. There are in total five SWD-LED devices connected to the coordinator
with a single cable. The coordinator is set to run at 250kbaud, which is
the highest speed it can achieve. The number of devices on the line was
decided in order to have enough LEDs to do visual debugging instantaneously.
Two different LED devices, M22-SWD-LED and M22-SWD-K22LED were
selected so that the difference between the data they contribute to the cyclic
datagram may be analyzed. One more thing to point out is that the last
three devices on the SWD line are marked as "optional" — this means that
disconnecting them does not disturb the SWD communication taking place
on the wire. Instead, the coordinator fills their cyclic communication slots
with some placeholder data. This is done to achieve a greater degree of
flexibility and variety in the testbench. Lastly, the first two LEDs were used
as indicators as to the state of the two push-buttons found on the fourth
LED device of the system. Using the PLC programming interface present
on the coordinator, a simple PLC program was uploaded which shows the
button states on the first two LEDs in binary. At this point in the project,
this 4th SWD-LED device (M22-SWD-K22LED) was scoped to be a possible
reference device upon which the prototype would be based. The described
PLC program offers a simple way to check the status of the buttons of a
potential prototype device that would be substituted for this reference device.
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2.3.1 Datagram Flow

After the testbench was assembled, a logic analyzer was used to sniff out
the traffic on every important wire in the system. As noted above, an SWD
socket has eight pins. Four of these pins are of importance in this case. They
are: PHYA, PHYB, SELIN and SELOUT. Two of these slots, PHYA and
PHYB, are combined to create a DATA line. All these lines, along with other
auxillary signals, were monitored during the various operational conditions
of an SWD system. By doing so, the typical datagram flow of an SWD
system was able to be understood. In this subsection, the datagram flow
under certain conditions will be explained broadly. In the next subsection,
they will be expanded on with particular focus on the contributions of the
specific prototype that is to be emulated.

Cyclic Datagrams

The first kind of datagram to be inspected are the cyclic datagrams. As
explained in Section 2.2, cyclic datagrams can be thought of as the default
datagram structure of an SWD system. As long as there is no need for a
device specific action, only cyclic datagrams are on the SWD line. This can
be observed in the testbench as well. Once the initialization and configuration
steps are fully complete, sniffing the SWD line results in the capture of
consecutive cyclic datagrams as seen in figure 2.10.

0 1 2 3 4 5 6 7 8 9 10 11 12 13

time (ms)

SWD DATA cyclic cyclic cyclic cyclic cyclic cyclic

Figure 2.10: Consecutive cyclic datagrams

As explained in the Section 2.2, this cyclic datagram can be broken down
into 3 main parts. The first part is generated by the coordinator and it
has information about the datagram itself. This information includes the
datagram type, a timestamp and the datagram length. The second part,
payload, is where all the devices on the SWD line contribute to. Every
component has a predetermined input and output slot in this payload which
they have to read from or write to. The last part is the CRC which is
generated by the coordinator. Each component on the line checks this value
against their own CRC values to see if their own transmissions were properly
received. The explained breakdown of a cyclic datagram can be seen and
represented as follows in figure 2.11.
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0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 1.1 1.2 1.3 1.4

time (ms)

SWD DATA coordinator payload CRC

Figure 2.11: Breakdown of a cyclic datagram into parts

This cyclic datagram loop continues on the SWD line as long as all the
conditions are normal: i.e. there is sufficient power and there is no need for
any acyclic communications. This establishes the baseline functionality for
the eventual prototype to adhere to. The next logical step was to see what
happens when some acyclic datagrams were forced. The first method of doing
so is to disconnect a device marked as optional.

Device Disconnect

When a device is disconnected from a running SWD system, what happens
is decided based upon whether it was marked as optional or not. If it was
not marked optional, the SWD coordinator stops the transmission of data.
Therefore the whole line has to be reconfigured to resume operation. However,
if the device was marked optional as in this case, the coordinator instead
fills the transmission slot with some data and continues operation. This
information was obtained in Section 2.2 and can be seen in more detail
in the analysis of the waveform presented in figure 2.12, which shows a
cyclic datagram where the fourth device on the line (M22-SWD-K22LED) is
disconnected.

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 1.1 1.2 1.3

time (ms)

SWD DATA coordinator payload i1 i2 i3 i4 i5 CRC

Figure 2.12: Coordinator filling in the input slot of the disconnected device

As can be seen from the figure, the payload is further dissected into
individual input bytes from all device on the line. The important behaviour
happens at the input byte on position 4, denoted by i4 in figure 2.12. Normally
this slot is the designated payload slot reserved for the disconnected device.
As the device is disconnected, there is no transmission taking place. The
coordinator monitors the line but since it does not see any transmissions,
after a certain predetermined timeout is triggered, instead fills the slot with
its own placeholder data. The rest of the communication happens as usual.
One more thing to note here is the timing of the transmitted bytes. When
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the coordinator is transmitting bytes one after the other, there is little to no
delay between these bytes. However, at the middle of the payload where each
device is supposed to transmit its own byte, there is a small delay between
each byte. Therefore it can be deduced that whenever the transmitting device
changes there exists a small delay between transmissions. This is expected
since there is less computation involved in consecutive transmission than
there is in time-slot detection combined with transmisson. Although not
particularly important now, this behaviour will become relevant in the timing
tests.

The coordinator filling in for the device in the payload data is not the only
change that happens on the SWD line when an optional device is disconnected.
There is also functionality to detect the reconnection of the devices. This
functionality is triggered alongside the payload data replacement described
above, once the coordinator realizes that the device is missing. It can be seen
in the figure 2.13. There are several important things to note in figure 2.13.
Walking through it, it can be seen that the coordinator first establishes a
connection with device 3. After the request for initiation (denoted by 1 in
figure 2.13), several grants are sent to the device. These grants can be thought
of as permissions to transmit, issued by the coordinator to some device. If
the device is ready to transmit, it can make use of the grant by starting its
transmission right after the grant ends. If the device is not ready, the grant
is not taken on and the coordinator moves on with the next datagram. The
coordinator periodically sends this grant datagrams after it makes a request
or if the device asks for permission to transmit acyclicly. Note that these
grants can also be sent from the coordinator to the coordinator itself. In fact
this is how the unicast datagrams coming from the coordinator begin. It can
be seen that after two grants unanswered, the device sends the response to
the initiate datagram with datagram 2 in figure 2.13. The coordinator tells
the device to activate its SELOUT line and after the SELOUT line is ready for
device 4 to detect, it sends a bus-wide SETADDRESS datagram to try to assign
an address to a potential newly connected device. The relation of the SELOUT
line to the rest of the datagram flow can be seen in the waveform presented
in figure 2.14. If a device had been connected at this point, it would have
been assigned this address. Moving on, the coordinator sends out INITIATE
requests to this new address, waiting on an answer. In this case the address is
not assigned to any device therefore the INITIATE datagram is not received.
After four tries, the coordinator signals the previous device to de-activate
its SELOUT line as the process of reconnection detection is finished. However,
after a certain timeout this process is carried out again, as long as there is a
disconnected device on the SWD line.
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Coordinator ... Device 3 Device 4 ...

CYCLIC

[1] REQ INITIATE

CYCLIC

GRANT

CYCLIC

[2] RSP INITIATE

CYCLIC

[3] REQ C RSTSELOUT

CYCLIC

GRANT

CYCLIC

[4] RSP C RSTSELOUT

CYCLIC

[5] C SETADDR: 4

CYCLIC

GRANT

CYCLIC

[6] REQ INITIATE

CYCLIC

[6] REQ INITIATE

CYCLIC

REQ C RSTSELOUT

CYCLIC

GRANT

CYCLIC

RSP C RSTSELOUT

Figure 2.13: Coordinator trying to detect if the device has reconnected
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SWD SEL3-4

Figure 2.14: SELOUT line in reconnection detection attempt

Device Reconnect

After getting information about what happens when a device disconnects,
the next step was to see what happens if it does reconnect. The process
starts out the same way as the reconnection detection attempt as explained
above. The first major change happens after SETADDR command, denoted as
datagram 5 in figure 2.13. Since there is a device connected to the fourth slot
this time around, the previous SETSELOUT command has already activated
the SELIN line of this newly connected device. Combined with the SETADDR
command, it results in the newly connected device getting assigned an address
on the SWD line. This further results in the INITIATE requests, which are
denoted as datagram 6 in figure 2.13, being properly received. The rest of the
reconnection datagram flow is presented in figure 2.15. Note that the cyclic
datagrams and grant datagrams are not illustrated for the sake of brevity. It
can be assumed that the regular behaviour of such datagrams (every other
datagram being a cyclic datagram, grants being sent after requests until the
responses are ready) are still in effect.

Looking at figure 2.15, it can be seen that after the INITIATE request is sent,
it is responded to by the device this time. This signals the coordinator to move
on with the rest of the enumeration process. It sends a READCONFIG request
and the device responds with the configuration data it has. This enables the
coordinator to find out what kind of component has been connected. After
that the coordinator sends out a WRITECONFIG request with the configuration
data. After receiving and enabling this configuration, the request is responded
to by the device. At this point the device is properly configured. Therefore
there is no need for the SELOUT line of the previous device to be active anymore.
To achieve this, once again, the coordinator sends a RSTSELOUT command
request to the previous device. After it is responded to, the coordinator
sends an ABORT command to the previous device to signal that its role in
enumeration is completed for now. As for the current device, it is sent a
command saying that it is now in FULLCOMM and after that is also receives an
ABORT command to signify the end of enumeration process concerning it.
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Coordinator ... Device 3 Device 4 ...

[1] REQ INITIATE

[2] RSP INITIATE

[3] REQ C RSTSELOUT

[4] RSP C RSTSELOUT

[5] C SETADDR: 4

[6] REQ INITIATE

RSP INITIATE

REQ READCONFIG

RSP READCONFIG

REQ WRITECONFIG

RSP WRITECONFIG

REQ C RSTSELOUT

RSP C RSTSELOUT

ABORT

C FULLCOMM

ABORT

Figure 2.15: Device reconnection datagram flow

Power-On

One other important behaviour of the SWD system is how it handles com-
munications upon a power-on operation. The overall datagram flow after a
power-on can be seen in the figure 2.16. This whole behaviour can be further
dissected into two main stages: baudrate detection and enumeration.

. Baudrate Detection: The datagram flow starts with a series of grant
datagrams sent from the coordinator, addressed to the coordinator. None
of these datagrams are actually functional (i.e. there isn’t any expected
transmission), they are used for the baud detection of the devices. After a
certain time has passed where only such grant datagrams are exchanged,
the coordinator issues a RESET command to all the devices. This signals
the end of the baudrate detection period.
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Coordinator ... Device 3 Device 4 Device 5

GRANT

GRANT

RESET

GRANT

GRANT

C SETADDR: 1

C SETADDR: 4

REQ INITIATE

RSP INITIATE

REQ READCONFIG

RSP READCONFIG

REQ WRITECONFIG

RSP WRITECONFIG

REQ C RSTSELOUT

RSP C RSTSELOUT

ABORT

C SETADDR: 5

REQ INITIATE

REQ INITIATE

REQ C RSTSELOUT

RSP C RSTSELOUT

ABORT

C FULLCOMM

CYCLIC

Figure 2.16: Power-on datagram flow

. Enumeration: After a common baudrate is agreed upon, the SWD system
moves on to the enumeration stage. The knowledge obtained above is
useful in this stage as well since the general datagram flow structure
is very similar on a datagram-to-datagram basis. The process for an
individual device starts on the SETADDR command. As its SELIN line is
already asserted by the previous device, it is given an address. From
here on out the flow of datagrams are similar to the ones described
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above in the Device Reconnect part. The device receives and responds to
INITIATE, READCONFIG and WRITECONFIG datagrams. One thing to note
here is that the READCONFIG datagrams have a parameter that enables
the device to activate its SELOUT line without an additional SETSELOUT
command. In this datagram flow such a parameter is used. Therefore
there is no need to explicitly activate the SELOUT line of the current
device. After these datagrams are handled, once again, the coordinator
indicates that the previous device should reset its SELOUT since it is no
longer needed. This datagram is responded to, and an ABORT datagram
is received by the previous device. Then the coordinator moves on to
the enumeration of the next device by another SETADDR command.

There are two special cases of this enumeration process. They happen to
be on the end cases: the first and the last device on the line. The first
device on the line needs a way for its SELIN line to be activated. As there
is no device before the first device, the task of activating the SELIN line
is fulfilled by the coordinator and therefore needs no commands. The
other special case concerns the last device on the line. The enumeration
attempt starts out the same way as the previous devices. However, after
the SETADDR command is sent, the INITIATE command is not received
to as there is no device to receive it. This is similar to the behaviour
presented in the above Device Disconnected part. In this case however,
the set of four INITIATE requests are sent for a predetermined amount of
attempts. After no response is gathered after these attempts, the SELOUT
line of the previous device is deactivated and an ABORT datagram is sent
to the last device to signal the end of enumeration for the device. The last
datagram that is sent is then a multicast datagram with the command
FULLCOMM. This changes the SWD state to FULLCOMM, which is the normal
mode of operation. After this point, normal cyclic communication takes
place.

Configuration Update

One last behaviour of importance is the behaviour upon a configuration update.
As stated in the Section 2.2, the configuration button on a coordinator may
be used to update the SWD configuration. The behaviour exhibited here
is very similar to the one presented above in the Power-On part. The only
difference is that the WRITECONFIG datagrams, which were previously sent
right after READCONFIG datagrams for each device, are now not sent. Instead,
after the rest of the enumeration is carried on like usual, a pair of INITIATE
and WRITECONFIG datagrams are sent to each device. For the sake of brevity
this process will not be explained in greater detail but will just be presented
in figure 2.17.
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Coordinator ... Device 3 Device 4 Device 5

CYCLIC

C STATECONFIG

RESET

GRANT

GRANT

C SETADDR: 1

C SETADDR: 4

REQ INITIATE

RSP INITIATE

REQ READCONFIG

RSP READCONFIG

REQ C RSTSELOUT

RSP C RSTSELOUT

ABORT

C SETADDR: 5

ABORT

REQ INITIATE

REQ INITIATE

RSP INITIATE

REQ WRITECONFIG

RSP WRITECONFIG

ABORT

C FULLCOMM

CYCLIC

Figure 2.17: Configuration update datagram flow
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2.3.2 Device Isolation

After getting a general sense of how the communication protocol works, the
work on isolating one device to be emulated was continued. As mentioned
above, the fourth device (M22-SWD-K22LED device) on the SWD line was
selected as a device suitable for emulation. There are several reasons why
such a decision was made. First of all, it is a fairly simple device to emulate
as it has only one byte of input and one byte of output. The two buttons it
has offers possibilities to change the state of the LEDs, which is an easy way
to test functionality. Its position on the SWD line is also very suitable. Being
in the 4th position it needs not only to have proper SELIN handling from
the previous device but also have proper SELOUT driving to ensure that the
5th device on the line can be enumerated as well. Therefore the complete
SEL functionality is able to be tested using this device.

The next step then was to observe the SWD line once again but this time
focus on how the M22-SWD-K22LED device (hereinafter referred to as the
reference device or simply as reference) behaves under different conditions,
with a program development mindset. Fortunately, based on the knowledge
obtained from the Section 2.3, it was straightforward isolating the behaviour of
interest. The various datagrams that this device plays a part in are explained
below.

General Behaviour

There are certain aspects of the SWD communication that a potential proto-
type has to satisfy regardless of the type of communication taking place on
the SWD line. The first of such aspects is the CRC calculation. Both the
header part of a datagram and the whole datagram has an acommpanying
CRC value to detect transmission errors. The device has to calculate these
CRC values as the bytes are received and then compare the final CRC value
to the received CRC value. In the case of a mismatch it has to interrupt the
communication by transmitting in the given disacknowledgement window.

Moreover, the device has to be able to parse the datagram information from
the incoming bytes. Information like datagram type, initiator, destination
and length are all sent before the payload of a datagram. The device has to
be able to obtain all this information and prepare for (or ignore) the payload
transmission accordingly.
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Regular Cyclic Communication

In regular cyclic communication, the device only has two bytes of interest, as
noted when the device was introduced in Section 2.3. The one input and one
output bytes are located as presented in the waveform in figure 2.18. Note
that the position of these bytes are determined by the coordinator and are
set with the WRITECONFIG datagram. The first of these bytes is the output
byte, which the device should receive and assign its outputs (LEDs in this
case) accordingly. The second byte is the input byte, noting the state of the
buttons on the device. The device should transmit this byte when the time
comes.

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 1.1 1.2 1.3 1.4

time (ms)

SWD DATA header O0 O1 O2 O3 O4 O5 I1 I2 I3 I4 I5 CRC

DEV TX I4

Figure 2.18: Device contribution to cyclic communication

Acyclic Communication

As for the acyclic communications, there are several datagrams that the
device handles. Most of these datagrams follow a similar pattern of request
and response, where the contribution of the device is dependant on the type
of acyclic datagram. For the general procedure it is advised to refer back
to figure 2.7. Note that most of the response payloads to the incoming
request datagrams are a set of predetermined values. These payloads were
captured and stored at bit level to be eventually used in the prototype as
predetermined responses to requests. The contribution of the device to the
acyclic communications can be illustrated as shown in figure 2.19. Note that
the waveform only represents the two datagrams of interest (INITIATE request
and response) and omits the other datagrams (grants, cyclic datagrams)
inbetween.

. INITIATE: The device receives the datagram by transmitting the resulting
CRC32. Then it responds to the datagram by a predetermined datagram.. READCONFIG: The device receives the datagram by transmitting the
resulting CRC32. Note that this datagram includes a parameter that,
when set, signals the device to activate its SELOUT line. The device checks
this value and acts accordingly. Then it responds to the datagram by a
predetermined datagram.
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. WRITECONFIG: The device receives the datagram by transmitting the
resulting CRC32. Note that this datagram includes two parameters
(OFFSET_INPUT and OFFSET_OUTPUT) that determine the input and out-
put byte positions of the device in cyclic communicataions. The device
checks these values and acts accordingly. Then it responds to the data-
gram by a predetermined datagram.. COMMAND: The device receives the datagram by transmitting the resulting
CRC32. The last byte of this datagram indicates what the command
actually is (SETSELOUT or RSTSELOUT for example). The device checks
this value and acts accordingly. Then it responds to the datagram by a
predetermined datagram if it is needed.. ABORT: The device receives the datagram by transmitting the resulting
CRC32. The state of the device is changed accordingly. This datagram
does not require a response.. READ: This datagram is not a usual part of the processes explained
previously. It is sent whenever the coordinator needs some information
about the device, such as the serial number, place of production or
some parameters. This might happen when the software SWD-Assist
is being used for example. It is added to the list of datagrams to be
handled for the sake of thoroughness. The device receives the datagram
by transmitting the resulting CRC32. Note that this datagram includes a
parameter that determine what information is requested from the device.
The device checks this value and acts accordingly. Then it responds to
the datagram by a predetermined datagram, based on the mentioned
parameter.

REQ INITIATE RSP INITIATE

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 1.1 1.2 1.3 1.4 1.5 1.6 1.7 1.8 1.9 2 2.1 2.2 2.3 2.4 2.5

time (ms)

SWD DATA grant header pt2 payload CRC grant header pt2 payload CRC

DEV TX CRC header pt2 payload

Figure 2.19: Device contribution to acyclic communication in an INITIATE
request-response exchange

. SETSLAVEADDR: This datagram is a broadcast, which means that it is
received by every device on the line. Upon receiving this datagram the
device changes its address only if its SELIN is also active.. COMMAND: This datagram is a broadcast, which means that it is received
by every device on the line. The handling of the datagram is similar to
the COMMAND datagram handling described above. The difference is that
this is a broadcast datagram instead of a unicast datagram. Therefore it
does not require a response.
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2.4 Requirements Analysis

Based on the datagrams inspected above, there are certain requirements that
a potential emulative implementation has to fulfill. They can be summarized
as follows:

. Electrical requirements:..1. PHYA/PHYB: As these cables carry the data, the prototype has
to be able to read from and write to the PHYA and PHYB data
lines present on the SWD cable...2. SELIN/SELOUT: To ensure that the enumeration process can be
handled, the prototype needs to be able to read a value propagated
through its SELIN and assert a value through its SELOUT...3. LED and BTN: Similar to the two LEDs and two buttons found on
the reference device, the prototype has to be able to control two
LEDs as its outputs and read data from its two buttons as inputs.. Commmunication requirements:..1. Cyclic communication: The prototype needs to be able to construct
its corresponding input byte and transmit it in the appropriate slot
in the cyclic datagram. Similarly, it has to be able to receive the
assigned output byte from the cyclic datagram, deconstruct it and
control its outputs accordingly...2. Acyclic communication: The prototype also needs to take part
in acyclic communications. Depending on the incoming acyclic
datagram and the state of the system at that instance, there are
several acyclic datagrams that the prototype needs to be able to
receive, decode, enact and finally respond to...a. INITIATE..b. READCONFIG..c. WRITECONFIG..d. COMMAND..e. ABORT..f. READ..g. SETSLAVEADDR..h. COMMAND..3. CRC calculations: Since the SWD datagrams make use of CRC as
a measure against data corruption, the prototype has to be able to
also have CRC calculating capabilities.
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..4. Timeout: The prototype has to be able to detect data lines being
idle for more than a predetermined time and react to it...5. Debug to PC: Both for development and for inspection of data,
there needs to be a connection to the PC where certain datagrams
can be sent or received...6. State machine to control all these functionalities: To ensure properly
defined behaviour and a program flow that is straightforward, a state
machine has to be constructed with individual steps of processing a
datagram distributed amongst different states.
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Chapter 3

Emulative Implementation

Based on the requirements which were laid out in the previous chapter, the
process of implementation was carried out. As with the case of requirements,
the implementation is divided in hardware and software domains with the
hardware domain roughly complementing the electrical requirements as noted
in the previous chapter. One thing to note before the implementation chapter
starts is that the extent of the implementation was limited to the functionality
of the SWD device that was able to be observed in the given simple test
setting. Any SWD device is normally loaded with the entire SWD stack
which has many other functionalities that the test environment presented in
Section 2.3 was neither able to initiate nor test. As the purpose of this thesis
is not to emulate the whole functionality of the SWD stack in its entirety but
to investigate the feasibility of an emulation, the SWD behaviours that were
exhibited while the system was subject to average working conditions were
deemed as adequate guidelines.

3.1 Hardware

Microcontroller Unit

The starting point of the emulative implementation was the selection of
the microcontroller unit that was to be used. As it is the central piece of
the implementation and contains the majority of the functionality, this is
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one of the more important choices of the implementation. From the list of
requirements, there are several that affected the selection process of the MCU
along with other miscellaneous considerations. All in all, the requirements of
the MCU can be listed as follows:

. Clock speed: The clock speed of a microcontroller unit affects the
speed at which the components on the board operates. As the SWD
communication uses a minimum of 125k baudrate, the selected MCU has
to be able to at least drive a communication port at this speed. As noted
in the STM documents such as [ST ], a clock source of 64MHz is able
to drive a USART port at 8Mbaud with oversampling. Although this
can be considered superabundance, it is good to know where the actual
necessary clock value may lie. Moreover, in the future implementations,
a communication port running at 2Mbaud may be utilized. Fortunately
such potential necessities were known in advance and were taken into
consideration before the rest of the development process.

Apart from the speed needed for communications only there needs to
be enough of a clock overhead to facilitate the rest of the functions
of the MCU such as the traversal through the state machine, debug
communications and calculations. With these factors in mind, the 64MHz
clock source was noted down as a provisional value to be re-evaluated
again further down the line.. Built-in USART functionality: USART or Universal Synchronous and
Asynchronous Receiver-Transmitter is a protocol of communication found
commonly in digital communications. Although not a strict requirement,
a microcontroller unit with built-in USART functionality would mean
that a significant amount of development time would be saved. When
compared to the alternative (developing a USART driver from ground-
up) it seems evident that selecting a microcontroller unit with built-in
USART functionality, which is fairly common in the consumer-grade
microcontrollers, would be beneficial.. Numerous GPIO pins: A GPIO or General Purpose Input-Output pin is
a pin on the microcontroller board that has no single assigned function
and can be utilized according to the needs of the programmers. They
are mainly used to receive and send miscellaneous digital signals. In this
emulative implementation there is a need for several GPIO pins. The
buttons and the LEDs of the device along with the SELIN and SELOUT
signals have to be controlled via these GPIO pins. All in all the selected
microcontroller unit has to have at least 6 GPIO pins but several more
would be beneficial as well for debug purposes..Miscellaneous factors: Other than the main requirements listed above,
there are several small requirements and factors that can be considered

36



auxillary to main functionality but can be of importance when selecting
the microcontroller unit.

The first of such requirements is a timer structure. A timer structure
in a microcontroller unit is used to keep track of how much time has
passed between two points within the program flow. This timer is needed
for the timeout functionality of the SWD communication as the time
elapsed since the last incoming byte has to be tracked. Fortunately timer
functionality is widely implemented in consumer grade microcontroller
units.

The rest of the demands from a potential microcontroller unit are not so
much requirements as they are factors worth considering. They include
the amount of memory the microcontroller has, the price and availability
of it, its ease of use, available documentation and supplementary software.
There are no concrete figures about any of these requirements as they
are just things to consider when finally deciding on a microcontroller
unit.

With the requirements and factors laid above, a suitable microcontroller
unit was selected. This microcontroller unit for this emulative implementation
would be STM32F429, housed in the STM32F429IDISCOVERY kit. It can
be seen in the figure 3.1.

Figure 3.1: STM32F429IDISCOVERY kit. Source: [STM20]
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The specifications of the selected microcontroller board, which can be
inspected in [ST ], satisfy the requirements listed above. It has a maximum
clock speed of 180MHz which is far above the provisional value of 64MHz.
It is able to drive a communication port with a rate of 2Mbaud, which is
suitable if the speed of communication needs to be increased in the future
for compability with a faster SWD line. It has numerous ports with built-in
USART functionality and has an abundance of GPIO pins. As for memory it
has 256 Kbytes of RAM, 64Mbits of SDRAM and 2Mbytes of flash memory.
But the most important deciding factor of selection for the board was price
and availability as the board was readily available in the facilities.

After the microcontroller board was selected, the next step was to take care
of the rest of the electrical requirements, the first being the PHYA/PHYB
data lines.

TTL Converters

The voltage range of the GPIO of the STM32F429 is limited to 5V. The PHYA
and PHYB lines on the SWD cable operate above this voltage threshold.
Therefore there needs to be some circuitry to bring the PHYA/PHYB voltage
levels down to a range where the MCU can handle. Also, the PHYA/PHYB
lines communicate according to the RS485 protocol while the microcontroller
requires communications in the form of USART. The solution for these issues
comes in the form of UART TTL to RS485 converters.

A UART TTL to RS485 converter is used to convert a pair of incoming
RS485 signals to UART signals and vice versa. When the two cables (PHYA
and PHYB in this case) are connected to the RS485 side of the converter
along with the suitable VCC and GND signals, the converter generates the
corresponding UART signals on the TTL side. Using the Receiver Output
Enable and Data Output Enable pins one can assert the direction of the
conversion. The converter schematic can be seen in the following figure 3.2.

The emulative implementation makes use of this converter as follows: The
PHYA and PHYB lines from the SWD cable are connected to the RS485
side of the converter, along with the GND and VCC lines of the SWD cable.
On the other side of the converter, the connections are made between the
microcontroller’s USART port and the data lines of the converter. Again,
the TTL side GND and VCC lines are connected to those of the MCU. By
doing this it is ensured that the differential signal seen on the SWD line is
transformed into a managable UART signal for the MCU to read from and
write to. These connections can be seen in the schematics included in Section
3.3.

38



Low-Power, Slew-Rate-Limited
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Figure 3.2: UART TTL to RS485 converter schematic. Source: [Max09]

In the implementation two such TTL converters are used; one for the
receiving of the datagrams on the SWD data lines and one for transmitting
the data to the SWD data lines. The data flow control pins of these converters
are hard wired for one to be a designated receiving converter and the other
to be a designated transmitting one. The diligent reader may comment on
how there needs not to be two converters as one converter, with the proper
handling of the Receiver Output Enable and Data Output Enable pins, can
fulfill both of those functions. However this approach was adopted based
on the development process. While developing the prototype, it was often
valuable to be able to connect the prototype to the SWD line in receive mode
only — with just the receive converter properly connected. In this situation
the transmitting converter would not be connected to the actual SWD line
but it would be connected to some empty circuit where it could be digitally
inspected. Therefore the prototype would be in a state of non-participation to
the rest of the system. The benefit of this approach is that the output of the
prototype could be compared in real time to the output of the reference SWD
device. This was achieved by connecting the reference SWD device to the
SWD line simultaneously with the prototype in this non-participation state.
Therefore, from the perspective of the reference SWD device, everything
would be ordinary and it would operate normally. The prototype however
would also receive the same data as the reference SWD device and would
transmit the appropriate response it calculated. However this transmission
would not affect the rest of the system as the transmit pins were not connected
to the actual SWD line. By doing this the "original" and "emulated" responses
to certain datagrams were able to be seen side-by-side in real time. This was
often very useful in the development process. For this reason, at least in this
cycle of development, the two converter structure was maintained.

The selected converter, based on the MAX485, is capable of performing
the conversion that is needed. It has a sufficiently large voltage range and it
can handle up to 2.5Mbits of data per second. The exact specificications can
be found in [Max09]. However, once more, one of the main reasons for it to
be chosen was the fact that it was readily available within the facilities.

39



Optocouplers

Similar to the PHYA and PHYB lines, the SEL line also requires some
additional hardware to be controlled properly. Although it occupies just one
line on the SWD cable, all SWD devices actually have two pins regarding
SEL functionality as explained in Section 2.3. These are SELIN and SELOUT
pins. Because of the daisy-chain structure that the SEL line operates with,
it can be thought of as the SELIN of one device is connected to the SELOUT
of the previous device and so on. Once again, the SEL cable operates in a
voltage range that is above the capabilities of the GPIO pins. For this reason
two simple optocouplers are utilized to drive the two SEL related functions:
SELIN and SELOUT.

A pair of FOD817A optocouplers are used for this task. They have a
current limit of 50mA which is sufficient to drive the SELIN and SELOUT lines.
They can also operate within the needed voltage range. A diagram of it can
be found in figure 3.3 and the specifications are listed in [Fai04]. Again, they
were primarily selected because of their availability.

FO
D

814 Series, FO
D

817 Series —
 4-Pin D

IP Phototransistor O
ptocouplers

Publication Order Number:
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©2006 Semiconductor Components Industries, LLC. 
July-2018, Rev. 5
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FOD817 Series
• Power Supply Regulators
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Description
The FOD814 consists of two gallium arsenide infrared
emitting diodes, connected in inverse parallel, driving a
silicon phototransistor output in a 4-pin dual in-line
package. The FOD817 Series consists of a gallium
arsenide infrared emitting diode driving a silicon
phototransistor in a 4-pin dual in-line package.
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Figure 3.3: Diagram of the optocoupler. Source: [Fai04]

Miscellaneous Hardware

Apart from the hardware listed above, there are a few more miscellaneous
components that the implementation needs. The first of these components
is a green LED, which substitutes for the green SWD status LED found in
most SWD devices. Another LED is used in place of the functional LED on
the reference device. Apart from the LEDs, the reference device also has two
buttons. These buttons are substituted by a couple of simple switches that
are placed on the prototype.
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3.2 Software

After the electrical requirements laid out in the previous chapter are satisfied,
it is time to move on to the communication requirements. The majority of
these requirements are mainly fulfilled through the software design of the
prototype. First, an overall view of the software structure will be presented.
Afterwards certain aspects of this software structure will be highlighted and
explained in more detail in accordance with the requirement analysis.

State Machine

As the prototype needs to receive some data, analyze it and act accordingly
a state machine structure was agreed upon. This state machine would have
individual states for each part of an incoming or outgoing datagram. The
established state machine can be seen in figure 3.4. As can be seen from the
figure, all the possible cases that can occur in regular transmission is handled
by this state machine. These cases are:

. Cyclic transmission. Acyclic transmission, transmit. Acyclic transmission, multicast, receive. Acyclic transmission, unicast, receive. Acyclic transmission, unicast, observe (not addressed to the prototype)

Apart from this, the state machine is fairly straightforward. Each distinct
section of a given datagram is separately processed in a state. In software each
state is represented by an individual state function. After a state function is
completed, a new state function is moved on to. To achieve this in an efficient
manner, function pointers are utilized. In the main loop of the program,
the state function whose address is written to the variable next_state is
executed. Then, at the end of every state function, this variable is updated
to point to the next logical state function. Therefore when a state function
finishes executing and the program goes back to the main loop to select a
new state function to execute, the right state function is selected. Now some
of these state function chains will be inspected in more detail against the
applicable communication requirements lined out in the previous chapter.
Then the rest of the communication requirements will be addressed.
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Figure 3.4: State machine of the prototype

Cyclic Communications

As noted in the previous chapter, the cyclic data for the reference device
consists of two bytes: one output byte based on whether the functional LED
should be on or off and one input byte that carries the information about the
status of the two buttons, along with some diagnostics. Therefore while the
prototype is taking part in cyclic communications, there are two main parts
of datagram that are particularly important.
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The first important section of the cyclic datagram is the part where the
prototype asserts it output, which can be seen in listing 3.1. Depending on
the value received at this position the functional LED of the prototype is
controlled.

i f ( counter == SWD_OFFSET_OUTPUT){

SWD_MSG_RX(&SWD_LANDING_BYTE) ;

i f (SWD_LANDING_BYTE == 0x00 ) {
HAL_GPIO_WritePin(GPIOG, GPIO_PIN_3, GPIO_PIN_RESET) ;

}
else {

HAL_GPIO_WritePin(GPIOG, GPIO_PIN_3, GPIO_PIN_SET) ;
}

}

Listing 3.1: Cyclic output

The other important section is the input part, which similarly gets the input
data from the switches on the prototype and transmits the corresponding
byte to the SWD data line. Listing 3.2 shows the piece of code responsible
for this behaviour.

else i f ( counter == SWD_OFFSET_INPUT){

GPIO_PinState bt1 = HAL_GPIO_ReadPin(GPIOE, GPIO_PIN_2) ;
GPIO_PinState bt2 = HAL_GPIO_ReadPin(GPIOE, GPIO_PIN_3) ;

i f ( bt1 == 0 && bt2 == 0) {
SWD_LANDING_BYTE = BT_0;
HAL_UART_Transmit(&huart1 , &SWD_LANDING_BYTE, 1 , 1) ;

}
else i f ( bt1 == 1 && bt2 == 0) {
SWD_LANDING_BYTE = BT_1;
HAL_UART_Transmit(&huart1 , &SWD_LANDING_BYTE, 1 , 1) ;

}
else i f ( bt1 == 0 && bt2 == 1) {
SWD_LANDING_BYTE = BT_2;
HAL_UART_Transmit(&huart1 , &SWD_LANDING_BYTE, 1 , 1) ;

}
else i f ( bt1 == 1 && bt2 == 1) {
SWD_LANDING_BYTE = BT_3;
HAL_UART_Transmit(&huart1 , &SWD_LANDING_BYTE, 1 , 1) ;

}
}

Listing 3.2: Cyclic input
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Acyclic Communications

Acyclic communications make use of a bigger variety of datagrams. First,
the handling of unicast datagrams will be inspected. Then the broadcast
datagram processing will be shown.

To more carefully inspect the handling of unicast datagrams, it is worth
repeating the unicast datagram handling in an SWD system. Most functional-
ities of the SWD device are controlled through these unicast datagrams. Also
a majority of these unicast datagrams work in a datagram-response two way
structure where the incoming unicast datagram is followed by an outgoing
unicast datagram originating from the target. Therefore the typical program
flow for an unicast datagram is as follows: first the datagram is received,
second the necessary functionality is carried out, and finally a response data-
gram is sent notifying the coordinator that everything went well. This is how
the unicast datagrams are treated in the prototype as well. The first of these
steps, the receiving of the unicast datagram, is handled in state_406. Then,
in state_501, the received unicast datagram is actually processed. Since this
is the only remarkable section of handling unicast datagrams, a small snippet
of the code is included below in listing 3.3. After the functionality is carried
out an outgoing unicast datagram that is preemptively calculated is sent in
state_302 if the unicast datagram is of the type that needs a response.

case SWD_CONST_REQ_WRITECONFIG:

SWD_OFFSET_INPUT = (SWD_LANDING_BUFFER[ 3 1 ] + (SWD_LANDING_BUFFER
[ 3 2 ] << 8) ) ;

SWD_OFFSET_OUTPUT = (SWD_LANDING_BUFFER[ 3 3 ] + (
SWD_LANDING_BUFFER[ 3 4 ] << 8) ) ;

break ;

Listing 3.3: Handling of unicast datagram WRITECONFIG

The other kind of acyclic datagram is broadcast, which means that all
devices on the SWD line receive it. There are two broadcast datagrams of
importance: SETADDRESS and COMMAND. SETADDRESS is sent as a broadcast
because, as noted in the previous chapter, it is sent to every device on the line
but only the device whose SELIN line is active actually processes it. COMMAND
on the other hand is often used to change the state of all devices on the SWD
line. The handling of broadcast datagrams can be found in listing 3.4.

i f (SWD_LANDING_BUFFER[ 2 0 ] == SWD_MSG_SETADDRESS) {
i f (SWD_CHECK_SELIN( ) == true ) {
SWD_ADDRESS = SWD_LANDING_BUFFER[ 2 5 ] ;

}
}
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i f (SWD_LANDING_BUFFER[ 2 0 ] == SWD_MSG_COMMAND){
i f (SWD_LANDING_BUFFER[ 2 5 ] == SWD_MSG_COMMAND_RESET){
SWD_STATE = SWD_STATE_ADDRESSING;
SWD_STATUS_LED_TOGGLE = true ;
SWD_ADDRESS = 0xFF ;
SWD_OFFSET_INPUT = 0xFF ;
SWD_OFFSET_OUTPUT = 0xFF ;

}
else i f (SWD_LANDING_BUFFER[ 2 5 ] == SWD_MSG_COMMAND_CONFIG) {
SWD_STATE = SWD_STATE_CONFIG;
SWD_STATUS_LED_TOGGLE = true ;

}
else i f (SWD_LANDING_BUFFER[ 2 5 ] == SWD_MSG_COMMAND_ADDRESSING){
SWD_STATE = SWD_STATE_ADDRESSING;
SWD_STATUS_LED_TOGGLE = true ;

}
else i f (SWD_LANDING_BUFFER[ 2 5 ] == SWD_MSG_COMMAND_FULLCOMM){
SWD_STATE = SWD_STATE_FULLCOMM;
SWD_STATUS_LED_TOGGLE = fa l se ;

}
}

Listing 3.4: Handling of broadcast datagrams

Miscellaneous Functions

After the two main communication schemes are implemented, some auxillary
functions were developed. These were CRC, timeout and debug functions.

A typical SWD datagram has at least two sections reserved for two different
CRCs, a CRC8 of the header and a CRC32 of the whole datagram. Therefore
there needs to be two CRC functions. Both of these CRC functions were
implemented similarly, using a combination of a lookup table and some small
mathematical functions. As opposed to the purely mathematical implementa-
tion, this saves valuable processing time by trading off memory space. This
tradeoff was desired since in the implementation processing time is far more
critical than memory space. Another measure taken to minimize the CRC
processing time was the introduction of step-by-step CRC calculation. As
opposed to receiving the whole datagram and then calculating the CRC, the
prototype was designed to update the current CRC each time a byte was
received. This way the processing time of the CRC is distributed evenly
to every instance where a byte is received. One last thing to note about
CRC calculation is that the built-in CRC calculator, which is present on the
selected MCU, was not used. The reason for this is the inflexibility of the
built-in CRC module. Due to the nature of the CRC used on the SWD line a
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different CRC algorithm needs to be used along with input/output reflections
and out of order transmissions. Using the built-in CRC module and adding
some code around it to account for these points would not be beneficial from
a performance standpoint and therefore it was not done.

The next functionality to be implemented was the timeout function. Time-
out function is used to detect if the transmission of a datagram is stopped.
As noted above, the timer module in the MCU is used to carry out this
operation. However, there is one thing of note in the timeout implementation
and that is the use of a longjmp instruction. Although the usage of longjmp
and similar jump instructions are generally frowned upon, the decision to use
them was based on the careful inspection of the rest of the code to ensure
that the typical pitfalls of using such an instruction were avoided. How these
instructions are implemented can be seen in listings 3.5 and 3.6. With the
proper initialization steps taken in state_1 this longjmp poses none of the
typical stack hazards or the program flow complications (as noted by Dijsktra
in [Dij68]) that discourage many others from using it. When taken, it just
overwrites the next_state variable with state_1 to point toward the start
of the state machine.

stat ic inl ine void SWD_MSG_RX( uint8_t ∗ s t r ) {

uint32_t s ta r tT i ck = DWT−>CYCCNT;

while (1 ) {
// r e c e i v e d
i f ( (USART2−>SR & USART_SR_RXNE) ) {

∗ s t r = ( uint8_t )USART2−>DR & ( uint8_t ) 0x00FF ;
return ;

}
// time exceeded
i f (DWT−>CYCCNT − s t a r tT i ck > USART_DELAY_TICKS) {

longjmp ( buf , 1) ;
}

}
}

Listing 3.5: longjmp source

while (1 )
{

i f (0 != setjmp ( buf ) ) {
next_state = state_1 ;

}

(∗ next_state ) ( ) ;
}

Listing 3.6: longjmp destination
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In addition to these two functionalities, a way of sending debug datagrams
to the connected PC is implemented as well. This is fairly straightforward as
it just uses an extra UART port to handle debug communications.

With all these hardware and software in place, the prototype was then
created by combining them. The final condition of the prototype is presented
in the next section.

3.3 Completed Prototype

The first step to create the prototype was obviously to upload the program
to the MCU, which takes care of all software side requirements. The rest of
the process for finishing the prototype is mainly based on the interconnection
of the various electrical components that were mentioned in the previous
sections, such as converters and optocouplers. These components have in
general fairly simple connections, often from a GPIO pin to the SWD line or
vice versa. The schematic for the connections can be seen in figure 3.5.

As for the compact solution for the physical requirements, a veraboard was
used to solder on the various electrical components in accordance with the
connection scheme described above. The veraboard layout can be found in
figure 3.6.

By utilizing such a layout, the prototype is easy to connect to the SWD
cable and the microcontroller. The top-left six pins are reserved for SWD
lines and below them are all the connections that the MCU uses. The pins
on the right-hand side are for debug purposes only, they can be connected
to a logic analyzer for signal level debugging. One more thing worthy of
note is the break in the top two lines, which are then connected by a pair of
jumpers. This structure can enable or disable the passive listening mode of
the prototype which was described in the TTL Converters item of Section 3.1
as when the jumpers are not present, the output data is not asserted to the
SWD line. This enables the developer to compare the would-be sent values
against the reference device.

The final step of the emulative implementation was to put all these pieces to-
gether. After the veraboard was prepared and the components were mounted,
the necessary connections were made to the SWD cable and the MCU. The
final state of the prototype can be seen in the photograph in figure 3.7.
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Figure 3.5: Prototype schematic
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Figure 3.6: Prototype layout
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Figure 3.7: Prototype photo
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Chapter 4

Testing

After the completion of the implementation, there was an obvious need for
testing to see the results of the implementation. These results would concern
both the success and the feasibility of an emulative implementation, which
both were benchmarks of importance laid out at the beginning of research.
In this mindset, a series of emulative behaviour and parametric tests were
carried out on the newly created prototype. One of the goals of these tests
was to establish the prototype as a viable SWD device in the sense that, from
the perspective of the coordinator or a third party observer, the behaviour it
exhibits and the functionality it has would virtually be indistinguishable from
the reference device. This goal was targeted with the emulative behaviour
tests. In addition to this, there was a necessity to conduct more tests on the
prototype to obtain more information about its limits. How much lower of
a clock speed it can use and still be functional? Does it have restrictions
about the number of devices in the system? How about large cyclic payloads?
Maximum distance restrictions? Such questions are important to assess the
feasibility of the implementation. After all, it would mean very different
things if the emulative implemenetation can only be realised using a select
few MCUs as opposed to it being able to run on a majority of aftermarket
MCUs. The other family of tests, parametric tests, were undertaken to shed
more light onto such limits of the emulative implementation. In this chapter
these tests will be explained, illustrated and commented on.
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4.1 Emulative Behaviour Tests

This part of the tests were carried out to observe how closely the prototype
emulates the reference SWD device of M22-SWD-K22LED. The isolated
device behaviour explained in Subsection 2.2.2 was closely followed for the
tests to ensure that all the datagrams that need a contribution from the
prototype are handled correcty. The prototype was run at the highest clock
speed it can achieve (180MHz) during these tests. The SWD system was
configured to run at 250kbauds. All the behavioural tests that were run will
be listed in table 4.1. Two sample results, one cyclic and one acyclic, will
also be presented in the waveform form along with brief explanations and
points of interest.

Test Run Result Notes

Cyclic transmission Passed Explained in more detail at item 1.
Input/output control Passed The prototype is able to change the status of its LED

depending on the output byte it reads from the re-
ceived cyclic datagram payload. It also transmits
the appropriate input byte depending on the state of
the buttons at the given time slot within the cyclic
datagram payload.

INITIATE Passed Explained in more detail at item 2.
READCONFIG Passed The prototype is able to receive the READCONFIG re-

quest by transmitting the CRC. It can then respond
with the appropriate configuration.

WRITECONFIG Passed The prototype is able to receive the WRITECONFIG re-
quest by transmitting the CRC. From that payload it
can read the bytes corresponding to the configuration
such as INPUT_OFFSET and apply them. It can then
respond with the acyclic response datagram.

READ Passed The prototype is able to receive the READ request by
transmitting the CRC. It can then respond with the
appropriate data.

COMMAND_SETSELOUT Passed The prototype is able to receive the C_SETSELOUT re-
quest by transmitting the CRC. It can then set its
SELOUT and respond with the appropriate payload.

SETSLAVEADDR Passed The prototype is able to read the SETSLAVEADDR broad-
cast. It can then acquire this address, depending on
whether its SELIN is active or not.

Reconnect Passed The prototype is able to handle the necessary data-
gram traffic for reconnection.

Power-On Passed The prototype is able to handle the necessary data-
gram traffic after a power-on operation.

Configuration Update Passed The prototype is able to handle the necessary data-
gram traffic after a configuration update.

Table 4.1: Emulative behaviour test results
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..1. Cyclic transmission: The prototype was able to exhibit the same be-
haviour as the reference device when dealing with cyclic datagrams.
One important point to note here, which also happens to be the only
difference between the prototype and the reference device when handling
cyclic diagrams, is about speed. A part of the test waveform is presented
in figure 4.1 for illustration.

0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150 160 170 180

time (ms)

REFERENCE I2 I3 I4 I5 CRC

PROTOTYPE I2 I3 I4 I5 CRC

Figure 4.1: Cyclic transmission payload input byte timing differences

As can be seen from the figure, there was a difference in the response
time of the two subjects. It took the reference device 14.25 us to fill
its designated input slot with data, while it took the prototype only
6.375 us to do the same. This results in a response time reduction of
more than 50%. This can be attributed to the high clock speed of the
prototype in addition to its lower workload. One more thing to note is
that although the response time of the prototype fluctuated (may be
caused by all manner of minor factors on the processor datapath), the
biggest response time was around 10.5us. This indicates that even the
poorest response time performance from the prototype still trumped that
of the reference device...2. Acyclic INITIATE: Similar to cyclic datagrams, acyclic datagrams were
also able to be emulated by the prototype in their entirety. Therefore a
byte-by-byte comparison, like the one included in the previous item, will
not be presented. In addition to the individual byte-scale response time
discrepancies noted in the previous item, the prototype also exhibited a
more efficient behaviour in the overall traffic of datagrams. The relevant
waveform can be found in figure 4.2.

0 1 2 3 4 5 6 7 8 9 10

time (ms)

REFERENCE REQ G G G G G G RSP

PROTOTYPE REQ RSP

Figure 4.2: INITIATE test waveform, displaying both the reference device and
the prototype behaviours
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The main area of difference is, once more, the response time. But this
time, the response time is considered as the response time of the whole
request-response exchange rather than the response time indicating how
quickly a device starts transmission. From figure 4.2 it can be seen that
it takes the reference device several additional grant datagrams before
it is ready to respond to the INITIATE request. This behaviour of the
reference device may be caused by the time it has to spend to prepare the
response payload. This isn’t much of a problem in the prototype however,
because of the two reasons mentioned in Chapter 3: the prototype does
not abide by the complete SWD stack and the response payloads it uses
are static, already stored in the memory prior to runtime. Both of these
factors result in an instant response to any request datagram.

As all of the tests listed in table 4.1 indicate, it can be said that the
prototype is able to successfully emulate the behaviour of the reference device
to the extent that was able to be observed in a given test environment. The
rest of the tests which were not further inspected in the items above were all
successful as well, but they are not included for the sake of brevity and to
avoid repetition. As suggested in both items, the main difference always tends
to be response time. The results of each test in terms of the response time
discrepancies, if applicable, are listed in table 4.2. Note that unless stated the
measured timings consider the time between the start of the request and the
end of the corresponding response. Also note that these request response pairs
were tested without cyclic datagrams present (such a behaviour can be forced
by measuring the timings during configuration updates) as to minimize the
effect of the number of components on the line would have on these results.

Test Reference Time Prototype Time Time Reduction

Cyclic transmission 1 14.25 us 6.375 us 55%
Cyclic transmission 2 1.195 ms 1.187 ms 0.7%

INITIATE 10.08 ms 3.36 ms 67%
READCONFIG 14.97 ms 3.94 ms 74%
WRITECONFIG 15.48 ms 3.59 ms 77%

COMMAND_SETSELOUT 12.75 ms 3.57 ms 72%
Reconnect 0.289 s 0.274 s 5%

Configuration Update 2.88 s 2.83 s 2%

Table 4.2: Emulative behaviour test timing results
1Here, the measured time signifies the delay between two bytes of consecutive input

data in the payload.
2This time signifies the time it takes for the whole cyclic datagram to be transmitted

completely. As expected, as the payload becomes larger and larger, the reduction in time
becomes rapidly insignificant.
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4.2 Parametric Tests

After the task of emulating the reference SWD device was completed, some
further tests were conducted on the prototype. These parametric tests concern
the operating parameters of the prototype and the SWD system with an aim
to push the prototype to its limits. Arguably these tests were as important
as the emulative beheviour tests. While the emulative behaviour tests proved
the possibility of emulation, these parametric tests would go on to shed a
light on the actual feasibility of such an implementation.

4.2.1 Clock Speed Tests

The first parametric test to be run was the clock speed test. As noted in the
previous chapters, the selected MCU can achieve a core clock speed of up to
180MHz. As this is well above the necessary value, it was of great importance
to learn what would happen if a MCU with a lower clock speed was used
instead. Because if the limit for clock speed can be lowered it would mean
that a wider variety of MCUs would be suitabe for emulation, potentially
bringing the cost down and therefore increasing feasibility.

Before the test was conducted, a methodology was defined. The main
problem with a lower clock is the potential inability of the prototype to
transmit its payload in time. Consider the case of a cyclic datagram. If the
input byte of the prototype is not received by the coordinator after a given
time, the coordinator treats the corresponding device as missing. Therefore
the prototype has to be fast enough to be able to not miss this transmission
slot. This principle also applies to the acyclic datagrams. The prototype has
to be able to utilize the grant sent by the coordinator in time. The test was
conducted with these factors in mind, with the coordinator running at a rate
of 250kbauds. As the clock speed is decreased, the time delay between the
previous input byte and the input byte transmitted by the prototype within a
cyclic datagram payload was recorded. Moreover, after confirming the success
of cyclic communications acyclic communications were tested by initiating a
reconfiguration. One other thing of note is that this MCU, like many others,
has the capability to set the peripheral clocks semi-independently from the
core clock by the use of time dividers. This timing scheme is presented in
figure 4.3. Therefore, not only the core clock speed but also the peripheral
clock speeds were parametrized in this test. The results of this test are
presented in table 4.3.
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Figure 4.3: MCU clock configuration

HCLK PCLK1 PCLK2 Delay Notes

180MHz 45MHz 90MHz 9.34us Normal operation.
90MHz 22.5MHz 45MHz 10.34us Normal operation.
45MHz 11.25MHz 22.5MHz 14.75us Normal operation.
22.5MHz 5.625MHz 11.25MHz 21.91us Normal operation.
11.25MHz 2.8125MHz 5.625MHz - Too slow for any communication.
15MHz 3.75MHz 7.5MHz - Too slow for any communication.
20MHz 5MHz 10MHz - Unstable operation, explained below.

20MHz 20MHz 20MHz - Unstable.
21MHz 21MHz 21MHz - Unstable.
21MHz 21MHz 21MHz - Unstable.
22MHz 22MHz 22MHz 22.56us Minimal clock configuration found.

Table 4.3: Clock speed parametric test results

The order of the tests are given in the order that they were carried out to
give the reader a glimpse into the testing process. As shown the clock was
decreased by half until the communication was disturbed, after which point
it was slowly increased to once again reach a clock speed enough for normal
operation. However, before such a speed was found a different behaviour
was observed. In this region of clock speeds the prototype was not able
to contribute to the cyclic datagrams due to missing its input slot in the
cyclic datagram payload. However it was able to carry out the reconnection
datagram sequence as shown in figure 2.15 in Subsection 2.3.1. Therefore it
can be stated that the cyclic datagram payload input slot response time has
a tighter timing requirement that of acyclic grant response time. When the
prototype clock speed is in this indicated region, it can satisfy only the acyclic
grant response time requirement. This results in the prototype just being able
to transmit acyclicly. As the keen reader can guess, this puts the prototype in
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an endless loop of failures to contribute to cyclic datagrams and reconnections.
The increase of the clock speed was continued until this behaviour disappeared,
which indicated the minimum core clock speed that was attainable in this
implementation. However it must be noted that the indicated clock speed
of 22MHz, although tested thoroughly in the environment described up to
this point in the thesis, should still be considered as an extreme. At such
small margins between normal operation and unstable operation a myriad of
external factors may push the device into either operational state. A much
safer minimum clock speed for a more general and trustworthy implementation
would be around 25-30MHz.

4.2.2 Number-of-Device Tests

The next parametric test which was conducted was regarding the number of
devices in the SWD system. As the number of devices increase, the cyclic
payload size increases as well. It was of importance to observe whether the
prototype was able to handle larger and larger cyclic payloads, especially
considering that in a real world SWD system the cyclic payloads will be of
significant length as the complexity of the components on the SWD system
increase. In this mindset, the prototype was tested by placing it in different
SWD configurations with an increasing number of devices. The results
obtained are presented in table 4.4.

Total Payload Size Device Input Byte Position Response Time

9 bytes 9 of 9 6.75 us
9 bytes 5 of 9 8.25 us
15 bytes 15 of 15 7.75 us
15 bytes 8 of 15 7.50 us
25 bytes 25 of 25 9.25 us
25 bytes 14 of 25 7.00 us
41 bytes 41 of 41 8.75 us
41 bytes 22 of 41 6.75 us
61 bytes 61 of 61 7.75us
61 bytes 32 of 61 9.50 us

Table 4.4: Number of device parametric test results

As the results indicate, the length of the cyclic payload has no discernible
effect on the cyclic datagram payload input response time. This behaviour
is in accordance with the software design insight provided in Section 3.2, in
particular the handling of CRC calculations as explained in the Miscellaneous
Functions subsection.
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4.2.3 Cable Length Tests

This last test is regarding the length of the cable connecting the prototype to
any neighbouring device. Due to the electrical characteristics of any given
wire, there is bound to be some losses along the way. Consider the case where
the length of the cable connecting the SELOUT of the prototype to the SELIN of
the next device is increased. This results in a larger voltage drop between the
terminal of the prototype and the terminal of the device. This voltage drop
causes the signal current to drop as well. This might pose a problem to any
component that detects signals. In the SWD conductor, as noted in section
2.1, there are three wires that such a drop in voltage may be problematic
for the prototype. They are PHYA, PHYB and SEL wires. Out of these three
wires, PHYA and PHYB wires are of more importance since they continuously
facilitate all transmissions. The used TTL converters, as inspected in Section
3.1, limit their input sensitivity and therefore there is a theorethical cutoff
current below which the TTL converters cannot adequately quantify the
data on the PHYA and PHYB lines. On the other hand, the optocouplers used
to sense and drive the SEL line make use of resistors that were externally
placed during the design process. Therefore their values are easier to adjust
in order to adjust the sensitivity of the SEL pins of the prototype. Bearing
this information in mind, there were two tests to be run. In the first test,
length of the cable between the prototype and the prior device was increased
by using a long SWD connector. In this test, the receiving capacity of the
prototype was tested as the previous device drove the signals. In the next
test, this long connector was moved from connecting the previous device to
the prototype to connecting the prototype to the next device. This test in turn
demonstrated the driving capabilities of the prototype. The results of these
tests are presented in table 4.5.

Distance Test Receive Test Drive

1m Passed Passed
4m Passed Passed
7m Passed Passed
... Passed Passed

20m Passed Passed

Table 4.5: Wire length parametric test results

The results obtained by this test indicates that the prototype has a con-
nection range of up to 20m at the very least. As noted in Section 1.2 the
SWD protocol supports ranges up to 600m. Therefore this test only confirms
a fraction of the range specified. However, similar to the rest of the design
process, it serves as a basis which can be further expanded upon.
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Chapter 5

Conclusions

Smartwire-DT is a communication protocol designed to alleviate the typical
problems posed by traditional solutions in the field of industrial wiring. As
such it commands a significant research effort aimed to understand how it
works and to develop compliant devices. This research and development
efforts would greatly benefit if an SWD compliant prototype was able to be
implemented using a standard microcontroller unit. The aim of this thesis is
to explore the possibility and feasibility of such an implementation.

The process of implementation began at the literature review level where all
the available documentation about the protocol was inspected to understand
how an SWD system works. Then a simple testbench was constructed to
observe these theorethical behaviours in action. One of the devices in this
testbench was selected and was inspected in more detail, with a plan to
emulate its functionality. Based on the knowledge obtained up to this point
certain requirements for a potential prototype to have were outlied. The
implementation part of the research started out by deciding on hardware and
developing the suitable software to alleviate these requirements. These were
then implemented on a prototype together. The last part of the process was to
test this newly created prototype. The prototype was first tested in terms of
how closely it mimics the functional behaviour of the device it was referencing.
The latter part of the tests concerned certain parameters of the prototype to
get a sense of how they affect the behaviour of the implementation.
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As the included test results indicate, it can be said that it is possible
to emulate the functionality of a SWD device using a standard microcon-
troller. This was proven by the behaviour of the prototype observed in the
test setup, which was not only functionally indistinguishable but also more
efficient in terms of performance. Depending on the specifics of any possible
future implementation, these performance benefits may still be present in
future applications. Nevertheless, it can be stated that the emulation of the
functionality is entirely within the realm of possibilities.

The second objective of determining the feasibility of such an implemen-
tation was fulfilled by making use of the parametric tests, along with the
culmination of information presented in the body of this thesis. These tests
shed a light on the feasibility of using a standard microcontroller unit, which
can be deemed as feasible. The tests also indicated that a much lower grade
of a microcontroller unit would also have been suitable for the assembly of the
prototype. All the other physical components used in the prototype are even
cheaper and easier to get a hold of, as explained in Section 3.1. The software
side of the project as well has no issues to detriment the level of feasibility:
it was developed without any particularly cumbersome tools, complicated
algorithms or any such significant hardships. Based on the points described
above it can be stated that emulating a Smartwire-DT device using a standard
microcontroller is not only feasible but is excitingly so. Having commented
on both the possibility and the feasibility of such an implementation, it can
also be said that this thesis was successful in its aim of researching these
factors.

As this analysis of feasibilty is carried out as a part a larger roadmap
of creating fully compliant and production ready implementation in the
future, there are a number of possible (and important) avenues to be taken
to build on this prototype. First of these avenues concern certain changes
that would result in improving the efficiency (and therefore the feasibility)
of the implementation. Some of them are fairly simple ones like hardware
and software optimizations, which could result in a larger range of viable
parameters. A more optimized state machine may be able to push the system
clock limit to even lower values, opening up more possibilities for the usage of
different microcontrollers. Even better, an interrupt based software structure
can be created. It would, along with some auxillary improvements like DMA
modules, result in much greater performance. Another example of such
optimizations may be to change out the optocouplers with some components
which are more sensitive to the currents on the SWD SEL line. This would
potentially result in the newer version of the prototype having a larger range
than this version. Also the extra TTL converter used in the prototype, whose
function and current necessity is described in Sectıon 3.1, may be eliminated.
Such small optimization steps may be able to nudge the feasibility of an
emulative implementation to a higher degree.
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Other avenues for future work include ways to make a more "complete"
product. The first obvious step would be to include support for every bit
of functionality the original SWD stack supports. This would alleviate the
incompleteness problem of the current prototype where certain functionalities,
baud detection for example, are currently missing. Although such functional-
ities are not predicted to affect the feasibility of an implementation, it is still
important to account for them. The prototype can also be moved to a PCB
based implementation for utilitarian reasons.

The last part of the future work that could be advised is to continue and
improve the testing that has already been conducted. The number-of-device
and cable length tests stopped short of finding an actual limiting value for
their corresponding parameters. In future these tests can be continued to do
so. Moreover, additional tests such as EMC tests or reliability tests can also
be conducted. All these additional tests would result in even more insight
into the feasibility of a microcontroller based emulative implementation.
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