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Abstrakt

Cilem mé diplomové prace je navrhnout postup sbéru a zpracovani dat o bezpeénosti
dle teorie STAMP pro dozorové organy v letecké dopravé. Prvni ¢ast prace obsahuje
popis soucasného stavu sbéru a zpracovani dat o bezpecnosti u dozorového organu,
vysvétleni, co je model STAMP a jak ho Ize pouZit a popis zdkladG BPMN. Na tomto
zakladé je pak v druhé Casti popsan postup, jak vytvaret procesni modely podle STAMP
za pouziti BPMN modelovaciho nastroje. Navrh postupu sbéru a zpracovani dat
o bezpecnosti je popsan a vyobrazen za pomoci vytvofenych procesnich modell podle
STAMP. Procesni modely i cely navrh postupu jsou v zavéru prace validovany a mohou
tak poskytovat zdklad pro modelovani dalsich procest a vytvareni softwaru pro sbér

a zpracovani dat o bezpeclnosti pro dozorové organy v letecké dopravé.

Klicova slova: sbér a zpracovani dat o bezpecnosti, dozorovy organ v letecké dopraveé,
STAMP, STPA, CAST, fidici smycka, BPMN modelovaci ndstroj, bezpecénost, udalost

v letectvi



Abstract

The objective of the master's thesis is to propose safety data collection and processing
procedure according to the theory of STAMP for civil aviation authorities. The first part of
the thesis contains a description of the current state of safety data collection and
processing at the authority, an explanation, what STAMP is and how it can be used, and
a description of the fundamentals of BPMN. Based on this, the procedure how to create
process models according to STAMP using BPMN modeling tool is described in the
second part. The proposal of the safety data collection and processing procedure is
described and depicted with created process models according to STAMP. The process
models and the entire proposal of the procedure are validated at the end of the thesis
and can thus provide a fundamental for modeling other processes and creating software

for safety data collection and processing for civil aviation authorities.

Keywords: safety data collection and processing, civil aviation authority, STAMP, STPA,

CAST, control loop, BPMN modeling tool, safety, occurrence
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Introduction

Air transport is nowadays a very widespread and often used type of transport. There are
many aspects that contribute to the popularity of this type of transport. These aspects
are, for example, speed, comfort, economic availability, but also safety. In order to meet
all these aspects in the best possible way, aviation must be subject to compliance with

many set requirements and to follow relatively strict rules.

Safety is one of the most important aspects of aviation. If aviation safety is not ensured,
then the economy of the entire aviation, for example, will be significantly affected. It is
therefore highly desirable to constantly improve safety and to use the latest possible

procedures to maintain safe aviation.

Every mistake that happens is the first step to learning and improving safety. During the
development of the aviation industry, many mistakes occurred, which even many times
caused an accident with catastrophic consequences, but this mistake has always
provided space for improved safety. It is necessary to learn from past mistakes and not
repeat them. With regard to the idea, we should treat all mistakes with respect, deal with
them in detail and keep them in mind. It happens in the same way in aviation. Every
aviation safety occurrence that happens is examined in detail, processed and stored in
a database. It is possible to subsequently perform further analyses from the processed
occurrence data, from which various safety recommendations follow, and these

recommendations should prevent further similar mistakes and occurrences.

A common problem, however, is that the core of an occurrence is not just one root cause.
An occurrence is often the result of several deficiencies in the system that, when met at
a given time, can cause an accident. Therefore, during the accident investigation, it is
necessary to examine the system as a whole and not be satisfied only with the root cause
found. It is clear, that the systemic approach is much more demanding and therefore

needs to be simplified and speeded up in some way for investigation and analysis.

There is opportunity to access the occurrence using a systemic approach and
simultaneously not complicate the work with safety data. One such optionis to improve
the Safety Data Collection and Processing System (SDCPS). This system is very important
for all aviation organizations, but especially the civil aviation authority, because it is an
institution at the state level which oversees the whole aviation. In order to be able to
oversee organizations and have an overview of all developments in aviation at the state

level, the authority is forced to collect and process safety data.



The aim of this thesis is to propose a procedure for the safety data collection and
processing at civil aviation authorities using a new approach to safety. This new
approach is based on the theory of the System-Theoretic Accident Model and Process
(STAMP), which brings a systemic approach to solving the problem. Based on this
approach, it is possible to propose a better procedure for the safety data collection and
processing system. However, it is necessary to find a way to apply STAMP to this type of
issue and to further deal with how to combine data with a systemic approach so that the
proposal can be applied in practice. Given that it is not possible to change the entire
environment and conditions for all work with safety data at once, it is also necessary to
consider the compatibility of the proposed procedure with the currently used system.
The whole proposal of the procedure with its systemic approach should contribute to the
improvement of aviation safety and simultaneously be able to fit into the existing

system.



1 Czech system of civil aviation regulation

Member states of the International Civil Aviation Organization (ICAO) must meet certain
standards in order to maintain an acceptable level of safety. Therefore, each such state
must have administrative authorities to ensure the functionality of the civil aviation
system. The Czech Republic is part of the European Union Aviation Safety Agency (EASA)
system, which promotes the highest social standards of civil aviation safety and
environmental protection within the European Union (EU). Synergy is achieved with
European Organisation for the Safety of Air Navigation (EUROCONTROL), which provides
expert support to EASA. Within the EU, the regulatory framework is addressed mainly at
EASA level, which is entrusted by the European Commission to carry out a number of

activities related to civil aviation safety. [1][2]

The state (here Czech Republic) is responsible for ensuring safety in the area of civil
aviation and, therefore, must actively supervise that all aviation activities are carried out
as safely as possible. As a result, the state operates in the area of civil aviation through
state administration (Figure 1). The state administration consists of the Ministry of
Transport (MoT) and its subordinate, the Civil Aviation Authority of the Czech Republic
(CAA). The responsibilities of MoT and CAA are described in Act No. 49/1997 Coll., on Civil

Aviation, as amended. [1]

Government
; ission
fety
of Civil Aviation

State administration in the area
of civil aviation

AIR ACCIDENCTS
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Transport Authority
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Other
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Figure 1: Civil aviation administration in the Czech Republic [3]



The specialised Air Accidents Investigation Institute (AAIl) has been entrusted with the
activities of identifying the causes of air accidents and incidents. The state
administration of sports flying equipment activities is provided by the Light Aircraft
Association of the Czech Republic (LAA). Air traffic services in airspace on the territory of
the Czech Republic and at selected airports are provided by Air Navigation Services of
the Czech Republic (ANS CR). Under the Civil Aviation Act, CAA may also entrust another
legal entity or natural person with providing air traffic services (e. g. Vodochody Airport,

Kunovice Airport, Hradec Kralové Airport, etc.). [1]

The Ministry of Transport is the main (central) legislative body of the state administration
responsible for the development of state transport policy, also in the area of civil
aviation. MoT prepares amendments to the laws and, at the same time, publishes
implementing legislation. The aim of the MoT is to promote measures for the
development of civil aviation and, at the same time, increase its level of safety and
efficiency. MoT is an institution that officially communicates with ICAO on behalf of the

Czech Republic. [1]

The Civil Aviation Authority is the main executive body of the civil aviation state
administration, which is entrusted with this activity by the Ministry of Transport. Its
powers extend to the oversight and regulation of civil aviation activities. The CAA acts as
a national oversight authority which oversees the performance of the obligations of
organizations operating it the area of civil aviation. It also issues various permits,
consents and certificates. The CAAis also an institution that officially communicates with

EASA on behalf of the Czech Republic. [1][2]

1.1 Civil Aviation Authority - safety oversight

Safety oversightin the Czech Republicis carried out by the Civil Aviation Authority within
the scope of the State Safety Programme (SSP). The MoT has the role of an appellate
authority as well as an authority responsible for national legislation and the overall

concept of air transport at the national level. [1]

CAA issues initial authorizations and permits together with the necessary specifications
of operating conditions and subsequently oversees their performance by operators.
The main oversight mechanisms include inspections and audits. Other oversight
activities are also research to ensure effective implementation of the applicable

requirements.



Safety management in the Czech Republic includes processes such as hazard
identification and risk management. The oversight system, therefore, also deals with the
implementation of these processes by individual operators. Then the oversight system
should confirm and ensure that the processes have been implemented efficiently and
that they meet the required effect on safety risks. Safety of civil aviation is subject to
a number of audits and the implementation of certain standards by ICAQ, the European
Commission and EASA. The CAA and the MoT strive to ensure that the implementation of
standards is as effective as possible in order to meet the appropriate level of oversight

of its safety risks. [1]

The Civil Aviation Authority oversees many civil aviation activities. These activities can be
divided as follows. The CAA deals with the initial authorization process, oversight of the
safety of aeronautical products and air services provided, internal investigation of its
own efficiency and quality assurance, and this is related to an external review of

effectiveness of the implementation of standards by EASA and ICAOQ.

1.1.1 Certification

The approval by the state includes the process of certifying organizations, licensing
aviation personnel, certifying aerodromes or any other organizations providing civil
aviation activities. The exception is aeronautical products certification. The type
certificates issuance is the responsibility of EASA, and CAA only performs the assigned

certification tasks specified in the contract concluded between EASA and CAA. [1]

All approval processes are described in the applicable directives and manuals of
individual CAA units. These process descriptions contain both administrative procedures
and technical approval procedures. All CAA procedures must meet all the requirements
of ICAQ, the EU regulatory framework, but also national legislation. Organizations or

individuals can find the procedures and advisory material on the CAA website. [1][4]

1.1.2 Safety oversight of aviation services and aviation products

The certification activity is continuously followed by the activity of ensuring continued
oversight of organizations or individuals. Continued oversight has always aimed to
ensure that organizations and individuals fulfill their obligations. If, under the continued

oversight, it is found that an organization or an individual performs a function contrary



to the regulatory requirements, then the state may use a series of enforcement

measures. [1]

Continued safety oversight is carried out in organizations through a system of planned
and unplanned inspections and audits. Inspections and audits should help to ensure
an acceptable level of safety while verifying that all activities of the organization are
operated safely. That means that the activities are carried out in accordance with the
regulatory framework. Inspections and audits performed by CAA also often focus on
Safety Management System (SMS) procedures and verification of its performance and

effectiveness. [1][5][6]

A Safety Assessment of Foreign Aircraft (SAFA) programme has been introduced in the
EU as part of safety oversight. This programme allows the ramp inspection of aircraft
used by third country operators. Inspections are regulated by strict rules that are the
same for all EU countries. The outputs of all SAFA inspections are then stored in a unified

format in a common database. [1][5]

1.1.3 CAAinternal oversight

As the CAA is the authority responsible for the state oversight of civil aviation safety, itis
necessary that inspections and audits are also carried out regarding the CAA's actual
operation. For this reason, CAA has implemented a compliance monitoring system in its
own management system, which is supported by an internal audit function. The internal
audit shall verify the fulfillment of the specified goals and ensure that all requirements
for the civil aviation safety oversight system are met. The internal audit also includes the
check of SSP compliance. CAA appoints certain natural persons, such as a quality

manager or a group of internal auditors, to perform internal ovesight activities. [7]

1.1.4 External oversight of CAA activities

The regular external oversight of the CAA is performed by EASA, which is authorized to
perform regular standardization inspections and audits in all areas competent within the
territory of the EU member states. Goal of these regular inspections and audits is to
ensure a unified implementation of requirements and to verify that the implementation
of requirements is effective thus fulfilling their purpose. Inspections and audits are

performed according to a published procedure. [1]



Other external oversightin the form of audits is conducted by ICAO as part of its Universal
Safety Oversight Audit Programme (USOAP). Audits are carried out in ICAO member
statesin cycles. ICAO's comprehensive standardization audit was carried outin the Czech
Republic in 2005. Its results are shown in Figure 2, where the purple bars show the
implementation efficiency in individual civil aviation areas, and the blue line shows the

global average of audit results from ICAO member states. [8]

100

Effective Implementation (%)
S

@ Global average @ Czech Republic

Figure 2: ICAO audit in the Czech Republic in 2005 [8]

1.2 Safety data collection and work

As mentioned in the previous subchapters, the CAA collects external data using various
types of inspections or audits performed at individual organizations. But there is another
source of civil aviation data. This source is an established aviation safety reporting
system. The aviation safety reporting system is one of the main sources of civil aviation
safety information. The aviation safety reporting system is divided into a mandatory
reporting system and a voluntary reporting system. Regulation (EU) No 376/2014 of the
European Parliament and of the Council with Commission Implementing Regulation (EU)
2015/1018 specify the aviation safety reporting system. Regulation (EU) No 376/2014
provides protection to persons who report an occurrence and determines how the state

can handle sensitive information. [9][10]



1.2.1 Mandatory reporting system

The AAIl was chosen by the competent authority for the basic administration of the
mandatory safety reporting system in the Czech Republic. The responsibility of AAll is to
implement an effective mechanism for collection, evaluation and storage of civil aviation
occurrence reports and to maintain this system in operation. The competent authority

designated in a number of implementing regulations is the Civil Aviation Authority. [11]

AAIl manages the system of mandatory reporting on its website. All information
obtained from individual reports is stored to the database European Co-ordination
Centre for Accident and Incident Reporting System (ECCAIRS). This database is also used
to store information obtained during the investigation of the reported occurrence. This
is information gathered by the AAIll, but also information gathered by organizations

themselves. [1][11]

CAA has ensured access to aviation occurrences data in the ECCAIRS database. The CAA
uses the data stored in the database with its own system for the safety information

management in civil aviation.

1.2.2 Voluntary reporting system

A voluntary safety reporting system is established to capture occurrences that the
mandatory reporting system might not capture. Any person involved in air traffic may
report to the voluntary reporting system. Therefore, the person reporting the voluntary
report need not be among the specified persons who fall under the mandatory reporting

system. [9][10]

Aviation professionals are supported to report the voluntary occurrence reports.
A person who decides to submit a voluntary report may use the voluntary reporting
system on the AAIl website or on the CAA website. The voluntary reporting system on the
CAA website is consiered as an additional system, serving as an alternative way of
submitting voluntary reports. The reporting form on the AAll website is considered as the
main voluntary reporting system. This standard AAIl form is followed with other

procedures and processes set up by AAIIL [11]



1.3 Internal organizational structure of the CAA and its safety management

The Civil Aviation Authority has its own structure, which is given by the Organizational
Code of the CAA. The whole CAA is headed by the director. There are several positions
under the direct supervision of the CAA director. These include the position of
management system manager, quality auditor, safety inspector, spokesperson of the
CAA, security director and internal quality control. Furthermore, CAA in the Czech
Republicis divided into four divisions, namely the Internal Services and Security Division,
Flight Division, Technical Division and Aeronautiacal Operations Division. Each division,
headed by the division director, is further divided into individual departments. The
individual departments are managed by the department director. Departments may be

further divided into sections headed by a section head. [12][13]

Each division is responsible for certain part of the CAA’s activities. The Internal Services
and Security Division is responsible for the logistics of the CAA’s operations and partially
participates in the performance of state oversight in terms of reliability verification
processes, the performance of state administration in the area of civil aviation security
and legal services of the CAA. The Flight Division carries out oversight activities in the
form of continued oversight of Czech commercial air transport operators, non-
commercial and specialised operations. The aim of the Flight Division is to ensure the
safe operation of aircraft of Czech air transport operators. This division also addresses
the issue of the competence of aviation personnel and conducts ramp inspections.
The Technical Division deals with the performance of state oversight over the area of
airworthiness certificate and continuing airworthiness of aircraft, engines, propellers and
other aircraft parts. Another activity that falls within the competence of the Technical
Division approval of organizations that design, develop, produce, test, manage
continuing airworthiness, maintain, repair, modify and design changes to aircraft,
engines, propellers and other aircraft components. The last Aeronautical Operational
Division fulfills the task of the national oversight authority under the aeronautical
operational safety oversight in the area of air navigation services (ANS), air traffic flow
management (ATFM) and airspace management (ASM). Another important scope of this
section is the airport oversight and, last but not least, the section is concerned with the

issue of unmanned aerial systems. [14]



1.3.1 External oversight of organizations

Each section is responsible for certain part of the external oversight of organizations
involved in civil aviation. External oversight can be divided into certification and change
management, which can be considered the first part of the safety oversight of
organizations. The following safety oversight is called continued safety oversight.
Continued oversight includes inspections and audits. The performance of external
continued safety oversight covers all four sections. Itis the Internal Services and Security
Division, Flight Division, Technical Division and Aeronautical Operations Division. Each of
these sections has its own procedures for the performance of continued safety oversight
in the organizations. However, these procedures of the individual sections are very

similar, they differ only in some parts. [5][6]

Sections always determine the cycle of oversight activity for each organization. The base
cycle may be shortened or extended with respect to previous inspection and audit
results. Furthermore, the cycle may be adapted also with regard to whether or not the
organization proves the ability to effectively manage safety risks thus ensures the safe
functioning of the whole organization, with an overlap with safe functioning of the whole
air transport. Following the identification of the cycle, oversight plans are prepared and
inspections or audits are carried out in each organization according to the plans. Each
audit or inspection process then has a similar procedure. First, an inspector or group of
inspectors shall be appointed to carry out the audit or inspection. Subsequently, the
organization that will be inspected must be informed about inspection or audit. After an
audit orinspection has been carried out, the inspector must prepare a final report within
a specified period. In the final report, the inspector shall indicate all findings (level 1
finding or level 2 finding). On the basis of this final report, the organization shall prepare
a plan of corrective actions for each finding. The inspector then approves the corrective
action plan or notes any shortage and subsequently oversees for a specified period
whether the organization has followed the plan and fulfilled the set objectives. All CAA

control activities are in accordance with the Inspection Code of the Czech Republic. [5][6]

1.3.2 Internal audits and compliance monitoring system of CAA

The Civil Aviation Authority has established a system of compliance monitoring and
internal audits. Internal audits of the management system are the basic means for
verifying that the system (at the CAA) is functioning as a whole. It also verifies the

effectiveness of the functioning, fulfillment of requirements, objectives and set goals
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within the CAA management system. The aim of internal audits is to identify problem
areas in the processes that take place every day at the CAA. Specific problem areas are
identified as non-compliance and then corrective actions are established. The corrective
action should then resolve the cause of the non-compliance and regulate the problem
area. The whole issue of the compliance monitoring system and internal audits should
help to identify timely the situation when the CAA is unable to fulfill its responsibilities
and tasks. [7]

The Management System Manager is in charge of the system of internal audits at the
CAA, who is also the head of the compliance monitoring system according to EU
regulations. Other activities such as implementation and administration of the
compliance monitoring system are provided by the Quality Auditor. The Management
System Manager and the Quality Auditor form together the Compliance Monitoring Team
(CMT). The Compliance Monitoring Team then performs internal audits. However, there is
a list of suitable and responsible CAA employees who, under certain conditions, form
a team of internal auditors. Therefore, the Compliance Monitoring Team can also invite

internal audit team members to perform internal audits. [7]

Internal audits are carried out at regular intervals to identify any deviations from the
defined requirements in time. Internal audits are, therefore, planned in advance.
The CAA’'s internal audits can be distinguished into two types: a comprehensive audit
and a follow-up audit. The comprehensive audit is first announced in advance. The audit
itself is carried out by auditors according to the procedures. During this audit all
processes of the audited area are verified. Compliances or non-compliances are
recorded, which are then described in detail in the Internal Audit Report. Possible non-
compliances are divided into two levels, namely level 1 non-compliance and level 2 non-
compliance. Level 1 non-compliance usually has direct effect on the CAA process output
and the level 2 non-compliance is not reflected in the quality of the CAA output.
The Internal Audit Report must be delivered to the audited party in a certain time and
then the audited party analyzes the root causes of non-compliance. If the cause can be
resolved by corrective action within the audited area, the audited area shall perform it.
If a broader corrective action is needed, then the corrective action is taken with the
director of the relevant division or with the director of the CAA. A follow-up audit may be
carried out after some time after a comprehensive audit has been carried out. The aim of
the follow-up audit is to verify the state of implementation of corrective actions for

previously identified non-compliances. [7]
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1.3.3 CAA safety management - Safety Action Group

Within the CAA, a group for dealing with safety issues was established. This group is
called the Safety Action Group (SAG). The SAG regularly deals with specific issues of
implementation of the safety management principle and submits proposals for
measures to improve safety to the director of the CAA and the management board. SAG
therefore deals with the assessment of safety risks, their classification, preparation of
proposals for related measures and subsequent monitoring of their effectiveness.
Consequently, the SAG is dedicated to the processing of outputs including the analysis
of civil aviation safety performance. These outputs are then used to inform the director
of the CAA and management board about the situation. In addition, SAG also identifies
safety issues, proposes measures to address them and tools to monitor the effectiveness

of these measures. [15]

The SAG consists of the head of the group and other members. SAG members cover the
area of the Flight Division, the Aeronautical Operations Division and the Technical
Division. SAG organizes meetings every month. Meetings can be organized even in
extraordinary dates when a response to a safety issue is required. Before each regular
SAG meeting, the agenda is determined in advance and distributed to all members of
the SAG. Each member of the SAG has the right to supplement the agenda or comment
in any way. After the meeting itself, minutes of the meeting are prepared and sent to SAG
members who comment the document. Comments are included in the final version of
the minutes and the minutes, together with all attachments, are submitted to the

director of the CAA for approval. [15]

The sources for SAG activities are mainly mandatory and voluntary safety reporting
systems, CAA oversight activities and other information channels. Initial mandatory and
voluntary reports come into the AAIl system. Based on the concluded agreement, AAll
shares all these reports with CAA, together with the final reports of AAll investigation and
safety recommendations resulting from them. Another source is the voluntary safety
reporting system operated by the CAA, which can be found on the the CAA website.
Important inputs are suggestions from any SAG member, CAA leadership, but also other

CAA employees. [15]
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1.4 Process documentation and work with data

The Civil Aviation Authority has its processes described in detail in directives and
manuals. The directives and manuals contain all administrative processes, technical
requirements and various procedures for all activities for which the CAA is responsible,
and which performs. CAA also publishes procedures and advisory materials that are
available to the public on CAA websites. All CAA process documentation must always
comply with the requirements of ICAO or, where applicable, with the EU regulatory

framework, including applicable national legislation.

However, CAA must also ensure data collection, their analysis and further dissemination.
CAA may receive various data from different sources, and it is necessary to work with this
data and store it. CAA must then analyze all stored data and share the obtained
information with individual organizations, aviation industry areas and the state as
a whole. The datais furtherused in a number of preventive safety measures, for example

through the results of statistics or other possible analyzes.

As a standard, keeping data records at CAA is performed in such a way that all obtained
data are stored in individual files. These files are either in paper or electronic form.
The responsible person therefore puts all the documents obtained into specific files
related to certain issue. In addition to record keeping, the responsible person must also

keep documentation on the circulation and sharing of specific documents within CAA.

CAA currently utilizes Safety Intelligence System (SISel) in trial operation. SISel is now
used to record and protect the received initial safety reports. SISel is used as a support
system for the SAG processes. SISel also currently offers the possibility of some
evaluation and, based on it, monitoring of trends and other statistics. SISel is able to
receive and register all mandatory and voluntary safety reports pursuant to Regulation
(EU) No 376/2014 of the European Parliament and of the Council, in an ECCAIRS-
compatible format. Reports in a different format must be entered manually into the
system. In addition to the recorded occurrence, the responsible person will always add
other necessary information such as available documents or the occurrence factors.
Available documents are complemented by the cloud system of the CAA (InterCloud).
The factors that the responsible person enters to the occurrence are based on the ICAO
Accident/Incident Data Reporting Programme (ADREP) taxonomy. The information
obtained by the occurrence investigation are progressively added to the SISel system.
SISel has implemented the Aviation Risk Management Solutions - Event Risk

Classification (ARMS — ERC) methodology, which enables a general evaluation of the
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occurrence without knowledge of the occurrence details. The output of the evaluation of
the ARMS - ERC methodology are four risk levels, into which the individual evaluated
occurrences are categorized. The results of the SISel evaluation are used in some cases
by the SAG to identify further procedures or measures in response to the reported

occurrence. [15]
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2 STAMP

The System-Theoretic Accident Model and Process (STAMP) is one of the new systemic
safety models that carries some of the ideas of Safety-Il. The Safety-Il approach differs
from older Safety-l in that it assumes system variability. Each system operates under
certain conditions and these conditions may change. Thus, itis necessary to consider the
variability of systems that is capable of responding to changing conditions. Modern
systems often include a human who is a part of systems in Safety-Ill that can be flexible
and resilient and that can respond to various impulses. The main idea of Safety-Il is to
understand how a complex system operates. Safety-ll tries to ensure that as many things
as possible work in the system properly. Just like Safety-|, it tries to assess risks, manage
safety efficiently and also investigate accidents or incidents that have already occurred.
But the aim of Safety-ll is first to identify how the system normally operates, to explain
how it sometimes fails. This leads to better understanding of the conditions under which
system performance may be endangered or wrongly monitored and controlled, and to
better prevention of incidents or accidents. Because the complexity of our modern
systems continues to increase, the approach of how safety is managed also needs to be
adapted. Complex systems must be able to maintain their adaptive ability to respond

effectively to unavoidable and unexpected situations. [16]

Given the Safety-ll approach, it is clear, that it is always necessary to get to know the
system in detail, which we want to examine further from the point of safety. That is the
reason why STAMP builds on the main idea of systems engineering. Systems engineering
was created naturally with the development of new technologies. Every new technology
usually brings more complexity to the system, but it is necessary to design and use the
system with the highest efficiency and low error and accident rate. Also, new
technologies usually bring more frequent interactions between human and machine

(computer), so it is necessary to look at the system as a socio-technical whole. [16][17]

Systems engineering is based on systems theory, which forms the theoretical basis.
Systems theory tries to perceive individual parts of the system as components that are
integrated into one whole. If we deal with safety, we will find that safety of the whole
system is always the most important to us. If one of the system components does not
perform safely, then this is somehow translated into the whole system performance. It is
necessary to connect individual subsystems and monitor the processes of the system as

a whole to understand the translation. Systems theory looks at the whole issue in two
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ways. The first is the emergence and hierarchy of the systems and the second is the

communication and control. [17]

The issue of the system emergence and hierarchy explains each system as a structure
thatis organized into levels. Each level then carries a specific type of behavior, language
and properties. The main concept of emergence and hierarchy is to identify differences
between levels of the system and understand their complexity. The result of the levels
study should be an explanation of the relationships between the levels. Specifically, to
find out how levels arise, what generates them, what separates them, and what
emergent properties each level contains and why. The second approach from the
perspective of communication and control loosely follows the idea of the emrgence and
hierarchy. A system, which is divided into individual levels, is characterized by control
processes that take place at the interface between system levels. The system control is
therefore associated with establishment of safety constraints. The reason for creating
constraints is to prevent dangerous events and conditions that could put the system in
a hazardous state. Most systems have some input and output, whether within their own
structure or through interaction between systems. This suggests that communication is
an integral part of systems. Systems that have input and output, or open systems, can
be considered components that are interconnected. Due to mutual cooperation, these
systems operate on the principle of dynamic balance. In this balance, the system can be
maintained using feedback control loops. [17]
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Figure 3: Standard control loop [17]

One of the typical feedback loops is the standard control loop, which we can be see in

Figure 3. This control loop consists of four main elements: Controlled Process, Sensors,

16



Controller and Actuators. Each process is controlled by an element called Controller.
Controller, whether human or computer, must have some process model and control
algorithm to effectively control the process. The Controller uses Sensors to get up-to-
date information about the Controlled Process. The Sensors record the measured
variables, which describe the current state of the process to the Controller. After the
Controller evaluates the current state and decides for control action, then come the
Actuators to start the newly chosen way of the process control. If we focus on the
Controlled Process, we can see that its integral part is input and output. However, one
should not forget the important component that often enters the process, namely noise.
Noise is a component that can significantly affect the process. Therefore, in order to
obtain the desired goal of the process operating within predetermined limits, we need

to use feedback control loops. [17][18]

As discussed in the previous paragraphs, STAMP is an extended causal safety model
based on system theory. It can be described and explained in more detail using three
basic terms. These are safety constraints, hierarchical safety control structure and
process model. STAMP cannot be simply graphically represented like some other
models. All three terms need to be properly assembled and interconnected to explain
the essence of STAMP. These three terms have already been partially approached above,

but hereitis appropriate to explain their interconnection and relation in more detail.[17]

Safety constraint describes limitations on the controller’'s beavior to achieve the required
goal and is the basis of STAMP. Its new approach to safety requires the control of socio-
technical systems and enforcement of safety constraints. The control can be divided into
two types, namely passive and active control. Passive control is based on physical laws
and limits of materials used. These limits bring natural constraints. Examples are system
components that maintain a safe environment by their presence or ensure the safe
system state through physical laws. Unlike passive control, active control requires
additional activities to help identify safety constraints. These activities include
monitoring, measurement of some variables, diagnostics of measured outputs and
setup of corrective procedures. Therefore, safety constraints in the system must be
identified, enforced and subsequently effective controls implemented. In addition to

safety constraints, responsibility needs to be defined for their enforcement. [17]

In order to define safety constraints in the system as accurately as possible, the system
must be logically divided. It is obvious from systems theory that STAMP takes a view of

the system as hierarchical structure. Each level of the hierarchical system imposes safety
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constraints on activities performed by the lower level. Thus, the lower level behavior can
define an area with a missing constraint. Between levels, there operate control processes
that control the lower level but carry feedback to the higher level. Control processes,
therefore, need to have safety constraints identified. If the control processes have no

defined safety constraints, then the responsibility in the system would be lost. [17]

The third important part of STAMP is the process model. The process model is embedded
in each system level. Specifically, we can say that the process model is included in the
automated controller's control logic or in the mental model maintained by the human
controller (Figure 4). The process model is used to maintain the required state of
variables and to monitor the current state of the system. The model is regularly updated
with feedback that transmits information and helps determine what control actions
must be performed. Process models are used both to understand why accidents occur
and why people provide inadequate control over system safety, and to design safer
systems. STAMP is trying to analyze why accidents occur in today's complex socio-
technical systems with tools such as Systems-Theoretic Process Analysis (STPA) and
Causal Analysis based on STAMP (CAST). For both analyses, STAMP is the theoretical
basis. [17]

Controller (automated or human)

Control Process
Algorithm Model
Control
Actions Feedback

Controlled Process

Figure 4: Process model contained in the controller[19]

2.1 STPA

System-Theoretic Process Analysis (STPA) is a hazard analysis method based on control
and systems theory. In contrast to other hazard analyzes, STPA does not look at the
reliability of individual components, but rather deals with the issue of component

interaction. Thus, in STPA is difficult to generate any probability or stochastic value,
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because important causal factors would have to be omitted and such a value could be
distorted and misleading. However, STPA can better analyze hazards in emerging
systems that we have no historical data from to proceed. Furthermore, STPA supports
much better systems where software and human behavior occur together.
As mentioned, the application of STPA is already possible during the design of the
system, which allows the creation of requirements and constraints at an early phase of
system development. STPA can also be used for a functional system, both for technical

and for organizational. [19]

1) Define 2) Model 3) Identify 4) Identify
Purposeof (> the Control 5> Unsafe Control 5> Loss
the Analysis Structure Actions Scenarios

Figure 5: Basic parts of STPA analysis [18]

Figure 5 shows how to perform STPA on the systems studied. STPA considers steps 3)
and 4) as the core parts of the analysis, where unsafe control actions and their causes are
identified. Steps 1) and 2) are considered complementary but necessary to initiate the
main analysis steps 3) and 4). An explanation of the steps is provided in the STPA
Handbook (Nancy G. Leveson and John P. Thomas; 2018) [18]:

1) Thefirst step ensures definition of the purpose of the analysis. First, we define the
area that will be subject to the analysis and determine the goal that we want to
achieve by the analysis. Next, we proceed according to the specified parts of the
analysis: identify losses, identify system-level hazards, identify system-level
safety constraints and specify the hazards.

2) In the second step we should model the control structure of the system using
feedback control loops.

3) The third step identifies unsafe control actions that could lead to a hazardous
state of the system. Such states can arise from inadequate control or enforcement
of safety constraints. Such a situation can occur due to:

e control action not provided,
e control action provided hazardously (incorrectly),
e control action performed too early, too late, orin the wrong order,

e control action lasting too long or is stopped too soon.
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4) The last fourth step of the analysis says that we must identify the loss scenarios.
The task is to find out how these scenarios can occur and identify their causal
factors. Specifically, we execute the following points:

e We identify all unsafe control actions and examine the functionality of the
control loops. We then examine the existing measures of the system and,
if they do not exist, we create them.

e If we propose any new measures, we must consider how these measures
could degrade over time. For this reason, protection needs to be ensured in
advance through management of change procedures, performance audits

and accident and incident analyzes.

2.2 CAST

Causal Analysis based on STAMP (CAST) is an accident analysis method that is based on
systems theory. If we look at an accident report, we usually find accident description
from the event point of view. Often these events are taken as root causes, and the entire
analysis ends at the point where the person who is to blame for the eventis found. If we
look at such an accident report from the perspective of STAMP, we can come up with
a very different view of the accident with many other questions that are not answered in
thereport. The aim of CAST analysis is to examine the whole design of the socio-technical
system, understand its operation, identify its flaws and subsequently to propose
changes that would potentially eliminate other possibilities of accidents. It is therefore
necessary to focus on the reason why, for example, the person behaved at a given time
and with the information, so that this behavior caused an accident. However, we can also
perform CAST in cases where there is no accident or (safety or security) incident. CAST
can be used to explain any unwanted events in order to prevent future losses (financial

loss, loss of life, environmental pollution or damage to company reputation). [17][20]

1) Assemble 2) Model 3) Analyze Each 4) Identify Control 5) Create
Basic > Safety Control 5> Component > >  Improvement
S £ Structure Flaws
Information Structure in Loss Program

Figure 6: Basic parts of CAST analysis [20]

Figure 6 shows how to perform CAST on the systems studied. CAST says that accident

investigations do not necessarily follow a straight line of the process. However, it is
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practical to start with steps 1) and 2), because they provide basic information for later

activities. The following steps 3), 4) and 5) then deal with the analysis itself, where

questions are generated that lead us to the goal of the investigation. Detailed

explanation of the steps is in the CAST Handbook (Nancy G. Leveson; 2019) [20]:

1)

2)

3)

4)

5)

The first step ensures the collection of basic information to perform the whole

analysis. This step can be divided into the following five points:

e Define the system involved and the scope of the analysis.

e Describe the losses and the hazardous state that led to the losses.

e |dentify the system-level safety constraints that are needed to prevent
hazards.

e Describe what happened without conclusion or blame and generate
questions that need to be answered to explain events.

e Analyze the physical losses in terms of the equipment and controls.

In the second step, we model the existing safety control structure for this type of

hazard using feedback control loops.

In the third step, itis necessary to find out why the losses were not prevented. The

task is to go through all levels of the control structure and focus on individual

roles (automated or human). We need to find out why the roles did what they did

and why they thought it was right at the time.

The fourth step identifies flaws in the control structure as a whole (general

systemic factors), which may have contributed to the losses.

The last fifth step of the analysis says that it is necessary to create

recommendations for changes in the control structure. These changes should

prevent further similar losses in the future. If appropriate, it is also possible to

design a continuous improvement program for the hazard as part of the risk

management program.
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3 BPMN

Business Process Modeling Notation (BPMN) is a modern notation created in accordance
with current trends in the world of business systems. BPMN version 1.0 was created in
2004, but nowadays a newer version of BPMN (BPMN 2.0) is used. The goal of BPMN is to
standardize the description of processes throughout their life cycle, or workflow. BPMN
therefore provides a notation that meets several required conditions at the same time.
BPMN is easy to understand for business analysts and project managers who monitor,
manage and control processes, but also fulfills a form of technical process notation that
is readable for analysts and developers who implement solutions to further support the
processes. With this approach, BPMN has become the standard for business process

modeling. [21][22]

The description of BPMN processes is defined by the Business Process Diagram (BPD).
BPD is based on flowchart elements and is modified to create visual process models. BPD
consists of a network of graphic objects, especially activities and flows, which define the
activities order in which they are performed. The aim of BPMN is to create well arranged
diagrams, so BPDs use graphical objects that are well distinguishable. Their mutual
difference lies in the shape of individual objects. For even better distinguishing, itis also
possible to highlight these objects with different colours. However, colours are not
precisely defined, so each BPMN software can use them arbitrarily. But in the currently
used BPMN softwares, itis possible to see that the basic use of colours for certain objects
does not vary significantly. BPD contains four fundamental categories of graphic objects,
which can be further divided into subtypes. These four fundamental categories are flow

objects, connecting objects, swimlanes and artifacts (Figure 7). [21][22]

Flow Objects Connecting Objects Swimlanes Artifacts
_—
Sequence Flow D
Data Object
Gateways Pool
O_MTB;‘,_ag_e_F_Io_w_b = {Annotaiion text
Text Annotations
Activities e S
———————————— -> ! !
Association Lanes I 1
(within a pool) o 1
Events Group

Figure 7: BPMN core objects of BPD [23]
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3.1 Flow objects

Flow objects are objects that are related to the flow of information in the process. This
category contains three fundamental objects: event, activity, and gateway. The event is
represented by a circle. It is something that directly affects the process flow. Events are
used at the start and end of the process, but there are other types of events which can
be used during the process. The activity is represented by a rectangle with rounded
corners. It is a general term for the work or tasks that a company performs. The activity
is divided into atomic and compound. An atomic activity is called a task, whereas
compound activity contains another separate process (subprocess), so this type of
activity is called a subprocess. The gateway is represented by a diamond. It is used to

represent decision-making or dividing and connecting flows. [21][22]

3.2 Connecting objects

Connecting objects are objects that are used to connect flow objects to each other or to
artifacts. Together they form the fundamental structure of the process diagram.
Connecting objects are divided into sequence flow, message flow and association.
The sequence flow is represented by a solid line with a solid arrow and determines the
order of activities performed in the process. The message flow is represented by
a dashed line with an empty circle and an empty arrow. This object shows the flow of
messages between two process participants (business roles/entities) who send and
receive them. The association is represented by a dashed or dotted line with a simple
arrow, which allows to associate flow objects with some additional information such as

data, text and other artifacts. [21][22]

3.3 Swimlanes

Swimlanes are used to separate activities in order to differentiate the responsibilities of
process participants for individual activities. There are two types of swimlanes: pool and
lane. The pool bounds the process and its title is placed in its heading. It represents the
participant in the process. In one pool there is just one process and the communication
between these pools takes place using message flow. Lane is a part within the pool and
is used to organize and further categorize activities. It can indicate the roles,
departments, or functions of an organization. Communication between lanes takes place

using sequence flow. [21][22]
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3.4 Atrifacts

Atrifacts increase the flexibility of the modeling tool, extend and specify information for
the process which does not affect process flow. The fundamental artifacts include data
object, group and text annotation. This objectis represented by a rectangle with a folded
corner, or sheet of paper. The data object refers to data that is required or produced by
the activity. Data objects are associated with specific activities using associations. The
group is represented by a rectangle, which is drawn by a dashed line. Grouping of
activities can be used for documentation or analytical purposes, but it has no effect on
the flow sequence. The text annotation is represented by text that is associated using
the association with another graphic object. It provides only additional text information
in the process diagram. This information can make it easier to read and understand the

process diagram. [21][22]
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4 Methodology

The goal of the master's thesis is to create a proposal of safety data collection and
processing according to the theory of STAMP for civil aviation authorities. It follows from
this goal thatitis first necessary to perform an analysis of the current state of safety data
collection and processing at the authority and then analyze the STAMP systemic model
of safety, including STPA and CAST methodologies. To create the whole proposal, it is
necessary to make a model to show how the STAMP approach can be used in civil
aviation authority. For the creation of such a model, it is required to provide process
documentation that describes the processes taking place at the CAA. Considering that
the process documentation of CAA is normally in the form of a text description of
processes, it is necessary to find a way to create a graphical algorithmic representation
of processes to which STAMP is better applied. In this case, the use of BPMN is a possible
solution, which allows to represent processes in graphical algorithmic form. Both STAMP
and BPMN approach each organization as a hierarchical control structure. This structure
can be found in the current process documentation of CAA, but it is necessary to make
an algorithmic representation of it, which will allow the collection of process data of CAA.
BPMN modeling tools allow this representation, so it is appropriate to use them.
However, BPMN is not fully compatible with the theory of STAMP, so it is required to find
a way how BPMN software can be used to store information needed for STAMP. In the
selection of software, it is therefore advisable to consider whether it is open source
software, where source code is open, because if so, then it is possible to extend the
software with additional features. It is also necessary that the appropriate BPMN
software meets other requirements that are placed in terms of further use of this
proposal in practice. For example, in order to be able to work with the model in practice,
it is convenient to find software that is freeware, so that anyone can work with it and is
powerful and stable even after entering more data than this work requires. Detailed

requirement list follows in the next chapters.

To create a proposal, it is necessary to model the process documentation of CAA. Due to
the validation cooperation with CAA CR, its process documentation was used, but the
proposal is created for all CAAs. However, the CAA documentation is very extensive, and
at the same time, there is no graphical algorithmic representation of it, which makes it
harder to understand and prepare for furher use. Due to the extent of process
documentation and the complexity of its modeling, it is appropriate to select only a part

of it and process it for the needs of this work. In this work, the selection of part of the
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CAA’s process documentation was made based on the relevance of the processes to
safety and safety data, not by random selection. In this case, it is necessary that the
processes regard the issue of safety data and thus be one of the fundamental pillars for

the safety data collection and processing.
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5 Modeling of CAA process documentation

This chapter builds on the previous chapter, where the methodology of this work was
described. The following subchapters progressively describe the individual solutions of
specific parts, which were presented in the Methodology chapter. The solution of
individual steps connected with the issue of modeling brings us to the modeling of the

process documentation of CAA and the description of the resulting process models.

5.1 Requirements for the selection of the modeling tool

BPMN modeling tools are software that allows to appropriately process existing
theoretical information into process models. The goal of these modeling tools is to
facilitate the creation of models and enable further work with information. The main
contribution of BPMN software is the visualization and the possibility of interconnection
of models into more comprehensive units. These tools are often used as a foundation for
the subsequent mediation of software development. This oppotunity is used mainly in
large organizations, which require somehow to capture the reality of the operationin the

organization using the process model.

There are many BPMN softwares, so it is necessary to focus on selection of the one
suitable for this work. Each BPMN software operates a bit differently and also enables
diverse work with information. It all brings the necessity of requirements determination
for the selection of a BPMN modeling tool. It is necessary to determine in advance as
accurately as possible what our goal is and what we expect from the software.
Furthermore, determine the detail level of information and data that the models should
contain, define the information and data that need to be modeled and, last but not least,
test and compare selected software whether they operate according to user ideas and
whether they can handle the required amount of data. Nowadays, it is also important to
consider that some BPMN software only operates as an online application, which can

create problems when modeling organization’s internal protected information and data.

Comparative criteria of BPMN modeling tools for the needs of this thesis were considered
from several perspectives, mainly because the goal of modeling in this thesis is not only
to create a classic BPMN process model, but a STAMP-compatible representaiton. Given
that BPMN software was selected as the most suitable tool for creating extended process

models based on STAMP, itis subordinate to additional requirements than when creating
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classic BPMN models. The individual perspectives describing the criteria for the selection

of BPMN software are divided for clarity and orientation as follows:

Functional perspective

The functional perspective provides criteria in terms of efficiency and the
possibility of creating models. It can be said that it determines whether the
software is user-friendly and whether it contains all the necessary objects for
creating process models. Furthermore, the functional perspective brings
requirements for the environment where the models will be created. More
specifically, whether it is an online or desktop application. Due to the type of the
information and data obtained from the CAA, desktop application is strongly
preferred, because an online application would not meet the CAA requirements
for data protection. From the functional perspective, separate issue was whether
the software is freeware or payware, strongly preferring freeware solutions due

to limited resources for this work.
Process perspective

The process perspective is to determine whether the creation of processes and
subprocesses is possible. It then studies whether it is possible to interconnect or
follow up processes and whether the creation of processes in the software is
suitable for the needs of the organization, in this case for the CAA. Specifically, it
was necessary to test whether the software allows the creation of multiple levels

of subprocesses.
Organizational perspective

The organizational perspective brings criteria in terms of roles, which are
responsible for individual activities throughout the process. It is therefore
necessary to be able to assign the role well to the activity. Based on STAMP,
together with the requirements of the CAA, it was also necessary to ensure that
the software allowed the creation of a certain role library. The library brings better

orientation in roles as well as facilitates work with them.
Data perspective

The data perspective in this case brings criteria especially from the point of view
of the STAMP. It is necessary to input data into the BPMN software. These data are

based on the standard control loop, but also, for example, information about
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control actions or added information about roles. Apart from these data, it is
necessary to consider other types of information that would come from the CAA,

such as references to documents.
e Performance perspective

The performance perspective creates requirements for a certain level of BPMN
software interoperability. In this case, it was important to pay attention to the
format in which the software allows the import and export of data, because to
further work with data from models, it is necessary to have the models in a certain
language, such as Extensible Markup Language (XML). In this regard, it can also be
mentioned that in this case it is advantageous to use open source software,
because using STAMP with a tool that was not originally designed for the purpose
may lead to the need of the tool extenstion or at least a non-standard way of
using it. An important requirementis also that BPMN software must be stable and
exhibit good performance even with larger amout of data. Its performance and

stability should not decline.

5.2 Comparison of modeling tools

In the previous chapter, the issue of requirements for the selection of a suitable BPMN
modeling tool for the needs of this thesis was described in detail. After defining these
requirements, it was necessary to search for existing BPMN software and select some
convenient ones for further research. The software was searched through various
websites, where existing BPMN software was listed with a short description of its
features. Based on these descriptions, some softwares were selected and further
studied. The selected BPMN softwares specified in Table 1, were installed on an ordinary
user computer and a new project was created. A test part of the documentation was
modeled in each BPMN software. During the modeling of the test part of the
documentation, the capabilities of each BPMN software were verified and then these
capabilities were compared with predetermined criteria using the table. After testing all
selected BPMN modeling tools, an overall software comparison was performed.
The comparison result of the studied BPMN software was the selection of the suitable
tool for modeling the processes of a selected part of the process documentation of the
CAA according to STAMP, to work within the further development phases. This selected

modeling tool was Bonitasoft.
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Table 1 contains eight selected BPMN softwares (Modelio, Bizagi, Bonitasoft, Camunda,
Adonis:CE, Cubetto, ARIS Express, BeePMN). These softwares have been studied based
on the previously mentioned requirements. The requirements are summarized in the
table into the main points, which are: Free Software, Downloadable, Export XML,
Subprocesses, Role Library, Other Desctiptions and Stability. Thus, the requirements
determine whether the software is suitable or unsuitable. The last point is Decision.
It shows the final decision for the most suitable software (Bonitasoft). Positive results are
checked in the table cells with a green tick and negative results with a red cross. For
software that did not meet some of the first requirements, no further requirements were

studied, so some cells in the table are empty.
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5.2.1 Bonitasoft

Bonitasoft is a company from France, which has been focusing on building the BPMN
application platform since 2009. Their tool has recently a very good position, thanks to
high-quality and rapid development and a relatively simple approach to modeling
processes. The Bonitasoft platform has open source code and consists of several
components. The basic component is a BPMN modeling tool called Bonita Studio. Bonita
Studio is a downloadable software that allows the user to graphically display and

subsequently edit processes according to BPMN. [24][25]

After Bonita Studio is downloaded and installed, it is possible to open this BPMN
modeling tool and start creating a new process model. After opening this tool and
selecting to create a new diagram, we can see the layout of panels and windows on our

computer screen, which is shown in Figure 8.

Figure 8 shows a basic view of Bonita Studio when creating process models. At the top
there are two basic toolbars. Below are several panels or windows, which are marked

with a red border and numbered from 1 to 4.

File Edit Organization Development Server View Help

rHMPeECMANL(#D6 v
4 Project expl... A Diagram tree. & *MyDiagram (1.0) & £ *MyDiagram1 (1.0) -
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v & My project RER&alT A
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Organization.organization O & 5 *| ™ Step1
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~ B Diagrams HE
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£ MyDiagram1-1.0.proc -
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Start Events.
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7 General * B Data ¥ Execution ¥ Appearance & Validation status  Minimap 1 =]
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. 4

Figure 8: Layout of panels and windows in Bonita Studio

In panel number 1 there is the Project explorer, where all created projects are listed,
whether they are diagrams, organizations or other created projects. In this panel we can

also switch to the Diagram tree, where all pools with other objects from the selected
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open diagram are listed. Panel number 2 is a Palette with graphic objects that are used
during BPD creation. In window number 3 there is a workspace where process models
are created and are arranged in individual pools. Panel number 4 allows work with
individual objects that are in the diagram. If any graphic object from the diagram is
marked, then the General, Data, Execution and Appearance tabs show all details of the
selected object, which can be further edited. The other two tabs in this panel are
Validation status and Minimap. Validation status checks the syntax validity of the
proposed process model and Minimap displays a miniature of the model, in which it is
possible to locate a specific part of the model using a magnifying glass. This part is then

seen in detail in window 3.

The Palette in Bonita Studio contains graphic objects, which are shown in Figure 9. Those
circled in red are objects needed for modeling processes according to STAMP, so it is

advisable to mention what their functions are and when it is appropriate to use them.

q4 &R Palette
I
o-

@ Tasks
\("}ES = El@

Activities

v &

Swimlanes

Gateways

Flow

+

N

O Start Events

Int. Events
® 0 & 6 @ 0 ® % O 6
End Events

@.@@@

Text Annotation

Figure 9: Palette of BPMN graphic objects

Table 2 describes the functions and uses of the circled BPMN objects from Figure 9. The
table consists of four columns. The first indicates the category to which the object
belongs. The second column shows the graphic sign of the object, and the third column
shows the name of the graphic object. The last fourth column describes the functions of

each object.
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Table 2: BPMN object functions [26]

Category Object sign Object type Function
A pool bounds a process and forms
Swimlanes 3 Pool a container for the individual processes in
a diagram.
In this gateway, all inputs must be received
Parallel gateway
before a process can continue, and all
(AND)
outputs will be triggered simultaneously.
This gateway must ensure that only one
input will reach the gateway and only one
Exclusive gateway
output will be triggered. This gateway
(XOR)
Gateways requires to determine a contition if it has
several outputs.
This gateway waits for an input from all
active path, and than activates an outgoing
Inclusive gateway o )
(OR) transition. Ifthere are several outgoing
OR
transitions, it is necessary to determine
a condition.
It represents sequence flow and transitions
Flow - Transition arrows are used to connect all graphic object
in a diagram.
A human task is an activity in a process and
Human task has an assigned actor who performs the
activity.
Tasks
An abstract task is an activity, which is used
Abstract task as aplaceholder for more specific type of
task.
It calls a subprocess, a process flow passes
from the call activity to the subprocess and
Activities Calllaetuy Call activity
when the subprocess is complete, the flow
returns back to the call activity.
Start Event (2 Start It indicates the start of a process.
End Event End It indicates the end of a flow in a process.
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5.3 Selection of CAA process documentation

The CAA’s process documentation describes the processes that take place within the
activities of CAA. These processes are described in directives and manuals, which
together form the process documentation. The documentation, therefore, includes
various types of processes from administrative to technical. The entire CAA
documentation is in the form of a text description of the processes, so it was necessary
to create the whole process model in the BPMN modeling tool and apply STAMP to it.
Since the process documentation of CAA is not processed into any graphical algorithmic
form, the creation of process models is more demanding, because text documents do

not always provide clear views of the situation.

The process documentation of CAA is very extensive and includes many processes. For
the needs of this work, it was necessary to model the process documentation, but due
to its current extent and processing, it was not possible to process it into models in its
entirety. A suitable solution was to select only a part of it and model it to show the next
steps of the purposal of safety data collection and processing based on the theory of

STAMP for civil aviation authorities.

It should be added that due to the validation cooperation with CAA of the Czech Republic,
it was appropriate to select the processes of CAA CR, but the proposal for the safety data

collection and processing is intended for all civil aviation authorities.

The work deals with the topic of collection and processing of safety data, so it was
appropriate to select directives that include the processes dealing with this topic. Thus,
two documents were selected for the modeling, namely CAA Directive — 331: Safety
information processing (Smérnice UCL — 331: Zpracovani informaci o bezpecnosti) [15]
and Chapter 4, Inspecting staff manual: Procedures for continued oversight of AOC

holders (Hlava 4, Pfiru¢ka inspektora: Postupy pro pribézny dozor nad drziteli AOC) [5].

CAA Directive — 331: Safety information processing describes the processes related to
the processing of safety data. In particular, this directive deals with the activities of SAG,
as well as the processing of initial reports within the SAG processes and the responses

to received occurrence reports.

Chapter 4, Inspecting staff manual: Procedures for continued oversight of AOC holders
describes the processes that deal with the continued oversight of Air Operator Certificate

(AOC) holders. Specifically, it deals with responsibility for continued oversight, oversight
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program, oversight planning cycle, procedures for conduct of audits and inspections, and

evaluation of operational safety risk management process of an operator.

Both documents are, therefore, related to the topic of the thesis. The first informs about
the safety information processing at the civil aviation authority and the second deals
with the continued oversight of AOC holders, from which the authority collects data and

further processes and subsequently analyzes them.

5.4 CAA process models

This chapter details process models proposed according to the theory of STAMP.
The models are based on the selected parts of CAA's process documentation, which are
CAA Directive — 331 and Inspecting staff manual, as already mentioned in the previous
chapter. Both the directive and the manual provide the reader with a description of the
process, along with other necessary information. Based on these two selected text
documents, two relatively extensive process models were created in Bonita Studio.
Given the fact that CAA Directive — 331 and the Inspecting staff manual are internal
confidential documents, the thesis contains only a part of each process model, where all
performed operations are described and explained. Together with these analyzed parts
of the models, the following subchapters also show the extracted text parts from both
documents, which relate to selected analyzed parts of the process models. The text
documentis presented here to compare and explain the problematic moments that may
occur during modeling, but also in order to indicate the advantages the process model

brings.

Parts of the process models and documents were chosen so to not be too complex to
understand and not too bounded by the context of the whole document. Without this
choice of process parts, it could lead to limited understanding of other operations.
The second aspect was to choose such parts of the models that can help explain the

future use of the whole proposal of this thesis.

Analyzed part of the directive’'s model was chosen because it shows the usual
administrative activity, which is very common at the authority. Simultaneously, this part
of the modelis not difficult to understand. And analyzed part of the manual’'s model was
selected because it shows the interaction between CAA and the organizations. It is

therefore possible to see that the processes, which are mapped in the CAA
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documentation, also include some activities for which other organizations are

responsible.

5.4.1 CAA Directive — 331: Safety information processing

The selected part of the directive (Example 1) deals with SAG meetings. This is one
complete article from the directive; the article, which specifically referes to activities that
can be seen in the analyzed part of the process model in Figure 10. Given that the
complete process model was created according to the entire directive, the selected part
of the directive used in this section as example contains not all information, which is in
the presented analyzed part of the process model, and vice versa. Thus, analyzed part of
the model and selected part of the directive are not exactly the same, but missing
information is contained in another part of either the model or the directive. The process
model in some aspects provides more information than the directive, because querying

the experts was used during the modeling.

Example 1 — part of CAA Directive — 331:

“Article 9 - SAG meeting
(€lanek 9 - Jednani SAG)

1. The group meets when necessary, usually once per calendar month at a pre-

scheduled date. If an immediate response to a safety issue is required, it is
summoned by SAG manager without delay. An extraordinary meeting can be
initiated by the CAA director.
(Skupina se schazi na jednani dle potieby, obvykle jedenkrat za kalendaini mésic
v pfedem znamém terminu. V pfipadé nutnosti okamzité reakce na bezpecnostni
problém je neprodlené svoldana vedoucim SAG. Mimoradné jednani mizZe
iniciovat i R/UCL'.)

2. There is no minimum participation required. However, in case of repeated
unexcused absences, the SAG manager may initiate negotiations and require
redemption measures from division director responsible for the group to be
suitably and effectively staffed.

(MinimdIlni G&ast neni stanovena. Na zdkladé opakované neomluvené

nepfitomnosti vsak mizZe vedouci SAG iniciovat jednani a ndpravu u feditele dané

T CAA Director (feditel UCL)
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sekce, ktery je odpovédny za to, Ze je skupina pro jim fizené oblasti vhodné

a efektivné obsazena.)

As first agenda point there shall be appointed the program approval with each

member or participant having the opportunity to express disagreement, request

addition or cancellation of an agenda point.

(Prvnim bodem jedndni je schvdleni programu, kaZdy ¢len nebo U&astnik ma

vtuto chvili moZnost vyjadrit nesouhlas, doplnit nebo poZadat o zruseni

nékterého z bodu jednani.)

Each agenda point addressing a specific issue shall have an official conclusion.

Or, alternatively, the agenda point can lead to a task with specified responsibility

and deadline.

(KaZzdy bod jedndni, ktery fesi konkrétni problém, musi mit oficidlni zavér.

Pripadné z takového bodu jednani miZe vzejit tkol s danou odpovédnosti

a uréenym terminem splnéni.)

a. Such tasks are obligatory for the SAG members and are limited to

operation of Group”s processes. Conceptual tasks reaching beyond this
Group as well as recommendation of next steps in order to address
a potential safety issue are presented by SAG manager to the management
meeting. The management meeting decides on further procedure and its
form. SAG is informed by the Group manager.
(Tyto Ukoly jsou zavazné v ramci ¢lenli SAG a jsou omezené jen pro ucely
fungovani procesti skupiny. Koncepcni tkoly nad ramec skupiny predklada
vedouci SAG vhodnou formou poradé vedeni, jakoZto doporuceni dalsiho
postupu pro fesSeni mozZného bezpecnostniho problému. Porada vedeni
rozhodne o dalsim postupu a jeho formé. SAG je nasledné informovédn
prostfednictvim vedouciho skupiny.)

b. Tasks are formally assigned by CAA director signing the approved meeting
minutes.

(Ukoly jsou formdIné zaddny aZ s podpisem schvdleného zdpisu z jedndni
ze strany R/UCL.)

C. SAG manager keeps record of tasks from Group meetings. Report on status
of open tasks is part of every Group meeting.

(Evidenci tkolG z jednani skupiny vede vedouci SAG. Zprdva o stavu

otevrienych ukold je souldsti kazdého jedndni skupiny.)
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5. The meeting minutes are recorded by the minute clerk assigned by SAG manager.
Draft of the meeting minutes is shared with meeting members without any delay,
if possible within 5 working days after the meeting.

(Zapis z jedndni vyhotovuje zapisovatel, ktery je uréen vedoucim SAG. Ndvrh
zapisu je sdilen se ¢leny a dalsimi ucastniky jednani v nejkratsim mozZném case,
idedlné do 5 pracovnich dnt po skon&eni jednani.)

6. Any comments on the draft shall be consulted by the minute clerk with SAG
manager. If comments cannot be accepted, the submitting party shall be
informed about reasons of their rejection.

(Pripadné pfipominky k zdpisu konzultuje zapisovatel s vedoucim SAG, pokud
neni mozZné pfipomince vyhovét, je navrhovatel srozumén s odidvodnénim.)

7. After comments are incorporated, the meeting minutes is submitted to CAA
director for approval. SAG members and participants are informed of its approval.
(Po zapracovédni vsech pripominek je zapis s i pfilohami predloZen Fediteli UCL
ke schvaleni. O jeho schvaleni jsou Cclenové SAG a ucastnici jednani

informovéni.)” [15]

Analyzed part of the model in Figure 10 consists of two pools. The first pool, entitled
Procedure of SAG meeting, is part of the general level of the whole process. This entire
level consists of Call activity objects marked with the (+) sign, which means that each of
these activities hides a subprocess underneath it. One such subprocess is shown in the
second pool, which has the same name as the third activity in the general level part,
namely Taking the minutes of SAG meeting. In the second pool are the Human task
objects, which are the final activities that have defined responsibility or role. However,
if required, it is possible to create another subprocess in the subprocess to avoid
unnecessarily complex activity maps. In the second pool, there are also Gateways, which
are used to split or merge the flow or to direct it according to the specified condition.

Events Start and End are typically used to start and end the process.

As written above, the whole process model of the directive consists of several pools,
which mostly represent subprocesses of Call activity objects. In Bonita Studio, after
selecting a certain Call activity, the Process to call option appears in the General tab of
the fourth panel, as described in the Bonitasoft chapter,and here itis possible to find the
name of the pool that represents the subprocess of the selected Call activity (Figure 11).

After selecting it, the objects are connected.
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# General 2 | @l Data| ¥ Execution| & Appearance | &2 Validation status <, Minimap [ A =
@ Taking the minutes of SAG meeting
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Configure data to send ==>
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Figure 11: Process to call — subprocess

The process model of the directive is modeled according to the approach of STAMP,
specifically from the point of view of STPA analysis. This means that control structure of
the system processes from the directive was modeled using feedback control loops.
These loops are not directly graphically represented in Bonita Studio, but the data that
the loop contains is saved and linked by means of other BPMN software functions. Each
final activity or Human task represents a Controlled Process in the control loop. Its
Controller is then added as an Actor in Bonita Studio. Actor is added to a specific
highlighted task by selecting Actors option in the lower panel number 4 in the General

tab (Figure 12), as described in the Bonitasoft chapter.

_# General 2 |l Data| ¥ Execution| & Appearance | & Validation status| &, Minimap M v =0
2 Identify of recorder

- ~
General | Actors @
Portal (®) Use the actor below Use the actor defined in lane
Actors
lteration | Selectan actor head of SAG v

Actor filter Set.. Edit

Figure 12: Actors — controller

The next step during creating the model was to define unsafe control actions according
to STPA. Unsafe control action can be understood as dangerous deviations from the
correct control of individual activities so, for the sake of practicality in this thesis, unsafe

control action is called deviation. It can be seen from the STPA chapter that there are four

types of deviations, namely:

e Deviation 1 = control ation not provided,
e Deviation 2 = control action provided hazardously (incorrectly),
e Deviation 3 = control action performer too early, too late, orin the wrong order,

e Deviation 4 = control action lasting too long oris stopped too soon.
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Deviations were recorded in Bonita Studio as follows. After selecting and highlighting
a task and moving again to the lower panel number 4, where it is possible to select the
Local variables option in the Data tab, we can add and write deviations to the highlighted
activity (Figure 13). Local variables allow to write the deviation using a maximum of 50
characters, and underscore characters must be used instead of spaces. However,
50 characters ensures that deviations are not too long and complicated. It is necessary

to write the deviation to well understand and explain the problem.

_# General |l Data 2 | J¥ Execution| & Appearance| & Validation status & Minimap ¢ Y= 08
2 Identify of recorder

~

pool variables | Local variables @

Local variables | ceate variables limited to this specific activity scope.

Add... 0 dev_1_recorder_not_identified -- Text

Edi; 0 dev_2_unauthorized_recorder_identified -- Text

Remave

Move...

Figure 13: Local variables — deviations

Because both the controllers and the deviations, which are recorded directly in Bonita
Studio, are difficult to illustrate here, a table has been created for the selected part of the
process modelin Figure 10 to provide this information. Table 3 lists all the final activities
(Human task) from Figure 10 and each has assigned the controller (Actor) which, based
on system knowledge and feedback from previous activities, controls the controlled
process to achieve the required state. Sensors and Actuators, which are also part of the
control loop, are not mentioned in the process models of this work, because it is not
necessary to propose the model to such a level of detail. It would involve a more
extensive analysis of the system, where it would be necessary to get acquainted in detail
with individual activities. The next four columns of the table describe possible existing
deviations for each of the activities. Not every controlled process must meet all
conditions for all four types of deviations to occur. For some activities, some types of
deviaton would not make sense and would therefore have no effect. In such cases, a dash

is written in the table instead of deviation.
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5.4.2 Chapter 4, Inspecting staff manual: Procedures for continued oversight of AOC

holders

The selected part of the manual (Example 2) deals with findings and corrective actions.
The whole chapter in the manual is quite extensive, so there is only the part that
specifically relates to activities that can be seen in the analyzed part of the process
model in Figure 14. Given that the complete process model was created according to the
entire manual, itis possible that the selected part of the manual used as example in this
chapter will not contain all information, which is in the analyzed part of the process
model and vice versa. Thus, analyzed part of the model and selected part of the manual
may not be exactly the same, and the missing information may be contained in another
part of either the model or the manual. The process model can also provide in some
aspects more information than the directive, because querying the experts was used

during the modeling.

Example 2 — part of Inspecting staff manual:

“Findings and corrective action - Procedures for treatment of findings discovered by
the CAA CR within the continued oversight of AOC holders
(Ndlezy a napravna cinnost — postupy pro praci se zjisténymi nélezy vramci

priibézného dozoru)

Operator shall implement corrective action for discovered findings of Level 2 according
to below mentioned point (b) within a period not exceeding 3 calendar months. This
period begins on the day of acquaintance with the protocol (signature of protocol or
postal return receipt). Operator may raise written objections to the findings within 15
days from the date of report delivery, and this appeal does not affect extension of

deadline for implementation of corrective action.

(Provozovatel musi provést realizaci napravné &innosti zjisténych nalezi drovné 2 dle
niZze uvedeného bodu (b) ve Ihité, nepfesahujici 3 kalendarni mésice. Lhita za¢ind dnem
sezndmeni se s protokolem (podpis protokolu, nebo postovni vratka o doruceni).
Provozovatel mizZe proti nalezim podat pisemné namitky do 15ti dni ode dne doruceni
protokolu, toto odvoldni ale nema vliv na prodlouZeni IhGty pro realizaci napravné

&innosti.)
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Inspectors of OOLD/SL? follow the below stated system for Level 1 and Level 2 findings
analysis in terms of its safety. Findings shall be recorded into protocol by the inspector

as specified in article 4.1.5.3.

(Inspektofi OOLD/SL maji k dispozici nize uvedeny systém pro analyzu ndlezG drovné 1
a urovné 2 z hlediska jejich bezpelnostniho vyznamu. Nalezy zaznamenava inspektor do

protokolu, jak je uvedeno vyse v ustanoveni 4.1.5.3.)

(a) Level 1 finding:
(N&lez drovné 1)
Level 1 findings are issued by respective OOLD/SL inspector after identifying
a significant non-compliance with Regulation (EC) No. 216/2008 and its
implementing regulations, with organization's procedures, and manuals,
conditions of issued approvals, certificates or approved special operations which

might seriously endanger flight safety.

(K vydani ndlezu urovné 1 pfistoupi pfislusny inspektor OOLD/SL poté, co zjisti
vyznamny pfipad nedodrZeni pfislusnych poZadavki nafizeni (ES) & 216/2008
ajeho provadécich pravidel, postupl a pfiruc¢ek organizace nebo podminek
opravnéni, osvédceni nebo schvaleného zviastniho provozu, jeZz zavazZnym

zplsobem ohroZuje bezpeénost letu.)

()

In case of Level 1 findings, the OOLD/SL inspector must immediately inform the
OOLD/SL director. CAA CR management decides if appropriate corrective actions
are to be implemented in accordance with §91(2) of Act No. 49/1997 Coll. leading
to a ban or restriction of activities. If necessary, the CAA CR management
implements corrective actions leading to AOC invalidation, restriction or
suspension depending on severity of Level 1 finding until the operator's

organization has successfully implemented corrective actions.

(V pfipadé nalezd tdrovné 1, musi inspektor OOLD/SL neprodlené oznamit tuto
skutecnost fFediteli OOLD/SL. Vedeni UCL CR ndsledné rozhodne, zda pfijme
odpovidajici opatieni v souladu s §91(2) zdkona & 49/1997 Sb., vedouci k zdkazu
nebo omezeni cCinnosti a v pfipadé potfeby pfijmout opatreni, kterym zrusi

platnost AOC, nebo tuto platnost zcela nebo castec¢né omezi nebo pozastavi

2 Commercial air transport department/Flight Division (Oddéleni obchodni letecké dopravy/Sekce letova)
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v zavislosti na mife zavaznosti nalezu urovné 1, dokud organizace provozovatele

neprovede Uspésné ndpravné opatreni.)

(b) Level 2 finding:
(N&lez drovné 2)
Level 2 findings are issued by respective OOLD/SL inspector after identifying
a non-compliance with Regulation (EC) No. 216/2008 and its implementing
regulations, with organization’'s procedures and manuals, conditions of issued

approvals, certificates, that can jeopardize safety of performed flights.

(K vydani ndlezu urovné 2 pristoupi pfislusny inspektor OOLD/SL poté, kdy zjisti
neshodu s pfislusnymi hlavnimi poZadavky nafizeni (ES) ¢ 216/2008
a provadécich pravidel k tomuto nafizeni, s postupy organizace a pfiruckami,
s podminkami vydanych schvaleni, osvédceni, ktera by mohla ohrozit bezpecnost

provddénych letd.)

Procedures for work with the above stated Level 1 findings and in particular
procedures for work with the Level 2 findings identified by OOLD/SL inspectors
within the continuous surveillance of AOC holders are included in Directive CAA-
SL-049-n-17. Procedures for work with findings, in particular of Level 2, contained

in this Directive are mandatory for both AOC holders and OOLD/SL inspectors.

(Postupy pro préaci se zjisténymi ndlezy vyse uvedené drovné 1 a zejména postupy
pro praci se zjisténymi nalezy urovné 2, které byly zjistény inspektory OOLD/SL
vramci priibéZného dozoru drZitel AOC jsou obsahem smérnice CAA-SL-049-n-
17. Postupy pro praci se zjisténymi nalezy, zejména urovné 2, které jsou obsahem

této smérnice jsou zdvazné jak pro drZitele AOC, tak pro inspektory OOLD/SL.)

The above Directive includes the following Appendices for work with identified

Level 2 findings:

(Vyse uvedend smérnice obsahuje ndsledujici pfilohy pro praci se zjisté€nymi

ndlezy trovné 2:)

Appendix 1 Operator's corrective action plan — prepared by AOC holder

Appendix 1A Evaluation of CAA CR corrective action plan — prepared by
OOLD/SL inspectors

Appendix 2 Proof of implementation of operator's corrective action —
prepared by AOC holder
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(o)

Appendix 2A Evaluation of implementation of CAA CR corrective action —
prepared by OOLD/SL inspectors

Appendix 3 Request for extension of deadline for corrective action
implementation — prepared by AOC holder if applicable

Appendix 3A CAA CR statement to request for extension of realization

deadline — prepared by OOLD/SL inspectors

(Priloha1 Plan napravné ¢innosti provozovatele — zpracuje drzitel AOC

PFiloha 1A Vyhodnoceni pldnu ndpravné ¢&innosti UCL CR — zpracuji
inspektofi OOLD/SL

Priloha 2 Prokazani realizace napravy/napravného opatreni
provozovatelem — zpracuje drZitel AOC

Priloha 2A Vyhodnoceni realizace ndpravy/ndpravného opatieni UCL CR
— zpracujiinspektorfi OOLD/SL

Priloha 3 Zadost o prodlouZeni Ihiity na realizaci ndpravy/ndpravného
opatreni — zpracuje drZitel AOC dle pouZitelnosti

Priloha 3A Stanovisko UCL CR k Z4dosti o prodlouZeni Ih(ty realizace —

zpracuji inspektofi OOLD/SL)

Instructions for processing Appendix 1A by OOLD/SL inspectors

(Pokyny pro zpracovani Prilohy 1A inspektory OOLD/SL)

OOLD/SL inspectors record evaluation of operator’'s corrective action plan into
Appendix 1A. The corrective action plan is submitted by Operator in form of

Appendix 1.

(Inspektofi OOLD/SL zaznamendvaji do Prilohy 1A vysledky posouzeni
a vyhodnoceni planu ndpravné ¢&innosti (corrective action plan) provozovatele,

ktery provozovatel predklada formou zpracované Pfilohy 1.)

()

OOLD/SL inspectors shall perform this evaluation of corrective action plan for
each finding within a maximum of 14 calendar days and submit Appendix 1A back

to the Operator by e-mail.

(Inspektofi OOLD/SL musi toto posouzeni a vyhodnoceni pfedloZeného pldnu
napravné c¢innosti ke kazdému konkrétnimu nalezu provést béhem nejvyse 14-ti

kalendarnich dni a zaslat Prilohu 1A obratem zpét provozovateli kratkou cestou

e-mailem.)
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)
(@ (..
(e) (...

(f) Extension of deadline for corrective action implementation
(ProdlouZzeni Ihiity na realizaci (implementaci) napravy/napravného opatieni)
Ifitis necessary to extend the deadline for corrective action implementation, the
OOLD/SLinspectors proceed in accordance with provision (6) of Directive CAA-SL-

049-n-17, which is an integral part of ISM.

(Vpfipadé nutnosti nebo potfeby prodlouZit Ihitu na realizaci
napravy/napravného opatreni, postupuji inspektofi OOLD/SL v souladu

s ustanovenim (6) smérnice CAA-SL-049-n-17, kterd je nedilnou soucdsti ISM.)” [5]

Analyzed part of the model in Figure 14 consists of two pools. The first pool, called
Continued oversight, represents the general level of the whole process. This entire level
consists of Call activity objects marked with the (+) sign, which means that each of these
activities hides a subprocess underneath it. One such subprocess is shown in the second
pool, which has the same name as the penultimate activity in the general level, namely
Dealing with findings and corrective actions. In the second pool are the Human task
objects, which are the final activities that have a defined responsibility or role. If required,
it is possible to create another subprocess in the subprocess to avoid unnecessarily
complex activity maps. In the second pool, there are also Gateways, which are used to
split or merge the flow or to direct it according to the specified condition. Events Start
and End are typically used to start and end the process. Both Start and End can be used
multiple times in one pool, but each additional Start or End object should have its own
start or end state. For example, if we use End twice with the same name, then the system

understands it as the same end state [27].

As written above, the whole process model of the manual also consists of several pools,
which mostly represent subprocesses of Call activity objects. The creation of the
subprocesses of this manual in Bonita Studio proceeded in the same way as already

described in the previous subchapter.
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The process model of the manual, like the process model of the directive, is modeled
according to STAMP, specifically from the point of view of STPA analysis. This means that
the control structure of the system processes in the manual was also modeled using
feedback control loops. The process model of the manual was created in Bonita Studio
in the same way as the directive model described above, so it is not necessary to repeat

the procedure of processing the model in BPMN modeling tool Bonita Studio.

As addressed in the previous subchapter, information such as controllers and deviations
recorded in Bonita Studio is difficult to illustrate here, therefore a table with this
information was also created. As in the previous model of the directive, Table 4 lists all
final activities (Human task) with controllers (Actor) and deviations from the part of the

manual process model, which is shown in Figure 14.

5.4.3 Work with selected documents and advantages of process models

The previous subchapters illustrated examples from two types of process
documentation, namely the directive and the manual. As can be seen from the examples,
each document has a different structure. The process modeling based on these two
documents proceeded similarly, however, working with different type of document
always required different orientation in its structure. Given that the CAA does not
currently have any process documentation graphically visualized, it was more difficult to
orientate oneself in the authority’'s processes. During modeling, it was necessary to get
acquainted with the operation of the whole organization, including querying the CAA

experts.

From the parts of the models that are also mentioned here, it is possible to see that,
unlike the text documentation, the process models do not change in the structure. Thus,
process models can improve the orientation of the civil aviation authority in its own
processes, and this can also speed up the administrative adjustments of documents or

even speed up some activities.

Besides other things, in Bonita Studio it is possible to create an Organization project,
where all persons can be mapped, including their roles in the organization, and these
persons are organized into working groups and subgroups. The organizational structure
of persons (users) can then be interconnected with actors who are assigned to the
activities in the diagram, so CAA can gain a new overview of its processes in connection

with specific persons who perform individual activities.
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6 STAMP-based safety data collection and processing with

process models

In the previous chapter, the procedure for creating a process model according to the
theory of STAMP using BPMN software based on selected process documentation of CAA
was described. The created process models part of which is presented in the previous
chapter, serve as a basis for the proposal of a procedure for the safety data collection

and processing according to STAMP for civil aviation authorities.

The Safety Data Collection and Processing System (SDCPS) by authorities serves to
generate classified information that can be further analyzed to obtain statistics and
conclusions that will help prevent further accidents or incidents. The current system of
evaluation of safety information operates based on monitoring certain safety indicators
and their mutual comparison. These indicators mainly arise from the classification and
processing of occurrences using existing standard aviation safety taxonomies. These
taxonomies define terms that refer to safety occurrences from the whole aviation
domain. The ECCAIRS taxonomy, or its reduced version Reduced Interface Taxonomy
(RIT), is now used in the European environment. The ECCAIRS and RIT taxonomy are based
on the ICAO ADREP taxonomy, which is used outside the European environment [28].
The ADREP/ECCAIRS taxonomy is currently the basis for data collection and processing
at CAA.

Recently, however, new approaches to safety have emerged. One such newly developed
approach is STAMP, which allows a relatively smooth transition between Safety-l and
Safety-Il. STAMP includes two analyses (STPA and CAST), which are based on STAMP.
These two analyses deal with the problem from the systemic point of view, while the
current analyses solve only the selected part of the system. STAMP therefore provides

a suitable solution for improving SDCPS and thus also improving aviation safety.

CAST analysis deals with examining accidents and incidents at the system level. Given
the fact that safety data are obtained mainly from occurrence reporting, it is appropriate
to use the approach of this analysis. In order to find the real cause of the occurrence, itis
necessary to model the safety control structure for a given type of hazard using feedback
control loops. Based on the model, the control structure can then be examined in detail

and its shortcomings identified.

The use of this accident analysis is very desirable due to the systemic approach, but the

disadvantage is its complexity, which is caused by the need to always model the existing
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control structure and then examine it in detail. For this reason, itis more beneficial to use
both CAST and STPA analyses. Initially, it will be a more demanding process, but after
modeling the structure according to STPA, the CAST analysis process will be facilitated
and made faster. STPA analyses the hazards in the system as a whole and, like CAST,
requires modeling of the control structure. Thus, STPA uses the model to examine the
control structure of the entire system, where it identifies unsafe control actions that

could lead to a hazardous state of the system.

After the collected data is processed into information, further research and analysis can
easily take place. It follows that data processing is one of the important components of
the whole analysis. In order to reduce the complexity and speed up the investigation of
occurrence according to CAST, it is necessary to make the processing of collected data
more efficient. If the control structure of all processes of the whole system is modeled
based on process documentation, as STPA does, a process model is created with
feedback control loops, in which unsafe control actions or deviations are then defined.
During the processing of occurrence data for CAST analysis, it is not necessary to model
the control structure of the participating parts of the system that are related to
occurrences, because there will be an up-to-date model of the entire system.
The deviations of individual activities then have the function of factors that could have

contributed to the occurrence or even caused it directly.

Modeling the control structure of the entire civil aviation authority will reduce the
complexity of processing data on occurrences that are of internal nature or that affect
the CAA's activitiesin some way. However, because events occur mostly in operation, it is
necessary to progressively model the control structure in the individual organizations
that participate in aviation. The control structure of organizations should be modeled by
each organization separately, according to its own process documentation. Due to the
advantages of a systemic approach, the models will help organization to identify
weaknesses in the system. Reduced process models of these complete process models
can then be provided by the organization to the civil aviation authority when
investigating occurrences that affect the organization. Alternatively, in cases where
organizations are not willing or do no have a model to share, it is possible to create
idealized models of organizations that can be proposed based on legislation and general
information on how companies work. After modeling the control structures at
organizations and at CAA, a complete process model is created, which provides a system

view and enables the processing and further analysis of safety data by means of
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a systemic approach. Modeling the whole process structure of an organization is
exacting, and therefore models should be created preferentially in large organizations,
where there is a high risk of accidents and incidents, and after then in smaller
organizations. In addition to the complexity of the modeling itself, it is also necessary to
mention that the process model must be regularly updated to constantly provide an up-
to-date platform. This aspect of complexity must also be considered, because it brings

a new function and responsibility to the organization.

For the safety data collection, processing and evaluation, SDCPS software should be
created that would allow the user to process and then evaluate the data based on the
procedure proposed above. Figure 15 represents a scheme in detail to show the relations
between the proposed process model according to STAMP and SDCPS, which could be

the foundation for the future design of SDCPS software.

In Figure 15 there are several coloured fields, and each represents a different kind of
information. The blue field forms the basic proposal for the operation of the SDCPS
Software. More types of information come into the blue field, which are divided by colour
according to their character. SDCPS software must be able to integrate safety data with
process data, which arise mainly from the process models of the authority, but also from
simplified process models of aviation organizations. The safety data are in a dark yellow
field and come as an initial report from the mandatory and voluntary occurrence
reporting system. This data provides us fundamental information about the occurrence,
such as when and where the occurrence happened, what happened, who was present,
and so on. In order to be able to classify the occurrence in some way, it is appropriate to
use the established ADREP/ECCAIRS taxonomy, which is commonly used today, for the
basic classification of the occurrence or to determine, for example, a loss event. The
ADREP/ECCAIRS taxonomy is in Figure 15 shown as light yellow field. The use of
taxonomy is appropriate in terms of ensuring compatibility with other currently used
systems that use taxonomy. At the same time, it will still be possible to produce

established statistics based on the common taxonomy.

The next field is a green field that shows the process data. Process data are processed
into process models, the creation of which was explained in the previous chapter.
CAA process model consists of a control structure according to STAMP. It can be seen
from the scheme that Activity corresponds to the Controlled process, just as Actor
corresponds to the Controller. Deviations are created for each Activity and Deviation then

present us Factors that could have contributed to the occurrence or even caused it.
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It is therefore necessary to import a valid current CAA model into the SDCPS Software,
but also reduced models of the organizations to which the occurrence relates. Simplified
process models will provide a platform for finding causal factors outside the structure of
CAA. However, it is not necessary for CAA to have detailed models of organizations that
include processes that are not related to safety data. Since the process models of
organizations as well as of CAA can be constantly changing, it is necessary to import
current models, but also to save older versions of models, so that it is always clear which
version of the model was used and which version was valid at the time, when the
occurrence happened. After importing all the necessary current models, it is possible to
search for factors. Because there are many factors (deviations) in process models, it is
necessary to somehow filter them when searching, in order to speed up and facilitate
the user's work. The first filter should therefore be to select the process model in which
the user wants to search for factors. For example, whether he or she wants to search in
CAA model orinthe model of the airport where the occurrence took place. After selecting
the model, he or she could look for factors (deviations) according to the specific Activity
where the error occurred or directly according to the Actor, which is responsible for
a certain Activity and, therefore, for unsafe control actions. The user can then select
a specific factor and classify particular occurrence. With the help of relations, the
individual factors could then be connected to provide a complete scheme. Afterwards,
it would be possible to see the relationships that have occurred between the individual

factors and infer some knowledge about their occurrence.

The SDCPS Software approach proposed in this way will provide the user with a systemic
approach to occurrences, while reducing the complexity and speeding up further data
analysis. At the same time, CAA could use software to monitorand analyse problem areas
oreven relationships both at CAA and between CAA and organizations,and in some cases

even between organizations.

When creating SDCPS software, it is also necessary to consider that this software must
be compatible with current safety data collection and processing systems (such as SlSel,
which is now used in trial operation at CAA CR). Current systems are also used for data
record and processing of received reports. This data processing is based only on the
standard aviation taxonomy ADREP/ECCAIRS. Based on the taxonomy, systems then
enable data sharing evaluation and, if necessary, monitoring of statistics using
established safety performance indicators. Thus, systems operate based on taxonomy

and other established safety performance indicators but do not include systemic
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approach to safety data. But it is clear, that the transition from the Safety-l approach to
the Safety-ll approach will not be immediate, so itis necessary to design this new SDCPS
software so that it is compatible with the currently used systems and is able to interact
with them. For this purpose, separate issue may be compability of the proposed solution,
because part of the occurrence classification would use new STAMP-based classification
(see Figure 15), which is not compatible with current version of ECCAIRS. On the other
hand, converting the terms may translate STAMP-based classifiers into ECCAIRS, althouht
that would mean some loss of information due to ECCAIRS being more abstract than
STAMP. Nevertheless, this would at least maintain compatibility with the existing data

reporting and sharing schema.
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7 Validation

The proposal of the procedure of safety data collection and processing according to
STAMP for civil aviation authorities, which was presented in this work, was validated to
verify its functionality. The validation of the proposal took place at three levels. The first
level of validation dealt mainly with the first part of the proposal, namely the creation of
process models using BPMN in Bonita Studio. The second level of validation was
performed through regular consultations with CAA CR members. This level focused on
the creation of process models from the selected part of the process documentation of
CAA, as well as on the future use of the entire proposed procedure in operation. The last
(third) validation is based on the application of real data, which explains the use of the
proposed procedure for safety data collection and processing in practice. All three levels

of validation are described in the following subchapters.

7.1 Validation using Bonita Studio

Validation using Bonita Studio was mainly used to verify the syntax correctness of
process models during modeling. Validation in Bonita Studio takes place from the point
of view of BPMN verification and simultaneously to verify meeting all software
requirements. Bonita Studio has Validation status tab (Figure 16) in panel number 4,
as described in the Bonitasoft chapter. If this tab is open, there is a Refresh button. After
pressing the button, the validation of the entire model is refreshed. In Validation status
it is possible to see three columns, namely Severity, Element and Description. In the
Severity column we can see three signs: blue — INFORMATION, yellow — WARNING and
red — ERROR. The second Element column lists the objects affected by the validation

notification, and the third Description column explains the specific validation issue.

Figure 16 is only to show how validation works in Bonita Studio. During the modeling of
processes in this software, a regular check was performed using Validation status, so that

there are no BPMN errors in the model.
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# General |l Data | Execution | A& Appearance | & Validation status 2 | O Minimap = O

Refresh
Sev’erity Element Description
i Call activity The process to call is an expression or has not been found
Pool Ul Designer form type is selected and no target form is defined for ...
Task Ul Designer form type is selected and no target form is defined for ...
Pool Ul Designer form type is selected and no target form is defined for i...
o Pool The pool, Pool (1.0), already exists, please modify either the name o...
o Call activity Mo process to call defined for call activity Call activity

Figure 16: Validation status in Bonita Studio

7.2 \Validation by consultations with CAA CR

The second level of validation took place based on validation cooperation with CAA CR.
Based on the provision of part of the process documentation, CAA was also willing to
provide regular consultations, during which the accuracy of the created process models,
which arose based on the provided documentation, was verified. This ensured
continuous validation of the information entered into the process models and validation

of the correct arrangement of this information during the modeling.

CAA CR also expressed interest in the whole topic of the proposed procedure for the
safety data collection and processing according to STAMP and provided further advice
and requirements, which were also considered and included in the proposal. CAA
therefore evaluated this proposal of the procedure as a possible future solution of the

issue and thus also provided a certain validity of this proposal.

7.3 Validaton based on the use of real data

This type of validation was performed using real data, which explains how the proposed
procedure would work in practice and how it would provide better information for
further analysis and evaluation. For this validation, publicly available information from
the aviation occurrence final reports, which can be found on the AAIl CR website3, was
used. Publicly available data were chosen for validation because they do not contain any

confidential information and are not subject to secrecy.

In order to perform this type of validation, it was necessary to go through the occurrence
final reports in detail and find such final reports with which it is possible to show well the

systemic approach of the proposed procedure for safety data collection and processing

3 https://uzpln.cz/zpravy-In
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according to STAMP. One occurrence final report was selected, which is well related to
one of the solved parts of the process models, Inspecting staff manual, and at the same
time it is good to see the systemic problem. Other selected occurrences serve more as

a supplement and example that the systemic problems are presentin most occurrences.

The selected occurrence represents an incident that happened on August 6, 2013 at
Karlovy Vary Airport. The operator of one company performed work on board the Airbus
A320, which was parked on the stand of the airport area. The operator was leaving the
front door and did not notice that the ground handler had pushed the airstair away.

The operator fell on the apron and suffered severe injuries. [29]
Among the causes of the occurrence are listed [29]:

e non-compliance with procedures for handling of airstair,

¢ unauthorized manipulation of the operator with the front door,

e non-compliance with the described internal rules of all participating
organizations,

e insufficientinternal audit activity,

e failure to carry out oversight activities of the state authority (CAA) at the operator

of Karlovy Vary Airport.

These causes indicate a systemic problem. Many factors contributed to this occurrence,
and these factors come from various organizations. The causes show that oversight, both
internal and external, was not carried out well and that working procedures were not

followed.

The above-mentioned occurrence text represents the input safety data. Based on this
information, an occurrence can be classified, or a loss event can be determined
according to the ADREP/ECCAIRS taxonomy. To determine the factors according to
STAMP approach, we must have process data in the form of process models. At this
occurrence, it is possible to show how important a systemic approach to the
investigation of the occurrence is and it is necessary to have a process model of CAA,
a reduced model of Karlovy Vary Airport and a reduced model of two other participating
organizations. Afterimporting these four models, it is possible to select a specific model
and search for Factors by Actor or Activity. In this occurrence, it is possible, for example,
to select the reduced process model of the organization 1 (R. 0. 1 p. model = Reduced
organization 1 process model) where the operator worked, and according to Actor

(Operator), the factor (deviation) can be found that, for example, did not check the
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Figure 17: Validation based on real occurrence
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situation of the airstair when leaving the aircraft. This example is shown in Figure 17,

where the information from the occurrence is highlighted in red.

Because CAA did not perform regular oversight, it follows that a factor (deviation) from
CAA environment can also contribute to the occurrence that happens in practice, so it is
necessary to look for factors in these CAA processes as well. One such is, for example,

regular oversight, which was also addressed in Chapter 5.

In other searched occurrencess, the final reports are usually closed by one cause.
For example, a common conclusion is the failure of a human factor or non-compliance
with a procedure [30][31]. However, a systemic approach would find out why the
procedure was not followed and what factors contributed to it. Systemic approach
would not consider a failure of human factors as a root cause, but only a starting point

for more elaborate investigation.

The following Table 5 provides a comparison of current and the proposed procedure of

safety data collection and processing.

Table 5: Comparison of current and proposed SDCPS

Current SDCPS procedure Proposed SDCPS procedure

Approach System component-base Systemic

Using specific data from
Factors

e Using ADREP/ECCAIRS taxonomy process models based on
classification

STAMP
Data process platform based on
Platform No data process platform required
process models
Change of process Need to process change into
. No effect
documentation process models
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8 Discussion

Any new approach to an issue is demanding, because it is not enough to follow the
theory of approach, but it is also necessary to incorporate the new approach into the
current conditions and a certain environment. It is the same with new approaches to
safety. Safety-ll approach is suitable for use in systems that are sociotechnical, which are
almost all systems today with developing technology. However, the use of Safety-ll
approach techniques has a very slow onset, because in the entire functioning structure
it is practically impossible to immediately change the approach and do everything
differently. The transition from Safety-l to Safety-ll must take place by progressively

changing all the activities performed.

STAMP approach was chosen to achieve the goal of this thesis. STAMP approach is
systemic, and therefore also brings many more demanding and detailed solutions than
the older approaches used so far. However, STAMP brings such a solution that could
significantly reduce the error rate of systems in the future and thus prevent more serious

consequences.

The use of STAMP in aviation, specifically in the issue of safety data collection and
processing is very desirable from the point of view that CAST analysis allows it using
systemic approach. Thanks to the systemic approach, it brings many advantages butalso
few disadvantages for investigators. Using the control structure model, investigators can
find many weaknesses in the system and reinforce all these weaknesses by changing
procedures or introducing more oversight of certain activities. In addition, they can find
real causes of occurrences that, according to older analyses without a systemic
approach, cannot be found. On the other hand, there are many disadvantages of this
approach to investigation. The investigation is more demanding because it is necessary
to model the control structure in detail, which then needs to be examined in detail, and

this takes a lot of time and usually involves a lot of staff in such an analysis.

The proposal of the procedure for the safety data collection and processing according to
STAMP for civil aviation authorities, which is presented in this thesis, is intended to
facilitate and speed up the user's work with data, which will be further analysed by
a systemic approach. In order to be able to implement this procedure, a suitable solution
is to create a new SDCPS software that would help its user as much as possible with the
processing of safety data originating mainly from the mandatory and voluntary

occurrence reporting systems.
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For SDCPS software to work with STAMP systemic approach, it must have a specific data
platform, from which process systemic data can be obtained. This platform consists of
a process model created according to STAMP. For this modeling, it is necessary to find
some software that will allow the export of inserted data and further work with them.
BPMN modeling tool Bonita Studio was used in this thesis, but it is of course possible to
create models in other software that meets all requirements. In order to create
a complete process model of the organization, it is necessary to model all processes
from the process documentation. This brings considerable problems, because the entire
process flow is not always recorded in a text document at once, but there is a lot of
additional information between the individual activities, which acts as a disruptive
element during the creation of process models. Another problem during modeling is that
the person responsible for each activity is not always precisely mentioned, so many new

questions arise that may already point out a weakness of the system during modeling.

For the CAA, as well as other organizations, to create process models based on process
documentation, it is likely that additional staff will need to be employed to model the
organization processes, because modeling is relatively time consuming. Nevertheless,
after modeling all organization’s processes, it is necessary to monitor changes in the
process documentation and regularly apply these changes to the existing process
model. The model should always be up to date. Therefore, employees will have to
continue to focus on the model and keep it up to date, so it is not just a one-time work.
This need probably creates new jobs in organizations, and this is associated with new
economic expenditures of the organization, which will have to cover the salary of new

employees.

If a new procedure for safety data collection and processing should be put into practice,
the best solution of which is to create software, then it is necessary to take into account
costs of creating the software itself, but also creating an interface for importing process

models created in the modeling tool outside the proposed software.

When creating SDCPS software, itis necessary to consider the compatibility between this
new software and the currently used systems. Again, the problem is that itis not possible
to arrange for the entire approach to aviation safety to change at one point, so we must
expect a gradual change. We will ensure this change precisely by the fact that the
software will be proposed and created so that it can communicate and interact with

other SDCPS systems that are currently used.
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The complete systemic approach to aviation safety is suitable, but STAMP itself is quite
demanding, and therefore the software user should not be burdened by a detailed study
of STAMP, for the needs of working with the software. The software should be created so
that the knowledge of STAMP is implemented in it using knowledge technologies and

the useris not burdened by complex operations.

The new approach to the safety data collection and processing should provide civil
aviation authorities with a broader overview of the problematic components of the
entire aviation structure. However, in addition to CAA process model itself, it is essential
to have reduced process models of organizations to look for problems in other structures
than CAA control structure. However, due to the complexity of modeling, itis not possible
to ensure that all aviation organizations have their processes modeled at once, so it is
necessary to consider that process models of organizations will be created gradually and
probably first for larger organizations and then possibly for smaller ones. The second
issue is to define the scope of the reduced model that the organization should provide
to the authority. It is possible to have access to detailed models of organizations, but
they should not expect to be provided by organizations to CAA. Itis appropriate to create
idealized reduced models of organizations that would be proposed based on legislation
and general information on how companies work. These reduced models would be

maintained by CAA.

Existing SDCPS systems operate on standard aviation taxonomies, based on which
different types of statistics are generated that compare different safety performance
indicators. As already mentioned, it is necessary to ensure compatibility for this type of
statistics. At the same time, however, the new systemic approach can also bring further

analyses from the recorded data and thus monitor new types of statistics.

The CAA process model could also find other use-cases. For example, CAA could perform
analyses of its complete process model whether its employees are able to manage the
amount of work for which they are responsible. This could be monitored if there is
alibrary of employees within the process model. Employees would be assigned to
individual Actors and therefore to Activities in the process model. Bonita Studio enables

this, so it would be possible to use process models in this way as well.

The entire proposal of procedure for the safety data collection and processing at the civil
aviation authority has many positive aspects forimproving the entire aviation safety, but
there are also some problem areas. These problem areas are mainly the issue of costs

associated with putting the proposed procedure into practice, but also the issue of new
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jobs, and therefore new employees. However, a systemic approach to safety should
ensure that systemic weaknesses are identified early, and should also prevent accidents
and incidents, which in turn induce a lot of expenditures. Therefore, if this systemic
approach were to be supported, it is almost certain that costs induced by occurrences

will be reduced while aviation safety will be improved. This is a public interest to be

defeated by the Authority.
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Conclusion

This thesis was focused on the creation of a proposal for the safety data collection and
processing according to STAMP for civil aviation authorities. In order to achieve this goal,
it was necessary to get acquainted with a large amount of new and important
information. First, it was necessary to get acquainted in detail with the activities of the
civil aviation authority and with its position and powers in dealing with aviation safety.
Considering the goal, issues related to safety oversight, both external and internal,
as well as the system of data collection and work with them were studied in detail.
Specifically, the mandatory and voluntary reporting system was addressed. Finally, the
internal structure of CAA, its safety management and types of process documentation
were studied, in which all processes taking place at the authority are described. Due to
the validation cooperation with CAA CR, the research of the current situation at the

authorities was carried out primarily at CAA CR.

Since the proposal of safety data collection and processing is based on the systemic
approach of STAMP, it was necessary to study this theory and analyse it in detail. STAMP
alsoincludes two analyses, namely CAST and STPA. Both analyses have also been studied

in detail for further use in the proposal.

The process model according to STAMP was a basis for the creation of the entire proposal
of the procedure for the safety data collection and processing. This process model was
modeled based on the processes recorded in the CAA process documentation. Process
documentation for these needs was provided by CAA CR. Due to the extent of this
documentation, its entire processing was not possible, and therefore only its part was
selected, on which the procedure of model creation was described and explained. Part
of the documentation was selected for its suitability for the topic, and therefore one
directive and one manual were chosen. The selected directive deals with the processing
of safety information and the selected manual deals with the continued oversight of AOC
holders. In order to be able to process the documents into the process model according
to STAMP, it was necessary to find a way to do this. The BPMN modeling tool, which allows
the creation of process models, was considered to be a suitable solution. For this tool to
meet all the requirements for this type of modeling, a qualitative research of the
available tools was performed, and finally the BPMN modeling tool Bonita Studio by

Bonitasoft was chosen.
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As already mentioned, the selected process documentation was processed into models
in Bonita Studio, where the processing procedure in this modeling tool was shown in
detail. Furthermore, the application of STAMP was explained in detail on the model and
again the solution in Bonita Studio was shown in detail. Specific information from
process models according to STAMP (controllers and deviations) were given in the tables
for the sake of clarity. After creating the process models, it was possible to propose and
describe a procedure for safety data collection and processing using STAMP. For the
complete proposal of the procedure, a scheme was created, in which it is possible to see

the relations in detail.

At the end of this thesis, it was necessary to verify both the process models and the entire
proposed procedure. The entire validation consists of three levels. The first level of
validation was performed during process modeling using BPMN syntax verification in
Bonita Studio. The second level of validation took place through regular consultations
with CAA CR, which provided verification of process models, but also partial verification
of the possible use of the entire proposal in practice. The third (last) level of validation
was performed based on the application of real data to the proposal of the procedure
for the safety data collection and processing. Specific data were selected from publicly

available final reports published on the AAIl CR website.

Finally, the achieved results were discussed and their advantages and disadvantages
when used in practice were specified. The entire proposal of the procedure for the safety
data collection and processing is therefore based on a new systemic approach to safety
and, at the same time, the issue of placing the proposal of the procedure in the current
conditions and environment, which cannot be changed immediately, is considered. The
progressive implementation of a systemic approach to safety could be a step towards

identifying weaknesses in the system and at the same time increasing safety in aviation.

The proposal of the safety data collection and processing procedure based on a systemic
approach is also subject to several limitations. These limitations include first the
extensive task, namely the modeling of all processes that take place at CAA. Process
modeling is relatively time consuming and it will probably be necessary to employ new
staff for this activity. The second limitation comes with the need to maintain the created
models up to date. Process documentation is continuously changing and these changes
must also be made in process models. The specialist who will deal with modeling as well
as model changes must have knowledge of BPMN and STAMP, but must also understand

aviation issues.
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If these limitations are overcome and a system platform is created for the new SDCPS
software, then it will be necessary to find an expert who can create this software and
then maintain it. When the systemic data platform and software have been created,
it will be possible to extend the idea of a systemic approach to other areas of data
collection, such as data from inspections and audits and implementation of changes.
Nevertheless, the process models themselves can form the base for other CAA activities

that may not yet be known today.
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