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ABSTRACT

The monograph deals with a risk management at the technical facilities operation for
the benefit of safety; the management aim is to ensure their co-existence with their
vicinity throughout their life cycles. The problems” solution way is based on the simul-
taneously preferred concept, in which the safety is preferred over the reliability.

For research, the original database of technical facilities accidents and failures for the
world was compiled. Its analysis shows that in spite of a lot of knowledge on technical
facilities™ structures, interdependences, risks and safety, the accidents and failures of
technical facilities have been forever occurred. The causes of this reality are several:
world dynamic variability; insufficient human knowledge and capabilities; slow applica-
tion of knowledge and lessons learned from accidents and failures into practice; and
unsatisfactory awareness on risks and their consequences for technical facility and
public interest. The accidents” and failures” studies show that important factor is cor-
rect performance of responsibilities on different management levels. Assessment of
legislations and organizations of present States shows that for technical facilities
safety, they are also responsible politics and public administration. These subjects cre-
ate conditions for behaviour of humans and technical facilities” operation, and pursue
supervision at technical facilities. Present humans” cognition shows that the quality
work with risks aimed to any entity safety needs knowledge, means, forces, finances
and responsibilities” performance, and therefore, the government and legislation need
strictly to involve rules for its correct realization.

The present knowledge shows that for prevention of accidents and failures, it is nec-
essary to avoid to: large mistakes in risk prevention; and origination of small mistakes,
the realization of which in short time interval is dangerous. For this purpose, it is de-
veloped tool “Decision Support System” for determination of risk level of technical fa-
cility during the operation respecting the present knowledge on technical facilities” risks
and safety and the lessons learned from the past accidents and failures of technical
facilities, the causes of which were connected with their operation. Due to dynamic
world development, technical facilities parts ageing, wear and tear, and limited human
knowledge, sources and capabilities, the technical facilities” management and public
administration need to be prepared for future risk realizations, which can be different
from the present ones. For this purpose, it is developed tool “Risk Management Plan”
respecting the present knowledge on technical facilities” responses and the lessons
learned from the past responses to accidents and failures of technical facilities, the
causes of which were connected with their operation.

The publication “Risk management and settlement at technical facilities opera-
tion“ summarizes problems and shows methods and procedures for their solution
based on system concept and present findings and experiences from practice obtained
by special research. It summarizes results of specific research performed in project
“Rizeni rizik a bezpeénost sloZitych technologickych objekti (RIRIZIBE)
CZ.02.2.69/0.0/0.0/16_018/0002649”. At the request of the CTU Rectorate and the
Ministry of Education, Youth and Sports, the submitted version of the book was sup-
plemented in 2022 with data related to the RIRIZIBE project and the format was mod-
ified to keep the original pagination.

Key words: technical facility; risk; safety; risk sources; risk management; risk-based
operation; integral risk; risk acceptability.



1. INTRODUCTION

The attention of present publication is concentrated to the results of research directed
partly to technical facilities accidents and failures sources at their operation, and partly
to tools that enable the improvement of technical facilities” risk management towards
the safety [1]. It goes from the present knowledge in the field, through detection of
causes of technical facilities” accidents and failures up to finding out the effective tools
for management of risks, so the technical facilities safety and their coexistence with
their vicinities would be ensured throughout their life cycles.

The problems solution way is based on the simultaneously preferred concept, in which
the safety is preferred over the reliability. Respecting the present knowledge on tech-
nical facilities” safety and the lessons learned from the past technical facilities acci-
dents and failures, the causes of which originated during their operation, two tools are
developed, namely Decision Support System and Risk Management Plan [1]. They
were reviewed by experts [2] and tested in practice [3], and therefore, this text contains
some improvements in both tools in comparison with text [1], which comprises the
complete research results of project “Rizeni rizik a bezpeénost sloZitych technolog-
ickych objektu (RIRIZIBE). CZ.02.2.69/0.0/0.0/16_018/0002649".

For recommendations and comments authors thank to reviewers Assoc. Prof. Dipl. Ing.
Vaclav Kreibich, PhD. and Assoc. Prof. Dipl. Ing. Branislav Lacko, PhD. For working
condition creating, the authors thank to the Czech Technical University in Prague, the
Faculty of Mechanical Engineering, namely to the Energy Department.

1.1. Problem description

On the basis of current knowledge, the human society needs to care for public assets
(human life and health, property, welfare, environment, technologies and infrastruc-
tures), recognizing that:

- each asset constitutes an open system with its own objective,
- all systems overlap and develop with time and space to own targets,

and therefore, as a result of the interconnections of systems and different objectives,
from time to time, they originate unexpected phenomena, which endanger humans and
other public assets on which humans depend; there are originated dangerous situa-
tions, i.e. conflicts in human society life. For the security and development of human
society, the humans need to behave in such a way that their behaviour and efforts
ensure that conflicts” resolutions are done for the benefit of humans.

Therefore, in line with current knowledge and experience summarized in [1-26], the
humans need firstly to identify sources of risk (i.e. disasters designating the harmful
phenomena of all kinds with regard to public interest), to appreciate their harmful po-
tential (i.e. to identify their hazards, which they present and the distribution of their
impacts) at each location and to determine the size of possible losses and damages
depending on the distribution of public assets (i.e. to determine the risk). Depending



on the real possibilities of the human society in question, the risks can be classified as
acceptable, conditionally acceptable and unacceptable. For risks that are:

- unacceptable, it is fast necessary to ensure the application of effective preventive
measures against their sources,

- conditionally acceptable, it is necessary to prepare for application the mitigation,
reactive and restoration measures for the assets under review,

- and, for acceptable ones, to see if the harmful potential of their causes does not
increase over time.

In this way we perform the activity, which we call “risk management”.

As the world is changing dynamically, so there are occurred the processes that cause
the phenomena (commonly called disasters) that are causing the risks. Because, the
harmful potential of disasters changes over time, i.e. the size of the hazards and also
the size of the risks are changing. To these changes, they also contribute the changes
over time in the distribution of public assets in the area of interest or in the technical
facility under review. From this reason, we need to carry out the activity “risk manage-
ment of a technical facility”; its diagram is shown in Figure 1.

Advantages of orientation on

Continuous increase of safety technical facility processes
by help of proactive management management:
of integral risk 1. Better understanding and
higher integration.
== Responsibility 2. Continuous management of
- » of management links among individual
E " processes.
s Management Monitoring c 3. Emphasize on:
T of sources Improvement 0
a] P g - understanding the demands
Input _ and their fulfilment,
s> Operation Ottpm Product - need to consider processes
from viewpoint of their
added value,
- reaching the increase of
Concept of safety productivity and
management effectiveness,
based on integral ~ permanent improvement of
risk consideration processes on the basis of

their performance.

Figure 1. Risk management of a technical facility aimed at the integral (overall) safety
of a technical facility and its surrounding.

The attention of the publication mainly focuses on complex technical facilities of an
object or network nature, where due to their complexity and the limited humans’
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capabilities, ensuring their safety is limited and thus their coexistence with the social
and environmental systems is also limited. The technical facilities in question have
different structures and arrangements depending on the purpose and local conditions.
Based on the knowledge summarized in the works [1,15-19,23,24], their model is the
system of the system (So0S), i.e. a set of open and mutually interconnected systems.

The technical facilities are designed and manufactured, so the interconnected systems
may work together and may perform demanding tasks under certain conditions, which
we call normal or design. Due to world development, the conditions are variable, and
sometimes sudden changes occur. However, for safety reasons (the security of hu-
mans and other public assets), there is needed so technical facilities also ensure con-
tinuity of services or production under beyond design (critical) conditions, which at fol-
lowed case manifested by accident or failure of technical facility. Therefore, it is nec-
essary to carry out the technical facility management with regard to conditions moni-
toring and to solve all serious conflicts.

Figure 2 shows the basic idea of problem understanding, the target of which is the
human security and development during the process of the technical facility operation.
Conflicts between technical facility and its vicinity originate during the technical facility
life cycle, and therefore, they need to be permanently solved.

—— S _ —_—— —_— _ -
Human Space < Techmcal Facility
W;tr_ Process::',:r‘_:é}a&é ~_
T Publi t Hazar Publi t
ublic asset ublic asse ublic asset ublic asse
(ELIneraan esilience (?;Inerabn resilience  Ji
— 1
Risk Risk
_____________ —— ——— L —— —— — —— —— — ——
/\F ﬂ
e L —— - ——— \
::> Prevention

Response
Response

Conflicts
Management

Figure 2. Idea of risk management that needs to be considered during the technical
facility life cycle.



The publication summarizes problems and shows methods and procedures for prob-
lems” solution based on system concept, present findings and experiences from prac-
tice obtained by special research. It summarizes results of specific research and
shows:

- the causes of the risks that led to the failure or accident of technical facilities in
operation in the past,

- appropriate tools from the set that is used by engineering disciplines, which work
with risks to ensure the quality work with the risks associated with the operation of
the technical facility.

It is about organizing the knowledge and experience about risk and safety in conjunc-
tion with technical facilities, technical fittings and technical products. The arrangement
of knowledge is carried out in a way that follows the logic that helps to ensure the safe
operation of technical facilities under various conditions (normal, abnormal and critical)
that arise from the dynamic evolution of the world and its parts, the development of
which is not synergistic. It carries out the task of technical disciplines, which is to edu-
cate professionals with such knowledge of processes and their risks that technical fa-
cilities (objects and infrastructures) perform their tasks well throughout their lifetime,
thus creating a basis for quality life, safety and human development. The point is that,
when operating technical facilities, the care needs to be taken to ensure that humanity
is fundamentally cared for basic public assets, including the technical facilities, and
humans” behaviour that ensures the coexistence of basic systems, i.e. social, environ-
mental and technological ones.

1.2. Manifestations of technical facilities” complexity

Technical facilities are interconnected physical, cyber and organizational systems (in-
cluding personnel); i.e. social-cyber-technical (physical) systems [17]. Examples of
physical / technical systems are: buildings; technical installations for energy production
or transmission; networks for water distribution; transport vehicles; material equipment.
Examples of cyber systems are: computer systems for the management of production
and other processes; information sources, etc. Examples of organizational systems
are economic and organizational units.

The safety of technical facilities is currently understood in an integral sense. Great
attention is, therefore, paid to the inter-linking and existing flows among the different
sectors that manage the subsystems; this is currently being taken into care of in the
so-called critical infrastructure [23,24]; Annex 1. In the event of a failure of one system,
the interconnectedness can have irreconcilable consequences in the form of chain re-
actions and domino effects accompanied by failure or gradual failure of other important
systems and services. E.g. power outages can cause outages in the supply of drinking
water, food supply, heat supply, fuel, malfunction of transport infrastructure, failure of
management and information technologies for the functioning of the banking sector,
state administration and emergency services, etc. [16-18,23,24]; example is shown in
Annex 1.

Large and complex technical facilities include: power plants, industrial plants, dams,
airports, railway stations, warehouses, hospitals, large shopping centres, banks, infor-
mation networks, large cultural or sports centres, etc. (including the complex systems
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as health protection system, banking system, legal system etc.). These technical facil-
ities belong to the management of various sectors and their aim is to ensure the quality
of life of humans. As already mentioned, they include physical, cyber, organizational
and social systems, i.e. individual equipment, machines, components, systems or en-
tire production or service units.

Based on the above facts, technical facilities are complex systems, which means that
the behaviour of the whole cannot be inferred from the behaviour of individual parts,
and under certain conditions there are unexpected phenomena that lead to the de-
struction or failure of the functionality of a given of a technical facility [17,18]. Itis about:

- suddenly emerging feature of behaviour that cannot be derived from knowledge
about the behaviour of components (it is so-called emergence),

- hierarchy,
- self-organization,
- adiversity of management structures that together resembles chaos.

Therefore, in order to ensure the safety of complex technical facilities, many branch
and interdisciplinary approaches [17,18,24] are required to ensure their:

- existence (ability to ensure balance),

- efficiency (ability to cope with resource shortages),

- freedom (ability to handle challenges from around),

- security (ability to protect yourself from phenomena inside and outside),
- adaptation (ability to adapt to external changes),

- and safety which ensures the coexistence (the ability to change its behaviour so
that the behaviour responds to the behaviour and orientation of other systems and
that the system does not endanger them and they do not endanger it).

1.2.1. Vulnerability of technical facilities

A vulnerability is an integral dynamic property of the system. It changes over time and
space by certain and territorially specific way because it depends not only on system
conditions but also on conditions to which the system is inserted [1,3]. It means, that
in the scale of time and space, certain aspects dominate at different point in time and
at a different site. Verbally, it is the antonym for the two established concepts of ro-
bustness and resilience. Generally, it refers to the condition or predisposition
[16,20,25,26].

As based on collected facts, the vulnerability is a property of place in the system. Due
to the dynamic development of all systems, the vulnerability is also a function of time
[16,25]. Because, each site has a certain structure, composition, its own network of
links and flows, etc., which, moreover, change over time, and each disaster in the mon-
itored system and its surroundings has its certain physical characteristics, so the vul-
nerability of the entity (site, system, building, infrastructure, human, etc.) also depends
significantly on the physical characteristics of disasters, i.e., some entity is only vulner-
able to beyond design (extreme) winds and intentional human activities, other to be-
yond design (extreme) earthquakes, floods and intentional human activities, and others
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fail to beyond design (extreme) failure of technological processes and deliberate hu-
man activities etc.

The applications of technical norms, standards and best practices procedures reduce
the vulnerability of buildings and infrastructure, etc. The main problem of our times are
complex technical facilities, e.g. the critical infrastructure, which represents a system
of systems (i.e. the system of overlapping systems) for which we only look for
measures to reduce its vulnerability with respect to all the above aspects, with neces-
sity to find principles to reduce vulnerability across different systems and across sys-
tems of systems.

In literature it is possible to find variety of scales and curves for the classification of
vulnerabilities [16,24,25]. Since each area is site specific, the following procedure
needs to be applied for each area separately, with the vulnerability assessment made
by a single, well-defined relative scale, such as grade 1 to 5 in order to achieve com-
parability. l.e., it needs to be told what damage corresponds to individual degrees, and
what response / specific scenario is most suitable for it.

Procedure for determining vulnerable zones in the technical facility in question is as
follows:

1. Setup of file of possible disasters D1, D2, ... Dn, which may occur in a given technical
facility (e.qg. fire, flooding, wind, impact of a moving object, explosion, earthquake,
landslide, vibration, hazardous substances, poorly secured supply of electricity,
gas, water, information, lack of physical protection; lack the possibility of evacua-
tion, inadequate air conditioning, etc.), in which the vulnerability will be monitored,
as they can reach size, to which tracked public assets and technical facility assets
are not inherently resistant (i.e., unacceptable damages can be caused).

2. The technical facility shall be assessed in terms of vulnerability to disasters Dj,
Do,....Dn for protected public assets A1, Az, ..., Am and technical facility assets Ty,
To, ..., Tk, which are located in the territory, in which the technical facility is located,
e.g. using the checklists adapted for the territory. It is advisable to use a scale from
1 to 5 for the evaluation, so that to ensure that degrees are at same level for all
disasters (e.g. expected size of damage expressed in money for 1 year [24,25]).

3. For each followed asset O, O, ..., O; we set the order of vulnerability V1, Vo, ...,
V) to disasters D1, D2, ... Dn, see the example in Table 1.

4. Assets are grouped together for practical reasons (acceptable number of specific
response scenarios) to the sub-units in order of vulnerability.

5. Determination of specific response scenarios / or specific inspection activities,
which is allowed by existing legislation, for partial units.

Table 1. Example of assessment of overall vulnerability of the object [24,25].

Disaster Assessment of vulnerability
Fire 5
Violation of safety 4.8
Storage 4.5
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Flood 4.2
Other threats 4.0
Explosion 3.9
Service disruption 3.8
Communication disruption 3.7
Data protection violation 3.6
Lack of contingency plans for situations 3.5
Overall rating 4.1

It needs to be noted that when evaluating the multiple entities to more disasters, the
problem does not usually occur in a process model according to which the evaluation
is conducted, but in the scale of values, by which different aspects are assessed and
according to which an overall assessment is carried out [24,25]. Therefore, it is appro-
priate to create a value scale for vulnerability according to the procedure described in
[24,25], based on procedure below:

1. For disaster D;i (i = 1,2,..., n), with the size that occurs on average once a year
(some simplification of precise calculations used in practice for monitoring needs)
to evaluate the vulnerability of the monitored assets as follows:

stage 1 - the expected damage to assets <5000 EUR

stage 2 - the expected damage to assets between 5000 and 50 000 EUR
stage 3 - the expected damage to assets between 50 000 and 500 000 EUR
stage 4 - the expected damage to assets between 500 000 and 5 000 000 EUR
stage 5 - the expected damage to assets above 5 000 000 EUR

2. At fifty-year disaster D (i = 1,2,...,n), i.e. at the size of the disaster that occurs on
average once in fifty years (some simplification of precise calculations used in prac-
tice for the purpose of monitoring) to evaluate the vulnerability-controlled assets as
follows:

stage 1 - the expected damage to assets <0.5 million EUR

stage 2 - the expected damage to assets between 0.5 and 5 million EUR
stage 3 - the expected damage to assets between 5 and 50 million EUR
stage 4 - the expected damage to assets between 50 and 500 million EUR
stage 5 - the expected damage to assets above 500 million EUR

3. At one hundred-year disaster Di (i = 1,2,...,n), i.e. at the size of the disaster that
occurs on average once in one hundred years (some simplification of precise cal-
culations used in practice for the purpose of monitoring) to evaluate the vulnerabil-
ity-controlled assets as follows:

stage 1 - the expected damage to assets <5 million EUR
stage 2 - the expected damage to assets between 5 and 50 million EUR
stage 3 - the expected damage to assets between 50 and 500 million EUR
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stage 4 - the expected damage to assets between 5 and 50 billion EUR
stage 5 - the expected damage to assets above 50 billion EUR

When vulnerabilities are determined, and according to the disaster hazard size and the
vulnerability measure size the risks are assessed, it is necessary to make an action
plan focused on defeat of each risk. Usually 4 to 5 most danger entities are selected
and for them the plan of activities is set. An example is in Table 2.

Table 2. Example of action plan - it consists of response scenarios S1,... S5 [24,25].

Disaster Response scenario

Disaster meaning the highest vulnerability for the object / S1
infrastructure / organization.

Disaster meaning the second highest vulnerability for the S2
object / infrastructure / organization.

Disaster meaning the third highest vulnerability for the ob- S3
ject / infrastructure / organization.

Disaster meaning the fourth highest vulnerability for the ob- S4
ject / infrastructure / organization.

Disaster meaning the fifth highest vulnerability for the ob- S5
ject / infrastructure / organization.

The problem of the system vulnerability in a certain area is so dependent on local
conditions, that it is not possible to outline its general solution, because it is dealing
with the solution of risk of system of systems [16]. For each area it should be solved
by using a case study [27] of a suitable type. Based on the knowledge and practical
experience in safety management it is primarily associated with search for:

- extreme (aberrant) cases (the reason is that usually in terms of security and devel-
opment it is necessary to avoid these cases, i.e., to take appropriate measures to
not allow their occurrence),

- critical cases (the reason is that usually in terms of security and development these
cases are strategically important because they create an interface at which the risk
of default and losses associated with the materialization of risk are high, and when
it is exceeded the catastrophe occurrence is highly likely and irreversible, i.e. these
risks are unacceptable),

- paradigmatic (current) cases (the reason is to design a suitable implementation of
possible solutions for the usual case in practice).

Another example is an application of verbal scale for vulnerability assessment in Table
3 for industrial plants.
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Table 3. Vulnerability of an industrial plants with regard to damage or failure of key
equipment classified as verbal numerical scale, according to data compiled in the
works [28,29].

Sign | Verbal description | Characteristics of vulnerability of protected asset

5 Extremely high Loss of equipment or disposal of function causes an
immediate cessation of operation, output, production
or service. The user cannot continue without this fa-
cility in the activity.

4 High Loss of equipment or disposal of function causes a
cessation of operation within 1 day or decreases, out-
put, production or service by 75%.

3 Medium Loss of equipment or disposal of function causes a
cessation of operation within 1 week or decreases,
output, production or service by 50%.

2 Small Loss of equipment or disposal of function causes a
cessation of operation within 2 weeks or decreases,
output, production or service by 25%.

1 Negligible Loss of equipment or disposal of function causes a
cessation of operation within 1 month or decreases,
output, production or service by 10%.

Because the humans through their intellect and historical experience protect and con-
sciously develop resistance of areas, buildings, infrastructures and technologies to dis-
asters by selecting elements, links and flows, their connections and specific preventive
measures and activities up to a certain size of disaster (which is determined by its
knowledge, capabilities and financial, technical possibilities, etc.), the cascading fail-
ures caused by interconnections (the interdependences) might occur only at beyond
design disasters, i.e. when the disaster size exceeds the disaster limit, against which
the entity resistance is systematically provided [15,20,21], but due to epistemic uncer-
tainties in disasters” occurrences and due to possible combination of different phenom-
ena they can occur also under another conditions; e.g. at failures of safeguards’
measures installed for reliability or safety improvement.

Therefore, the scenario of safety management of both, the territory and the technical
facility shown in Figure 3 is necessary to consider. In this phase of technical facility life
cycle, they are important parts Ill and IV that show how to ensure the safety for tech-
nical facility and territory in which technical facility is located.

In addition, each area or technical facility is different, has different structure, composi-
tion and arrangement, and therefore, it has a different vulnerability, which manifests
itself during disasters [15,20,21,25,26], and therefore, the cascade effects are very
different and they need to be monitored separately.

The aim of the third part (Ill), denoted in Figure 3 as "what to do" is to evaluate the real
impacts in the disaster scenarios for the disaster sizes: current; design; and beyond design,
which are in technical facility operation documentation [30,31]; they were compiled in sec-
ond part for each real disaster, which belong to specific disasters in a given territory; and it

15



is assessed whether there are adequate quality of safety management scenarios and
whether there is a readiness on their implementation in practice. On the basis of critical
evaluation, they are detected deficiencies and searched for better procedures for safety
management with the fact that each process needs to include a number of specific
measures and activities, the way of implementation, evidences of their material, technical,
personnel and knowledge ensuring, and be accompanied by the relevant competencies
and responsibilities. Whereas that management procedure consists of different, intersecting
processes that have one objective, and some are mutually conditional, i.e. are mutually
dependent, it is necessary to construct matrixes of responsibilities [27] for the management
of activities that support the basic functions of the territory associated with safety.

l. Territory

Characteristics of the territory

Assets

Disaster
Data - influence of specific and critical
disasters on territory and its assets
Question 1

_L
| 1. Risk |
Materials

a) Impacts
b) Primary and secondary impacts
c) Usual, critical and extreme case study

[Disaster -1
Asset 1 ... Oh, 3h, 6h, 24h, 3days, 14days
2 ... Oh, 3h, 6h, 24h, 3days, 14days

From time
of 3h separate
primary and
secondary

Individual Case study - Usual process impact
objects + - Critical process -
whole territory - Extreme process Question 2
1
[lll. What to do|
Materials

a) Fundamental state function
b) Responsibility matrix

Responsil-:)ility matrix

a) Mayor >
b) Commander of intervention *gﬁlt':g;ﬂg?ggzzs .
C) Citizens *Extreme process Quest|0n 3

|
| IV. Critical interface - a matter of survival |

Matrix of criticality
Intellectual exercise - ideas Question 4

Figure 3. Scenario of management of territory and technical facilities located in it di-
rected to integral safety (i.e. human survival).
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Therefore, there are evaluated the measures and activities to individual disasters, and it is
considering the fact that some of the measures and activities which are the best for a par-
ticular disaster are in real territory of conflicting with those for another disaster, and therefore,
it performs their optimization [32] in consideration of all possible disasters in the sizes, which
are the design disasters values. It is required so that the documents ensure the response,
its material, technical, personnel and knowledge ensure, and also the pass of the respective
competences and responsibilities.

From the viewpoint of removing the causes of organizational accidents, there are on
the basis of existing documentation for the SoS safety management, which currently
means that it will consider the measures and activities for the management of the risks
used at individual systems and it will be performed evaluation of their effectiveness in
the area of the SoS risk management, namely for individual items of management of
risks (acts of management, technical area, knowledge area, the financial area, person-
nel area, responsibilities), i.e. it:

- performs the screening of the existing measures and activities for risk management
of the SoS subsystems and it assess their appropriateness for increasing the SoS
safety,

- performs the evaluation of level of trade-off with risk all disasters that were identified
as dangerous for the SoS, particularly for highly critical and moderate critical items
of the SoS, and for the needs of the SoS safety management this level is classified
according to the appropriate level of the scale,

- builds matrixes of responsibilities and their level it shall be assessed from the per-
spective of the relevant competences at the level of the SoS individual systems
and the whole SoS; logically, the responsibility for the SoS safety management
need to be the primary,

- examines the practices and modes of the SoS control, that result from aggregation
of procedures and modes of management subsystems, and the attention will focus
on the detection of conflicts and gaps in implementation in practice, and how they
are ensured by knowledge, materially, technically, financially and by personnel,

- assesses the adequacy and accessibility of resources, forces and means with re-
gard to cope with failures of the moderate and highly critical of the SoS items with
acceptable losses and damages,

- assesses the effectiveness of specific procedures such as a warning, the capability
to respond, warning instructions, etc.

Finally, they are identified the areas in which the SoS risks are managed insufficiently
or not managed.

The aim of the fourth part, denoted in Figure 3 as "critical interfaces" is to:

- create matrixes of criticalities as a basis for the administrative management of the terri-
tory, on the basis of the individual impacts” scenarios for each real beyond design dis-
aster, or also for such design disaster when it was revealed that it is not in the territory
considered at all,

- gain the capability to determine the severity of potential situations in the territory and in
the critical facilities and to identify the key interfaces for the origin of a social crisis in the
territory, which are a necessary basis for choosing the right management methods,
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- collectrealistic ideas of experts to ensure the survival of the population and to find a way
to implement it in practice that will be respected by the fact that the measures and activ-
ities cannot be chosen with regard to just one disaster, or just property, but it is necessary
to strive for optimal measures for all the assets and all the potential real critical disasters
in a given territory.

Therefore, there are considered beyond design disasters and criticalities of their impacts,
and there are identified interfaces for origin of social crises and they are searched ideas for
ensuring the inhabitants survival.

It means that main target is identifying the critical items of the SoS risk management
and proposal of solution of gaps related to survival or continuity of assets at critical
assets, there are determined interfaces, which lead to the collapse of any of the assets
to the demise or the whole SoS. The procedure is the following:

- itis assessed the severity of the areas in which the SoS risks are managed insuffi-
ciently or not managed at all, and for very serious areas from the perspective of
public interest, they are proposed real measures and activities against the breakup
to the demise of any of the assets or the whole SoS, it is processed the plan of their
implementation (usually long-term), and it is ensured its implementation in all re-
spects,

- on the basis of a critical perspective on the extreme and critical scenarios of possi-
ble dangerous disasters with regard to essential public assets (the lives and health
of people, the quality of living conditions and the possibility of developing), there
are again examined possible measures and activities for human survival or conti-
nuity of public assets, in order to avoid the interference threshold of the criticality of
their conditions of existence.

The same argument applies to the human community, as rich and developed countries
have far higher level of safety than the poor countries or rich countries economically,
but in which the public interest is ignored and governance respects the interests of only
certain social strata.

1.2.2. Parameters important for safe operation of technical facilities

From the point of view of current knowledge [17,18,24,25], there are now at least two
tasks:

- to solve the problem of the functionality of a set of interconnected (i.e. dependent)
objects and infrastructures under normal, abnormal and critical conditions,

- tolook for critical conditions of complex fittings or facilities that are unpredictable or
are the result of a serious operator errors, and under certain conditions they may
go to highly non-demanded, i.e. highly unacceptable situations, i.e. situations in
which the very existence of the device, or even humans, is threatened, and which
we usually refer to as crisis in normal communication.

Therefore, in practice they are followed specific characteristics [19,21] such as:

- interoperability (i.e. the ability of the technical fitting or facility as a whole to perform
well-given tasks under normal, abnormal and critical conditions),

- safety integrity (SIL), which is mostly monitored in connection with human errors
(specification, design, installation, maintenance, modification, etc.),
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- criticality (i.e. the extent to which personal injury, destruction of material, damage
or other losses on assets can occur — this is the threshold below which the condition
of the monitored facility is demanded and vice versa),

- dependability (operational reliability), which ensures that the system meets the
specified requirements and that its operation complies with the specified conditions
(it extends to two basic characteristics, such as vulnerability and resilience).

In this context, we divide technical facilities into reliable, secure and safe systems [17].
A reliable system is a system that performs the required functions at a probability level
of 95%. A secure system is a reliable system that is protected from all risks. A safe
system is a secure system, which does not threaten itself or its surroundings, namely
not at its critical conditions,. In the creation and operation of all these types of systems,
it is worked with risks, relied on the Defence-In-Depth principle, and management is
required through the safety management system of the technical facility as a whole
(SMS) [17,18].

When it is not clarified in the design and operation of a technical facility what objective
is pursued in practice, confusions arise in the setting of priorities, leading to the exist-
ence of conflicts and it is necessary to optimise measures [17,32,33]. Misplaced prior-
ities bring damages, e.g. in the people were burned to death in a thoroughly secured
object in Australia because they could not leave the building in the fire; five girls lost
their lives in an escape game in Poland because they were in a secure room; pilot
Andreas from Germanwings could have guided the plane to the mountain massif of the
Alps because the cockpit was secured - the armoured doors could not be opened from
the outside, etc. [34].

The starting point is the use of the concept of integral safety, which is based on the
consideration of all phenomena that can damage the territory and the technical facility
(the so-called All-Hazard-Approach), which inherently connects the two instruments
[17,18], and to reduce costs for less important technical facilities it clearly specifies
what was neglected by the fact that the facility or equipment is merely a system secure
or just a reliable system [18]. It understandable that All-Hazard-Approach needs to be
also respected during the technical facility operation.

1.2.3. Aspects relevant to safety management of technical facilities

The safety of technical facilities is the level of measures and activities by which risks
are managed and settled [19,21]. Technical facility risk management is a structured,
consistent, and continuous process across the whole technical facility for identifying,
assessing, deciding on responses to, and reporting on opportunities and threats that
affect the safety, which is strategic goal. On opportunities and priorities at decision-
making on risks, the context and way of work with risks play main role. The aspects
playing the main role at risk management are shown in Figure 4.

Safety needs to be an integral part of the business activities of the owners of technical
facilities. All technical facilities shall be managed in such a way that the occurrence of
accidents affecting the safety is minimal. It is about integral safety (Annex 2). All activ-
ities and efforts of managers and employees need to be directed towards this. The key
elements for the objective in question are mutual cooperation, open communication
and regular monitoring of the achievement of safety objectives [17,18,24,35,36]. On
the basis of the current requirements enshrined in the legislation of developed coun-
tries, owners and operators of technical facilities need to:
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- promote safety as a whole part of their business activities and promote safe activi-
ties,

- actively search for safety information,
- cooperate with administrations and other entrepreneurs in order to improve safety,

- create, together with other technical facilities, the conditions for joint response and
mutual assistance,

- create professional organizations to provide a platform for the exchange of
knowledge and experience.

Production
or service

Management Finance
and trade-off
with risks

Items for

technical Quality of

facility product

strategic or service
Environment management

Human
sources
Competitiveness

Figure 4. Items determining the technical facility safety and development (i.e. also com-
petitiveness during the life cycle).

Public administration needs to set safety objectives, to establish a clear and holistic
framework for safety management and, through appropriate inspections and enforce-
ment measures, to ensure that all relevant safety requirements are met.

The safe operation of the technical facility depends on a number of diverse aspects
[15,35,36], such as the training of the serving staff, the organization of technological
components and their interconnections, the process of works, cooperation and how to
understand the situation of the service personnel.

In view of the current knowledge, it is necessary to monitor in the technical facility
internal dependencies, which mediate the secondary and other impacts of disasters
on the protected assets of the technical facility and its surroundings. To achieve this,
it is necessary [17,18,35,36], to:

- putinto practice safety monitoring,

- develop and codify methodologies for data collection, professional processing of
the quantities necessary for risk management in the system of systems,

- develop risk decision-making methodologies and linked control-list systems to sup-
port decision-making,
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- develop for employees sets of measures on what to do before, when and after the
implementation of the risks, which in the technical facilities belong among specific
or even critical risks,

- develop plans for the strategic technical facility management aimed to security and
development of the technical facility, emergency plans, continuity plans and crisis
plans of the technical facility, which shall be interconnected and in which safety and
development management tasks are underpinned at all times,

- ensure support systems for the safety management of the technical facility skilled
solutions always save money, strength and resources. The knowledge so far shows
that simplified solutions are only possible sometimes, but even in cases where they
are possible, it is necessary to know what simplifications have been made, why
they could be applied and whether there is no need to take further action after some
time.

The security policy tools put into practice by safety management are:

- concepts that set out security policy objectives,

- strategies that identify the basic ways in which the objectives will be achieved,
- plans that describe in detail and include activities in a specific timetable,

- instruments and institutions, i.e. resources, forces and means to achieve security
policy objectives.

In the case, in which there is no effective defence of a technical facility against a dis-
aster, i.e. against realization of significant risk, it is necessary to be prepared to re-
sponse. It means that the technical facility needs to have prepared procedures in place
to ensure a response to the situation aimed at stabilising the affected part of the tech-
nical facility and restoring the critical processes and resources for their implementation.

Emergency planning does not reduce risks and needs to be tailored to those, who
perform both, the response and the follow-up recovery. Itis by no means a cheap thing.
It is about ensuring that the knowledge set is organised and that each responsibly
managed institution has a security concept. This shall be based on the classification of
emergencies and a risk analysis aimed at determining expectations of what impacts
are likely in the event of a disaster of expected (legally defined) size.

In practice, the term functional / operational safety is often used. This is the part of
the overall (integral) safety that relates to equipment, systems, infrastructures and their
control systems and which depends on the proper functioning the safety-related sys-
tems. Due to the critical role of safety-related systems, international risk management
standards IEC 61508 and IEC 61511 have been established for them, which are based
on reliability, i.e. they do not solve the integral (overall) safety of the technical facility.

The authors of the work [37] propose to revise 10 errors that are made in the opera-
tional safety domain. They are based on the strength of the safety integrity level (SIL)
[18,19], safety-related systems (the probability of these systems to perform specific
safety functions). Based on models based on Petri nets and Bayesian networks [27],
they show the consequences of aging the important components. They focus on
changes to the components of safety systems and show that safety margins of opera-
tion need to be maintained, Table 4.

According to the standards [38,39], the functional safety management of a technical
facilities is the integral part of the engineering of reliability during the life of the technical
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facility. For new technical facilities, it is intended to ensure technical safety, engineering
functions and all planning and management activities over the lifetime.

Table 4. Return periods (PT) for each SIL level; processed according to [37].

SIL | PT (years)

>10°to <10*

>10“to <1073

>103t0 <102

=N W s

>102to <101

The problem is that functional safety is not part of the design process, and therefore,
the principles of inherent safety are not introduced into it. During operation, a functional
safety plan is then created, containing:

the schedule of activities,
the responsible persons,

the description of the system of activities with regard to the identification of threat
sources and risk assessment, verification of activities, evaluation of the level of
functional safety,

the description of the programme for internal and external audits,

the description of the hierarchy of documents and responsibilities for each docu-
ment,

the evaluation of functional safety,

the description of the roles of each member of staff included in the creation of safety
during the life cycle of the technical facility,

the plan for communication, especially on the interface of individual organizational
units.

In order to determine individual items in terms of operations and roles, it is necessary
to:

have engineering knowledge, training and experience in the operation, technology,
sensors and final outputs,

have engineering knowledge of safety, including the risk analysis,
identify supervisory requirements,

have the ability to manage and guide employees in the performance of specific
tasks,

be aware of the consequences of failure of safety functions,

have knowledge of the level of safety integrity, i.e. to know the complexity of the
application and technology.
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Since modern systems are flexible and dependable (operationally reliable), so to en-
sure operational safety, the switching mechanisms need to be used to change the
structure or behaviour of the system according to conditions. The relevant reconfigu-
rations can be motivated by functional requirements (change of the task phase), tar-
geting to the error tolerance (replacement resource management), predictive mainte-
nance policy, production needs, etc. The complexity and diversity of reconfiguration
strategies are important to consider when the system is being repaired.

Again, it should be remembered that operational safety ensures the reliability of the
operation of the technical facility, but does not in all cases ensure the overall (integral)
safety of the technical facility.

The Safety Integrity Level (SIL) established in IEC 61508 [38] and related specific
standards provide examples of risk information from the point of view of safety classi-
fication. However, the reasons for SIL are completely different from the principles of
classification of nuclear safety, making it difficult to apply those standards in a nuclear
context.

Reliability is a special feature that describes the dependability of components, which
means that the component performs the required function consistently for a certain
period of time in order to meet the objectives and needs of the operator (customer). In
theory, reliability can be described as:

Reliability = 1 - probability of failure.

The lower the probability of failure, the higher the reliability of the element, component,
production line, or system. However, there are many factors that are a source of epis-
temic uncertainty in the design of systems that are in the field of material changes,
factory changes, transport, storage and use.

The reliability of the equipment is measured in terms of quality, performance and
productivity. The equipment reliability programme aim is to effectively monitor equip-
ment, procedures and data related to the lifetime of the equipment. The advantages of
introducing a reliability program for a given device are:

- to eliminate unexpected device shutdowns,
- reduction of production losses that occur during the shutdown of the equipment,
- extend the life-time of the device.

In addition, repair and maintenance costs are reduced, delays are reduced and safety
is increased.

The reliability of the equipment depends significantly on the maintenance of the equip-
ment, the quality of inspections and also on the use of new technologies. New tech-
nologies, such as sensors, can provide real-time performance and condition data for
the device, allowing for better decisions on preventive, predictive and corrective
maintenance.

The availability of a technical device or system means that the device or system is
available whenever it is needed. Maintainability means easy maintenance of the device
or system in normal operation. Security is a set of measures that prevent accidents
and protect against infringements.

23



According to data in professional papers, published by authors and summarised e.g.
in [1,2,18-20,30], in order to ensure a safe technical facility, it is necessary to know:

- impacts of the largest (in terms of maximum expected) accident,
- critical tasks from a safety point of view,

- and to understand tasks in connection with risks,

- and to have critical task scenarios,

- possible human errors in the execution of critical tasks,

- measures to ensure the safety.

Critical safety tasks are physical activities or activities through which a person contrib-
utes positively or negatively to the realization of the largest accident by:

- initiation of adverse events,

- detection and prevention of phenomena,

- management and mitigation of the impacts of phenomena,

- response to emergencies.

For operational safety management, they are important data on:

- reliability (component failure distribution, component failure types, monotonous
backups, traffic profile),

- maintenance data (repair and replacement policy, repair time, corrective mainte-
nance, preventive maintenance, inspection),

- logistics data (replacement parts, delivery times, delivery time, delivery time),

- financial data (costs of spare parts, penalties for non-compliance, corrective
maintenance, preventive maintenance, inspection).

The safety of technical equipment (so-called technical safety) depends on many
items, i.e. on the material, method of manufacture, method of operation and operating
conditions [15,17-19,24]. In order to ensure it, all risks associated with those items
should be monitored and controlled in such a way that the monitored equipment works
safely throughout its life-time, i.e. it reliably performed functions in the required quality,
in the required quantity and at the required time, and under its critical conditions it did
not endanger either itself or its surroundings [15,17-19,24].

On the basis of investigations related to the processing of works [17-19,24], in the
technical sector it is often only considered the context of the technical equipment, tech-
nical components, technical facility or the context of the undertaking managing the
technical facilities and, in many cases, only the context of the production equipment.
With a view to the security and development of human society, i.e. from the point of
view of the public interest, it is necessary to consider wider context, i.e. also the sur-
roundings of the monitored technical entity. In doing so, it should be borne in mind that
the benefit of a technical facility in the long term is not only due to performance, i.e.
number of products, energy or services, but also by avoiding losses caused by acci-
dents.

Therefore, in the case of technical equipment, components and whole technical facili-
ties, it goes on ensuring their safety in an integral sense, which can only be achieved

24



by targeted management of all priority risks, including those associated with their ma-

terial [17-19,24].

The research described in [19] shows two important facts and their interconnections,

namely:

- the seven important items for risk determination, management and settlement were

given, Figure 5,

DOMAINS IMPORTANT FOR RISK DETERMINATION

The analysis and sorting the data set revealed seven domains that influence the
result of work with risks of technical facility, i.e. its safety, namely:

1. Context in which the risks, inherently
connected with technical facility, are
inserted.

2. List of considered sources of risks.
3. Type of risk form.
4. Ways of mastering the risks. S o
5. Process model of work with risks, mastering risk sources
application of the TQM approach and —
Coase theorem. influence the
6. Technique of management and ks o et
- OOSSS technical integrated, integral)
coping with risks of technical facility. 5.“.:.‘:::“‘ product
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and coping with management
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Figure 5. Items that decide on risk size.

- the proper risk management and settlement steps, Figure 6.
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Figure 6. Risk management procedure directed to technical facility safety and im-

portant connections.
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With regard to knowledge summarized in [1], the management procedure of technical
facilities risks consists of:

1.
2.

Identification of strategic goals of technical facility.

Identification of critical activities, functions or services that rely on technical facility
or which technical facility provides.

Identification of external context: legal / regulatory requirements, stakeholder per-
ceptions and expectations, and any relevant social, political, economic, financial,
technological or market factors.

Collection of data on risk sources and their impacts on technical facility — external,
internal, organizational etc.

Investigation of technical facility opportunities and specially at occurrence of cas-
cading or cumulative impacts.

6. Risk identification — process of finding, recognizing and describing the risk.

7. Risk management — sources, events (conditions for realization), causes, impacts /

8.

consequences.
Risk owner solutions — person with accountability and authority to manage a risk.

From the management viewpoint, the failure / malfunction is a result of the process
compossing of:

initiator (false operation, mistakes, violation of rules, ignorance),
contributing effects (incorrect organisation, inaccurate deciding),
spread of defects leading to accident (organizational non-functionality).

Because the influence of style of management and deciding is important, we speak
on so called organisational accident in the form of Reason model [40]; Figure 7.

Local triggers
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Figure 7. An organisational accident model indicating the basic barriers to prevent a
crash and are created in the context of the management of the safety of a technical
facility; processed according to [40].
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Safe (including the dependable) system behaviour arises from a condition that
technical workers (operation, maintenance) always proceed according to the requisite
procedures (the procedure is formed from correct tasks / operations performed
correctly). Therefore, in the risk determination it is necessary in the frame of process
analysis to understand the motivation of intended acts of both, the terrorists and the
insiders (actual employee). Among the insider’s motives it belongs e.g.:

- inconvenient safety procedures (for a safe human live they must be skiped),

- inconvenient plans (for a safe human life the modus operandi solutions must be
used),

- poor perception of security risks,

- insufficient responsibility,

- stress and management attitude or finance profit.

The insider’s motivation is directily related to a safety culture.

We separate the human factor in the sense of human error (human failure) to
intentional and unintentional [41]. The human errors origate at both:

- the performance of activities, where their sources are: routinist behaviour; not
respecting the operation and security codes; default; omission; bad health state;
bad conditions on the workplace etc.,

- the management process, where their sources are: ignorance; not respecting the
rightfulnesses natural, technical, economic and social; arrogance and the like).

Organisational processes include four processes that are part of each technical or
technological organisation at technical facility:

- designing and manufacturing,

- outfitting the equipment and commissioning,

- operation,

- and maintaince.

All these processes are built in three interconnected activities:

- assignment of targets in the framework of economic and social situation of the
organisation,

- set-up of organisation for the realisation of determined long-term strategic goals,
- and management of operational activities.

Each of these processes and activities forms a separate general type of failure
scenario:

- determination of targets — contradictory targets,
- organisation — disproportionate arrangement (set-up),

- management — bad communication, bad planning, inappropriate inspection and
monitoring,

- projection and construction - faulty projection, incorresponding barriers,
- operation — bad operational procedures, bad training and education,
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- maintenance — bad maintenance plan, bad maintenance proscedures.
The conditions that caused the origination of errors are:

- insufficient teach-in with task,

- lack of time,

- bad separation of signal from noise,

- misapprehension between designer and user,

- inreversibility of errors,

- congestion by information,

- negative convert among tasks (bad hand over / pass of tasks),

- bad perception (underestimation) of risk,

- bad backward link from system,

- lack of experiences,

- bad instructions and procedures,

- insufficient check-up,

- unsuitable education of person for a given task,

- unfriendly atmosphere,

- and dullness and boredom.

The conditions that caused the violation of provisions and rules are:
- lack of safety culture in organisation,

- coflicts among managemental workers and emploees,

- bad moral,

- bad supervision and check-up,

- norms and standards permiting the violation of rules,

- bad perception of the sources of risk,

- perceptible lack of the solicitude and interest of managemental workers,
- low pride to own work,

- dab hand approach to work that stimulates to undergoing risks,

- belief that nothing bad can happen,

- low self-respect; recognised weakness,

- perceptible permit for the violation of rules,

- double-dealing, ambiguous or obviously meaningless rules,

- age and gender — young man execute the violation of rules.
Dangerous pursuance can be split up to errors and violation of provisions / rules:

1. The errors that become as a consequence of problems in information processes
and may be comprehended in relation to the cognitional functions of an individual.
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They may be reduced by training, improvement of the workplaces, interfaces, better
informing etc.

2. The violations of provisions / rules that are based on motivation. They are social
phenomena and they can only be comprehended in connections being in a given
organisation. The violation can be removed by a change of approaches,
persuasion, norms, standards, moral and safety culture.

On the ground of present knowledge and experience in the organisation safety
management system the task “how to avert the human failures?” is fundamentally
important. In agreement with research results [15,41-46] it is possible to avert the
human failures of activities and management if:

1. By management of professional problems only the professionals with the capability
to lead the working team are authorized (they: become to be object lesson; know
to explain; know to support; know to avert the bullying and the like).

2. By the qualified management of processes is ensured that projects, programs and
these furthermore partial processes, the outputs of which are products, i.e. results
of organisation.

3. The conditions for a qualified work are created.

4. They are provided both, the sufficient education of workers and the system of the
offer of aid at the solution of complex tasks.

5. The motivation and stimulation of workes for the adherence of operationg and
security provisions are ensured.

6. The in-depth supervision of processes and their interconnections to projects and
furthermore also programs, that professionally and directly averts the intentional
and unpremeditated errors is performed.

The biggest errors originate from human errors in management, especially if manager
prefers risky decision [41]. Among management workers two extremes occur:

- the gamblers who adjudicate in the benefit of matter, even though possible losses
are great,

- the prudential humans who adjudicate in the benefit of matter even though possible
losses are low.

The gamblers occasionally reach huge profit, and therefore, they are certain ideal in
human society.

The moral principles of human society conforming to the UN principles [47] give that
gambling with human lives and health is inadmissible, i.e. the risk here is not permitted
(tolerated). This finding might be the main principle in a selection of a personnel for
activities on which the human lives depend, namely directly (drivers, pilots and the like)
and indirectly (managerial workers of land, enterprises and other organisations who
adjudicate the activities and measures that are directly or immediately connected with
unacceptable risk for persons, property and other basic protected assets.

1.2.4. Safety culture

Because the human aim is to live in a safe world with the potential of development, it
is necessary to include the human factor into the safety management respecting that
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human system is the system of systems [16] and that it represents territory, organisa-
tion and the like. We need also to include the human factor into engineering in which
we realise the targets of safety management in way by which we negotiate / trade-off
with risks. Because each human is an active element of a human system, humans
need systematically to build the safety culture, namely in workplaces and in territory /
land [15]. All given ways are important and will be followed in next paragraphs.

The safety culture systematically needs to be built considering the actual piece of
knowledge and experience. The appurtenant tool for its establishment is called “safety
management”. In each system it represents the strategic, pro-active and process man-
agement based on the risk management and on results of science and advanced tech-
nologies. It includes:

- a prevention against the disasters of all kinds, i.e. natural, technological, environ-
mental, social and caused by interdependencies; it includes terrorist attacks and
existing interactions between the technical facility assets and its vicinity,

- a preparedness to put all emergency and critical situations under the control with
the capability to renovate the affected part of technical facility,

- aresponse if emergency or critical situation affects the technical facility,

- arenewal after each emergency or critical situation.

The safety management establishing the safety culture has three basic phases:
- standard (current) management,

- emergency management

- and crisis management.

All these phases need to be reasonably interconnected and need to respect charac-
teristic features and targets. The standard management is directed to build the safe
community, safe territory, safe state etc. Its attention is mainly focused on the technical
facility development, prevention and preparedness. Its main tool is a strategic planning
based on knowledge, experiences and good engineering practice. The emergency
management is focused on copying the emergency situations with the help of standard
sources, forces and means. The crisis management is focused on copying the critical
situations, human survival and stabilisation of situation so that the renewal and follow
up development might be started, namely with the help of standard and beyond stand-
ard sources, forces and means, details are in [15,17,18].

Only at known and frequent disasters the risk level perceived by humans is near to real
risk level. At infrequent and low known disasters, the humans perceive the risk level
as shadowy and remote. Perception of risk is also influenced by further factors — e.g.
at activities that we perform voluntarily (mountaineering, ski jumping etc.) we consider
the insignificant level of risk. The risk acceptability is the result of comparison of several
types of acceptability — technical acceptability (reliability and complexness of technol-
ogies, machines and devices), economic acceptability (costs) and socio-political ac-
ceptability (general risk perception).

The important role in technical facility safety management plays the safety culture
[1,15,35,36]. It means that humans in all their roles (manager, employee, citizen or
victim of a disaster) adheres to the principles of safety, i.e. they behave in such a way
that they do not themselves trigger the realisation of potential risks and when they
become participants in the implementation of risks, in order to contribute to an effective
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response, stabilisation of protected assets and their recovery and to kick-start their
further development. According to some authors, this is a set of positions, assump-
tions, standards and values that exist in a given entity, which reflects how the entity is
managed, i.e. these are general principles of division of powers and responsibilities,
principles of management and a certain ratio between emphasis on work outcomes,
authority, care for people, respect for the principles of safety and ensuring the entity
functionality.

The safety culture is realized by adherence of safety rules; determined as golden rules
for safety [1,15,35]. According to them for all participants, it e.g. holds:

to prevent disasters, or at least their unacceptable impacts, as possible, ensure
preparedness to cope with unacceptable impacts on the protected assets of a tech-
nical facility and to respond effectively to incidents, accidents and failures of the
technical facility,

to communicate and to cooperate with others involved in all aspects of the preven-
tion, preparedness and response of the technical facility,

to know the threat from disasters and possible risks in the technical facility and its
surroundings,

to implement and respect a 'safety culture’ that is respected and promoted by all
stakeholders at all times,

to establish safety management systems, monitor and, if necessary to correct their
activities,

to apply inherent safety principles when planning, designing and operating the fa-
cilities and their equipment,

carefully to manage changes in the technical facility,
to be prepared to cope with all the disasters that may arise,
to assist other stakeholders in carrying out their roles and responsibilities,

continuously to improve the facility safety in accordance with a culture of safety,
safe procedures and training,

to strive to ensure all awareness and to provide information at all times and to pro-
vide feedback to managers,

to develop, strengthen and continuously improve the concept of safety, regulations
and directives,

to lead and to motivate all others involved to fulfil their roles and responsibilities,

to know the risks within the sphere of self-responsibility, appropriately plan
measures for their proper management,

to use appropriate and coherent policies at planning and follow-up activities,

to be aware of the risks in the technical facility and to know what to do if they are
implemented,

to participate in emergency planning and response.
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1.2.5. Automation of technical facilities and new risks

Currently, technical facilities are operated and constructed as socio - cyber - technical
(physical) systems. Automation penetrates into the life of all technical facilities. On the
one hand, it brings huge benefits and savings to humans” work, and on the other hand,
also brings other risks. The information safety and cyber safety become very important.

In the context of automation, the control of a technical facility is defined as the targeted
operation of the control system on a controlled object in order to achieve the specified
objective. In this context, the management of the technical facility is divided into auto-
matic by help of information technology, semi-automatic (by intervention of technical
mechanisms) and manual (carried out by man). In practice, they are distinguished con-
trol, regulation and higher forms of control (optimal and adaptive control, learning and
artificial intelligence).

The work [18] summarises the findings of this area and shows that the current rules of
automatic control are based on modelling based on reliability theory (i.e. only on the
basis of data on random processes; knowledge uncertainties are not considered)
Therefore, the safety of the equipment and facilities is not guaranteed under all condi-
tions, i.e. at critical and extreme conditions caused by knowledge gaps or extreme
influences. On the basis of the fact in question, a number of other sources of risk for
technical facilities arise, especially those that use remote data transmissions. For ex-
ample, the dropped cable at Fyodor robot made it impossible to make the first attempt
at landing on the ISS (International Space Station); the connection was only successful
after the intervention of the cosmonaut, who carried out the repair [34].

There are examples at work [18] where the root cause of the accident or failure of
technical facility was neither a technical fault nor an error in anthropogenic control, but
an automatic control failure consisting of an error in the flow of information — the correct
information was not in the right time in the right place and with the right person. There-
fore, attention should be paid to the risks associated with automation in technical facil-
ities as well as in modern technologies.

1.2.6. Risk management

On the basis of recent knowledge summarised in the works [17-19], the correct risk
management carried out by the process described above in Figure 5 needs to be
applied. The methods of performing each sub-operation are discussed in detail at work
[19]. Since in the case of technical facilities, software such as ROZEX, ALOHA, WHA-
ZAN, EFFECT, TerEx, PSA according to TECDOC — 727 and others [27] based on
tree models are still preferred in several operations, it should be noted that the results
of the tree models do not respect a number of real facts, and they can only be used for
simple tasks, where neglection of knowledge uncertainties cannot have catastrophic
consequences. They cannot be used for example if the realisation of risk from
one source is possible simultaneously in multiple places of the technical facility.

The proposal of the tools for work with risks at individual risk management objective is
one of the results of the research related to monographs resulting from the analysis of
accidents and failures of complex technical facilities in Chapter 5.

In terms of the integrity of the information, the results of the European Union project
FOCUS (Foresight Security Scenarios: Mapping Research to a Comprehensive Ap-
proach to Exogenous EU Roles), listed in the work [22] are further given. The results
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show weaknesses in the management of the risks associated with technical facilities
in the European Union and the areas in which actions and measures are needed; Table
5. Table 6 shows the causes of organizational accidents in technical facilities.

Table 5. Deficiencies identified in management of accidents and failures of technical
facilities. Areas which are particularly important for addressing these deficiencies are
indicated in bold. In the column "other" M indicates the need for monitoring and K the
need to draw up a plan of continuity.

Disaster The list of shortcomings The type of measures and ac-
tions for elimination the defi-
ciencies
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o | G5E|C |8 |3B
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Beyond design | Safety management is basedonas- | Yes [Yes |Yes |Yes |K

accident with the | sumption, that multiple backed-up

presence of ra- | safety systems ensure the safety al-

dioactive sub- ways. Lessons from Fukushima [24],
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Misuse of IT It does not solve. Yes | Yes | Yes | Yes

technologies

M ‘

Table 6. Phenomena which cause the organizational accidents in technical facilities.

Area Defects leading to critical situations

Management of the area: it is predetermined by the political and military aspects;
it lacks the human dimension and gives a little support to residents of the EU; it is
not carried out on the basis of the data processed by qualified skilled methods; it
is often determined by fixed ideas without real assessment of their feasibility; it is
based on the idea that everything is stationary and it does not respect the dy-
namic development of the world, which requires the preparation of a possible ex-
treme scenarios of situations and measures for the survival of the people; and it
is not realized on the basis of the principle of the safety management of system
of systems in dynamically varying world.

uswabeuew do |

In the field it is missing: standards and norms for the construction of a particularly
large underground and above-ground structures with regard to the safety of peo-
ple and the public welfare; basic services for the population; scenarios for deci-
sion making — those used are prepared only on the basis of simulations without
validation on real data — sometimes they are used scenarios that were derived
for different conditions, i.e. they are not met the conditions for the technology
transfer; the norms and standards for interoperability and cooperation of diverse
systems; coordinated emergency plans at all levels (it is necessary to have a
professional level and respect knowledge and experience), the continuity plans
and plans for response to unforeseen situations.

urewiop [ealuyos |

In the field it is missing: the efforts aimed at the reduction of weaknesses (few
sources, contaminated the environment, do not consider the value of work, un-
employment) and use the strengths (qualified technical population); an effective
tool against corruption, abuse of power, suppressing the influence of lobbyists,
etc.; support for cooperation on mutual partnership principle; a basis for mutual
understanding and mutual coexistence; effective international teams for the first
response; the basis for the cooperation of the members of the first response and
norms and standards for their interoperability.

urewop

[euonesiueblo

In the knowledge base used for decision making it is missing: a systematic re-
spect for the essence of the world — a dynamic open system of systems; suffi-
cient effort focused on collecting qualified data on disasters and lessons learned
from the responses to extreme disasters; reliable management of disasters; con-
sidering the creeping disasters such as the depletion of groundwater, contamina-
tion of the human food chain, etc.; qualified disaster scenarios for decision mak-

ing.

urewoq
abpamouy
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1.3. Requirements on technical facilities operation

Technical facilities belong to public assets because they ensure products and services
on which the humans are dependent, e.g. [1-14,17-19,21-26]. Present knowledge
shows that each public asset is open system with real time development and these
developments are during the time sometimes conflicting [19,21]. The conflicts” man-
agement is influenced by complex nature of all public assets which is described by
system of systems models and time variability.

For humans’ security and development, the coexistence of technical facilities with their
vicinity is necessary to be ensured throughout their life cycles [17,18]. Therefore, in
line with current knowledge and experience, we need:

- to know the sources of risk at using the All-Hazard-Approach [48,49],

- to appreciate their harmful potential (i.e. identify the sizes and distribution of their
impacts on public assets) in individual places, and the size of their potential losses
and damages depending on the distribution of public assets, i.e. to determine the
risk [19].

As it was said above, depending on the concerned human society possibilities, the
risks are divided into acceptable, conditionally acceptable and unacceptable. In the
case of risks which are:

- unacceptable, the application of effective preventive measures against their re-
sources should be ensured,

- conditionally acceptable, the mitigating, reactive and renewing measures for the
monitored assets should be prepared,

- acceptable, the risk monitoring over time should be installed with aim to reveal an
increase of their harmful impacts over time.

In this way, we carry out activity which we call "risk management". The activity effec-
tiveness depends on tools. The article deals with compilation of effective tools for tech-
nical facilities risk management directed to integral safety with aim to ensure their co-
existences with their vicinity during their operations. The problems solution given here-
after respects that the safety is preferred over the reliability.

1.3.1. Checklists for identifying the technical facilities cross-cutting risks

On the basis of the above given facts, the integral safety of complex technological facilities
is based on:

- the system concept of reality,

- considering the nonlinear phenomena,

- the building of the coexistence of systems,

- application of All-Hazard-Approach [48,49],

- application of Defence-In-Depth access [50] .

On the basis of the information referred to in the work [17] for the management of a complex
facility of the type system of systems, i.e. the system in which conflicts are possible, it is
necessary to:
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1. To assess whether at the siting, construction and operation there are adequately con-
sidered all possible disasters at a given site and what type of measures in the area of
disaster management are aimed at them, Table 7.

2. To assess for every possible specific disaster weakness from the perspective of the ap-
plication of access the Defence-In-Depth, Table 9.

To assess for each critical disaster influence of possible couplings, Table 9.

Table 7. Identification of deficiencies (i.e. spots leading to the criticality of the complex facil-
ity) performed according to demands of the All-Hazard-Approach. How to fill the table —
considering the only disasters that have direct impacts, i.e. boxes, requiring a response that

do not make sense are blacken out, and they are not include to the total assessment.

Disaster- | Is disaster | If the disas- | If the disaster | If the disaster | If the disaster
the name | relevant? | terisinto the | isinto the isinto the cat- | isinto the cat-
category of | category of egory of criti- | egory of criti-
specific dis- | specific dis- | cal disasters | cal disasters,
asters, is asters, is this | is this re- is this re-
this reflected | reflected in flected inop- | flected in the
in the siting, | the operation | eration of fa- | operation ob-
design, con- | of facility by | cility by reac- | ject to reactive
struction the effective [ tive measures | measures
and opera- | preventive for the protec- | aimed at the
tion of facil- | organisa- tion of em- protection of
ity by effec- | tional ployees, tech- | workers, tech-
tive preven- | measures? nology and nology, peo-
tive tech- the environ- ple and the
nical ment inside environment
measures? the facility? inside and
outside the fa-
cility?
NO|YES [NO [YES [NO |YES [NO YES | NO YES
TOTAL

36




Table 8.Identification of deficiencies for specific disasters in a given territory, i = 1,2, ... ... ...
..., N, i.e. assessment of the criticality of the viewpoint of the application of access the De-
fence-In-Depth.

i Question The an- Note
swer

YES | NO

1 | 1. Has the technological facility to incorporate the princi-
ples of inherent safety, i.e. safe design?

2. Has the control system of a technological facility
(SMS) set the basic control functions, alarms and
the response of the operator set up so that the tech-
nological facility in normal (steady) state?

3. Has management system (SMS) instrumentation
(built-in safety instructions) and relevant physical bar-
riers, which at derogate from the normal state to
keep technological system in a good condition, i.e.
they prevent the occurrence of unwanted phenome-
non?

The operation is successful, when, after the occur-
rence of the abnormal state the technological facility
will return to normal as a result of resilience or after
the application of corrective measures (clean-up, re-
pair, replacement of parts).

4. Has management system (SMS) for the case of loss
of control, i.e. critical conditions measure for emer-
gency response that mitigate impacts on technologi-
cal facility system and ensure the capability to return
to a normal state?

Operation of a technological object is successful, if it
is a good continuity plan, which ensures that the
technological facility shall ensure all the necessary
tasks.

5. Does management system (SMS) for the case of
loss of control, i.e. supercritical (beyond design, ex-
treme) conditions the measures for:

- maintaining the operability of the technological
system following its repair and maintenance,

- and measures to ensure the protection of public
assets (people, the environment and other as-
sets) in the surroundings of technological facility?

2 | 1. Has the technological facility to incorporate the princi-
ples of inherent safety, i.e. safe design?
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Has the control system of a technological facility
(SMS) set the basic control functions, alarms and
the response of the operator set up so that the tech-
nological facility in normal (steady) state?

Has management system (SMS) instrumentation
(built-in safety instructions) and relevant physical bar-
riers, which at derogate from the normal state to
keep technological system in a good condition, i.e.
they prevent the occurrence of unwanted phenome-
non?

The operation is successful, when, after the occur-
rence of the abnormal state the technological facility
will return to normal as a result of resilience or after
the application of corrective measures (clean-up, re-
pair, replacement of parts).

Has management system (SMS) for the case of loss
of control, i.e. critical conditions measure for emer-
gency response that mitigate impacts on technologi-
cal facility system and ensure the capability to return
to a normal state?

Operation of a technological object is successful, if it
is a good continuity plan, which ensures that the
technological facility shall ensure all the necessary
tasks.

Does management system (SMS) for the case of
loss of control, i.e. supercritical (beyond design, ex-
treme) conditions the measures for:

- maintaining the operability of the technological
system following its repair and maintenance,

- and measures to ensure the protection of public
assets (people, the environment and other as-
sets) in the surroundings of technological facility?

(n) | 1.

Has the technological facility to incorporate the princi-
ples of inherent safety, i.e. safe design?

Has the control system of a technological facility
(SMS) set the basic control functions, alarms and
the response of the operator set up so that the tech-
nological facility in normal (steady) state?

Has management system (SMS) instrumentation
(built-in safety instructions) and relevant physical bar-
riers, which at derogate from the normal state to
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keep technological system in a good condition, i.e.
they prevent the occurrence of unwanted phenome-
non?

The operation is successful, when, after the occur-
rence of the abnormal state the technological facility
will return to normal as a result of resilience or after
the application of corrective measures (clean-up, re-
pair, replacement of parts).

Management System (SMS) for the case of loss of
control, i.e. critical conditions for emergency re-
sponse measures to mitigate effects on technological
system and ensure the ability to return to a normal
state?

Operation of a technological object is successful, if it
Is a good plan of continuity, which ensures that the
technological system shall ensure that the necessary
tasks.

Does management system (SMS) for the case of
loss of control, i.e. supercritical (beyond design, ex-
treme) conditions the measures for:

- maintaining the operability of the technological
system following its repair and maintenance,

- and measures to ensure the protection of public
assets (people, the environment and other as-
sets) in the surroundings of technological facility?
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Table 9. Identification of weaknesses, i.e. the specific critical spots for critical disasters, i =
1,2,..n —expertinvestigation. YES = 3; rather YES = 2; rather NO =1; NO =0.
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The tables are used in practice, the scales of values in the first phase are set the same as
they were originally set up for standards [1,13-15], Table 10, which is close to the scale used
by the FEMA.

Table 10. Scale of values.

Criticality rate Values in%
Extremely high-5 More than 95%
Very high—4 70-95%

High-3 45-70%

Middle — 2 25-45%

Low-1 5—25%
Negligible-0 Less than 5%
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1.3.2. Risk management and settlement at technical facilities

According to [51] the management of technical facilities in Europe has been project
management since World War I, namely the TQM (total quality management) type
[52], and relies on risk management. According to the data in the current professional
literature summarised in the work [18], the various types of management used for tech-
nical facilities, which according to the objectives of the management of technical facil-
ities are in practice:

1. Reliability management.
Security management.
Safety management.
Continuity management.

a s~ D

Resiliency management.
6. Asset management.

Each of these types has certain specifics. The first type of management is regulated
by technical standards and norms. The second type in addition to reliability manage-
ment focuses on protecting technical facilities from internal and external harmful phe-
nomena (disasters), including the behaviour of the humans, who create and operate
them [19]. Security in conjunction with a certain object generally means a set of
measures and activities to ensure that the object does not suffer losses, damage and
damage in the event of internal and external harmful phenomena. To its realisation, it
is used physical and cyber protection of the object [41], not only against attacks from
the outside, but also from the inside.

The rules on ensuring the technical facilities security are elaborated in the work [53],
in which it is also the delimitation from the technical facilities safety [54]; the distinction
is also in IAEA documents [55]. Although logically the safe object is also a secure
object [17,18], there are still conjectures as to what is more important. The consensus
is that a secure technical facility, as well as a safe technical facility, performs the tasks
set for a specified period of time under certain conditions, while being protected against
all internal and external disasters, including the human factor. The difference is that a
secure technical facility does not have the protection of the surroundings built in. Other
types of control are described below.

The components of all types of management are specific types, such as emergency
management and crisis management. A comparison of types shows that:

- all types use the same methods and tools for working with risks which, because of
the different objectives of the procedures in question, do not give the same results
in specific cases [18],

- all types have generally the same objective, namely taming the risks and assets
protection; however, they differ by risks” concepts and by set of assets that fol-
lowed,

- starting with the second type, they are the superstructure of reliability management,
which has been a royal discipline in the management of technical facilities for many
years; analysis of significant contexts is summarised in [18].

Despite the different names their methodology is the same, namely to get:
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- awareness of risk,
- understanding the risk and its relation to assets and their security,
- and to apply relevant knowledge of what to do to achieve the goal.

In the next text, we focus primarily on risk management in favour of safety (i.e. safety
management), but because of the existence of scientific and commercial schools that
promote risk management under the above names, we will briefly mention the relevant
places instruments of other disciplines.

1.3.3. Difference between asset management and risk management oriented to
safety

Management is a comprehensive set of activities, the implementation of which in prac-
tice helps the quality process of managed organization and the achievement of its ob-
jectives. In general, they form a set of procedures and procedures for finding and solv-
ing problems. It consists of planning, conducting and organising people's work, allo-
cating resources, evaluating the effectiveness of procedures, checking the status and,
if necessary, applying corrective measures [15].

For reasons of tasks and objectives, there are differences between the private sector
and the public sector. In the public sector, which is represented by municipalities and
regions, the objective is not profit or other benefit for a particular legal or natural person,
but the objective is the public interest and its performance. Another important differ-
ence between these sectors is legal regulation. The public sector has a greater link to
the law, which results in a significant restriction in the field of decision-making. This is
due to the need to respect and fulfil the obligations and principles of public administra-
tion, respect the elected authorities, the adjustment of the status of the organizational
units of the State, the rights and obligations of their employees, the requirements for
financial and property management, etc. Another difference between sectors is due to
the absence of profit in the public sector, resulting in some benchmarks and indicators
being used in the private sector to promote better management.

Technical facilities are both, the public and the private, but all in the rule of law have
an obligation to respect the public interest. This means that any organisation (legal or
natural person) operating a technical facility needs to respect, in addition to the objec-
tives to which it was set up, the objectives of the State, the protection of public assets
(the health, lives and security of humans, property, the public good, the environment,
other technology and infrastructure) and the moral and ethical rules of human society
in the place in which they operate. In terms of the basic functions of the State, protected
public assets are pre-assigned to the organisation's own protected assets. The good
management of matters for the benefit of the public interest and the interest of the
organisation takes the form of the project management and process management of
organisation, which is governed by a linked set of measures and activities, and in which
risk negotiation plays a major role [15,56].

In order to achieve the demanded objective, which it is a safe organisation at present
(i.e. a safe technical facility in the case under review), which has the potential to de-
velop sustainably, it is necessary to:

- know and consider all possible internal and external risks to the organisation in
guestion, both individually and in context,
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- properly negotiate with all the risks,
- have the risk management set up correctly.

From a professional point of view, on the basis of current knowledge, itis necessary to
understand each organization as an open system, the behaviour and conditions of
which are influenced by processes and phenomena that take place inside and outside
the organization. Their impacts are modified by a convoluted network of links and flows
that are within subsystems, across subsystems, some of which are interdependent,
across the system and around the organization. Risk management needs, therefore,
to be comprehensive and its priorities need to be focused on the security and sustain-
able development of the organisation in a safe territory and in a safe human society.

An asset of a technical facility is a tangible or intangible item that can be owned. The
resource of a technical facility is the tools and competences that use assets and without
which the assets would not have its value. They also include cognitive and social cap-
ital, i.e. specific skills and competences that enable people to acquire additional re-
sources. The preventive capacity of the system is the measure of system capability by
which the system is prepared for failure. The absorption capacity of the system is the
limit rate of failure that the system is able to handle. The adaptive capacity of the sys-
tem is a measure of the system's ability to be reorganized to cope with unexpected
operation conditions. The restorative capacity of the system is the rate of repairability
of the system after failure. Capacities shall be measured in the following areas: tech-
nical; organisational; social; and economic.

Another important feature is the integrity of the safety of the technical facility, which
according to [57] is intended to include the ability of the system to provide early warning
to the user that the system is not in order. The system for safety ensuring /support is
designed to avoid obstacles that may occur during the operation of the device / facility,
with the help of the detection system in SMS.

The basis of the type of management "asset management” is the development of the
assets of the technical facility; i.e. focus on the highest performance. It is about linking
the separate disciplines, namely process safety and integrity management of the entity,
which means profit and competitiveness for technical facilities. According to the above
facts and works [17,58], in the case of complex technical facilities, account should be
taken of a number of criteria, some of which are conflicting, Figure 8.

In order to avoid the initiation of large risks, which at realisation cause great losses and
damage to people and other public and private assets, the fundamental objective of
the management of technological units is not to achieve a large number of products,
but also to prevent losses on their assets and public assets, and therefore, a consen-
sus is sought between risk management and asset management of the object. This
means having an operating regime such as to ensure the prevention of large losses
that could be liquidated for a technical facility. It is about finding a way to avoid risk-
taking that will cause losses and damage to public and private assets that are de facto
higher than the profit of increased production.

Because when focusing on loss prevention, it is not only about reducing the likelihood
of failure of a technical facility, but also about improving the conditions of operating
assets, so SMS (safety management system) of technological objects must be flexible
and be targeted at interoperability of public and private assets. The work [15] elabo-
rates on the issue in more detail. Based on [59-61], the loss prevention procedure
focuses on assets that affect the security of the technical facility, humans and the
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environment in the accident. The aim is to ensure safety and long service life of the
technical facility. The factors that determine it in this type of management are:

FOR SECURITY
AND
DEVELOPMENT OF
HUMANS IT IS
NECCESSARY TO

SOLVE CONFLICT Risk .—— PROCESSES

TARGET

Loss

prevention

manaaement | Facility assets FOR REACHING
9 management THE TARGET
APPROACH
+— TASKS
Security of public Ensuring the
assets production
Availability,
Quantitative risk Sus_tal_n_ablllty,
determination Re"atf'"ty’_
Functionality
ENGINEERING TARGETED ENGINEERING TARGETED
TO SAFETY TO RELIABILITY

Figure 8. An example of a basic conflict in the management of critical facilities — it is com-
piled with consideration of ideas in [58].

- risk management, i.e. identification of hazards, incidents, accidents, risk assess-
ment and methods of risk settlement — PHA, FMEA, HAZID, HAZOP, FTA, ETA,
SIL, LOPA, AQR [25] and Bow Tie [30,31] are used; their weaknesses have already
been mentioned above,

- the size of the reliability and maintainability index, i.e. they are performed RAM,
analyses of maintenance and inspections,

- human factor. The human factor analysis is required to answer the questions: what
can happen; what are the consequences of a bad human reaction; which human
features affect the reliability of man; and what is necessary to increase human reli-
ability and prevent human errors.

On the basis of the knowledge set out in [19], this means that external disasters and
human factors are not considered in the asset management type, which reduces the
effectiveness of the type of management in question.

1.3.4. Safety margins

Due to dynamic development of technical facility and its surroundings, it is necessary
for ensuring the integral safety and coexistence to insert into project sufficient safety
margin. This safety margin enables to overcome expected risks.

It is a fact that engineering project with high safety is costly and that the aspiration of
every investor or operator for the least possible cost of a technical facility leads to a
reduction in safety, i.e. the costs of the technical facility. to narrow the interval of con-
ditions that a technical facility can handle [62]. Figure 9 shows that, in reality, the cost
of reducing the risk and the costs of the measures taken, i.e. the cost of reducing the
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risk, should be compared. application of the CBA method [27] with compliance with
safety requirements.

Costs on
measures and
activities

Costs on
preventive
measures

§1509)

Risk

Figure 9. The total cost interval in which safety is ensured; processed in [62]; the area
of optimal costs for safety margins is marked in blue.

The outputs from the risk management process to ensure safety according to [52] are
as follows:

1. Risk assessment document - all information on the risks involved is recorded here.

2. Toprisks list, i.e. the list of risks, the solution of which has the highest demands on
resources and time (for technical facilities these are risks that need to be monitored
and, according to the results of the monitoring, the measures and activities leading
to safety [1,17,18] applied. These risks should be given in the project documenta-
tion [30,31] and need to be systematically managed during operation by help of
operating rules and tools for maintenance and improvement safety of technical fa-
cility in time.

3. Retired risk list - serves as a historical reference for future decision-making in
changes and upgrades (e.g. not to remove barriers, which have been placed in the
system for prevention or mitigation [1,7,17,18]).

According to knowledge summarized in [1,6,17,18,30,31], the risk management strat-
egy in project uses: principles of inherent safety; passive safety systems; active safety
systems; different barriers types; procedural procedures that are proven or thoroughly
tested in such a way that they do not contain latent sources of danger under possible
conditions. At operation it is necessary to respect the project safety strategy and all
changes perform with regard to it. For overcome sudden risks ‘occurrence it is neces-
sary to have tools such as continuity plan and response plans [15,17,18].

1.3.5. Responsibilities for technical facilities” risk management

To derive the technical facilities risk management responsibilities, there are used the
knowledge and experience listed in the previous chapters and the base viewpoints:

1. The technical facilities need to be safe throughout the lifetime, and therefore, risk
management needs to be: focused on the integral safety; and in all aspects com-
prehensive, systemic and proactive.
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2. The technical facilities need to fulfil during the lifetime the tasks in demanded qual-
ity, and at its critical conditions it must not endanger itself or its surroundings, i.e.
they are applied the All-Hazard-Approach developed for Europe at work [49], the
Defence-In-Depth developed for the technical facilities, including the critical infra-
structure [17,18,50]; it, has a program for the continuous improvement of safety
and safety culture.

3. The technical facilities are important for ensuring the basic functions of the State
(power plants and electricity distribution, water works and water supply, sewer,
highways, big airports, transportation communications, large production units, etc.),
and some its parts also for the EU, and therefore, the obligations for putting the
risks under control are divided among all stakeholders.

According to results in work [18] and principle which is common in Europe [63,64],
which means that responsibility for the safety of a technical facility, i.e. the level of work
with risks associated with a technical facility, lies with the owner / operator and also
public administration. This requirement is logical also because the problems of the
technical facility mean not only the loss of products or services, but also the loss of
taxes for public administration, expenditures caused by unemployment and other so-
cial problems, e.g. also increased crime.

The States belonging to category “Parliament Democracy” have the public administra-
tion formed as organizational structure constitutes from hierarchical structure of exec-
utive offices. The structure is: Parliament; government; regional office; municipality of-
fice (in some countries district office is between regional one and municipality one).
According to this structure the responsibilities are: Parliament chairman; government
chairman; region chairman; municipality chairman. For execution of real tasks, the gov-
ernment has ministers and mentioned offices have special departments; e.g. for de-
velopment, environment, civil protection, health etc., which have real officers for solu-
tion of administrative matters.

The important role in ensuring the responsibilities in technical facilities plays the organ-
izational structure, which is mechanism used to coordinate and control technical facil-
ities operation. According to [3], the technical facility organization structure constitutes
a hierarchical arrangement of relationships of superiority and subordination and ad-
dresses mutual competences, links and responsibilities. Of course, large financial and
other means releases on risk management is only at the highest hierarchical level.
According to experience from practice [3], complex technical facilities have several
hierarchical levels arranged in the following organizational structure and responsibili-
ties:

- top management — group of managers responsible for technical facility perfor-
mance - the responsibility has the technical facility top manager,

- higher management — projects” (set of production lines) leaders — the responsibility
in appurtenant matter has the appurtenant technical facility project manager in a
given matter,

- medium management — processes’ (e.g. one production line) leaders — the respon-
sibility in appurtenant matter has the appurtenant technical facility process manager
in a given matter,

- technical management — persons for individual technical equipment operation — the
responsibility in appurtenant matter has the appurtenant person for technical fittings
operation in a given matter,

46



- operation personnel — persons responsible for technical and supporting activities -
the responsibility has the appurtenant technical fittings operator and each
participant.

It is understandable that the higher position in the management structure, the higher
responsibility due to higher power, which means the higher competences [41].

Therefore, from the perspective of human security and development, it is important the
responsibilities for risk management in two areas [18]:

A. The territory administration and the technical facilities management.
B. The technical facilities real safety management.

Based on critical analysis of the accidents and failures of the technical facilities, there-
inafter, there are given risk management principles for the territory administration and
the technical facilities management in the number 40 for the levels:

Al. Political (Parliament, Government, public administration) - a total of 4 requests.
A2. Strategic (public administration, owner, investor, operator) - a total of 8 requests.
A3. Tactical (public administration, owner, investor, operator) - a total of 4 requests.
A4. Operational / functional (local administration, operator) — a total of 5 requests.
A5. Technical (operator) — a total of 19 requests.

Al. Principles for technical facilities risk management — political level: for Par-
liament, Government and public administration:

- to create conditions for the long-term stability of public space, which the technical
facilities need for quality operation, (it goes about all on ensuring the stable gov-
ernment, mitigating the corruption, prevention of formation of intolerant groups, mit-
igation of impacts of terrorism and national and transnational conflicts on the tech-
nical facilities),

- to promote the public interest and to respect the fact that the technical facilities risks
enter into the public area, i.e. it goes on the externalities that cannot be solved by
market mechanisms (harmful impacts; by operation failure it is threatened a con-
siderable part of the public; the political decision has the potential to trigger an
event, in which the risk is realised; and adverse events, which are caused by unac-
ceptable risks are distributed by the way that they do not take respect to the political
fairness),

- to respect that the frequent changes in legislation, taxes and the requirements to
the technical facilities operators may lead to technical facilities lower quality of ser-
vice,

- to consider the views of specialists when deciding on the technical facilities and not
to prefer momentary political interests and actions of pressure groups.

A2. Principles for technical facilities risk management — strategic level: for pub-
lic administration, investor, owner and operator of the technical facilities:

- to respect the value and cultural context (comfort strategy of insurance and com-
pensation is not fully reliable, because at the great risk realization, it can happen
hitting the social system, and therefore, it needs to be promoted the precautionary
principle and responsibility from all participating),
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to prevent the use of incorrect technologies, the technical facilities technological
inadequacy and insufficient preparedness of the site for the technical facilities op-
eration (surveillance, supervision of the State),

to ensure that the liabilities associated with the technical facilities may be fulfilled
in good quality (surveillance, supervision of the State),

to ensure the technical facilities staff training, mainly at the level of technical and
technical-organizational; the relevant research, planning and legislation to support
the technical facilities operation,

to promote a proactive, systematic and strategic approach at working with the tech-
nical facilities risks,

to pay attention to the technical facilities goodwill at work with the risks,

to ensure that significant risk sources for the technical facilities might not been un-
derestimated, which are: uncertainty in the labour force (unsuitable qualifications,
lack of staff, the unreliability of the workers - fluctuation, strike, etc.); the uncertainty
of the financial resources (insolvency of business partners, credit uncertainty, prob-
lems with insurance, etc.); accidents and large faults on operating equipment; in-
dustrial accidents in other bodies; natural disasters; and political or economic insta-
bility in the region,

to ensure the capability of public administration and the technical facilities manage-
ment to handle the impacts of extreme disaster and to perform recovery of the tech-
nical facilities and its vicinity.

A3. Principles for technical facilities risk management — tactical level: for public
administration, investor, owner and operator of the technical facilities:

to ensure that at designing, building, construction and operation of the technical
facilities, all serious disasters that are possible in the technical facilities site are
considered and properly dealt with,

to ensure so that the technical facilities design documentation is correct and errors-
free; the technical facilities building and construction done according to professional
requirements, i.e. without errors, exceedance of construction costs and unneces-
sary environmental pollution at the site,

to ensure that the technical facilities is safe under the conditions normal, abnormal
and critical (monitoring and supervision of the State),

to ensure the cooperation with the local population and local security forces for case
of accident or failure of the technical facilities (to build organizational resilience [37].

A4. Principles for technical facilities risk management — operation / function
level: for public administration and the technical facilities operator:

to ensure a proper settlement of all risks, in particular market risks, such as the
reduction of demand for the product, changes in the exchange rate; inflation, defla-
tion and changing the interest rates,

to ensure the technical facilities high-quality operation from the perspective of en-
suring the material inputs and qualified personnel,

to create inside the technical facilities, the safety culture based on mutual cooper-
ation, i.e. to have the tools to control conflicts among employees,
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to provide resources and protective equipment for employees and the local popu-
lation, including the information fittings and documents (for case of accident occur-
rence),

to ensure the appropriate training and education of employees, and the local con-
tractors and local population.

A5. Principles for technical facilities risk management — proper technical facili-
ties management level: for the technical facilities operator:

to improve permanently the risk understanding, risk management and trade-off with
risks,

to implement the risk sources continuous monitoring,
to consider the risks of organizational accidents,

to consider the risks associated with the technical facilities complexity (because the
complexity not only creates new dangers, but makes them even worse identified;
new hazards are e.g.: increasing the automation, the growth of production capacity,
the large pace of technological change),

to count with the appearance of atypical accidents, the causes of which are unex-
pected combination of events, and for this case to have a high-quality response
plans for multiple scenarios of accidents and also for special accident caused by a
combination of a series of unacceptable phenomena,

to admit that the safety systems and safety related systems may fail,
to process a response plan to extreme phenomena,
to train responses to situations created by extreme phenomena,

to have prepared place for response management in the case of great accident and
technical equipment for clearing debris,

to ensure that the professional top management is constantly interested in the de-
velopment of knowledge and evaluated the experiences from the technical facilities
operation, because there is no previous experience, which could be used to over-
come new dangers and the relevant laws and standards for many of the new engi-
neering and technology sector are not yet developed,

to ensure performance of all tasks associated with the real technical facilities oper-
ation,

to ensure the implementation of all tasks of the State (the products in the required
guality, services, accessibility),

in the technical facilities managing to be based on the qualified professional criteria
for risk assessment (established according to: the nature and kind of consequences
that may occur during the realization of risks including their measurement; the way
of risks occurrences setting; the time frame of the consequences and the risk prob-
ability occurrence; the way of determination of risk level, i.e. the level below which
the risk is acceptable or tolerable, and the level of risk, from which it is necessary
to ensure a targeted response; and the possibility of combining multiple risks),

to ensure the professional performance of actions, qualified maintenance, skilled
repairs, timely modernizations; and timely adaptation to changing conditions (to
have a qualified professional management and a highly effective professional
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inspection, including motivational resources to target employees on the safe imple-
mentation of the activities and cooperation),

to ensure the protection and the necessary training the critical employees, i.e. also
the protective equipment and utilities and other necessary formalities, including the
appropriate resources and protected space for hide of employees,

to ensure the technical facilities high-quality operating rules for normal, abnormal
and critical conditions,

to ensure high-quality monitoring and timely response to operational deviations,
failures, near accidents and accidents (to ensure that in due time there are ac-
cepted necessary measures, especially in sites where it is accumulation of a large
amount of failures and near accidents),

to provide the making up the basic plans: technical facilities safety management
plan, which will provide safety during the life cycle; the risk management plan, in
which the clear responsibility for the individual measures and individual activities
are given; in-site emergency plan (in which the clear responsibilities for the individ-
ual measures and individual activities are given); business continuity plan (to over-
come the highly critical to the extreme conditions in which they will be clear respon-
sibilities for each of the measures and activities for the conservation and survival of
the technical facilities; the external emergency plan and crisis plan (in which the
clearly defined cooperation and accountability of the technical facilities components
and their security forces, the public security forces, and public administration),

to ensure permanent consideration of new knowledge and lessons learned from
the near accidents and their implementation into practice in a form suitable for the
technical facilities.

It goes on a real subject area that deals with data, methods, material and technical
issues, organisational, legal, financial and personnel matters directly in the technical
facilities. Risk management needs to respect that fundamental role has: knowledge;
respect for the physical and other patterns (properties of material, structures, buildings
and environments and their changes in time), i.e. the existence of limits and conditions;
the human factor and with it connected the performance of high-quality work and the
proper execution of responsibilities at all stages of the life cycle; the availability and the
modalities of application of processes and technologies, etc. General principles for
working with risks are:

to be proactive,

to imagine the possible consequences,
to properly prioritize public interest,

to think of mastering problems,

to consider synergies,

and to be vigilant.

At all stages of the technical facilities life cycle it is required so risk management may
be complied with the main principles:

it is targeting to an integral safety, using the All-Hazard Approach [18,49], the De-
fence-In-Depth developed in [18,50], and relying on the program for safety
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improvement targeted on the safety integrity (i.e. to have a safety management
system, process safety management and safety culture),

- itis containing in each decision-making the followed technical facilities — TQM [52]
and ISO standards (International Organization for Standardization),

- it is complying with the key concepts in risk engineering targeted at safety, i.e. it
considered a critical quality attributes and critical process parameters (quality of
implementation of measures and actions of prevention, preparedness, response,
recovery and lessons learned),

- itis using: high-quality data, methods, and engineering approaches, progressive
types of safety approaches - the inherent, passive and active safety,

- itis optimally governing the factors of different nature: knowledge; experience; the
budget; competences; the way of management and decision making; team work;
etc.

- itis optimally dealing with the conflicts.

Based on critical analysis of the accidents and failures of the technical facilities, there-
inafter, there are given risk management principles for real technical facilities manage-
ment in the number 66 for the domains:

B1. The concept and way of real technical facilities management - 21 requests,

B2. Requirements for data, methods, and techniques that ensure the quality of deci-
sion-making and management of the technical facilities - 9 requests,

B3. Procedures for the correct sitting, the quality of: the technical facilities design,
building, construction and operation - 13 requests.

B4. Provisions for the technical facilities business continuity and for support the basic
functions of the State, i.e. public interest — 23 requests.

It goes on the requirements for data, methods, and ways of solving problems in the
areas of technical, methodological, organizational, staffing and financial; the results
are at work [65].
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2. FINDINGS ON TECHNICAL FACILITIES TYPE OPERATION

Each technical facility is created by human activities and it provides products or ser-
vices important to human’s lives; technical facilities aimed at promoting policy objec-
tives only were not been subject to research. Technical facility architecture is object or
network. Each technical facility type has its specifics; e.g. there is a significant differ-
ence between the control of stable ones and moving ones.

The human lives in modern society are made easier through technical and cyber sys-
tems. However, all these positive consequences of technical progress on the human
system functioning are redeemed by existence of a much larger number of risks that
lead to:

- the failure of the State basic functions,
- safety level reduction,
- and disruption of technical facilities coexistence with their surroundings.

The reason for increased number of risk sources [17,35,36,66] is existence of a large
number of different types of complex systems, their elements and interconnections on
which the human system depends.

Each technical facility and its surroundings change over time, these changes are not
synergic, and therefore, they also change their mutual interactions. From the human
security and development viewpoint, it is important so these interactions throughout
the technical facility life cycle should be adequate. They may not cause the sources of
risks that would significantly undermine the conditions necessary for the human lives
and cause the situations that human society would not have the capacity to deal with
the risks to its advantage.

As the world dynamically evolves, the progressive anthropogenic management already
notes that due to the technical facilities” and the world” complexities and time changes
in conditions that humans do not have the ability to influence, the accidents and failures
of technical facilities are a reality with which the anthropogenic management needs to
deal [67].

Therefore, it needs to go on such technical facilities managing that performs well-es-
tablished tasks during their lifetimes for their safety. Due to the existence of dynamic
transformations, the management is foreseen that situations may arise where technical
facility becomes dangerous to itself and its surroundings [67]. In order to ensure secu-
rity for human society and other public assets, it is, therefore, necessary to have the
tools to reveal risk sources and to manage emergencies so that their impacts on public
assets and on technical facility itself may be minimal.

It should be remembered that in critical situations, the solution is not a " to sacrifice the
technical facility”, i.e. to carry out measures and activities that completely destroy it,
since the technical facility supplies products or provides services, employs humans
and is a source of economic capital for given territory. Therefore, serious risks should
be managed with targeting the technical facilities safety in all possible conditions
[16,20]. However, our research shows lacks in awareness on risks, especially among
managers and politicians.
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2.1. Technical facilities attributes

Technical facilities are physical, cyber and organizational (including personnel) inter-
connected systems — social-cyber-technical systems. Examples of physical / technical
systems are buildings, technical equipment for the production or transmission of en-
ergy, networks, means of transport, material equipment. Examples of cyber systems
are computer systems for the management of production and other processes, infor-
mation sources, etc. Examples of organizational systems are economic and organiza-
tional units.

Because technical facilities are complex systems (system of systems - SoS), their be-
haviours cannot be inferred from the behaviour of individual parts and, under certain
conditions, there are occurred unexpected phenomena that lead to the destruction or
failure of the technical facility functionality. It goes on:

- asudden emerging the behaviour feature that cannot be derived from knowledge
of components” behaviour,

- hierarchy,
- self-organization,
- diversity of management structures, which together resemble chaos [17,18].

Therefore, to ensure complex technical facilities safety, it needs to be used multi-dis-
ciplinary and interdisciplinary approach [19], which ensure their:

- existence (ability to ensure balance),

- efficiency (ability to cope with resource shortages),

- freedom (ability to handle challenges from the surroundings well),

- security (ability to protect itself from phenomena inside and outside),
- adaptation (ability to adapt to external changes),

- coexistence (the ability to change its behaviour so that it may responds to the be-
haviour and orientation of other systems and so that the systems do not endanger
each other).

Due to technical facility complexity, their safety is necessary to understand in integral
sense. Great attention needs to pay to interconnections and existing flows among dif-
ferent parts and sectors that manage partial subsystems. At one system failure, inter-
connections can have unforeseen the consequences in form of chain reactions (cas-
cades) and domino effects accompanied by failure, or by gradually failing other im-
portant systems and services; e.g. power outages can cause outages in drinking water
supplies, food supplies, heat supply, fuel, failure of transport infrastructure, failure of
management and information technologies for the functioning of the banking sector,
state administration and emergency services, etc. [17,18]; examples of failures impacts
are also in [1,67]; Annex 1 shows model of such failure impacts.

In terms of current knowledge, at least two tasks are ahead today:

- to solve the functionality of set of interconnected (i.e. dependent) objects and infra-
structures under normal, abnormal and critical conditions,
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- to search critical conditions of complex fitting, equipment or facility that are unpre-
dictable or are result of serious operator” error, and that may, under certain condi-
tions, go to highly non-demanded, i.e. highly unacceptable conditions, i.e. situations
in which the very existence of facility or even humans is threatened, and which we
usually refer to as crisis.

Therefore, they are followed specific characteristics such as:

- interoperability (i.e. ability of technical facility as a whole to perform quality tasks
under normal, abnormal and critical conditions),

- safety integrity (SIL), which is mostly tracked in conjunction with human errors (at
specification, design, installation, maintenance, modification, etc.),

- criticality (i.e. extent to which personal injury, material destruction, damage or other
asset losses may occur — threshold below which monitored equipment condition is
demanded and vice versa),

- dependability (operational reliability), which ensures that system meets specified
requirements and its operation complies with specified conditions (it extends to two
basic characteristics, which are vulnerability and durability,

- the other characteristics are in [21]).

In this context, we divide technical facilities into reliable, secure and safe systems [17].
Reliable system is system that performs required functions at 95% probability level.
Secure system is reliable system that is protected from all risks. Safe system is secure
system that, even in its critical conditions, does not endanger itself and its surround-
ings. In creation and operation of all these system types [17,18,33], it needs to:

- work with risks,
- apply Defence-In-Depth principle,

- and require management using the technical facility safety management system —
SMS.

When at the technical facility designing, creation and operation, it is not clarified what
objective is pursued in practice, the confusions arise in prioritization, and they lead to
conflicts, and therefore, the optimization of measures need to be carried out. Misplaced
priorities bring harm, e.qg. five girls lost their lives in an escape game in Poland because
they were in a secure room; pilot Andreas, from Germanwings, could have led the
plane to the Alpine mountain massif because the cockpit was secured - the armoured
door could not open from the outside, etc. [19].

The suitable solution offers the use of the integral safety concept, which root is that it:
- considers the priorities in public assets,

- is based on consideration of all phenomena that can damage the territory and tech-
nical facility, i.e. the All-Hazard-Approach [48,49],

- and which at reducing the costs clearly determines what risks can been neglected
by fact that facility, fittings or equipment is only considered as a secure system or
only a reliable system [18].

Its application at operation according to knowledge in Chapter 1 and in [1]. requires
to:

- monitor priority risks and conditions of critical fittings, components and personnel,

54



- keep rules for safe operation at all organization levels,

- permanently increase safety by help of special strategic program,

- perform risk base inspections on critical fittings, components and systems,
- realize condition-based maintenance,

- systematically improve safety culture,

- be prepared for response to all expected emergencies in all aspects connected with
response and for ensuring the operation continuity under abnormal and critical con-
ditions,

- use optimal working modes,
- motivate personnel,
- have necessary reserves in all important items,

- systematically co-operate with public administration, organizations using the same
technology and research organizations,

- be able to install technological changes if necessary.

2.2. Present findings on technical facilities

The architecture of each technical facility is determined by the level of knowledge and
experience of the promoters, manufacturers, and supervisors. It is true that over time
the principles and procedures used in design, construction and operation are obsolete.
The fact in question in the operation of the technical facility leads to the detection of
shortcomings in the project. Although, only some shortcomings in the project can be
eliminated by technical measures that are more effective than the organisational
measures [17], the operator needs to square with them to support the safety.

Hollnagel [68] by analysing the critical infrastructure showed that failure of complex
systems only needs to be a consequence of malfunctions or bad project, but also the
consequence of interdependences (internal interconnections) that occur between ele-
ments, components and systems of the technical facility. As previously mentioned, the
architecture of complex technical facilities is described from a theoretical point of view
by the model of an open system of systems. Therefore, the problems in the manage-
ment of technical facilities in terms of current knowledge [1,17,18] are:

1. Description and characteristics of a technical facility which has multiple immeasur-
able protected assets understood systemically, i.e. among assets they are different
internal links and flows.

2. Durability, vulnerability and adaptability of individual fittings, components, systems
and system systems. When (in what combination of characteristics of individual
elements or systems) is an individual system or system of systems sustainable?

3. ldentification of integral risk (there are multiple protected assets in the system that
are linked by internal links) by considering risk sources inside and outside the sys-
tem.

4. Relationships between partial, integrated and integral risk in system of systems.
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5. Relationships between the integral risk of the system of systems and the integral
risks of subsystems.

6. Criteria for the integral safety of a technical facility as a system of systems (a set of
safe systems may not be safe, because there are interdependences that are non-
demanded and will only manifest themselves under certain conditions).

7. Principles for safety management of system of systems (e.g. required for critical
infrastructure).

8. Legislation to support the safety management of system of systems.
9. Control mechanisms for monitoring the level of safety of system of systems.

Each technical facility is a complex dynamic system with a certain level of adaptability.
It consists of physical elements and processes that use these elements to perform
tasks that are linked. According to the work [69], the connectivity means dependency
between at least two elements or two sub-components or components of a technical
facility. Through this connection, the condition of one subcomponent affects or corre-
lates with the condition of another subcomponent. The definition in question should be
extended to include the condition for the mutual sharing of certain physical elements
or processes, and those elements or processes may be located in a particular territorial
area. Therefore, interdependences can be physical, cyber, logical and territorial. In
doing so:

1. Subcomponents are physically mutually interdependent if the condition of one of
them is dependent on the material output of the other.

2. Cyber mutual dependence means that the condition of one subcomponent depends
on information from another subcomponent. Cyber interdependence assumes the
existence of an informational component.

3. Subcomponents are territorially interdependent when events in the territory can
change the conditions of subcomponents.

4. Logical interdependence means that the condition of one subcomponent depends
on the condition of another subcomponent, and the interconnection mechanism is
not physical, cyber, or territorial. It goes on dependencies transmitted through flows,
which are regulations, finances, legislation, etc., e.g. financial markets.

At work [69] the characteristics of subcomponents are supplemented with other items,
such as:

- types of disorders and failures (cascading and escalating disorders, disorders from
the same causes — for example, natural disaster),

- operating conditions (normal, abnormal and critical operation),
- the level of tightness of relations and interconnections (loose, tight, complex),

- characteristics of critical objects or infrastructures (temporal, territorial spatial, or-
ganizational, ownership and institutional).

Due to interdependence, a disorder or failure of one subcomponent (system) causes
a disorder or failure of the subcomponent of the other. The fact in question contributes
to the criticality of the whole technical facility. Therefore, it is not enough to ensure the
safety of the sub-components separately, but it is necessary to ensure the safety of
the entire technical facility.
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At present, nonlinear interactions and dependencies should also be considered from
the point of view of complexity, and therefore, the works [68-72] propose a hierarchical
structure of complex systems that represent every important technical facility; it was
created FRAM (Functional Resonance Accident Model) [68], in which the planes are
distinguished:

- tasks,
- functions,
- and resources

and by help of matrixes they are followed their interconnections, with they are searched
the couplings, which may lead to a cascade of non-demanded phenomena, i.e. to the
failure of the technical facility.

Other important aspects, which need to be correctly applied at the technical fa-
cility operation, are:

- All-Hazard-Approach principle,

- Defence-In-Depth principle,

- inherent safety,

- active and passive elements to promote safety, and barriers;
they are described in detail in the work [30,31].

The Defence-In-Depth principle is a deterministic principle by which multiple barriers
are inserted into the system when creating the technical facility project. The aim of
which is to ensure the prevention of accidents or failures and, in the event of their
occurrence, mitigating the impacts. Ideally, barriers should not be interdependent, so
that the failure of one does not cause the disorder of the other. In practice, however,
this is not possible. Therefore, the task of probability risk analysis (PRA) is to show that
the risk is acceptable through this dependency, and to identify important dependencies
with regard to the risk, which need then to be treated by preparing an appropriate re-
sponse.

In practice [3], various 1&C systems are used to ensure the execution of functions at
different levels of the Defence-In-Depth principle; for many there are overlaps. In many
I&C systems there are backups, e.g. they have multiple sensors, processors and dis-
tributors. Backup requirements depend on what level of Defence-In-Depth is performed
and depends on the analysis of initiation events. Diversity between Defence-In-Depth
levels is required to avoid failures from one cause.

Common I&C targeting at the safety are implemented differently. Those that are tar-
geted at safety need to include various technologies (preventive, protective, various
protective functions). Requirements on diversity lead to the need to introduce several
options that can be incorporated by

hard-built backups in the system software,
- the use of a variety of measuring processes,
- introducing the manual backups for automatic functions.

Since full independence between Defence-In-Depth levels cannot be achieved, the
sufficiency of the degree of diversity of backups needs to be assessed. Physical
backup separation helps to make that at hazard only one backup stop working, and
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therefore, it is carried out at arrangement of cables, equipment, separation of normal
and emergency surveillance departments, as well as at different levels of Defence-In-
Depth levels.

Barriers are made up of technical, operational and organisational elements that are
inserted into the system to individually or collectively reduce the possibility of specific
errors, threats or accidents, or to limit their impacts. According to the work [72], the
guality of safety barriers needs to be evaluated in the operation of the technical facility
according to:

- effectiveness — how well the safety barrier meets the thoughtful function,

- resource needs - project costs, creation and maintenance of the safety barrier in
operation,

- robustness — it refers to reliability and measures of how well the barrier can with-
stand changes in surroundings,

- implementation time duration — a measure of the time that elapses from the concept
of a safety barrier to its implementation,

- availability — whether the barrier can perform its task at any time,

- evaluation - how easy it is possible to determine whether the barrier is working as
expected,

- independence — the barrier's response does not depend on the human response to
achieve its goal.

Barrier safety management is an important activity to maintain or reduce risks that
interfere with the safety of the operation of the technical facility. Barriers form the equip-
ment of a technical facility, they need to be functional throughout the operation and
human needs to be able to control their combinations.

The degradation of barriers leads to an increase in risk for technical facility. In order to
avoid the degradation of barriers, it is necessary to combine their inspections, preven-
tive maintenance, audits, sensors, process management, analysis of faulty and near-
misses, and concepts for working with large amounts of data, i.e. barrier safety control
needs to be dynamic. Degradation of barriers is not a simple or constant factor. The
rate of degradation of barriers is:

- short-term — procedural barriers, some active barriers (gas detection, emergency
lighting), batteries, hydraulic reserves,

- medium-term - safety documentation, protective envelope and mechanisms of its
corrosion, active (flares, safety belt), process control systems and loads,

- long-term — passive (firewalls); semi active — inspections, audits, sensors, condi-
tional monitoring, analysis of incidents, accidents and near-misses, maintenance
and test records, personnel training and records of its competence

Safety barriers are installed in many critical systems and infrastructures to prevent
dangerous phenomena or to mitigate their consequences, such as fire prevention and
rail signalling systems.

Many changes need to be made during the life of the technical facility, e.g. in the re-
placement of fittings, components, equipment due to repair or modernisation. In doing
so, it should be remembered that managing changes in the technical facility is a critical
skill that is part of safety management.
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Although safety and risk are not additional quantities, the level of safety of the technical
facility is determined by the work of the technical facility with risks. It is in some way
relative because it depends on the acceptability of the risk. In addition, it depends on
available resources, forces and means which are spent on risk management and set-
tlement; i.e. a wealthy company can afford to ensure a higher level of safety by having
the sources, forces and means to manage and settle risks and vice versa.

From the point of view of the objectives of human society, the process of ensuring the
safety of a technical facility needs to respect all phenomena that may have unaccepta-
ble impacts on the human system, i.e. disasters, existing or man-made interactions,
links and flows in the human system. The process of ensuring the safety of a technical
facility and technology shall be based on the principles, methods and procedures of
engineering that works with risks and, as the main unknown, it needs to follows the
internal dependencies across the different parts of the technical facility that occur at
several levels, namely physical, cyber, organisational and site-specific. In other words,
they arise as a result of financial flows, energy flows, information flows and flows
caused by the regulated management activity.

The knowledge and experiences of practice show that methods of selection of priori-
ties usually very costly. In practice, it has proven a multi-criteria assessment method
based on assessing the vulnerability of individual elements of the system to disasters,
including the internal links, including the transversal ones at different hierarchical lev-
els. The value ranking is a top priority for human's lives, the environment, public welfare
and functionality of the technical facility, followed by the protection of monuments, rec-
reation, entertainment, etc. When choosing in practice, it is preferred to make options
that mean great vulnerability in individuals and little vulnerability in society.

In the evaluation, it is necessary to classify a rather complex system of links, in which
the action of individual factors on the resulting effect cannot be quantified. The overall
assessment is, therefore, relative and may be influenced by the subjective approach
of individual evaluators. It is, therefore, advantageous if the evaluation is carried out
by several independent experts. The results of the evaluation apply only to the evalu-
ation system and cannot be compared with the results of the evaluation of the different
systems assessed separately. Therefore, in the US and some other countries, expert
methods for these complex evaluations are codified, e.g. multi-stage Delphi method
[27].

2.3. Critical items of technical facilities

In the observed technical facility safety concept, safety also includes the quality of the
parts for which the technical facility is established. From this point of view, critical ele-
ments or systems of technical facilities are those elements or systems that are simul-
taneously highly important for safety (i.e. for reliability and functionality) and highly vul-
nerable.

Each technical facility consists of a controlled object and a control system [25]. Both
of these items need to be followed for the safe operation of the technical facility. A
controlled object is mostly a complex nonlinear system that:

- consists of the final number of elements (equipment, components, lines, sub-units),
- each element is clearly described by the final number of measurable quantities,
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- interconnected relationships among elements are clearly formulated.

Dynamic properties of a controlled object can be described using the differential equa-
tions, the solution of which is a state vector. The state vector allows by help of use of
the minimum number of variables to determine the state of the system at any time. The
control system shall maintain the specified physical quantities at predetermined values.
In the control process, the control system changes the state of the technology system
by acting on action quantities in order to achieve the demanded state (condition).

Since the first item (controlled object) is highly dependent on the technical design and
the technology used, it is not a fundamental subject of attention for the above reasons.
Attention is focused on the control system, which includes:

- technical procedures,

- human,

- knowledge and skills to create new products in a targeted way.
Its ties are of different natures:

- technical "machine-machine",

mixed "human-machine",
mixed "human-PC”

- mixed "machine-PC",

and purely cyber “PC-PC”.

The flows in the system are:

- energy,

- material,

- information,

- financial

- and instructional.

It goes on the socio-cyber-technical (physical) systems of systems [18].

Control systems are governed by organizational procedures and rules that affect the
technical performance and quality of human's work. The main principles that determine
their quality and performance are according to work [73] the following factors:

- responsible autonomy,

- adaptability,

- integrity

- meaningfulness of tasks.

Today, the operation control of the most of technical facilities is performed by software.
Due to deficiency of standards and norms for software construction with regard to the
safety of both, the technical facility and the technical facility” parts operation under
normal, abnormal and critical conditions, the software levels in this domain are differ-
ent. Because, the software is not clearly tested in this direction, they present the risk
for technical facility [74].
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Because the human behaviour is not deterministic, the main characteristics of the sys-
tems in question are the emerging characteristics, nondeterministic behaviour, and
complex relationships among organizational objectives.

In the control system, according to recent concepts, which place the highest emphasis
on safety, which includes reliability [30,31], they are monitored in the priority order of
properties such as:

- safety (level of compliance with established operating conditions and non-creating
harmful (unacceptable) impacts on and around the system itself),

- functionality (level of performance of required tasks),

- operability (level of performance of required operations in dependence on normal,
abnormal and critical conditions),

- operational stability (level of compliance with specified operating conditions over
time),

- inherently built-in resistance to potential disasters.

The technical facility and its safety are always decided by a human (maintenance, ren-
ovation, changes). The engineering system is characterized by structure, hardware,
procedures, working conditions, information flows, organizations (problem of organiza-
tional accidents — [19]) and the interface between these components. Technical facili-
ties are stable and mobile. Of great importance to human society are critical infrastruc-
tures that are under specific attention (Annex 1).

2.4. Overview on internal risk sources of technical facilities

Information on all sources of risks for technical facilities is in Annex 3. Table 11 sum-
marises clearly the essential areas in which the key causes of accidents or failures of
technical facilities lie. It is clear from Table 11 that the causes of accidents and failures
of technical facilities are not only technical or natural disasters, but fall within many
other areas, and therefore, safety-focused risk management needs to be very sophis-
ticated and coordinated [16,18].

Table 11. Areas of sources of risk of technical facilities.

Category of disasters | Examples of sources of risks of technical facilities

Technical Aging.

Corrosion — internal and external.
Quality of welds.

Wear and tear of fittings.

Specific phenomena connected with critical fittings — e.g.
turbines: mechanical vibration, aging, load, etc.
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Procedural They relate to the production process — leaks, explosive
or flammable material, dust, emissions, etc.

Working activity Danger activities — work at heights, driving vehicles or ex-
cavators, underwater work, work in solitary confinement,
etc.

Working environment Floor adjustment — slipping, tripping and falling; rough
surface, hot / frosty surface, cramped space, etc.

External Natural disasters, external crashes, plane crashes, terror-
ist attacks

Employees” behaviour | Non-compliance with rules.

Organizational Poor organisation of work, heavy workload, inadequate
training, poor change management.

Working environment | Noise, hazardous emissions, pools, puddles, spills, etc.
contamination

Finance Pay outs, contract payments, taxes, material availability,
inventory management, etc.

Project management Availability of human resources, project implementation,
lifetime management, contract management, etc.

Failures and accidents of technical equipment with the presence of dangerous sub-
stances are usually accompanied by one or all of the following phenomena:

- fire,
- Dblast,
- leakage of a dangerous substance into the surroundings.

A fire is any unwanted fire in which persons or animals have been killed or injured,
occurred damages to material values or the environment, and unwanted combustion
in which persons, animals, material values or the environment have been imminently
endangered.

An explosion is a physical phenomenon in which there is a sudden, very sharp release
of energy and a sharp local increase in temperature and pressure; for persons, ani-
mals, material values and the environment, they are dangerous pressure waves, sound
waves and uplift of debris (missiles).

The dispersion of hazardous substances into the surrounding area causes air contam-
ination, which is dangerous for living beings and, under certain conditions, causes fires
and explosions in reactions with the surrounding area.

For technical facilities, the specific types of fires and explosions are very dangerous
[63]. It goes on:

1. Flash Fire, which is a burning cloud formed by flammable vapours or gas mixed
with air — Figure 10 - 1.
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2. Pool Fire, which is a vapor fire that evaporates from the liquid level — Figure 10 - 2.

3. Jet Fire, which is a fire of leaking gas or a two-phase mixture of liquid and gas from
the hole — Figure 10 - 3.

4. Fireball, which is a burning cloud that rises, expands and acquires a spherical
shape — Figure 10 - 4.

5. The explosion of the vapour cloud of boiling liquid that manifested by pressure wave
and uplift of debris (Boiling liquid expanding vapour explosion - BLEVE) — Figure
11-1.

6. The explosion of the vapour cloud, which is formed by flammable vapours and aer-

osol and in mix with air, it produces overpressure (Vapour cloud explosion — VCE)
— Figure 11 - 2.

Fig. 11. Specific types of fire with explosion.
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To prevent such dangerous phenomena, specific measures should be taken in the
design and operation of the technical facilities against specific types of fires and explo-
sions may arise.

2.5. Operating rules

In order to ensure the safe operation of a technical facility, certain rules need to be
followed, i.e. operating regulations (operating rules) processed in accordance with
valid legislation and recommendations in the project documentation [3,30,31]; the op-
erator is responsible for them and their adherence. In a number of areas, operational
regulations need to regulate safety-related requirements laid down by law (industry,
transport, protection of humans and property, environmental protection, construction,
public interest, financial sector, trade, etc.).

For example, in order to ensure the safety of each machinery fittings and the operator
security, it is very important to identify all possible dangers arising from the design or
method of presumed use of the equipment [1,75]. Therefore, we need to have a tool
and procedure for identifying the hazards and identifying the risks in a timely manner
to identify that something is wrong and to identify where action needs to be taken to
achieve the right result. The tool in question should be used correctly so that in the
case under review the test is of good quality and give the correct results.

In practice, the safety audit according to the checklist tool has provenitself, e.q. [76,77].
It is a tool specific to each installation and place of use. At its compilation, they need
to use both, the theoretical knowledge and technical documentation and the working
procedures specified in the project documentation [19,76,77]. The second cited exam-
ple is referred to welding. Welding is one of critical process that is used to create a
permanent, inseparable connection of two or more components. The general require-
ment for the welding process is the creation of thermodynamic conditions under which
the formation of new interatomic bonds [78] is possible.

Welds change during time and working regime and conditions, and therefore, ASME
has a comprehensive set of standards that regulate the welding process for different
weld types and that monitor their conditions [79]. For risk management of more com-
plex technical parts, the other methods are necessary to use [1,21].

The operating regulations are part of the operational documentation of the technical
facility [3]. They respect the designer’s and manufacturer's recommendations and the
relevant legislative requirements, i.e. they consider the public interest, the protection
of public assets, and the protection of the assets of a technical facility which are im-
portant for the safety of the technical facility, i.e. for the reliable performance of the
tasks for which the technical facility is created. They adjust:

1. Rules for ensuring: the safe operation of technical equipment from the point of view
of technology, i.e. technological procedures for the use of a particular device,
namely under normal, abnormal and critical conditions; and safe products.

2. Rules for ensuring: the safe workplace, namely under normal, abnormal and critical
conditions; and good performance.

3. Rules for the security of humans in the workplace, under normal, abnormal and
critical conditions.
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In the first case, the operating rules determine:

the method of handling the equipment,
the working regime,

in order to ensure the safety of the production process and the general safety of the
final product (i.e. how to treat the equipment and how to use it properly). This is based
on the design, materials, layout, purpose of technical equipment and the situations that
occur. They also determine the conditions and field of use, operating conditions,
maintenance and inspection of the relevant equipment, which the operator needs to
observe. For some devices, there are standards containing device-specific instruc-
tions. Special regulations are for:

plants processing the dangerous substances [3,35,36,80],

pressure equipment and their fittings, especially those which are classified as criti-
cal (especially important) technical equipment according to special law,

lifting equipment,
electrical equipment,
air-conditioning,

etc.

In the second case, the regulations lay down requirements for ensuring:

safe working environment (i.e. fire safety, methods of protection for torque ma-
chines, proper handling with hazardous substances, methods of working in a con-
taminated environment, distribution of materials, production tools, products, waste
management),

economy (saving the material, energy savings, refrigerant savings, etc.) competi-
tiveness of production.

For a number of specific plants, there are laws and standards containing the require-
ments and guidelines for specific cases.

In the third case, the regulations lay down safety requirements for:

equipment operators,

other workers when forced to move around the equipment,
visits,

contractor's staff.

It is an adjustment of the requirements of the Labour Code and related legal and stat-
utory regulations.

Requirements for operating regulations need:

to be based on an assessment of the serious risks in the area,

to contain exhaustively the conditions to which they apply and, where applicable,
instructions on what to do if the limit conditions are exceeded,

to address, in particular, issues related to potential hazards or expected conflicts,
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- to be regularly reviewed (due to the dynamic development of the world) and
screened after any serious near-miss or incident, or in the law change, which con-
tains the requirements for the operation of the equipment.

All levels of management of the technical facility are responsible for the existence and
regularity of the operating regulations. The technical correctness shall be the respon-
sibility of the operation manager, who is responsible for the technical correctness.

For complex technical facilities, it is about creating the operational regulations at the
different levels of management that are interconnected, both at the level of responsi-
bilities and the level of activities, considering the competences set.

2.6. Tests aimed at assessing the risk of technical equipment during
operation

Knowledge of physics and technology shows that the condition of materials of technical
equipment, components and whole technical facilities is influenced by the conditions
in which they are operated and also by the time resulting from their construction. The
issue of ageing management of materials, from which technical equipment, technical
components and entire technical facilities are made, therefore, belongs to the basic
technological fields [81,82]; and therefore, we focus on it at work and monitor the
sources of risks that predetermine the behaviour of the materials of the technical equip-
ment.

Therefore, in order to ensure the safety of technical equipment, components and entire
technical facilities, it is necessary to monitor the risks associated with degradation pro-
cesses and to maintain an acceptable level of safety, i.e. the item safety needs to be
managed by means of optimal maintenance, optimum operation mode or timely re-
placement of worn parts [17,18,23,24].

It means that the items should be monitored and controlled in such a way that the
monitored equipment works safely throughout its useful life, i.e. so it reliably performed
functions in the required quality, in the required quantity and at the required time, and
under its critical conditions it did not endanger either itself or its surroundings
[17,18,23,24].

The material of each technical equipment changes over time, in structure, physical
characteristics and appearance; it goes to material ageing. E.g. the work [83] states
that material degradation due to ageing is faster when the technical equipment is made
of non-homogeneous material, is located in an aggressive chemical environment, is
under mechanical pressure and often changes in operating conditions. Material fa-
tigue, corrosion, liquefaction and creep are originated. As a result of these phenomena,
there are:

- areduction in the safety and integrity of the technical equipment and, in the case
of critical technical equipment, also the entire technical facility,

- reducing the reliability and availability of technical equipment,
- forced downtime of technical equipment,
- increased demands on costs on maintenance,
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- and pertinently also to fear and reduction of the acceptability of the technical facility
in the public.

The management of the aging of critical technical equipment consists in the fact that
the condition of the material of critical technical equipment is monitored, carefully main-
tained and in case of limit degradation, it is carried out timely replacement. This is the
only way to ensure the long-term safe operation of the technical facility. They are used
the non-destructive tests methods [30,31,35,84,85].

Diagnostic methods [82,85-91] allow to know the current state (condition) of the tech-
nical fittings and, on this basis, to determine their possible behaviour in the next time.
In operation, non-destructive methods are the main price. They are used in the frame-
work of permanent monitoring, in interval measurements and fitfully in the event of
problems. The aim of non-destructive methods according to the data in the works
[82,85-91] is to:

- determine the integrity of the technical equipment, which guarantees its reliability,

- prevent the failure of technical equipment due to failures, thereby preventing the
injuries and accidents, ensuring the protection of investments and their return,

- ensure the user satisfaction of the facilities and services provided by those devices,
- promote the goodwill of the operator,

- improve the design of technical equipment,

- improve the operation processes management,

- reduce operational costs.

Six main categories of non-destructive methods are distinguished: visual; radiation;
magnetic-electric; mechanical vibrations; thermal; and chemical/electrochemical. Ac-
cording to the data in the works [82,87-91] and the experience of the authors, each
method is characterized by the following five factors:

Subject of monitoring during the test (pressure, temperature, flow, performance, be-
haviour of X-rays, behaviour of ultrasonic waves, behaviour of thermal radiation, be-
haviour of magnetic field intensity, etc.).

1. Monitored physical parameter (deformation, stress, hardness, attenuation of X-
rays, attenuation of ultrasonic waves, reflection of ultrasound, magnetic field inten-
sity, concentration of disturbances, etc.).

2. Equipment used to detect or scan the resulting signals (photo emulsion, piezoelec-
tric crystal, induction coil, etc.).

3. Quantity used to indication or recording the signals (deviation, oscillograph track,
magnetogram, thermogram, radiogram, configuration in area or space, etc.).

4. Basis for interpreting the results (direct or indirect indication of qualitative or quan-
titative change).

The aim of each method is to find out data on one material parameter or several ma-
terial parameters:

1. Existence of discontinuities in the material and their division (cracks, cavities, vari-
cosity, cleavage, layer division, etc.).
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2. The nature of the material structure (crystalline, amorphous, grain size, internal de-
fects, segregation, disorders, etc.).

3. Size and characteristics of material failures (surface, penetrating inside, width,
thickness, diameter, joints, cracking, etc.).

4. Physical and mechanical properties of discontinuities (reflectivity, conductivity,
modulus of elasticity, speed of sound, etc.).

5. Composition and chemical analysis of the material (identification of alloys, impuri-
ties, admixture, distribution of impurities, etc.).

6. Tension and dynamic material response (residual tension, crack build-up, wear,
vibration, etc.).

7. Occurrence of thermal, magnetic, electrical and other anomalies in the material.

From the followed sources knowledge and experience of the authors it follows that no
method reveals all the defects in the material. In order to assess the risk associated
with the in-service register of technical equipment, one correctly selected method is
sometimes sufficient and at other times several methods need to be used.

As a rule, by non-destructive test methods, we monitor one asset, namely technical
equipment, and measure the size of the risk by its impact on selected material param-
eters (accumulation and number of cracks, magnetic intensity), the condition of the
material of the technical equipment and its contribution to the failure of the equipment.

Each used technical equipment has a certain task, which it should perform safely, i.e.
reliably and simultaneously not to threaten itself and its surroundings [15-18,23,24]. It
is a fact that every problem in the material from which it is composed affects the per-
formance of this task. Experience shows that this happens only from a certain size of
problems. If we use a scale of 0 to 5 to classify the risk size, which is consistent with
world practice [17], the description of the development of defects can be described as
follows:

0 — there are no indications of defects,

1 —insignificant technological defects (pitting, inhomogeneity),

2 — signs of material infringement (small fissures, decrepitating),

3 — clear material violations (cracks),

4 — serious material breaches (many cracks — proximity to the safety limit),
5 — critical violations indicating failure of the technical equipment.

If size and number of defects exceed safety limits, the risk is realized. The result is a
failure of the technical equipment, which for critical devices such as the pressure ves-
sels, pipelines with compressed hazardous substances, etc. means serious accident.

At works [1,92], they are shown the impacts of realized risk associated with the wear
of the technical equipment, identified by non-destructive methods, namely by measur-
ing the acoustic emission and measuring the magnetic memory of the material. Exam-
ples clearly show the places on the technical equipment in which the material defects
occur and allow to determine their extent. This allows for a correct decision on the risk
associated with the condition of the technical equipment material, which makes it pos-
sible to correctly select follow-up measures to increase or at least maintain the existing
level of safety.
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Although diagnostic activity does not bring immediate profit to the owners of production
facilities in the economic concept, itis important because it enables early interventions
to prevent the failure of important technical equipment that can cause major accidents,
and thus loss of human lives, damage to property and the environment, loss of com-
petitiveness and reputation of the operator, and in many cases to damage the whole
region by missing products, increase of unemployment, which lead to other unfavour-
able phenomena (criminality, civil disorders etc.).

2.7. Inspections related to technical facilities

The inspection shall refer to human activities consisting of official supervision, expert
supervision, substantive control, detailed inspection and the like. In technical facilities
according the legislation and nature, it carries out supervision: Environmental Inspec-
tion; School Inspection; Traffic Inspectorate; Railway inspection; Institute of Technical
Inspection; Fire Inspection; Energy Inspection; State Labour Inspection Office; State
Agricultural and Food Inspection; Technical inspection; State Nuclear Safety Authority;
Inspection of the Ministry of Health; State Drug Control Authority; etc.

In general, inspection is a specific check carried out by a state / public administration /
enterprise or other organisation that supervises and oversees products, technical fa-
cility operation or technical facility safety. Its aim is to know the true state and to deter-
mine the level of compliance with the established regulations and rules. It is based on
an overall investigation of the situation, its comparison with legislation, norms and
standards, and, when unauthorised deviations are detected, it imposes corrective
measures and controls their implementation [1].

As mentioned above, each technical device is made of a specific material and operates
under specific conditions, which determines the limits in which the device is safe. The
more aggressive the external conditions, the shorter the life of the device; they occur
phenomena such as material fatigue, corrosion, liquefaction and creep. Therefore, itis
necessary to monitor the condition of the device, mainly critical ones. The aspect in
guestion is monitored by technical inspections. E.g.: pressure vessels belong to critical
equipment of technical facilities, and their critical attributes are the conditions and limits
for mechanical integrity, and therefore, the EPRI has a plan for inspection of pressure
vessels for different external conditions [78].

The technical inspection shall base the results of the non-destructive tests, which were
described in the preceding paragraph. Inspections shall be carried out regularly, irreg-
ularly as necessary (e.g. after an accident, in the accumulation of near-misses, before
an important task), or according to the results of condition monitoring [1,93] . Their
preformation will determine the criticality of the device. In the event that the criticality
exceeds the allowable rate, either targeted better maintenance shall be introduced or
an early repair or replacement will be carried out to prevent one of the common causes
of the accident [17,18].

Since the monitoring and, in particular, the tests themselves mean a break in produc-
tion, i.e. the economic losses of technical facility, it is necessary to use optimal ap-
proaches that mean to pay the most attention to items that are highly important and at
the same time highly vulnerable [1,17,18].
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Risk Based Inspection (RBI) is of great importance in terms of safety of technical facil-
ities [1]. The inspection in question shall focus on specific technical equipment, such
as pressure vessels, heat exchangers and pipes in industrial installations, and shall
assess the risk level of the technical equipment being monitored by methods qualita-
tively or quantitatively. This enables economic maintenance optimisation, which is
achieved by assessing the level of default risk and, if its level is close to an unaccepta-
ble risk limit, repairs and maintenance are carried out. It is based on the results of the
non-destructive tests.

International technical standards and recommended procedures introduce require-
ments, methodologies and implementation of the RBI. In practice, they are used for
example the following standards:

API 571: Damage Mechanisms Affecting Fixed Equipment in the Refining Industry,

API 580: Risk-Based Inspection - Recommended Practice (Third edition, February
2016),

API 581: Risk Based Inspection Methodology - Recommended Practice (Third edi-
tion, April 2016),

ASME PCC-3: Inspection Planning Using Risk-Based Methods,

DNV-RP G101: Risk Based Inspection of Offshore Topsides Static Mechanical
Equipment,

EEMUA 159: Chapter 17 - RBI Methodology for Aboveground Storage Tanks,
EPRI TR-112657: Revised Risk-Informed Inservice Inspection Evaluation,

NCHRP Report 782: Proposed Guideline for Reliability-Based Bridge Inspection
Practices.

2.8. Maintenance of technical facility and its equipment

The findings gathered in the professional literature and experience in practice summa-
rized in [1,3] show that neglected or improperly performed maintenance leads to the
growth of the vulnerability of the monitored item, and in practice there is a more fre-
guent failure of the item. On each item, human decides, and therefore, the knowledge
in question needs to be considered. It is understandable that, in view of the resources
available, maintenance needs to be financially optimal. Therefore, according to
[1,7,17,18], it is necessary to create a representative set of possible maintenance sce-
narios, to identify and evaluate the impacts of their risks with regard to the quality of
operation, and then to select that with the highest quality, i.e. to determine transparent,
repeatable and correct method of optimal maintenance scenario from the point of view
of technical and financial.

Cost-effective maintenance of a company or company's assets is absolutely essential
for the maximum profitability and long-term survival of the company, business, infra-
structure or technical facility. Documentation and inspections, including regular audits,
in particular external ones, are necessary to assess the level of maintenance [1]. Ac-
cording to US models, the safety of business or device features ensures availability
(accessibility) and requires the application of an integral safety concept that includes
reliability and sustainability. According to the work [1] in cases where there is little
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operator's ability to reduce or mitigate the risk, more frequent sophisticated mainte-
nance activities and more frequent sophisticated inspections should be ensured.

Maintenance should be thoroughly planned and prepared according to [1,3]:

- instructions for operation and maintenance from the manufacturer,

- design and construction documents,

- workflow, the means used for work, data on the hazardous substances present,
- operational experience,

- experience of operators and maintenance personnel,

- operating conditions and local conditions,

- operational alarm plans,

- knowledge of the site control in a given place,

- the deployment of protective equipment (e.g. fire alarm sensors),

- potential sources of threat to the site and its surroundings, including the surround-
ing equipment.

Maintenance depends on the operation of the system. We usually divide it into a reac-
tive or unplanned and proactive or planned one. In the first case, it is a correction of
the device, component or system carried out after their failure. In the latter case, we
distinguish preventive and prognostic (smart) maintenance. Preventive maintenance
includes replacement of parts or maintenance based on aging. For critical items, prog-
nostic maintenance should be used, which is based on the results of continuous mon-
itoring [1].

According to the work [94], the optimal total cost involving maintenance is character-
ised by the situation shown in Figure 12.

A

Optimal strategy «— Tofal costs
of maintenance

Costs on maintenance

Losses caused
by failure

COSTS FOR TIME UNIT

) >
FREQUENCY OF MAINTENANCE

Figure 12. Total costs on maintenance costs and on time delays; processed in [94].

71



2.9. Measures for promoting the technical facilities safety

To promote the technical facility safety, it is necessary on present knowledge and ex-
periences summarized above and in [1] to:

- consider manifestation of human factor and to build safety culture,
- take care on workers’ health and safety,
- have tools for safety improvement.

2.9.1. Management of human factor

Human reliability is a critical parameter for the security and safety in the industry, because
the 70-90% of the failures is related to the human factor [17,45,46]. Although automation
would eliminate the human factor, because it eliminates the presence of human in process,
so this is not so, because on the other side the automation increases the complexity and
this is also the source of the errors.

The human responses to the external (and internal) inputs are very diverse. They may take
the form of unconditioned responses, such as "automatic”, the innate (inherent) ways of
responding to inputs (flinch when unpleasant initiative), conditional responses (e.g. in the
form of habits), or purposeful, by the will directed negotiations. In the psychological literature,
with the issue of decision making we encounter most frequently in connection with the wills
and volitional processes, thinking, purposeful behaviour, often in connection with the fight of
rational motives (in the solution of internal conflicts). In the process of purposeful manage-
ment of human action, it is applied decision making not only in the choice between the dif-
ferent motives and objectives, but also in the choice between alternatives to act - not to act.
The individual also decides when selecting the resources and processes to achieve the
goal, in a situation requiring the suspension or cessation of activities. The capability to make
decisions properly, judiciously and in a timely manner is one of the basic assumptions of the
practical activities and creative thinking, and it is also an important component of the human
personality.

The human factor is positive, when the decision of human leads to profit and to strengthen
the assets, which ensures greater security, profit and development. It is negative, when hu-
man will weaken or damaged. In the present case we are talking about human failures,
which occur, either due to errors in the implementation of certain activities, or as a result of
errors in management. The source of the error in the first case, itis routines, non-compliance
with operating and safety regulations, omission, poor health or stress. The source of the
errors in the second case it is ignorance, disregard for the laws of natural, technical, eco-
nomic and social, and dab handing (the most common error of managers in the evaluation
of technical, natural and economic grounds) [1,30,31].

According to the data in the work [41,46] the failures of human in the organization can be
prevented, when:

- by management of technical issues, they are only authorized the experts with the capa-
bility to lead the work teams who go for example, can explain, support, prevent bullying,
etc.),

- itis provided the application by qualified management processes that create projects
and programs that result in products,
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- they are systematically created conditions for skilled jobs,

- itis ensured adequate training the workers and the system of providing the assistance
in the solution of complex tasks,

- itisimplemented the motivation and stimulation of employees for compliance with oper-
ating and safety regulations,

- itis carried out in-depth inspection of processes and their interconnections to projects
and programmes.

In today's technology practice, itis used the term of "organizational accident". It was defined
at the implementation of the Seveso | directive into practice [80], when it was based on an
analysis of the major accidents which have been reported since the introduction of the di-
rective, identified areas for new provisions in the new directive. One of the areas of causes
of accidents they have been proven the approaches to management (management con-
cept) and management systems in the facilities understand as system. From the analysis
of the collected data it followed that the failure of the management system has contrib-
uted to the causes of more than 85% of the reported accidents [36].

Risk reduction in the context of safety management covers several topics:
- safety of processes,

- the protection of workers' health and safety (safety of work),

- and reducing the impacts on the environment.

Therefore, in practice, it was introduced that the analysis of the impacts of management on
the safety of the facility shall be carried out according to the Reason model of organizational
accident [40]. The causes of organizational accidents are in three basic aspects:

- organizational processes,
- the conditions which cause the origin of errors or infringements of rules,

- neglection of solution of problems, which permit errors at adherence of requirements of
regulations.

Organizational processes include four processes [41] that are part of any technical or
technological organization:

- design and construction, building, operation and maintenance. The given processes are
built in three interconnected activities:

- establishment of objectives within the framework of the economic and social situation of
the facility,

- organization of the facility for reaching the long-term strategic goals,
- and management of operational activities.

As it was mentioned in paragraph 1.2.3., the conditions, which lead to the origin of errors
[41] are:

- no familiarisation with the task,

- alack of time,

- abad signal to noise ratio,

- misunderstanding between the designer and the user,
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irreversibility of errors,

information overload,

negative transfer between tasks (bad transfer of tasks),
bad perception (underestimation) of risks,

poor feedback from the system,

inexperience,

bad instructions and procedures,

lack of control,

inappropriate education of the person with the given task,
hostile environment,

and the monotony and boredom.

As it was mentioned in paragraph 1.2.3., the conditions, which make violations of regulations
and rules [41] are:

the lack of a safety culture in organization,

discrepancies between top managers and employees,

the bad morale,

bad oversight and control,

norms permitting the infringement of standards,”

the bad perception of risk sources,

notably lack of care and interest of managers,

a little pride in own work,

dab handing access to work that encourages the risk-taking,
the belief that nothing can happen,

low self-esteem,

recognised impotence,

noticeable permits for breaches of the rules,

ambiguous or apparently meaningless rules,

and the age and sex: young men are committing violations of the rules.

As it was mentioned in paragraph 1.2.3., no solved problems that allow errors and violations
of the laws / rules [41] are:

1.

Errors are happening as a result of problems in the information processes and they
are understood in relation to the cognitive functions of the individual. They can by
reduced by training, improving the workplaces, determination of interface, better
information process, etc.

Violations of laws / rules are based on motivation. They are a social phenomenon,
and they can understand only in the context of the given organization. Violation can
be only removed by changing the attitudes, beliefs, norms, morals and safety cul-
ture.
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More details can be found in [36,41] and in the works that are cited in them.

On the basis of investigations of major accidents [1,3,17,18], it can be stated that many of
primary (causal) and secondary causes of accidents are repeated though there is quite a
lot of the knowledge needed to prevent not only near misses, but also major accidents or to
mitigating their impacts, and by this reducing the losses and damages associated with them.
The cause of the given situation, in addition to the human factor, there are the shortcomings
in both, the implementation of the effective safety management system and the ignorance
of the conclusions from the already investigated incidents and accidents.

The reality is that, even in organizations in which the accidents occurred, there are with the
passage of time and changes in the staff, the original measures taken after the disaster
forgotten or are not transferred to all workers in a given organization. Therefore, it is neces-
sary to introduce the following measures to improve the common memory of the organisa-
tion:

1. Attaching the note to each order, regulation or standard, why it is just such.

2. Description of the old and the recent accident in the facility printing with the lessons
resulting from them, and discussion lessons on the training of safety for all compo-
nents of the business.

3. Regular checking of the compliance of the measures.

4. Removal of existing equipment only after the knowledge of why it was being in-
stalled. The deletion of the original procedure after finding out why it was accepted.
It is necessary, in order to eliminate something, what is to prevent an accident or to
mitigate its impacts has.

5. The introduction of a better information system to find details about the accidents
and issued recommendations after the accident.

Based on the concept that safety is a matter for all stakeholders in the framework of research
under the auspices of the OECD [35] there were compiled the so-called golden rules of
all concerned, which was supplemented by knowledge from safety management that pro-
motes the IAEA and according to the knowledge and experience of the author. As it was
shown in paragraph 1.2.3., the basic rules are:

- according to their possibilities to aver by preventive measures to disasters or at least
their unacceptable impacts, to ensure preparedness to deal with unacceptable impacts
on the protected assets and the effective response,

- to communicate and collaborate with others interested in all aspects of prevention, pre-
paredness and response,

- to know the hazards associated with possible disasters and possible risks in the territory
as well as in complex technological facility,

- to establish a "safety culture", which is respected and enforced by all stakeholders in all
circumstances,

- to establish safety management systems, to monitor and, if necessary, to correct their
activities,

- to use the principles of inherent safety in the design, planning and operation of the com-
plex critical facilities and their equipment,

- carefully to manage changes,
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to be prepared for all possible disasters that may occur in a territory or complex facility,
to help others interested in carrying out their roles and responsibilities,

to search constantly the improvement of safety,

to work in conformity with the safety culture, safe practices, and training,

to strive constantly for all awareness, provide information, and the management staff
featuring the feedback,

to strive for the development, strengthening and constant improvement of the concept
of safety, regulations and directives,

to lead and motivate all other stakeholders in order to fulfil their roles and responsibilities,

to know the risks within own sphere of responsibility, respectively, to plan measures for
its proper management,

to use the appropriate and coherent policy of security planning and follow-up activities,

to be aware of the risks in the surrounding area and to know what to do in case of their
realization,

to participate in emergency planning and response.

Golden rules are commonly used in procedural control [35,41]. In many cases, the roles of
individuals who are involved are specified as follows:

1.

Top (senior) management and management teams operating the technology and infra-
structure need to be familiar with:

- knowledge of the hazards from disasters and possible risks in the territory as well
as in facility,

- introducing and promoting the targeted safety culture, which is respected and en-
forced by all stakeholders in all circumstances,

- establishing the safety management systems, their monitoring and if necessary. cor-
rections of their activities,

- use of the principles of inherent safety at design, building, construction and operation
of the facilities and their equipment,

- careful managing the hangs,

- preparing for any disaster that may occur,

- helping others interested in carrying out their roles and responsibilities,
- carrying out the continuous improvement of safety.

The workers in the complex technological facility needs to:

- work in conformity with the safety culture, safe practices, and training,

- strive constantly for all awareness and provide information and to provide feedback
to managers.

3. Public administration needs to:

- strive for the development, strengthening and constant improvement of the concept
of safety, regulations and directives,
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- lead and motivate all other stakeholders in order to fulfil their roles and responsibili-
ties,

- know the risks within their own sphere of responsibility, respectively, to plan
measures for their good management,

- motivate facilities to negotiate with the risks responsibly,

- help with the effective communication and cooperation among all stakeholders,
- to promote cooperation between the administrative authorities,

- use of appropriate and coherent policy of planning and follow-up activities,

- mitigate risks through appropriate measures of the response that falls within its
scope.

4. The public (other participants) needs to:

- be aware of the risks in the community and know what to do in case of their realiza-
tion,

- cooperate in deciding on the location, construction and operation of the technological
facilities,

- participate in emergency planning and response.

The safety culture means that the humans in all their roles (executive, employee, citi-
zen or victim of the disaster) observes the principles of safety, i.e. it behaves so that
he / she alone prevented the realization of the potential risks and when it becomes a
participant in the realization of the risks, to contribute to an effective response, stabili-
zation of the protected assets and their recovery and to kick off their further develop-
ment. According to some authors itis a set of attitudes, beliefs, norms and values that
exist in the facility, which reflect how the facility is managed, i.e. they are general prin-
ciples of the distribution of powers and responsibilities, policies, procedures and a cer-
tain ratio among the emphasis on work results, authority, care about the people, re-
spect for the principles of safety and to ensure the functionality of the facility.

An effective safety culture is an essential element for safety management. It reflects
the concept of safety and it is based on the values, opinions and discussions of key
management personnel and their communication with all stakeholders. It is a clear
commitment to actively participate in addressing issues of safety and advocates that
all participants did so safely and to comply with the relevant legislation, standards and
norms. Rules of safety culture needs to be incorporated into all activities in the territory,
or another facility. Their basis is not the concentration on the punishment of the guilty
party / agent of the bugs, but the lessons learned from the mistakes and the introduc-
tion of such remedial measures, in order to not repeat mistakes or at least it signifi-
cantly reduced the frequency of their occurrence.

In the context with the safety culture there are often in the current literature related to tech-
nologies used the terms as loss prevention and process safety. Their definitions are also
given, because they are the tools that are used in correlation with the technological facilities
to protect people and assets.

Loss Prevention is a systematic approach to prevention of accidents or to minimizing their
impacts. It includes resources for the elimination of sources of risks or the reduction of their
occurrence probability and for mitigating the impacts associated with this realization (pre-
ventive and follow-up measures). It also includes the identification of the appropriate control
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measures, the identification and application of appropriate remedial measures, by which it
is ensured a safe facility having an appropriate level of security and sustainable develop-
ment and to present an unacceptable danger to their surroundings [16].

Process safety or better safety of processes is the part of the safety focused on safety in the
industry (complex technical facility), in which there are series of production and additional
processes that are necessary for creation of the final product of the facility. It is about pre-
vention of accidents, which have special and distinctive features for the specific industry
(complex technical facility). It deals with e.g. the prevention of immediate releases of chem-
ical substances, or energy in the harmful quantities and, in the event that these leaks occur,
thus limiting their size, impacts and consequences. It does not include questions of classical
safety and health protection at work; i.e. it deals with purely technical problems, which differ
from the previously-defined system safety.

Analysis of the current situation shows that we can systematically handle with a number of
adverse processes, i.e. disorders and failures that we can detect in advance. Sometimes,
however, there is a mutual interlocking a series of seemingly unrelated factors, and as a
result of non-linearity in the system there are originated very atypical accidents. Now, we
recognize that complex technical facilities are for different reasons from time to time in an
unstable state and formed organizational disasters cascade failures without apparent
cause, i.e. we recognize the uncertainty and random epistemic (knowledge) in their behav-
iour; we denote them as critical facilities. In order to ensure the safety of critical facilities and
privacy of people we are looking for a solution of the response for possible cases that you
cannot reveal by the probabilistic approaches and we build for them, alternative sources of
water and energy, specific response systems and specific training of first responders.

To achieve the required level of safety it means well to manage and properly to de-
cide. Good management and good decision making are possible only when we have good
data, and we can take advantage of the instruments that we have available. The data need
to be correct [65], i.e.:

- their size and accuracy are known,

- they have explanatory power for the problem, i.e. they are validated.
The data files need to be representative [65], i.e.:

- be complete,

- contain the correct data,

- have a sufficient number of particulars,

- the particulars need to be spread homogeneously throughout the reference interval and
they need to be validated.

In the application of models, they need to be properly considered random uncertainty and
epistemic uncertainty in the data. It should be noted that in the real world, in ensuring the
safety of complex technical facilities we work with non-trivial problems, i.e.:

- itis more protected assets, the objectives of which are conflicting,
- assets vary in time and space,

- andthe space in which the assets are, i.e. the facility and its surroundings are in dynamic
development, the manifestation of which is often different in mentioned entities.

In conclusion, it is therefore possible to conclude that for ensuring the safe technical facility
it needs:
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to aware the technical facility aspects, which are essential for its safety,

to understand the causes of failures of safety of technical facility and the context of their
actions,

to focus on the similarities and differences among disasters (i.e. phenomena that under-
mine the safety of technical system) themselves,

to understand the role of the territory in connection with the safety of technical facilities,
l.e. particular characteristics of the territory, which escalate or suppress the impacts of
the disasters always or only under certain circumstances,

to use conscious methodologies for assessment of disasters, their impacts and for iden-
tification of corrective measures,

to set goals, timetables, monitoring, organizational structures, norms, standards and leg-
islation for the conscious management of safety of facility,

to delete the multiplicities in the preparation of measures to cope with the impacts of
disasters,

to prepare the response to the disaster in and at restoring do not apply measures, which
increase the risks associated with other potential disasters.

2.9.2. Occupation safety and health

On the basis of systematic and long-term studies [42,43], there are three priority guide-
lines, the factors of which need to be monitored in the protection of technical facilities
staff:

1.

In order for the workplace to be a safe place for employees, it is necessary to mon-
itor:

- emergency preparedness of all persons,

- the quality of the equipment that are present on workplace,
- presence of dangerous substances,

- noise level,

- quality of electrical equipment,

- reality, whether a basic risk assessment is carried out,

- reality, whether inspections and monitoring of the site are carried out with regard
to the risks,

- reality, whether people's safety and security are monitored,
- the quality of waste management,

- quality of machines,

- cleaning quality,

- the quality of the change management,

- quality of preventive maintenance and repairs,

- quality and location of entrances and exits,

- quality of ergonomic evaluations,
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radiation level,

presence and level of biological threats,

quality of taking and removing material, goods, etc.

quality of things for the human” life comfort and for the environment.

. In order for humans to be safe at the workplace, it is necessary to monitor:

the level of their training,

the quality of the job description and the structure of tasks,

the ability to provide first aid,

the existence and quality of personal protective equipment,

conflict resolution and decision-making methods,

the quality and level of estimation of a person's performance,

the existence and quality of the worker's recovery in and after strenuous work,

the quality of assistance programmes for employees (or in the territory for citi-
zens by public administration),

guality of work organisation and ways of dealing with physical and mental fa-
tigue,

guality and level of equal opportunities — whether or not there are anti-discrimi-
nation measures,

level and quality of accommodation,
the level and quality of health surveillance,
the level and quality of health procedures,

the level and quality of supervision under visitors and contractors (in the territory
above non-demanded elements),

the level and quality of the selection criteria for the management and the specific
operation,

the level and quality of monitoring the stress susceptibility,
the level and quality of the revision of the fluctuation of persons,
the level and quality of response programmes and their feedbacks,

the level and quality of building a social network,

level and quality of behaviour modification.

. In order for the workplace to be a safe system, it is necessary to monitor:

the level and quality of accident management (generally emergency situations
of all kinds) by managers,

the level and quality of the cooperation of managers with occupational safety
authorities in considering health aspects,

the level and quality of the work safety authorities' policies and procedures,
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the level of possibilities of consultations and procedures for safe work,
the level and quality of the competence of the management,
the level and quality of the task setting,

the level and quality of customer service, the level and quality of management
to contractors,

the level and quality of resource allocation,
the level and quality of responsibility,
the level and quality of care for records and archiving,

the level and quality of legislative modernisation,
the level and quality of communication,

the level and quality of compliance with the criteria of the occupational safety
authorities,

the level and quality of the revision of the workflows, including the analysis of
gaps, deficiencies and revision of the system,

the level and quality of audits,
the level and quality of self-assessment,
the level and quality of modernisation of procedures.

On the basis of the same sources, high risk-related items have been identified:

1. Highrisk to a safe place is connected with:

presence of dangerous substances,

non-existent or poor-quality emergency preparedness,

presence of electrical equipment,

presence of means of production,

presence of taking or removing material, goods, etc.,

the presence of entrances and exits,

failure to carry out or miscarry out ergonomic evaluations,

failure to carry out or miscarry a basic risk assessment (often infringing).

2. A high risk for a safe person is posed by:

non-existent or poor health surveillance,

non-monitoring of susceptibility to stress,

non-existent or poor supervision of visitors and contractors,
unused or poorly used personal protective equipment,

poor organisation of work and disregard for fatigue (often violated).

3. A highrisk to a safe system is posed by:

poor accident management,
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- the impossibility of consultations,
- mismanagement of contractors,
- poor allocation of resources,

- failure to carry out or miscarry the revision of workflows, analysis of gaps and
gaps,
- wrong quality of responsibility ensuring.

The employer is responsible for the safety of the employee according to the Labour
Code and other legislation in force in real country. The employer is obliged to:

- equip machines with protective and other equipment that protects the life and health
of employees,

- operate the machines according to the instructions for use or local operating safety
regulations,

- for older machines, evaluate the risks and take the necessary measures to elimi-
nate or minimise them (identify all dangers, evaluate risks, take measures to mini-
mise identified risks, carry out ongoing technical checks and periodic revisions,
eliminate identified deficiencies - repeat and adequately document).

The protection of persons in technical facilities (employees, contractors, visitors) is
regulated by Labour Code and related regulations. The OSH is part of integral safety.
The OSH main objective is to reduce the risks to the lives and health of workers at
work. The employer's obligations and responsibilities to ensure safety and health at
work are enshrined in the Labour Code and in the laws governing other occupational
safety and health requirements in industrial relations and on ensuring OSH in the ac-
tivity or provision of services outside of employment law relationships. The provisions
of the Labour Code are followed by implementing and other related regulations.

2.9.3. Tools for safety improvements

For technical facility safety ensuring, they are used many plans for promotion of tech-
nical facility safety [15,17,24]. On the top is the strategic development plan aimed at
ensuring long-term safety means the plan for continuous ensuring the technical facility
safety and development. It leans on land-use plan, space-use plan [30,31,35] and plan
for permanent building the safety (safety plan) [17,35]. For important activities con-
nected with response to dangerous phenomena of different nature, they are used spe-
cial plans which are interconnected and respect the long-term strategy. It goes on:

- emergency plans, i.e. response plans to a set of disasters that belong to categories
3-4 that are foreseeable. It is in-site (for accidents inside the technical facility) and
off-site (for accident in technical facility or its failure, the impacts of which exceed
the technical facility territory) [15,24,25]. The off-site plans are compiled by regional
offices and the technical facility has duty to give all necessary data to the office,

- contingency plan, i.e. response plan to unforeseeable situation [15,24,25],

- continuity plan, i.e. a plan of such a form of response which ensures the limited
operation of the technical facility and its survival in such a condition (state) that it
can be gradually restored [15,24,25],
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- and crisis, i.e. response plans to handle critical situations, i.e. response plans to a
set of disasters that belong to category 5. In this case it goes mostly on protection
of public assets in territory in technical facility surroundings [15,24,25]. Especially,
critical facilities connected with critical infrastructure have duty to help the State to
cope with critical situation by ensuring the special tasks and services [15,24,25].

Recent knowledge and experience in practice show the importance of risk manage-
ment plan, which will be created for technical facilities operation in Chapter 6.

2.9.3.1. Safety plan

The coexistence of technical facility with its surrounding during operation is ensured
by the continuous management of integral safety of technical facility. The scheme for
such procedure is shown in Annex 2. In practice, this concept is realized by | & C
systems of technical facility [18].

The | & C system is main part of the technical facility safety management system
(SMS). The SMS ensures data for safety management in time by the way shown in
Figures 13 [17,18]. The safety management system (the so-called SMS) based on the
process management includes the organizational structure, responsibilities, practices,
rules, procedures, and resources for determining and implementing the prevention of
disasters, or at least mitigating their unacceptable impact in the territory.

Due to reality that dynamic development of technical facility and its surrounding is not
necessarily synergic, the safety and co-existence of both need to be systematically
monitored and corrected by effective measures from the long-term viewpoint. The tool
used for it, is the entity safety management system (SMS) [15,17,24,25,35]. We con-
centrate to the technical facility SMS.

The SMS is defined as a systematic application of processes to which the technical
facility is exposed. This systematic approach to safety management is preferred as the
most effective way of allocation of sources for safety, because it not only improves the
working conditions, but also positively influence attitudes and behaviour of employees
with regard to safety and subsequently improves climate of safety. The approach mon-
itors the physical or operational conditions of the workplace, humans and systems used
in workplace. It requires pro-actively to respect a dynamic behaviour of world
[15,17,35], for practical purposes in works [15,35] the golden rules for workplaces and
territory / land are given; they facilitate daily safety management in each entity. Due to
dynamic world development, the safety management with time is necessary [1,17-21];
the management scheme is shown in Figure 13.

The SMS refers to a number of questions, inter alia, the organization, workers, the
identification and assessment of hazards and risks resulting from hazards, the man-
agement of the organization, the management of changes in the organization, emer-
gency and crisis planning, monitoring the safety, audits and reviews [17-19,35,36]. On
the basis of the cited works, the SMS of critical facility consists of six main processes
that have sub-processes:

1. Process of concept and management, which is further divided into sub-processes,
which ensure: the overall concept; partial safety objectives; leadership / manage-
ment of safety; the safety management system; the staff, which is further divided
into sections: human resources management, training and education, internal
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communication/awareness, working environment; and review and evaluation of the
implementation of the objectives in the safety.

Security for TF
and its vicinity

Monitoring
T———=—=- the integral riskand |, _ . _ .
I important partial risks [eecceeeeesees I
3 .
| Monitoring the internal and external processes 1: 1
| Splitting the tasks to stakeholders « |
: PROGRAMME - 2
: FOR NF SAFETY IMPROVEMENT
N E 2 3|41 |5 6
411 Determination of tasks for TF safety ensuring
. | and their co-ordination =
TF SAFETY MANAGEMENT PROCESS
> TF SAFETY CONCEPT

Figure 13. Model of the technical facility (TF) safety management in time. Processes:
1 - concept and management; 2 - administrative procedures; 3 - technical matters; 4 -
external cooperation; 5 - emergency preparedness; and 6 - documentation and the
investigation of accidents. Feedbacks that are used to control when the risk is unac-
ceptable - the numbers in the yellow circle.

2. Process of administrative procedures, which are further divided into sub-processes,
which ensures: identification of hazards from potential disasters and risk assess-
ment; documentation; procedures (including work permits); the changes; safety in
conjunction with the contractors; and supervision under safety of products.

3. Process of technical issues, which are further divided into sub-processes, which
ensures: research and development; design and assembling; inherently safer tech-
nical and technological processes; industry standards; storage of dangerous sub-
stances; maintenance of the integrity and maintenance of equipment and buildings.

4. Process for external cooperation, which is further divided into sub-processes, which
ensures: cooperation with the administrative authorities; cooperation with the public
and other stakeholders (including academic institutions); and cooperation with
other enterprises.

5. Process of the emergency preparedness and response, which is further divided into
sub-processes, which ensures: planning of internal (on-site) preparedness; facili-
tating the planning of external (off-site) preparedness (to which the public admin-
istration corresponds); the coordination of the activities of the departmental organ-
izations at emergency preparedness and response.
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6. Process of reporting and investigation of accidents / accidents almost, which is fur-
ther divided into sub-processes, which ensures: reports on accidents, incidents,
near-misses and other lessons learned; investigation of near-misses, incidents and
accidents; and responses and follow-up after the incidents and accidents, including
the application of lessons learned and information sharing.

Processes need to be coordinated so that they are targeted to the objectives set, i.e.
the safe operation of critical facilities.

The safety management system (SMS) of a technical facility is based on the concept
of prevention of disasters, or at least their serious impacts, which includes the obliga-
tion to establish and maintain a management system in which they are considered the
following issues:

- roles and responsibilities of persons participating in important hazards manage-
ment on all organising levels and in ensuring the training,

- plans for systematic identification of important hazards and risks connected with
them that are connected with normal, abnormal and critical conditions, and for as-
sessment of their occurrence probability and severity; plans and procedures for
ensuring the safety of all components and functions, namely including the object
and facilities maintenance,

- plans for implementation of changes in territory, objects and facilities,

- plans for identification of foreseeable emergency situations by systematic anal-
ysis including preparation, tests and judgement of emergency plans for response
to such emergency situations,

- plans for continuous evaluation of harmony with targets given in safety concept and
in the SMS, and mechanisms for examination and performance of corrective activ-
ities in case of failure with aim to reach determined targets,

- plans for periodic systematic assessment of safety concept, effectiveness and con-
venience of the SMS and of criterions for judgement of safety level by top workers

group.
The SMS design needs to ensure the coordination of processes targeted to the safe tech-

nical facility under the conditions of normal, abnormal and critical by the way shown in
Figure 14 [17,18].

The quality of the | & C systems depends on quality of parley of behaviours of critical
interfaces at different conditions; especially those which are connected by sudden big
dynamic changes either in the technical facility or in its surrounding. It goes on collec-
tion of quality particulars from monitoring (correct prompt information) and on quality
principles for decision-making which are included in the | & C system.

Based on the concept that safety is a matter for all stakeholders in the framework of research
under the auspices of the OECD [35] there were compiled the so-called golden rules of
all concerned. The basic rules are:

- according to their possibilities to aver by preventive measures to disasters or at least
their unacceptable impacts, to ensure preparedness to deal with unacceptable impacts
on the protected assets and the effective response,

- to communicate and collaborate with others interested in all aspects of prevention, pre-
paredness and response,
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to know the hazards associated with possible disasters and possible risks in the territory
as well as in complex technological facility,

to establish a "safety culture”, which is respected and enforced by all stakeholders in all
circumstances,

to establish safety management systems, to monitor and, if necessary, to correct their
activities,
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Figure 14. Concept of entity safety and its main parts.

to use the principles of inherent safety in the design, planning and operation of the com-
plex critical facilities and their equipment,

carefully to manage changes,

to be prepared for all possible disasters that may occur in a territory or complex facility,
to help others interested in carrying out their roles and responsibilities,

to search constantly the improvement of safety,

to work in conformity with the safety culture, safe practices, and training,

to strive constantly for all awareness, provide information, and the management staff
featuring the feedback,

to strive for the development, strengthening and constant improvement of the concept
of safety, regulations and directives,

to lead and motivate all other stakeholders in order to fulfil their roles and responsibilities,
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to know the risks within own sphere of responsibility, respectively, to plan measures for
its proper management,

to use the appropriate and coherent policy of security planning and follow-up activities,

to be aware of the risks in the surrounding area and to know what to do in case of their
realization,

to participate in emergency planning and response.

Golden rules are commonly used in procedural control [15,17,35]. In many cases, the roles
of individuals who are involved are specified as follows:

1.

Top (senior) management and management teams operating the technology and infra-
structure need to be familiar with:

- knowledge of the hazards from disasters and possible risks in the territory as well
as in facility,

- introducing and promoting the targeted safety culture, which is respected and en-
forced by all stakeholders in all circumstances,

- establishing the safety management systems, their monitoring and if necessary. cor-
rections of their activities,

- use of the principles of inherent safety at design, building, construction and operation
of the facilities and their equipment,

- careful managing the hangs,

- preparing for any disaster that may occur,

- helping others interested in carrying out their roles and responsibilities,
- carrying out the continuous improvement of safety,

The workers in the complex technological facility needs to:

- work in conformity with the safety culture, safe practices, and training,

- strive constantly for all awareness and provide information and to provide feedback
to managers.

Public administration needs to:

- strive for the development, strengthening and constant improvement of the concept
of safety, regulations and directives,

- lead and motivate all other stakeholders in order to fulfil their roles and responsibili-
ties,

- know the risks within their own sphere of responsibility, respectively, to plan
measures for their good management,

- motivate facilities to negotiate with the risks responsibly,

- help with the effective communication and cooperation among all stakeholders,
- to promote cooperation between the administrative authorities,

- use of appropriate and coherent policy of planning and follow-up activities,

- mitigate risks through appropriate measures of the response that falls within its
scope.
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4. The public (other participants) needs to :

- be aware of the risks in the community and know what to do in case of their realiza-
tion,

- cooperate in deciding on the location, construction and operation of the technological
facilities,

- participate in emergency planning and response.

To safety culture means that the humans in all their roles (executive, employee, citizen
or victim of the disaster) observe the principles of safety, i.e. they behave so that they
alone prevented the realization of the potential risks and when it becomes participants
in the realization of the risks, to contribute to an effective response, stabilization of the
protected assets and their recovery and to kick off their further development. According
to some authors itis a set of attitudes, beliefs, norms and values that exist in the facility,
which are reflection of how the facility is managed, i.e. they are general principles of
the distribution of powers and responsibilities, policies, procedures and a certain ratio
among the emphasis on work results, authority, care about the people, respect for the
principles of safety and to ensure the functionality of the facility. An effective safety
culture is an essential element for safety management. It reflects the concept of safety
and it is based on the values, opinions and discussions of key management personnel
and their communication with all stakeholders. It is a clear commitment to actively par-
ticipate in addressing issues of safety and advocates that all participants did so safely
and to comply with the relevant legislation, standards and norms. Rules of safety cul-
ture needs to be incorporated into all activities in the territory, or another facility. Their
basis is not the concentration on the punishment of the guilty party / agent of the bugs,
but the lessons learned from the mistakes and the introduction of such remedial
measures, in order to not repeat mistakes or at least it significantly reduced the fre-
guency of their occurrence.

In the context with the safety culture there are often in the current literature related to tech-
nologies used the terms as loss prevention and process safety. Their definitions are also
given, because they are the tools that are used in correlation with the technological facilities
to protect people and assets.

Loss Prevention is a systematic approach to prevention of accidents or to minimizing their
impacts. It includes resources for the elimination of sources of risks or the reduction of their
occurrence probability and for mitigating the impacts associated with this realization (pre-
ventive and follow-up measures). It also includes the identification of the appropriate control
measures, the identification and application of appropriate remedial measures, by which it
is ensured a safe facility having an appropriate level of security and sustainable develop-
ment and to present an unacceptable danger to their surroundings [3,15,17,18,25].

Process safety or better safety of processes is the part of the safety focused on safety in the
industry (complex technological facility), in which there are series of production and addi-
tional processes that are necessary for creation of the final product of the facility. It is about
prevention of accidents, which have special and distinctive features for the specific industry
(complex technological facility). It deals with e.g. the prevention of immediate releases of
chemical substances, or energy in the harmful quantities and, in the event that these leaks
occur, thus limiting their size, impacts and consequences. It does not include questions of
classical safety and health protection at work, i.e. it deals with purely technical problems,
which differ from the previously-defined system safety.

88



Analysis of the current situation shows that we can systematically handle with a number of
adverse processes, i.e. disorders and failures that we can detect in advance. Sometimes,
however, there is a mutual interlocking a series of seemingly unrelated factors, and as a
result of non-linearity in the system there are originated very atypical accidents. Now, we
recognize that complex technological facilities are for different reasons from time to time in
an unstable state and formed organizational disasters cascade failures without apparent
cause, i.e. we recognize the uncertainty and random epistemic (knowledge) in their behav-
iour; we denote them as critical facilities. In order to ensure the safety of critical facilities and
privacy of people we are looking for a solution of the response for possible cases that you
cannot reveal by the probabilistic approaches and we build for them, alternative sources of
water and energy, specific response systems and specific training of first responders.

To achieve the demanded level of safety it means well manage and properly decide.
Good management and good decision making are possible only when we have good data,
and we can take advantage of the instruments that we have available. The data need to :

- be correct, i.e. itis known their size and accuracy,

- have explanatory power for the problem, i.e. they need to be validated.
The used data files need to be representative, i.e.:

- complete,

- contain the correct particulars,

- sufficient number of particulars,

- the particulars need to be spread homogeneously throughout the reference interval and
they need to be validated.

In the application of models, they need to be properly considered random uncertainty and
epistemic uncertainty in the data. It should be noted that in the real world, in ensuring the
safety of complex technical facilities we work with non-trivial problems, i.e.:

- itis more protected assets, the objectives of which are conflicting,

- assets vary in time and space in which the assets are, i.e. the human system is in dy-
namic development.

In conclusion, it is therefore possible to conclude that for ensuring the safe technical facility
it needs:

- to aware the technical facility aspects, which are essential for its safety,

- to understand the causes of failures of safety of technical facility and the context of their
actions,

- tofocus on the similarities and differences among disasters (i.e. phenomena that under-
mine the safety of technological system) themselves,

- to understand the role of the territory in connection with the safety of technical facilities,
l.e. particular characteristics of the territory, which escalate or suppress the impacts of
the disasters always or only under certain circumstances,

- to use conscious methodologies for assessment of disasters, theirimpacts and for iden-
tification of corrective measures;

- tosetgoals, timetables, monitoring, organizational structures, norms, standards and leg-
islation for the conscious management of safety of facility,
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to delete the multiplicities in the preparation of measures to cope with the impacts of
disasters;

and at land-use planning, design, construction, operation, the response to the disaster
in the territory and at restoring the territory do not apply measures, which increase the
risks associated with other potential disasters in a given territory.

To ensure the safety of large technical facilities the EU issued on the basis of the recom-
mendations of the OECD for Seveso companies following the instructions [35,36]:

1.

Measures to support the safety need to be based on a clear understanding of the primary
production processes and from all their associated ones and from all the important sce-
narios of phenomena leading to damages and losses.

Safety management needs to be carried out throughout the life cycle of technological
unit, i.e. in the design, construction, installation, operation, maintenance, modification,
putting out of operation. The risk analysis needs to cover all phases by which the facility
acts by impacts on its surroundings.

Way of ensuring the safety needs to include the identification, control and monitoring
the management scenarios on 3 levels:

- directrisk control by humans under normal, abnormal, and critical state,
- plans, procedures, and regulations for the optimal direct risk control,

- the structure of the inspection activities of the safety management system and the
implementation of the improvements.

Loops feedback and monitoring, which are among the activities on the above 3 levels
trigger revisions and improvements of the control system.

Hierarchically higher systems level controls the critical safety tasks at a lower level. The
request provides:

- always available human reserves,

- competence to operate safely in all situations,

- be focused and motivated to ensure safety,

- communicate inside and outside the of intertwined tasks,

- the existence of the procedures, rules and plans for achieving the safety,
- the selection of appropriate technical project to ensure optimal safety,

- the use of user-friendly and ergonomic interfaces man-machine,

- the existence of a system to control conflicts among safety and the other objectives
of the company in the production and maintenance, design, etc.

In order to achieve certain optimal safety of technical facilities, it is necessary to control the
safety by the way, that is the nature of the multidisciplinary and interdisciplinary, which un-
derstands the internal dependencies, the so-called interdependences, and knows how to
deal with them.

The procedure for creating a program to increase safety in the facility consists from:

1.

Define the tasks (targets), and the strategic objectives with respect to safety.
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On the basis of data for facility / public administration or administrative office / community
of other participating to select areas that are important for the safety and for them ap-
propriate target and run trend indicators.

Compile a list of terms used for the management of safety and the other is to reconcile
with all the other parties of management.

4. Collect local procedures, standards and norms.

Create a list of target indicators according to the requirements and conditions in facility /
public administration / other participating groups of the community.

Create a list of interim (run trend) indicators according to the requirements and condi-
tions in facility / public administration / other participating groups of the community.

Establish the method of evaluation of the target indicators (i.e., the value system) ac-
cording to the requirements and conditions in facility / public administration / other par-
ticipating groups of the community.

Establish the method of evaluation of each intermediate (run trend) indicators (i.e., the
value system) according to the requirements and conditions in facility / public admin-
istration /other participating groups of the community.

Specify the scale for the measurement of file of target / file of interim (run trend) indicators
(i.e., the system of values) and the boundary limits according to the requirements and
conditions in facility / public administration / other participating groups of the community.

2.9.3.2. In-site emergency plan

Emergency management is understood as the process of preparing and implementing
mitigation, response and recovery measures in the event of a disaster that triggers a
major emergency. It includes:

the control and management of the response so that the situation is handled with
adequate forces, resources and resources, i.e. it regulates the management struc-
ture,

the list of commands, the instructions for the operation of the Operational Centre,

the principles of cooperation and ensuring the safety of humans (safe food and
drink, protecting lives and health, evacuations, shelters, protection of property),

own response and recovery (technical, financial, legal, personnel, security — e.g.
protection of undestroyed property).

Based on the experience gained from the response to the Fukushima nuclear power
plant disaster [17,18,95], itis necessary so technical facility management has for case
of technical facility accident or failure:

established response centre and related rescue operations,

the authority providing contact with the relevant public administration and operators
of the same technical facility at home and abroad,

the authority for the coordination of assistance and rescue measures in the affected
areas and for cooperation with the security forces,

the response support authority,
ensured cooperation with public administration, media and citizens,
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- ability: to implement recovery programmes; to evaluate the effectiveness of rescue
operations; to collect and keep records of response activities; and draw up lessons
for the next similar actions.

In the event of the accident or failure, it is necessary to ensure cooperation with public
administrations, security forces and citizens. Therefore, the correct information should
be provided. The content of the information that needs to be communicated is as fol-
lows:

1. What happened?

What is the development of the relevant situation?

What area is potentially threatened?

What could be the size of the impact swelled compared to the upper limit?

o r» w D

What can be the impact of the situation on the safety of the population, the envi-
ronment and society?

o

What needs to be done to avoid unacceptable impacts?

7. What is not appropriate to do? l.e. submit a list of "inappropriate’ activities, if possi-
ble.

8. What is likely to include response and recovery?
9. What recovery programs will be implemented at the site?
10.What services and resources are available for company renewal?

In order to be successful in the public, all authorities concerned with the management
of the situation need to pay particular attention to the planning and ensuring the com-
munication readiness, as well as testing and training the communication among the
institutions and the media and, where possible, with the population.

Due to insufficient human knowledge and dynamic development of territory and tech-
nical facility even with the best preventive measures, unexpected situations should be
expected. According to the analysis carried out at particulars in [3,15,17,22], there may
either be a disaster with altered physical characteristics, or some preventive measures
may fail, or unforeseen phenomena may accumulate and even very well-secured in-
frastructure may fail. To ensure the preparedness of technical facilities owners, these
are mainly:

- the processing of specific disaster scenarios and response scenarios considering
the specific characteristics of disasters on the infrastructures monitored,

- allocation of specific funds, aids and funds to carry out a response to accident or
failure,

- the preparation of the management scenario, i.e. the manner of negotiation and
decision-making the management staff of the owner or operator of a particular tech-
nical facility at failure; and the appointment of the head and members of the relevant
staff and the specification of the documentation for response,

- preparing an optimal response scenario to manage the failure of a particular tech-
nical facility caused by this or that disaster according to the variant scenarios of one
or another disaster at the site and depending on the possible conditions that, for
objective reasons, may sometimes occur in a given territory/object,
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- ensuring the specific executive components, resources and aids that will or may be
needed to cope with the impact of one or another disaster in the event of a specific
technical facility failure.

Tools are emergency plans and continuity plans. In the strategic decision-making process,
they need also to consider secondary impacts and to have prepared competent response
plans and recovery plans.

Response of technical facility is a disaster management process that requires to bring
off impacts of all disasters (including the technical facility accidents) with reasonable
losses and adequate resources. Response from the point of view of management op-
timisation means to implement an optimal scenario of response to the occurrence of
one or another disaster, thereby ensuring that disaster management takes place at
acceptable costs and reasonable losses [15,17]; for economic reasons, only person-
nel, means and aids that are adequate need to be used for response.

The formal procedure for the process of managing the response is the main features
of the following:

- analysis of the situation in the affected technical facility,

- identifying the current impacts of technical facility accident or failure and identifying
the risks that could be further realised by technical facility vulnerabilities and the
evaluation of other impacts,

- determination of critical processes in the technical facility and the identification of
the resources needed for their operation,

- determining the time at which critical processes need to be renewed in order not to
further escalate the emergency caused by technical facility failure. The point is that
for too long the affinity resulting from the internal links that are the source of the
cascades of other impacts does not cause for too long.

Establishing a team that connects response and recovery activities in the field of tech-
nical, legal, organizational, financial, education, health and safety and creates several
level management structures. The creation of an emergency management pro-
gramme, i.e. the creation of an emergency management programme, is to be an anal-
ysis of potential disasters and the magnitude of their impact on protected assets and
an assessment of the capacity of available forces, resources and resources designed
to manage the identified impacts on the protected assets (i.e. consider what they can
do about fire-fighting plans, evacuation plans, health plans, safety plans, insurance,
etc.) with consideration first of all of internal forces, resources and resources (person-
nel, specific aids, equipment and resources, backup , organisational procedures) and
when these are inadequate, using external resources (public administration, firefight-
ers, health ambulances, technical services, cooperating organisations, citizens, etc.).

It is an evaluation of the reliability of emergency management with regard to possible
problems arising from historical factors, geographical factors, technological factors,
human errors, failures in food, drink, fuel, electricity, etc. Preparation of the response
and recovery coordination plan, i.e.:

- specification of response and recovery activities,

- establishing their interconnection and processing of relevant procedures and doc-
uments,

- alist of the resources on which the response, recovery and their links depend,
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- objectives and priorities in the activities,

- setting training requirements and timetables,
- consultation with external authorities,

- approval and distribution of the plan.

When drawing up a response plan, it should be remembered that the process of man-
aging an emergency situation in a technical facility takes place in a certain, repetitive
life cycle:

1. Normal conditions / operation of the technical facility, i.e. no disaster.
Response to the occurrence of an emergency caused by a disaster.
Restoration of the basic functions of the technical facility.

Provisional operation of the technical facility.

Restoration of the full operation of the technical facility.

o 0k Wb

Normal operation of the technical facility after the restoration of full functionality.

The restoration of full operation means the transition from emergency operation of the
technical facility to full operation. It is usually neglected most when planning.

Another example is the formal procedure for the process of managing a specific emer-
gency situation, which is always in the main features of the following:

- risk analysis,
- identifying impacts, vulnerabilities and their valuations,
- identification of critical processes and resources needed for their implementation,

- determining the time during which critical processes must be renewed in order to
avoid further escalation of the disaster-induced emergency. The point is that for too
long the couplings created in the organization do not act as a result of internal ties.

2.9.3.3. Continuity plan

From human safety viewpoint, the continuity of vitality important technical facilities is
important [96-98]. Technical facility continuity is understood as the technical facility
capability to ensure that the required functions are used without unplanned interrup-
tions. Continuity of the technical elements can be ensured [24,25] by means of:

- backup device that works parallelly,
- fast early recovery measures,
- operation in alternative location.

Experts also show that to address operational continuity by ensuring the operations in
an alternative location is not always a solution to the situation from the point of view of
the territory, as products and services are needed in the affected area and it is not
always easy to arrange their transport to the affected area.

The continuity planning is a process designed and implemented by measures and pro-
cedures to enable the facility management to respond to a disaster so that technical
facility activities are maintained with the planned level of interruption. It is the business
continuity planning, i.e. a process of proactive planning of mitigation and reactive

94



disaster mitigation measures in order to minimise losses to the level that the facility
management can afford [15].

The continuity plan used for a technical facility is a strategic plan for management of
safety and development plan embedded in an SMS. The plan is based on the way of
integral safety management (Annex 2) and the fundamental requirement of manage-
ment that management acts need to be linked at all levels of management. The plan
provides not only data relevant to the operation of the technical facility, but also a way
of solving problems that can seriously impair the operation and competitiveness of the
technical facility. In accordance with works [17,18,35,36], the continuity plan of the
technical facility includes:

the way of getting over the with risks, the sources of which are outside the technical
facility and seriously affecting the technical facility work and appropriate responsi-
bilities and procedures for resolving conflicts between the public interest and the
interest of the technical facility,

procedures for ensuring a safe technical facility over the planned lifetime so that
the technical facility might deliver quality products or services, might be competitive
and might not endanger itself and its surroundings,

responses to changes of conditions that due to reality that dynamic development of
technical facility and its surrounding are not always synergic; it goes on measures
of emergency and crisis management that are in detail processed in all aspects in
valid documents on all technical facility management level,

for critical technical facilities that are vital to safeguard the essential functions of the
State, there is also a contingency preparedness plan which includes measures and
their ensuring aimed to support the State (and in case of selected technical facilities
also the EU) in coping with critical situations.
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3. RISK ENGINEERING METHODS

Both, the logical methods, i.e. analysis, synthesis, deduction, evaluation and assess-
ment, as well as the specific engineering methods described in [27] are used to obtain
the results in the next chapters. At this point we will give only the methods on which
the following results are based. These are: what, if; check list; fishbone graph; case

study; decision support system; and a risk management plan.

3.1. What, If

The What, If method is the most general method for detecting the impacts of a disaster
by which the risk of a disaster can be determined. We use it in the form of filling the
table; Table 12 [17-19,27] using the data from experts obtained by brainstorming or

panel discussion.

Table 12. Standard model for applying the What, If method.

Asset

The potential impact of a disaster on an
asset

Human lives and health

Human security

Property

Welfare

Environment

Infrastructures and technolo-
gies

Energy supply sector

Water supply sector

Sewerage sector

Transport sector

Communication and in-
formation sector

Bank and finance sector

Emergency services

Basic territory services
(industry, agriculture,
supply service, health
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service, waste manage-
ment, social services, fu-
nereal services)

Public administration

Technical facility:
- critical fittings
- critical components
- critical links
- critical infrastructures
- critical couplings
- critical stocks
- critical personnel

- critical processes man-
agement

3.2. Checklist

The checklist is an engineering discipline tool that allows a multi-criteria assessment
of the nature of the problem being observed [17-19,27]. Checklists are aimed at risk or
safety of a technical facility and they are an essential tool for managers because they
clearly identify risks in areas that are well-known and for which the development of
knowledge and experience are defined by the limits of individual activities, actions,
behaviours, etc. To ensure safety and development, it is necessary to eliminate the
immediate, evident and recognizable risks. For their identification, the checklists serve
very well. Then, it is necessary to reveal and to cope with the risks that are hidden in
the chains of possible events, delayed in time using the specific methods and specific
and qualified data.

3.3. Ishikawa (Fishbone) diagram

Fishbone diagram (Ishikawa diagram) is a tool used at causal analysis of the observed
problem [17-19,27]. The cause-and-consequences analysis helps to thoroughly un-
derstand the nature of the problem by forcing us to address all possible disaster
causes. The procedure for its application is:

- identification of the problem (it means to answers to the questions:
e where does the problem occur?

e Wwhat is the nature of the problem ?
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e when did it occur?

e how often did it occur?
- enumeration of significant problem factors (factors are fish bones),
- identification of possible causes (small lines on 'fish' bones),
- diagram analysis.

To create a diagram, it is necessary to collect and organize data about the causes that
cause the problem and their impacts. This means that the processes associated with
the problem to be solved needs to be described in detail by data, while the random and
knowledge uncertainties [17-19,27] need to be clarified. Collecting the data is a first
step and is time and knowledge consuming, as many resources need to be used to
make the data files representative, i.e.: complete; containing the correct data; have
sufficient data number; the data need to be spread homogeneously throughout the
observed interval and was validated [17-19,27].

The tool under review supports the analysis of the causes and consequences of a
particular process, phenomenon or state and facilitates the search for solutions to the
problems that have arisen. The aim of the method is to identify all possible causes or
sources of the problem (or areas that affect the problem) and to structure them graph-
ically.

The problem-solving organizer draws a "fish skeleton”. In a group discussion, the con-
sequences are placed on the respective skeleton sites according to their kinship and
then causal chains of causes and consequences are searched for on the basis of dis-
cussion (brainstorming). The method can be used, for example, in the creation of de-
partmental concepts, in identifying the starting state and in defining the starting points.
Data that can be detected with considerable effort by routine data collection or meas-
urement can also be quickly obtained. However, the knowledge and experience (i.e.
gualifications) of the discussers is a drawback of the method.

3.4. Case study

A case study that relates to a specific decision, is associated with certain work models
or simulations of processes that take place over time and territory or in an entity. The
case study describes and justifies the real experience gained from life in the subject
area, thus broadening the knowledge of the problem and its aspects. The quality of the
case study, i.e. the quality of the results presented in the case study, is based on the
knowledge and life experience of the case study processor.

The case studies are based on both qualitative and quantitative data. Their result is a
gualified locally and time-specific solution to a particular problem / case, and therefore,
they are a suitable tool to support decision-making and management at the site. They
are used when the knowledge of the problem in the system conception is unstructured,
i.e. in connection with the problem in which for a number of elements, links and flows
of the assessed system there are not only uncertainties that can be assessed by math-
ematical statistics, but also vagueness (epistemic / knowledge uncertainties), the esti-
mation of which requires highly qualified data sets and demanding theoretical proce-
dures. In other words, the problem and context data in the system in question do not
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meet the requirements for a generally valid solution. Therefore, either expert methods
or case studies are used in these cases.

The case study methodology is, according to the knowledge gathered in [17-19,27], a
tool to obtain a set of knowledge about the problem. It combines theory with practice
while requiring the practical skills:

- identifying and recognizing the problem,

- understanding and interpreting the data and information,

- distinguishing the facts from the assumptions,

- analytical and critical thinking,

- understanding the random and epistemic uncertainties (data is never complete),
- improving the judgment,

- ability to communicate issues with experts with a different opinion.

It is a problem-solving technique under various conditions (therefore, multi-criteria
analysis of the system and its surroundings is important). It allows to solve unstructured
problems, which are almost all failures and all complex systems accidents. It does not
assume random distribution of solution variants.

It is de facto a historical scenario of a process, i.e. a model of the course of a certain
process that takes place under specific conditions, i.e. at a certain place and at a cer-
tain time. From a methodological point of view, it is a process model that is compiled
on the basis of real data. It is used in project and process management, if the
knowledge of the problem in the system conception is unstructured, i.e. in connection
with a problem in which many elements, links and flows of the assessed system are
not only random uncertainties that can be assessed by mathematical apparatus - sta-
tistics, but also knowledge uncertainties, which require highly qualified data sets and
demanding theoretical procedures. In other words, the problem and context data in the
system in question do not meet the requirements for a generally valid solution.

The processing of a case study, as well as the processing of an expert opinion, requires
both, the multidisciplinary and the interdisciplinary theoretical and practical knowledge,
at least in the field of management and systems safety management, as well as con-
siderable practical experience. In addition, it teaches justifying decisions to solve a
problem.

In practice, they are used two forms, evaluation case study and prognostic case study.
The evaluation study evaluates the potential risks and their impacts on the safety of
the technical facility being prepared in a specific territory. When compiling it, the fol-
lowing questions are used:

1. What is the problem of the proposed technical facility and its surroundings?

2. What are the aspects and impacts of the problem on the conditions and develop-
ment of the proposed technical work and its surroundings?

3. What is the root cause of the safety damage the proposed technical facility and its
surroundings?

4. How could be averted the accident or failure of proposed technical facility and its
surroundings?

99



5. What should be done to prevent a proposed technical facility and its surroundings
from occurring safety the damage of during the lifetime?

Process of case study compilation is in Figurel5.

(Determining the subject of case study]

El'he purpose explanation of the case study)

(The workflow sketch of case study]

Data Collection

/Unpublished data/ ﬁ\ Database \
\. Report /

v

(__ Need to review ... )

Figure 15. Process of case study compilation.

3.5. Decision support system

The Decision Support System (DSS) [17-19,27] is a special technique for obtaining
data for deciding the complex problems. It generally consists of the following compo-
nents:

- data management module,
- model of management modules (model library),

- module for management of dialogue with user; and knowledge core (Knowledge
engine).

There are different DSSs, or they have different conceptual starting points:

- model-based DSS (it using statistical simulation),

- communication DSS (it is for cooperation on a number of decisions),

- document DSS (it uses different types of documents to support decisions),
- knowledge DSS (it contains defined rules).

The decision support system (DSS) helps to solve the problem by supporting an ana-
lytical style of decision making against heuristic decision making. This means that:

- it organizes information for decision-making situations,
- itinteracts with the decision-maker at various stages of decision-making,
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- it extends the information horizon of the decision-making body,

- it facilitates multi-criteria evaluation, because it has built-in multi-criteria methods
without the user knowing their mathematical structure.

Decision support systems use a general model for the certain case, reflecting the real
situation. When specific parameter variables are substituted, they provide results for
the given problem. The aim is to ensure that the result corresponds to the optimal
solution. In their creation and application are used:

- knowledge and data from experts who know the technical parameters, limits and
conditions of the technical facility and the local vulnerabilities,

- the principle of maximum utility theory [99], i.e. "the greater, the better" or "the
greater, the worse".

Decision support systems are divided into special ones that provide support for solving
the specific problems; and general, which are based on adaptive and flexible decision-
making models. Obviously, the use of a specific DSS is only possible when verification
establishes that the conditions for technology transfer are met [100]. Otherwise, the
method must be adapted to local conditions. It should be noted that the adaptation of
the method to specific conditions cannot be done by IT specialists, but by technical
experts, who know the technical parameters, limits and conditions of the technical work
and local vulnerabilities.

Applications of sophisticated DSS based on multi-criteria evaluation give good solu-
tions. In our case, we will compile a DSS in the form of a checklist [24,25] supple-
mented by a rule for evaluating questions in terms of [99] and assigning a logical value
scale.

DSS application aims are:

- identifying, managing, eliminating or minimizing unforeseen events that have an
adverse impact on critical elements, critical components, critical processes, critical
functions, critical infrastructure and critical technologies in the technical facility,

- the process of comparing the estimated risks against the benefit and / or cost of
possible countermeasures and establishing an implementation strategy in the con-
text of integral (systemic, overall) safety,

- determining which disasters (harmful phenomena) the technical facility is exposed
to, what are the risks from individual harmful phenomena, what damage may arise,
which measures will eliminate or minimize the occurrence of harmful events,

- the procedure consists of:
e the assets are defined and their safety requirements are defined,
e identification of vulnerabilities, potential impacts and risks,

e estimated: the amount of potentially caused damage; and the cost of appropri-
ate safety measures,

e adequate safety measures are selected.

For critical items, limit values (limits) shall be established to ensure acceptable secu-
rity. This means that the task of their managing is to ensure compliance with the limits,
and therefore, the basis is thorough monitoring and qualified DSS.
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3.6. Scoring the variables using the decision matrix

The method of scoring the variables according to [24,25] makes it possible to classify
the problem described by two mutually incommensurable variables into several cate-
gories according to established preferences. The method itself does not set or recom-
mend classification criteria. In practice, it is very often used to classify risks into ac-
ceptable, conditionally acceptable and unacceptable risk [16-25] or to categorize ob-
jects according to their criticality [17,18,24,25]. The method will be further used to as-
sess the benefits and risks of the proposed technical facility.

3.7. Risk management plan

The risk management plan is based on the TQM facility management method [52], i.e.
in the monitored facility they are considered priority risks that could not be settled and
that have the potential to significantly damage a technical facility at their realization.
The plan itself is drawn up in the form of a table that considers the risks of:

technical facility,

internal sources of risk of the technical facility related to its construction, construc-
tion, equipment and operation,

technical facility personnel,
external sources of risk of technical facility associated with natural disasters,

external sources of technical facility risks related to public administration behaviour,
competition, market, etc.,

attacks on technical facility,
cybernetic risk sources associated with networks,
war.
For each risk area, the table shall indicate:
causes of risk,

the probability of risk realization occurrence and the expected magnitude of the
impacts of the risk on the protected assets (basic public assets should also be con-
sidered based on legislative requirements),

risk management measures, or at least for risk mitigation, which are clearly identi-
fied, and at each of them it is given responsible person for their implementation.

The risk management plan is also recommended by ISO 31000 [101].

To develop a risk management plan that meets the management requirements re-
qguired by the TQM, it is necessary to know in detail: disasters, i.e. sources of risks;
local vulnerabilities that determine the severity (criticality, relevance) of critical situa-
tions; and possibilities of response in critical situations.

As is has been shown, that the risks are associated with itself work with the risks, a
checklist (Table 13) for assessing the criticality of the risk management plan has been
developed and tested in practice; the scale of which was used to assess each item:
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0 point - fulfilment of the criterion has negligible shortcomings in the monitored area
(less than 5%), i.e. it has negligible criticality,

1 point - fulfilment of the criterion has low deficiencies in the monitored area (5-25%),
i.e. it has low criticality,

2 points - fulfilment of the criterion has medium deficiencies in the monitored area (25-
45%), i.e. it has medium criticality,

3 points - fulfilment of the criterion has high shortcomings in the monitored area (45-
70%), i.e. it has a high criticality,

4 points - fulfilment of the criterion has very high deficiencies in the monitored area
(70-95%), i.e. it has a very high criticality,

5 points - fulfilment of the criterion has extremely high deficiencies in the monitored
area (higher than 95%)), i.e. it has extremely high criticality.

Table 13. Checklist for judgement of quality of risk management plan.

Question Rating

Is the risk management plan guided by a clear vision and the objec-
tives pursued?

Does the risk management plan apply the principle of integrity (i.e.
consideration of the welfare of the social, ecological and economic
subsystem; expression of costs and benefits; impacts and benefits of
economic activity using the both, the monetary and the non-mone-
tary values)?

Are substantial elements considered in the risk management plan
(e.g. fair distribution of resource use between present and future gen-
erations; over-consumption and poverty; human rights; environmen-
tal conditions conditional on life; prosperity permitted by economic
development and off-market activities)?

Is the risk management plan adequate in scope (e.g. appropriate time
and space measure)?

Is the risk management plan practically focused (e.g. explicitly de-
fined categories that link the idea with indicators and criteria; a limited
number of key objectives; a limited number of indicators; a standard-
ized way of measuring and benchmarking; benchmark values,
thresholds, development trends)?

Is the risk management plan open (e.g. generally accepted methods
and databases; explicit plausibility, elimination of uncertainty)?

Is effective risk management communication included in the risk
management plan?

Is the general public involved in the risk management plan?

Does the risk management plan provide for a follow-up assessment
(e.g. specifying the progressive targets due to system development)?
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Are the institutions' capacities ensured in the risk management plan
(e.g. identification of responsibility for meeting the decision-making
process objectives, data collection and storage, documentation)?

TOTAL

The scale for overall criticality of the risk management plan is determined in analogy
to the principles used since the 1980s in CSN standards. The resulting criticality rate,
assuming all criteria have the same weight, can range from 0 to 50; the thresholds for
the criticality level of the risk management plan corresponding to the scale used are
given in Table 14.

Table 14. Value scale to determine the level of criticality of the risk management plan.

Criticality rate of the Values in % Number of points for
risk management plan all criteria

Extremely high— 5 Over 95 % Over 47.5

Very high — 4 70 - 95 % 35-47.5

High — 3 45 - 70 % 22.5-35

Medium — 2 25-45% 125-225

Low—1 5-25% 25-125

Negligible — 0 Lessthan 5% | Lessthan 2.5
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4. RISK SOURCES

For research, the original database of technical facilities accidents and failures [3] from
the world data was compiled and several case studies were analysed in great details
[1]. The database contains 7829 events from the whole world sources that were ac-
cessible in last 35 years to authors; more than 90% events originated during the tech-
nical facilities operation. To reveal the event causes (risk realized), the collected data
were processed by risk engineering methods: e.g. What, If; Checklist; Fishbone dia-
gram; Case studies; Event Tree; FMECA,; etc. [27] in dependence of data quality and
amount [3]. They were also considered get-at-able results of other authors [3,102-107].

Their results were critically assessed and separated into classes according similarity
of causes and created the basis for Decision Support System enabling to multicriterial
assessment of possible technical facility risks. The obtained results on lessons learned
from risk impacts suppressions were also critically assessed and separated into clas-
ses according similarity of response tools and created the basis for Risk management
Plan.

Analyses of tools for working with risks summarized at [1] and the experience gathered
[3] show that risk management tools depend on many factors. At technical facilities
strategic management, it is necessary to consider both, the safety and the long-term
functionality. This means that two facts need to be considered:

- technical facilities are complex multi-level systems

- and the specific sources of some risk are not the same at all technical facility levels.
In practice, it is necessary to work with risks at:

- the lowest level (simple technical equipment — machines),

- higher levels (e.g. pressure vessels; production lines, sets of production lines,
whole technical facility),

- the highest level (technical facility and its surroundings).

Safety at the highest level ensures the coexistence of technical facility with the sur-
roundings throughout its life cycle.

In terms of needs and economic use of resources, itis true that in a number of practical
tasks it is sufficient to consider only certain sources of risk, because the aim is a safe
machine and not the whole technical facility and its surroundings safety. Therefore, for
each risk-related work task, it is important to determine the risk management objective.
At the same time, it is important to follow that certain technical equipment (insurance
valves, drain valves, etc.) or certain components of a technical facility (pressure ves-
sels, reactors, control systems, etc.) are essential for integral technical facility safety,
and therefore, it is not sufficient for them to work with risks only from the point of view
of entity itself, but it is necessary to work with risks that are also important in terms of
whole technical facility safety. It goes on critical elements, critical equipment, critical
components and critical technical facilities systems [1,17,18,24,25] that require special
work with risks in siting, designing, construction and operation.

Depending on entity complexity, three risk-related objectives are distinguished:
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- operation safety,
- process safety (component operation, production line)
- and entity integral safety.

Because the higher the objective is used, the higher the demands (knowledge, data,
finance, time) are connected with its use, so in practice they are preferred tools with
the lowest demands, which, based on current knowledge and experience, have the
capability to solve a task if they are respected the safety culture basic rules and the
operating regulations corresponding to operation conditions; i.e. it is not considered
intent to damage the entity.

Based on experience in practice from technical facilities operational practice [1], it is
an applicable tool that is fast and not very demanding for knowledge and time. The
evaluation of usefulness of risk management tools in the technical facilities operation
performed in cited book is that at:

- simple entities, a proven tool is checklist that is locally specific and has a properly
calibrated scale for risk assessment,

- not very interconnected entities, a proven tool is a set of checklists that are locally
specific and have properly calibrated risk assessment scales, with the results of
those checklists are aggregated in a designated and locally specific manner

- and at complex entities, a proven tool is decision support system (DSS) that con-
sider both, the asset connectivity and the time changes and external risk sources.

Detail database accident and failure study [1,3] shows that causes of technical facili-
ties accidents and failures belong to categories:

- natural disasters,
- outages of external infrastructures that are important for technical facility operation,

- internal disasters as outages of internal critical infrastructures, critical fittings mal-
functions, bad maintenance etc.,

- top management errors,

- project management errors,

- process management errors,

- low level of operation provisions,

- errors in technical fittings operation regime and maintenance,
- insufficient control of fittings and component conditions,

- bad safety culture,

- insufficient training, motivation and workmanship of workers,

- bad working conditions or regime,

- errors in cyber concept, fittings and nets in automatic and semiautomatic systems
supporting the management decision,

- bad public administration supervision,
- insufficient legislation with regard to technical facilities safety,
- attacks of hackers, terrorists, insiders etc.
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The scheme is in Figure 16. Detail division of individual categories is in [1].
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Figure 16. Basic categories of risk sources associated with the technical facilities op-
eration which lead to the failures of the coexistence of technical facilities with sur-
rounding areas during their operation; IS = information system; PSH = personnel
safety and health.

The database analysis shows that in spite of a lot of knowledge on technical facilities
structures, interdependences, risks and safety, the technical facilities accidents and
failures have been forever occurred. Very significant source of accidents and failures
is the human factor, especially in areas associated with:

management on all hierarchical levels; the highest on the top level,
maintenance of critical technical fittings and components,

risk based inspections, the frequency of which needs to correspond to fittings and
components criticality,

critical fittings, components and personnel working modes,
critical personnel education and training.

The causes of this reality are several: world dynamic variability; insufficient human
knowledge and capabilities; slow application of knowledge and lessons learned into
practice; and unsatisfactory awareness on risks and their consequences for technical
facility and public interest.
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The technical facilities accidents and failures research [1,3,108] shows that originators
of technical facilities accidents and failures except of great natural disasters are:

- large mistakes in risk prevention made in technical facility terms of references, de-
signing and operation,

- origination of small mistakes, the realization of which in short time interval is dan-
gerous.

The second cause is much more common and is confirmed by a number of recent
accidents, e.g. the accident of a Boeing 737 MAX 8 by Lion Air, which failed down on
29 September 2014 in Indonesia — according to the investigation, the cause was prob-
lems in the construction of the machine (mainly automatic flight levelling system),
maintenance errors and errors of crew and ground personnel [109].

It means that both these factors need to be managed. For management improvement,
two tools were developed, namely decision support system and risk management plan.

It is apparent from Figure 16 that the main causes of the risks in the operation of the
technical facility, which lead to the disruption of coexistence, are primarily linked to the
way and objective of the management of the technical facility and its processes, which
take place in the fields of technical, organisational, financial, through their interfaces,
as well as with the way in which responsibilities are fulfilled on the part of the public
administration.

Based on a detailed analysis of documentation on accidents and failures of technical
facilities [3], it can be concluded that very often an accident or failure occurs because:

- to date, outdated methods of risk assessment are used for complex technical facil-
ities, e.g. tree models that do not consider confluences of phenomena,

- the operators or owners are mainly oriented towards performance (i.e. profit) and
the public administration allows them to do so,

- personnel in contact with the causes and impacts of the risks do not have sufficient
competence to implement proactive measures and operating regulations adapted
to current conditions (normal, abnormal, critical),

- technical decisions are due to products of various particular, political or economic
pressures and do not consider the specific risks that arise during operation.

The basic reasons why operators of technical facilities are not willing to influence the
risks are usually:

- lack of awareness of the risks and their impact on and around the technical facility,

- subjective feelings of the responsible person, who does not consider the risk to be
important,

- the idea that the risks relate to the distant future,

- the steps leading to the identification of the risk and its reduction are mostly contrary
to the immediate (mostly economic or political) interests of the operator or owner,

- aparticular competent worker is usually not the one, who can make direct decisions
about the steps to reduce the risk.

Incorrect settlement of risks in technical facilities is due to:
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decision-making processes directly in technical facilities tend to be multi-level. At a
level, on which increasing risk symptoms can be realistically identified and the risk
involved is appreciated, it is not possible to decide on the additional costs of elimi-
nating that risk,

it is insufficient awareness on risks, their management and settlement. Working
with risks is understood to be an activity consisting in compliance with standards
and regulations, which is not true, as the rules in place cover only 68.4 % of the
possible conditions [18]. Programmes of the vast majority of training courses taking
place often exacerbate this inadequacy,

engineers in operation and its management has narrow understanding the safety;
the orientation on the technical safety of the equipment is prevalent in such a way
that the technical equipment does not pose a hazard during the service life,

there is a lack of cooperation among professions — builders, engineers, economists,
chemists, computer scientists, recruiters, etc. — each profession works separately,
which does not allow to solve interdisciplinary and multidisciplinary problems,

many top managers are convinced that everything is eternal, i.e. they do not con-
sider changes in technical equipment over time and with changes in conditions,
thereby underestimating the maintenance, repair, skill and compliance with work
regimes that respect physical, chemical and biological regulations.
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5. TOOL - DECISSION SUPPORT SYSTEM FOR ENSURING THE
COEXISTENCE AT TECHNICAL FACILITY OPERATION

Tool “Decision Support System” respects present knowledge on technical facilities”
safety and lessons learned from past technical facilities accidents and failures, the
causes of which were connected with their operations. Its base goes out from critical
assessments of all findings collected and the results of engineering tools as compiled
What, If tables, Case studies, fault trees etc. [3]; examples of case studies are in [1].

In system entity understanding, each technical facility is socio-cyber-technical (physi-
cal) system of systems, i.e. it has a lot of interfaces of different nature and relevance
under certain conditions that in each place changing with time. From this reason, at
DSS compilation, attention is concentrated to aspects that assess:

- way of consideration of risks and their sources,

- achieved level of safety in technical facility design,

- measures on technical levels — maintenance regime,
- risk based inspection performance etc.,

- material and energy demandingness,

- measures implementation speeds,

- demands on staff education and training,

- information security demands,

- financial demands,

- claims of liability,

- and as well as claims on management of all interested parties (i.e. in technical fa-
cility and territory).

On the basis of the requirements for technical facilities risks summarized in detail in
[1,17,18]; data on accidents and failures descripted above and summarized with re-
lated lessons learned in [1,3,17], the DSS in the form of checklist for the operated
technical facilities risks assessment was compiled — it has 302 criteria; Table 15.

The check list is in the form so it may be possible to use classification scale 1 to 5 with
the philosophy “the higher number, the higher risk” which means lower safety and lower
coexistence of technical facility with its surrounding. For DSS application, the auxiliary
scale Table 16 derived in [24,25], and the second scale for the evaluation of the entire
checklist based on the principle that was introduced into standards in the 1980s, Table
17.

The assessment of Table 15, hereafter given, assumes that all criteria have the same
weight. Practical examples [3] show that in many cases some criteria are more im-
portant than others, and therefore, it is necessary to assign them higher weight, and to
change data in Table 17 by appurtenant way.
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Table 15. Checklist for the assessment of operated technical facilities risk; number of
criteria n = 302. The aim is technical facility and its surrounding safety; i.e. their co-
existence; A — assessment; N - note.

Criterion A |IN

The rate in which the top management of the technical facility under-
stands and realizes responsibility for the integral safety of the technical
facility”.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of disasters ac-
cording to All-Hazard-Approach, which are possible in a given territory,
and carry out improvement of defects; i.e. rate of level of ensuring the
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of possible beyond
design natural disasters, which are possible in a given territory, and carry
out improvement of defects; i.e. rate of level of ensuring the safe opera-
tion of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of aircraft fall down,
fire and explosion in technical facility surrounding, which are possible in a
given territory, and carry out improvement of defects; i.e. rate of level of
ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of exter-
nal electric network, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of exter-
nal water network, and carry out improvement of defects; i.e. rate of level
of ensuring the safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of exter-
nal communication network, and carry out improvement of defects; i.e.
rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of exter-
nal traffic network, and carry out improvement of defects; i.e. rate of level
of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of troubles with ma-
terial supply, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of troubles with
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take-off products, and carry out improvement of defects; i.e. rate of level
of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of changes in sup-
port from public administration (loss of support) troubles with take-off
products, and carry out improvement of defects; i.e. rate of level of ensur-
ing the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of lack of labour
forces, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility impacts of
lack of qualified labour forces, and carry out improvement of defects; i.e.
rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-

agemental documents for operation consider impacts of high increase of
taxes, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of high change in
interest change, and carry out improvement of defects; i.e. rate of level of
ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of rejection of state
grant, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of recession, and
carry out improvement of defects; i.e. rate of level of ensuring the safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of sharp and fast
changes in monetary politics on market; i.e. rate of level of ensuring the
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of insolvency of
customers, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of failure of con-
tracts with suppliers; i.e. rate of level of ensuring the safe operation of
technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of failure of
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contracts with customers; i.e. rate of level of ensuring the safe operation
of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation impacts of crisis conditions / war, and
carry out protective measures; i.e. rate of level of ensuring the safe oper-
ation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of competition on

power among political rivals, and carry out protective measures; i.e. rate
of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of intent damage of
good will, and carry out protective measures; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of terrorist physical
attack from surrounding, and carry out protective measures; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of hacker attack
from surrounding, and carry out protective measures; i.e. rate of level of
ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of pressure gangs
from surrounding, and carry out protective measures; i.e. rate of level of
ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of unauthorized use
of technical facility intellectual property, and carry out protective
measures; i.e. rate of level of ensuring the safe operation of technical fa-
cility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of bad co-operation
with local public administration, and carry out improvement of defects; i.e.
rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of internal fire, and
carry out improvement of defects; i.e. rate of level of ensuring the safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of internal explo-

sion, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of air contamination
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in workplaces, and carry out improvement of defects; i.e. rate of level of
ensuring the safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of contamination of
drinking and utility water on workplaces, and carry out improvement of
defects; i.e. rate of level of ensuring the safe operation of technical facil-

ity.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of contamination of
buildings and fittings in workplaces, and carry out improvement of de-
fects; i.e. rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of inter-
nal electricity network, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of inter-
nal lighting, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of inter-
nal drinking and utility water network, and carry out improvement of de-
fects; i.e. rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-

agemental documents for operation consider impacts of outage of cool-
ing system in workplaces, and carry out improvement of defects; i.e. rate
of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of ventila-
tion system, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of inter-
nal communication system, and carry out improvement of defects; i.e.
rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of defects in in dis-
tribution of materials or semi-finished products among the workplaces,
and carry out improvement of defects; i.e. rate of level of ensuring the
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of defects in

transport of products from workplaces, and carry out improvement of de-
fects; i.e. rate of level of ensuring the safe operation of technical facility.
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The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of emer-
gency lightening, and carry out improvement of defects; i.e. rate of level
of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of emer-
gency communication system, and carry out improvement of defects; i.e.
rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of outage of emer-
gency smother fittings, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-

agemental documents for operation consider impacts of non-acceptance
of corrective measures if errors in project or construction of technical fit-

tings were found, and carry out improvement of defects; i.e. rate of level

of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of neglection of
monitoring of near-missed and low incidents and acceptation of appurte-
nant lessons learned, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of neglection of cor-
rective measures (technical and organizational) targeted to reduction of
near-misses and low incidents; i.e. rate of level of ensuring the safe oper-
ation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of neglection of
guality monitoring the conditions of critical fittings, critical components
and critical systems with aim in time to reveal, e.g.:

- damage of pressure pipelines with cooling substance or utility water
necessary for operation,

- damages or leaks of valves at pressure vessels,

and carry out improvement of defects; i.e. rate of level of ensuring the
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of wrong mainte-
nance, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of wrongly per-
formed repairs of technical fittings and their interconnections, and carry
out improvement of defects; i.e. rate of level of ensuring the safe opera-
tion of technical facility.
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The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of bad reaction of
technical fittings and their interconnections to change of operating condi-
tions with aim to ensure in time replacement or modification of machines,
fittings, components or systems, and carry out improvement of defects;
i.e. rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of non-existence of
protective barriers for:

- work of operators, e.g. covering the machines with rotate fittings or cut-
ting tools,

- measures for work in great heights or under water etc.,

- critical activities, e.g. digester for performing the critical chemical reac-
tions,

- waste management, e.g. containers for collection of rests of oils, solid
waste)

and carry out improvement of defects; i.e. rate of level of ensuring the safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors in support
of operation, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of lack of place for
location of production material, and carry out improvement of defects; i.e.
rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of lack of place for
location of final products, and carry out improvement of defects; i.e. rate
of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of missing the
standby energy sources for fittings, which need to work in permanent re-
gime, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of missing the
standby source of cooling substances for fittings, which need to work in
permanent regime, and carry out improvement of defects; i.e. rate of level
of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of strategy, conception and operating conditions,
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and carry out improvement of defects; i.e. rate of level of ensuring the
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of integral safety management, and carry out im-
provement of defects; i.e. rate of level of ensuring the safe operation of
technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of long-term development strategy, and carry out
improvement of defects; i.e. rate of level of ensuring the safe operation of
technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of resolving the conflicts, and carry out improve-
ment of defects; i.e. rate of level of ensuring the safe operation of tech-
nical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management effectiveness, and carry out improvement of defects; i.e.
rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of vertical and horizontal communication, and
carry out improvement of defects; i.e. rate of level of ensuring the safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of management style, and carry out improvement
of defects; i.e. rate of level of ensuring the safe operation of technical fa-
cility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of functionality of co-ordinating the functions, and
carry out improvement of defects; i.e. rate of level of ensuring the safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of managemental capability, and carry out im-
provement of defects; i.e. rate of level of ensuring the safe operation of
technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of understanding to customers, and carry out im-
provement of defects; i.e. rate of level of ensuring the safe operation of
technical facility.
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The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of capability of anticipation of development of ex-
ternal conditions, and carry out improvement of defects; i.e. rate of level
of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of objectivity of judgement of organizational com-
petences, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of use of development potential, and carry out im-
provement of defects; i.e. rate of level of ensuring the safe operation of
technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of involvement of top management in technical
facility prosperity, and carry out improvement of defects; i.e. rate of level
of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of time needs of operation, and carry out im-
provement of defects; i.e. rate of level of ensuring the safe operation of
technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of communication strategy with appurtenant pub-
lic administration, and carry out improvement of defects; i.e. rate of level
of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of communication strategy with subordinate per-
sons, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of adequacy of monitoring the production and
working conditions, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of adequate use of human sources, and carry out
improvement of defects; i.e. rate of level of ensuring the safe operation of
technical facility.
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The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of contracts for in time ensuring the supply of
materials and resources or services, and carry out improvement of de-
fects; i.e. rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of contracts for in time ensuring the sale of prod-
ucts or services, and carry out improvement of defects; i.e. rate of level of
ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of capability of adaptation to changes of univer-
sally obligatory rules, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of capability of adaptation to changes of taxes
system, and carry out improvement of defects; i.e. rate of level of ensur-
ing the safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of capability of adaptation to changes in rate
charges, and carry out improvement of defects; i.e. rate of level of ensur-
ing the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of capability of adaptation to changes in market
situations, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of capability of adaptation to changes in support
from the state, and carry out improvement of defects; i.e. rate of level of
ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of capability at ensuring the sufficient amount of
gualified personnel, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of capability of ensuring the finance reserve for
operation at external changes, and carry out improvement of defects; i.e.
rate of level of ensuring the safe operation of technical facility.
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The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of interest on safe technical facility, and carry out
improvement of defects; i.e. rate of level of ensuring the safe operation of
technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of level of necessary technical findings, and carry
out improvement of defects; i.e. rate of level of ensuring the safe opera-
tion of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of documentation for safe operation, and carry
out improvement of defects; i.e. rate of level of ensuring the safe opera-
tion of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of quality of standards, norms and procedures for
change management, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of supervision and check-up of operation, and
carry out improvement of defects; i.e. rate of level of ensuring the safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of determination of responsibilities and their hier-
archy, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the knowledgeableness, and carry
out improvement of defects; i.e. rate of level of ensuring the safe opera-
tion of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the sufficient system of response to
emergency situations, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of determination of requirements on qualification
and skill of personnel, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.
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The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the quality education system of per-
sonnel, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the working discipline at works in
dangerous workplaces, and carry out improvement of defects; i.e. rate of
level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the quality of technical control of ma-
chines, fittings, components and systems, and carry out improvement of
defects; i.e. rate of level of ensuring the safe operation of technical facil-

ity.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the quality of automatic control of ma-
chines, fittings, components and systems, and carry out improvement of
defects; i.e. rate of level of ensuring the safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the operation monitoring aimed to op-
eration safety, and carry out improvement of defects; i.e. rate of level of
ensuring the safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of performance of technical inspections, and
carry out improvement of defects; i.e. rate of level of ensuring the safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of financing aimed to operation safety, and carry
out improvement of defects; i.e. rate of level of ensuring the safe opera-
tion of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of finance reserves on renovation of machines,
fittings, components and systems after incidents in operation, and carry
out improvement of defects; i.e. rate of level of ensuring the safe opera-
tion of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of finance reserves for renovation of machines,
fittings, components and systems after beyond design accident, and carry
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out improvement of defects; i.e. rate of level of ensuring the safe opera-
tion of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of processing the ensuring the readiness plan,
and carry out improvement of defects; i.e. rate of level of ensuring the
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of processing the necessary emergency (on-site)
plans, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of processing the continuity plans for extreme sit-
uations, and carry out improvement of defects; i.e. rate of level of ensur-
ing the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of distribution of fire signalling and extinguish
equipment, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of protection against organizational accidents
(i.e. it is missing:

- strategic conception of technical facility management with time,
- quality risk monitoring,
- and programme for safety improvement,

and carry out improvement of defects; i.e. rate of level of ensuring the
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of quality of operational rules for normal condi-
tions, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of quality of operational rules for abnormal condi-
tions, and carry out improvement of defects; i.e. rate of level of ensuring
the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of quality of operational rules for critical
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conditions, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of quality preparation of production processes be-
fore their starts, and carry out improvement of defects; i.e. rate of level of
ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of check-up of machines and fittings before start
of critical production operation, and carry out improvement of defects; i.e.
rate of level of ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of verification of qualification and skill of critical
personnel, and carry out improvement of defects; i.e. rate of level of en-
suring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of make-up and verification of procedures for crit-
ical processes, and carry out improvement of defects; i.e. rate of level of
ensuring the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of in-depth check-up of outputs from critical pro-
cesses, and carry out improvement of defects; i.e. rate of level of ensur-
ing the safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of procedures for effective response to critical
conditions and material, technical a personal reserve for its realization,
and carry out improvement of defects; i.e. rate of level of ensuring the
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top man-
agement in section of rules / instructions for personnel at occurrence of:

- external disasters (natural disasters, aircraft crash, unfavourable cli-
matic conditions, disruption of supply of electricity, water etc. from out-
side networks),

- internal disasters (fire, explosion, outage of internal electricity network,
outage of supply of water or other cooling, outage of emergency light-
ening, flooding the object, outage of internal communication network,
outage of information network),

- technical defects (wrongly adjust machines; wrongly adjust compo-
nents; wrongly adjust systems; using the wrong data at adjustment of
fittings; disorder or failure of safety fuse, fittings or systems; damage of
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critical fittings, components or pipelines — e.g. pressure vessels, pipe
with cooling; dripping valves; failure of fittings for blocking; defects of
welds, cables, pumps, compressors, diesel generators; short circuit;
loss of function of equipment for emergency warning; demotion of au-
tomatic extinguish equipment at emergency situation; seized up safety
valve; insufficient cooling; insufficient protection against dangerous
substances or ionizing radiation; insufficient layout of work with danger-
ous substances or ionizing radiation; bad contacts in relay of control
system; insufficient containers for storing or transport of dangerous
substances; wrongly realize transport of materials, semi-finished prod-
ucts or products etc.),

- non-determination of responsibilities for production operations and prin-
ciples for mutual help (safety culture),

and carry out improvement of defects; i.e. rate of level of ensuring the safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of adequacy of protection of priority machines, fit-
tings, components and systems at beyond design accident, and carry out
improvement of defects; i.e. rate of level of ensuring the safe operation of
technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring:

- the quality of working conditions for personnel,

- the quality regime measures for operation of machines, fittings, com-
ponents and systems considering the personnel potential,

and carry out improvement of defects; i.e. rate of level of ensuring the
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the adequate protection of lives,
health and security of personnel (OSH) at possible conditions, and carry
out improvement of defects; i.e. rate of level of ensuring the safe opera-
tion of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the adequate protection of lives,
health and security of personnel (OSH) at extreme conditions, and carry
out improvement of defects; i.e. rate of level of ensuring the adequate.
safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the sufficient protection of lives,
health and security of visitors at possible conditions, and carry out
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improvement of defects; i.e. rate of level of ensuring the adequate. safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the sufficient protection of machines,
fittings, components and systems against dishonest or danger action of
personnel, contractors” persons or visitors, and carry out improvement of
defects; i.e. rate of level of ensuring the adequate. safe operation of tech-
nical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the favourable atmosphere in work-
places, and carry out improvement of defects; i.e. rate of level of ensuring
the adequate. safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the promotion of principles of safety
culture, and carry out improvement of defects; i.e. rate of level of ensur-
ing the adequate. safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the motivation of personnel to quality
work and safe behaviour by help of special care on workers, training and
finance rewards, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate. safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the open communication on all hierar-
chical levels of technical facility management and among them on prob-
lems dealing with production, operation, safety etc., and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate. safe op-
eration of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the physical protection of priority ma-
chines, fittings, components at normal, abnormal and critical conditions,
and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate. safe operation of technical facility

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the cyber protection of priority auto-
matic machines, fittings, components and systems at normal, abnormal
and critical conditions, and carry out improvement of defects; i.e. rate of
level of ensuring the adequate. safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
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management in section of ensuring the reserves on decontamination of
machines, fittings, components and systems after decommissioning, and
carry out improvement of defects; i.e. rate of level of ensuring the ade-
gquate. safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the quality co-operation with public
administration in matters connecting with grounds for off-side emergency
plans and mutual support aimed to pulling off the critical (crisis) situa-
tions, and carry out improvement of defects; i.e. rate of level of ensuring
the adequate. safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of verifying the effectiveness of organizational
measures, and carry out improvement of defects; i.e. rate of level of en-
suring the adequate. safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the quality co-operation with other
technical facilities that are mutually interconnected in:

- territory,
- production,
- similar technology etc.,

and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate. safe operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top man-
agement in section of ensuring the correct risk assessment, and carry out
improvement of defects; i.e. rate of level of ensuring the adequate. safe
operation of technical facility.

The rate in which the top management of the technical facility and man-
agemental documents for operation consider impacts of errors of top
management in section of ensuring the tried-and-true rules for manage-
ment of:

- transport,
- manipulation and storage with material, products and waste,

and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider and realize responsibility for safety of technical facility, i.e. rate of
level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization
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consider the impacts of errors of higher management in section of imple-
mentation of effective project safety management, and carry out improve-
ment of defects; i.e. rate of level of ensuring the adequate safe operation
of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of sufficient
awareness on risks and safety, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of imple-
mentation of communication vertical and horizontal, and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate safe op-
eration of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of imple-
mentation of management style, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of imple-
mentation of weak involvement of higher management in benefit of pro-
jects, and carry out improvement defects; i.e. rate of level of ensuring the
adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of monitor-
ing the project” results, and carry out improvement of defects; i.e. rate of
level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of use of hu-
man sources, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of supervi-
sion and check-up under project, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of
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determination of responsibilities in project, and carry out improvement of
defects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of ensuring
the knowledgeability, and carry out improvement of defects; i.e. rate of
level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of response
to emergency situations, and carry out improvement of defects; i.e. rate
of level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of manage-
ment in domains:

- technical,

- T,

- personnel,

- control of machines, fittings, components and systems,
- waste handling,

and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of response
to high critical (crisis) situations, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of monitor-
ing the operation aimed to safety including the quality production or qual-
ity service, and carry out improvement of defects; i.e. rate of level of en-
suring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of perfor-
mance of technical inspections, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of
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operational rules (instructions) for normal operation conditions, and carry
out improvement of defects; i.e. rate of level of ensuring the adequate
safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of operation
rules (instructions) for abnormal operation conditions, and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate safe op-
eration of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of operation
rules (instructions) for critical operation conditions, and carry out improve-
ment of defects; i.e. rate of level of ensuring the adequate safe operation
of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of mainte-
nance and check-up of its quality, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the higher management (project leaders) of the technical
facility and managemental documents for project realization consider the
impacts of errors of higher management in section of quality preparation
of critical processes before their starts, and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of technical
facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of require-
ments on check-up machines and fittings before start of critical produc-
tion operation, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of verifica-
tion of qualification and skill of critical personnel, and carry out improve-
ment of defects; i.e. rate of level of ensuring the adequate safe operation
of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of ensuring:

- the quality working conditions for personnel,

- the quality regime measures for operation of machines, fittings, com-
ponents and systems, considering real personnel possibilities,
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and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of protection
of lives, health and security (OSH) at under all conditions (protective aids,
tools, shelters, evacuation), and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of operating
rules for critical operation (activity), and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of creating
the favourable atmosphere in workplaces, and carry out improvement of
defects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of enforce of
principles of safety culture, and carry out improvement of defects; i.e. rate
of level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of motivation
of personnel to quality work by help of special care on workers, training,
finance, and carry out improvement of defects; i.e. rate of level of ensur-
ing the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of open
communication on all management levels of technical facility on problems
dealing with production, safety etc., and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of physical
protection of machines, fittings, components and systems at normal, ab-
normal and critical conditions, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization
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consider the impacts of errors of higher management in section of cyber
protection of priority machines, fittings, components and systems at nor-
mal, abnormal and critical conditions, and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of work with
risks, and carry out improvement of defects; i.e. rate of level of ensuring
the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of manipula-
tion and transport of materials, semi-finished products and final products,
and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of storage,
and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of manage-
ment of working operations (activities) of interconnected systems of tech-
nical fittings, and carry out improvement of defects; i.e. rate of level of en-
suring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of manage-
ment of key processes (process safety management), and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate safe op-
eration of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of working
regimes of critical fittings, components and systems (integrity manage-
ment strategy), and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of determi-
nation of barriers, limits and conditions for critical processes, and carry
out improvement of defects; i.e. rate of level of ensuring the adequate
safe operation of technical facility.
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The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of determi-
nation of reactions to changes, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of making
impossible the work / activity apart from allowed limits (representing the
disruption of working instructions), and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of strategy
of maintenance of critical technical fittings, their interconnections and in-
frastructures that support their operations (activities), and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate safe op-
eration of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of response
plans, and carry out improvement of defects; i.e. rate of level of ensuring
the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of accuracy
of information on operation (activity), and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of supply by
materials, and carry out improvement of defects; i.e. rate of level of en-
suring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of tidiness
and order on workplaces, and carry out improvement of defects; i.e. rate
of level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of education
of personnel, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.
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The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of motivation
of critical personnel, and carry out improvement of defects; i.e. rate of
level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of warning
system, and carry out improvement of defects; i.e. rate of level of ensur-
ing the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the technical
facility and managemental documents for project realization consider the
impacts of errors of higher management in section of marking the evacu-
ation ways, and carry out improvement of defects; i.e. rate of level of en-
suring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of shelters
for workers for case of need, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the higher management (project leaders) of the tech-
nical facility and managemental documents for project realization con-
sider the impacts of errors of higher management in section of test of
way of execution of convert of activities from common fittings, compo-
nents or systems to standby ones, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider and realize the responsibility for technical facility processes; i.e. rate
of level of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of manage-
ment of safety of processes, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of setting
the working regimes (personnel stress, ensuring the demanded output
guality), and carry out improvement of defects; i.e. rate of level of ensur-
ing the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of
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awareness on risks and safety, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of communi-
cation vertical and horizontal, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of manage-
mental style, and carry out improvement of defects; i.e. rate of level of en-
suring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of involve-
ment of process managers in the process benefits, and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate safe op-
eration of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of monitor-
ing the results, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of use of
human sources, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of supervi-
sion and check-up under process and its results, and carry out improve-
ment of defects; i.e. rate of level of ensuring the adequate safe operation
of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of determina-
tion responsibilities, and carry out improvement of defects; i.e. rate of level
of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of knowl-
edgeableness, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization
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consider the impacts of errors of middle management in section of re-
sponse to emergency situations, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of manage-
ment in domains:

- technical,

- T,

- Personnel,

- control of machines, fittings, components and system,
- waste handling,

and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of monitor-
ing the operation (activities) aimed to safety including the quality produc-
tion or service, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of mainte-
nance and check-up of its quality, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of perfor-
mance of technical inspections, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of operating
rules (instructions) for norm operation conditions, and carry out improve-
ment of defects; i.e. rate of level of ensuring the adequate safe operation
of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of operating
rules (instructions) for abnormal operation conditions, and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate safe op-
eration of technical facility.
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The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of operation
rules (instructions) for critical operation conditions, and carry out improve-
ment of defects; i.e. rate of level of ensuring the adequate safe operation
of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of prepara-
tion of critical production processes before their start, and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate safe op-
eration of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of demand
of check-up of machines and fittings before start of critical production op-
eration (activity), and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of verifica-
tion of qualification and skill of critical personnel, and carry out improve-
ment of defects; i.e. rate of level of ensuring the adequate safe operation
of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of:

- quality of personnel working conditions,

- quality of regime measures for operation (activity) of machines, fit-
tings, components and systems that considering the personnel possi-
bilities,

and carry out improvement of defects; i.e. rate of level of ensuring the ad-

equate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of protection
of lives, health’s and security of personnel (OSH) under all possible con-
ditions in workplaces (protective aids, means, shelters, evacuation), and
carry out improvement of defects; i.e. rate of level of ensuring the ade-
guate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of care for
creating favourable atmosphere on workplaces, and carry out improve-
ment of defects; i.e. rate of level of ensuring the adequate safe operation
of technical facility.
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The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of enforce-
ment of principles of safety culture, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of motiva-
tion of personnel for quality work and safe behaviour by help of special
care on workers, training, finance, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of open
communication on all technical facility heretical levels and among them
on problems dealing with the production, safety etc., and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate safe op-
eration of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of physical
protection of priority machines, fittings, components and systems at nor-
mal, abnormal and critical conditions, and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of cyber
protection of priority machines, fittings, components and systems at nor-
mal, abnormal and critical conditions, and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of work with
risks, and carry out improvement of defects; i.e. rate of level of ensuring
the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of proce-
dures for manipulation and transport of materials, semi-finished products
and final products, and carry out improvement of defects; i.e. rate of level
of ensuring the adequate safe operation of technical facility.
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The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of proce-
dures for storage, and carry out improvement of defects; i.e. rate of level
of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of manage-
ment of operation of interconnected systems of technical fittings, and
carry out improvement of defects; i.e. rate of level of ensuring the ade-
guate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of manage-
ment of key processes (process safety management), and carry out im-
provement of defects; i.e. rate of level of ensuring the adequate safe op-
eration of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of working
regimes of critical fittings, components and systems (integrity manage-
ment strategy), and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of determi-
nation of barriers, limits and conditions for key processes, and carry out
improvement of defects; i.e. rate of level of ensuring the adequate safe
operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of determi-
nation of reactions to changes in processes, and carry out improvement
of defects; i.e. rate of level of ensuring the adequate safe operation of
technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of forestall
to work / operation out of allowable limits (safety culture promotion, rules
of correct behaviour, execution of responsibility, adherence of principles
of mutual helps, execution of calibration, check-up of sources before op-
eration (activity) start), and carry out improvement of defects; i.e. rate of
level of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of
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processing the response plans to expected emergencies, and carry out
improvement of defects; i.e. rate of level of ensuring the adequate safe
operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of correctness of data on operation (activity), and carry
out improvement of defects; i.e. rate of level of ensuring the adequate
safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of supply of
material, and carry out improvement of defects; i.e. rate of level of ensur-
ing the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of order on workplaces, and carry out improvement of
defects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of education
of personnel, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of motiva-
tion of critical personnel, and carry out improvement of defects; i.e. rate of
level of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-

sider the impacts of errors of middle management in section of warning
system, and carry out improvement of defects; i.e. rate of level of ensur-
ing the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of marking
the evacuation ways, and carry out improvement of defects; i.e. rate of
level of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of shelters
for employee for case of need, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of testing
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the transfer of activities from usual fittings, components and systems to
standby ones, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of ensuring
the preventive maintenance of critical fittings, and carry out improvement
of defects; i.e. rate of level of ensuring the adequate safe operation of
technical facility.

The rate in which the middle management (process leaders) of the tech-
nical facility and managemental documents for process realization con-
sider the impacts of errors of middle management in section of correct-
ness of procedures (regimes) of work, and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider and realize responsibility for safety of real technical fittings of
technical facility; i.e. rate of level of ensuring the adequate safe operation
of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
maintenance and check-up of its quality, and carry out improvement of
defects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
safety management, and carry out improvement of defects; i.e. rate of
level of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of cor-
rectness of:

- working regime,

- waste management,

and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
communication vertical and horizontal, and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.
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The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
care aimed to creation of favourable atmosphere on workplace, and carry
out improvement of defects; i.e. rate of level of ensuring the adequate
safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of en-
forcement of safety culture principles, and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
strengthen the motivation of personnel to quality work and safe behaviour
by help special care on workers, training, finance, and carry out improve-
ment of defects; i.e. rate of level of ensuring the adequate safe operation
of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of en-
suring the open communication on problems dealing with the production,
safety etc., and carry out improvement of defects; i.e. rate of level of en-
suring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of en-
suring the physical protection of priority machines and fittings at normal,
abnormal and critical conditions, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of en-
suring the cyber protection of priority machines and fittings at normal, ab-
normal and critical conditions, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
work with risks, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
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manipulation and transport of material, semi-finished products and final
products, and carry out improvement of defects; i.e. rate of level of ensur-
ing the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
storage of materials, semi-finished products final products and waste,
and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
management of safety at performance of key operations (activities), and
carry out improvement of defects; i.e. rate of level of ensuring the ade-
guate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of ad-
herence of working regimes at critical operations (activities), and carry out
improvement of defects; i.e. rate of level of ensuring the adequate safe
operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of ad-
herence of barriers, limits and conditions at critical operations (activities),
and carry out improvement of defects; i.e. rate of level of ensuring the ad-
equate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of ad-
herence of mandatory reactions to changes, and carry out improvement
of defects; i.e. rate of level of ensuring the adequate safe operation of
technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
forestall of work / operation (activity) out of allowable limits, and carry
out improvement of defects; i.e. rate of level of ensuring the adequate
safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of re-
sponse to emergency situations, and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.
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The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of ad-
herence of OSH requirements, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of cor-
rectness of data on operation, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
supply of material, and carry out improvement of defects; i.e. rate of level
of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of or-
der on workplaces, and carry out improvement of defects; i.e. rate of level
of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of per-
sonnel education and training, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of mo-
tivation of critical personnel, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
warning system, and carry out improvement of defects; i.e. rate of level of
ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
marking the evacuation ways, and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
shelters for employee for case of need, and carry out improvement of de-
fects; i.e. rate of level of ensuring the adequate safe operation of tech-
nical facility.
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The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
testing the way of transfer of activities from usual fittings, components or
systems to standby ones, and carry out improvement of defects; i.e. rate
of level of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of ad-
herence of rules of preventive maintenance, and carry out improvement
of defects; i.e. rate of level of ensuring the adequate safe operation of
technical facility

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings

consider the impacts of errors of technical management in section of pro-
posed working procedure (regime), and carry out improvement of defects;
i.e. rate of level of ensuring the adequate safe operation of technical facil-

ity.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of
training the personnel from technical fittings, and carry out improvement
of defects; i.e. rate of level of ensuring the adequate safe operation of
technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of en-
suring the functionality of barriers and adherence of limits and conditions
at critical operations (activities), and carry out improvement of defects; i.e.
rate of level of ensuring the adequate safe operation of technical facility.

The rate in which the technical management (technical fittings leaders) of
the technical facility and managemental documents for technical fittings
consider the impacts of errors of technical management in section of ad-
herence of determined reactions to changes, and carry out improvement
of defects; i.e. rate of level of ensuring the adequate safe operation of
technical facility.

The rate in which the critical technical personnel responsible for real op-
eration task in the technical facility operation consider and realize respon-
sibility for safety of operations (activities); i.e. rate of level of ensuring the
adequate safe operation of technical facility.

The rate of education level of the critical technical personnel responsible
for real operation task in the technical facility operation; i.e. rate of level of
ensuring the safe operation.

The rate of training and skill level of the critical technical personnel re-
sponsible for real operation task in the technical facility operation; i.e. rate
of level of ensuring the safe operation.
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The rate of awareness on risks of the critical technical personnel respon-
sible for real operation task in the technical facility operation; i.e. rate of
level of ensuring the safe operation.

The rate of adherence of safety culture of the critical technical personnel
responsible for real operation task in the technical facility operation; i.e.
rate of level of ensuring the safe operation.

The rate of capability and motivation of the critical technical personnel re-
sponsible for real operation task in the technical facility operation to ad-
here operation rules and waste management rules; i.e. rate of level of en-
suring the safe operation.

The rate of dishonest intent of the critical technical personnel responsible
for real operation task in the technical facility operation; i.e. rate of level of
ensuring the safe operation.

The rate in which auxiliary personnel in the technical facility operation
consider and realize the responsibility for safety of activities; i.e. rate of
level of ensuring the safe operation.

The rate in which auxiliary personnel in the technical facility operation re-
spect rules of safety culture; i.e. rate of level of ensuring the safe opera-
tion.

The rate in which auxiliary personnel, performing the support activities, is
motivated to perform activities safely and correctly handle with waste; i.e.
rate of level of ensuring the safe operation.

The rate in which auxiliary personnel performing the support activities,
has responsibility to perform activities safely and correctly handle with
waste; i.e. rate of level of ensuring the safe operation.

The rate in which auxiliary personnel performing the support activities can
have dishonest intent; i.e. rate of level of ensuring the safe operation.

The rate in which technical facility information system hardware support-
ing the facility and its operation, is secured against impacts of disasters
according to principle All-Hazard-Approach, which are possible inside
and outside of technical facility, so technical facility operation might be
safe.

The rate in which technical facility information system software supporting
the facility and its operation, respects the impacts of disasters according
to principle All-Hazard-Approach, which are possible inside and outside
of technical facility, so technical facility operation might be safe.

The rate in which transmissions of technical and organizational infor-
mation is ensured against impacts of disasters according to principle All-
Hazard-Approach, which are possible inside and outside of technical fa-
cility, so technical facility operation might be ensured.

The rate in which transmissions of technical and organizational infor-
mation is ensured at failure of information infrastructure.
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The rate in which it is forestalled to infection of technical facility critical in-
formation systems by worms, hackers” attacks etc. ; i.e. rate of level of
ensuring the safe operation.

The rate in which legislation in force require from owner and operator to
ensure the technical facility integral safety.

The rate in which public administration ensures the education on risks
and safety.

The rate in which public administration performs supervision under tech-
nical facility integral safety.

The rate in which public administration enforces the operator to imple-
ment measures supporting the technical facility integral safety.

The rate in which public administration monitors the technical facility inte-
gral safety.

The rate in which public administration checks-up the adherence of OSH
requirements.

The rate in which public administration checks-up the adherence of envi-
ronment protection requirements.

The rate in which public administration checks-up the adherence of user
protection requirements.

The rate in which public administration co-operates with technical facility
operator at ensuring the safety at critical situations.

*) Note: the technical facility integral safety is the rate in which the technical facility, even under its critical
conditions, does not endanger itself and its surroundings; the technical facility project safety is the rate
in which the project, even under its critical conditions, does not endanger itself and its surroundings; the
process safety is the rate in which the process, even in its critical conditions, does not endanger itself
and its surroundings; the particular technical equipment / fittings safety is the rate in which the technical
equipment / fittings, even in its critical conditions, does not endanger itself and its surroundings; the
operation / activity safety is the rate in which the operation / activity, even in its critical conditions, does
not endanger itself and its surroundings.

Table 16. Scale for determination of rate of risk that planned technical facility means
for its surroundings (rate of coexistence disruption); by analogy to scales in [24,25]; p
— annual insurance, ABT-the annual budget of territory governance.

Domain Risk rate Classification criterion
Social By accident or failure of technical facility, it is affected:
0 less than 50 humans
1 50 - 500 humans
2 500 - 5000 humans
3 5 000 — 50 000 humans
4 50 000 — 500 000 humans™
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5 more than 500 000 humans

Technical Accident or failure of technical facility causes damages:
and

less than 0.05 p

Economic
equal to p

between p and 0.05 ABT
between 0.05 ABT and 0.075 ABT
between 0.75 ABT and 0.1 ABT.
higher than 0.1 ABT.
Environment | Accident or failure of technical facility causes:

g b~ W N [k O

0 very low damages of environment

1 damages of environment with which the
nature cope during the acceptable time

2 moderate damages of unrenewable re-
sources of nature and natural reserva-
tions.

3 medium damages of unrenewable re-
sources of nature and natural reserva-
tions

4 unreturnable damages of unrenewable
resources of nature and natural reserva-
tions

5 devastation of landscape, unrenewable
resources of nature and natural reserva-
tions

Table 17. Value scale for determining the rate of the coexistence of the planned tech-
nical facility and its surroundings; N = five times the number of criteria in Table 15; N
= 1510.

The level of coexistence disruption Values in % N
(risk) between technical facility and

surrounding

Extremely high — 5 More than 95 %
Very high — 4 70 - 95 %

High — 3 45-70%
Medium — 2 25-45%
Negligible — 0 Low than 5 %
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The evaluation of real cases according to Table 15 needs to be performed by a team
of specialists from different fields independently; in practice [23-25], it comes in useful
team consisting of:

- worker of public administration responsible for territory safety,
- worker of public administration responsible for the development of the territory,
- representative of technical facility,

- representative of the professional institution for the technical facility safety assess-
ment, for example from the technical inspection,

- representative of the Integrated rescue system.

The resulting value is the median for each criterion, and in cases of great variance of
the values in one criterion it is necessary, so that the worker of public administration
responsible for territory safety may ensure further investigation, on which each asses-
sor shall communicate the grounds for his / her review in the present case, and on the
basis of panel discussions or brainstorming session, the final risk rate value is deter-
mined.

The appreciation of the benefits of a technical facility for the territory is done again
using a checklist. On the basis of the knowledge gathered above, a checklist is drawn
up to assess the contribution of the technical facility to the territory [1], Table 18 For
application in practice, two scales are assigned to the checklist: one in Table 19 for
assessing selected criteria when applying the classification scale (0-5) and the concept
'the higher the value, the higher the contribution of the technical facility to the territory”;
and the scale for the evaluation of the whole principle-based checklist introduced into
technical standards, Table 20.

Table 17. Checklist for assessment of the technical facility return for territory. A- result
of assessment (YES or NOT).

Planned | Criterion A Note
';:gif?ir:;/cal It increases education of the population in the ter-

ritory

It increases the possibility of employment of the
population in the territory

It increases the level of services in the territory

It increases welfare in territory

It contributes to the development of basic infra-
structure in the territory.

It raises the prestige of the territory

It contributes to the cultural development of the
territory

It improves the situation in the social sphere in
the territory — Table 19
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It improves situation in technical and economic
spheres in territory - Table 19

It improves the situation in environment protection
and welfares in territory - Table 19

Table 19. Value scale for determining the rate of benefits that the technical facility
means for the territory; it is designed by analogy to the scales set out in the work
[24,25], ABT - the annual budget of the territory.

Domain Benefit rate Criterion
classification

Rate Technical facility benefits:

o

less than 50 humans

50 - 500 humans

500 - 5000 humans

5 000 — 50 000 humans
50 000 — 500 000 humans

more than 500 000 humans

Social

(W IN|P

Rate Technical facility gives to territory
budget:

less than 0.005 ABT
0.005-0.01 ABT
0.01-0.025 ABT
0.026-0.05 ABT
0.05-0.075 ABT
higher than 0.075 ABT

Rate Technical facility contributes to environ-
ment protection and welfare increase
per year by sum of money:

less than 50 EUR

50 — 500 EUR

500 — 5 000 EUR

5 000 — 50 000 EUR

50 000 — 500 000 EUR
more than 500 000 EUR

Technical
and eco-
nomic

gl (b~ W |N |k O

Environment

g (b~ (W N |k O
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Table 20. Value scale for determining the rate of return of the technical facility for its
surroundings; N is quintuple of criteria in Table 18 (N=50).

Level of technical facility benefits for territory | Values in % N
Extremely high -5 More than 95 %
Very high - 4 70-95%

High — 3 45 -70 %
Medium — 2 25-45%
Low—-1 5-25%
Negligible — 0 Less than 5 %

At the technical facility risk management based on data in Table 15 we consider the
responsibility principle that is general in Europe [63]. It means that in the followed tech-
nical facility phase (operation) both, the operator (owner) and the public administration
are responsible for the technical facility safety.

Considering:
- the ALARP principle as in works [63,110-112],
- the integrated approach as in works [113,114],

- and the assumption that all risk sources have the same occurrence probability, we
obtain the requirement for tolerable risk measured by the technical facility maximum
annual losses RZTD

k; HTD
RZTD < 0.1%}% =

(1)

where HTD is the technical facility utility value, ki are result evaluations of risk sources
in Table 4, n is the number of risk sources (in our case 302) and T is the technical
facility lifetime in years. When this condition is not fulfilled, so the proposed technical
facility may not be accepted for realisation because the coexistence will be violated. It
means that either a new option or other risk reduction measures should be requested,
followed by a further assessment of the proposal. In other case the evaluation process
continues.

In order that the losses caused by the technical facility at its operation might be also
acceptable for the territory, it is calculated the benefit that the technical facility opera-
tion gives rise to territory. Using the data in Tables 18-20 and the principles for ex-
pected return [115] and the same assumptions on data processing as in the previous
case, the expected annual technical facility return caused by the technical facility op-
eration PRZTD is

k; CPTD

PRZTD = 0.7 ¥ ==

(2)
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where CPTD is the total utility technical facility return during the lifetime T, ki are result
evaluations of return sources in Table1l8 (assessed by experts with help of data in
Tables 19 and 20) and n is the number of benefit sources (in our case 10). The ex-
pected pure annual technical facility return RPTD is given by

RPTD = PRZTD — A — RPNTD (3)

where A is annuity and RPNTD is operating costs. Difference R of allowed maximum
annual technical facility losses RZTD, Eq. (1), and of expected pure annual technical
facility return RPTD, Eq. (3)

R = RZTD — RPTD (4)

is used as the quantitative property for decision-making. They are used the boundaries
of acceptability of risk that used the UN and the Swiss Re [15], namely:

- amount of annual premium for protected assets in territory (PRTD),
- one-tenth of annual territory budget (ABT).

On the basis of results of scoring, they are determined the categories to which in a
given case, the risk associated with technical facility belongs:

Ris less than PRTD, risk is acceptable,
R is between PRTD and 0.1 ABT, risk is conditionally acceptable,
R is higher than 0.1 ABT, risk is unacceptable.

In the first case, the technical facility benefits will outweigh the technical facility disad-
vantages, it means the expected losses are acceptable and the coexistence of the
technical facility with its vicinity is ensured. The technical facility operates surficial
safely and it is profitable.

In the second case, the effective technical facility safety management is required; it
means to include additional preventive measures in the technical facility design and to
ensure the mitigation, reaction and renovation measures for coping with risk realiza-
tion. The technical facility operation needs to be permanently under public administra-
tion surveillance.

In the latter case, unacceptable risk, it should be thorough reflection on conclusion —
either to reject the proposed technical facility operation variant, or to ask for further
measures associated with an increase of technical facility operation safety (it is neces-
sary to require application of: higher knowledge; a better technical equipment; the
higher costs for protective systems; ensuring the greater human resources readiness,
etc.) and after this new coexistence judgement.
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6. TOOL - RISK MANAGEMENT PLAN FOR ENSURING THE
COEXISTENCE AT TECHNICAL FACILITY OPERATION

Due to dynamic world development, technical facilities parts ageing, wear and tear,
and limited human knowledge, sources and capabilities, technical facilities” manage-
ments and public administration need to be prepared for important risk realizations in
next time. For this purpose, it was developed tool “Risk Management Plan” that re-
spects present knowledge on technical facilities” response and the lessons learned
from past responses to accidents and failures, the causes of which were connected
with their operation. The plan itself is processed in the form of a table that considers
risks from the following areas:

- technical facility management,

- internal sources of risks in technical facility related to its operation — conditions of
machines, fittings, components and systems, their interfaces and supporting inter-
nal infrastructures,

- internal incidents and accidents,

- personnel,

- external sources of risks linked to natural disasters,

- external sources of risks linked to supporting external infrastructures,

- external sources of risks related to the supervision of public administration, compe-
tition, market, etc.,

- terrorist attacks,
- cyber sources of network-related risks,
- war.

Since technical facility and its surroundings are interconnected, two important players
are considered — technical facility management and public administration. Risk man-
agement plan in question needs to be concerned with preparation of technical facility
for management of risks directly related to it and risks associated with interconnection
of technical facility — the territory; and for public administration pays the same. There-
fore, the compiled plan is linked to continuity plan (paragraph 2.9.3.3).

In order the risk management plan would fulfil its role, it needs to be based on quality
data processed by experts using quality methods and it shall have a foothold in legis-
lation that ensures properly distributed competences and forces accountability, thereby
contributing to the building of safety culture in society. The risk management plan helps
to resolve conflicts, because in the event of an expected conflict of interest, it can be
in advance:

- agreed the objectives of solving the problems caused by risk realization,
- established the relevant responsibilities,

- and codified the resolution procedures.

The risk management plan contains four basic items:
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- area of risk causes from all areas (technical, organizational, internal causes, exter-
nal causes, cyber, etc.),

- description of risks causes,
- risk assessment results: occurrence probability and size of risk impacts,
- risk mitigation measures and responsibilities for their implementation.

The management type TQM [51,52] and its principles are considered when drawing
up a risk management plan.

From the viewpoint of responsibilities [18,63], two cases need to be distinguished,
namely risk management in following areas:

- connection between public administration and management of technical facility,
- and technical facility management.

Good governance is based on the openness, accountability and efficiency of institu-
tions and public participation in decision-making and other processes. Good govern-
ance means transparency, accountability, integrity, the appropriate type of govern-
ance, efficient and affordable services, a commitment to partnership and the continu-
ous development of public administration institutions [15]. The adopted territorial man-
agement strategies need to have a clear link with the specific activities of the authori-
ties. Good governance has five basic features: openness; public involvement in deci-
sion-making; responsibility; efficiency; and the coherence of strategies and real activi-
ties. In other words, states, regions or cities, the political and institutional governance
of which does not show the five basic features of good governance cannot achieve
sustainable development. In every case in management it holds that the manager (of-
ficer) on higher position has higher responsibility on solving the problems connected
with the organizational and public matters.

Good governance means applying an optimal management system based on problem
diagnosis and problem-solving measures. The essence of good governance lies in the
combination of different levels of decision-making as opposed to the almost exclusive
role of the State. As a result, decision-making shifts to multi-level structures, i.e. to
regional structures. Another stage of good governance is the application of project and
process management, which is based on the strategic development plan [24].

In complex world, both, the technical facility management and the public administration
management represent the hierarchical interconnected systems; their structure is de-
scripted above in Chapter 1.

On the basis of the data collected (data on the causes of accidents and failures of
technical facilities during operation, and relevant lessons learned [1,3], the knowledge
described above, a priority risk management plan for the field of operation of the tech-
nical facility.

In plan (Table 21), two areas are considered:

- sources of risk in territory which have potential to cause technical facility accident
or failure,

- and sources of risks within technical facility which have potential to cause technical
facility accident or failure with impacts that they may cause loses and damages in
surroundings.
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From these facts it follows that plan is site specific. At its compilation, it comes useful

[1,17] the team:

- worker of public administration responsible for territory safety,

- worker of public administration responsible for the development of the territory,

- representative of technical facility,

- representative of the professional institution for the technical facility safety assess-
ment, for example from the technical inspection

- and representative of the Integrated rescue system.

Table 21. Risk management plan to ensure the coexistence of operated technical fa-
cility with its surrounding.

Risk source | Description of risk Occur- Measures for risk
rence mitigation
probabil-
ity
Size of
impacts
INTERFACE OF PUBLIC ADMINISTRATION AND TECHNICAL FACILITY MAN-
AGEMENT
Sources of risks in territory
Beyond de- Losses, damages and Probability: | Measures:
sign natural har”.‘s connected with low Crisis plan of State, region
disasters public assets and tech- and municipality
nical facility assets — big | Impacts: '
accident in technical facil- | great Execute:
ity that worsen losses, Government chairman /
damages and harm in . .
surrounding. Region chairman /
Municipality mayor.
Responsibility:
Region chairman
Broad fire Fire can affect the tech- Probability: | Measures:
outside the nical facility and cause - SRR
technical fa- | big accident. medium Crisis plans of municipality.
cility Impacts: Execute:
great Municipality mayor.
Responsibility:
Region chairman .
Aircraft crash | Possible fire or explosion | Probability: | Measures:
outside tech- | can affect the technical medium Crisis plans of municipality.

nical facility
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facility and cause big ac-

: Impacts: Execute:
cident.
great Municipality mayor.
Responsibility:
Region chairman .
Failure of In case that sufficient in- | Probability: | Measures:
criical infra- | ternal sources are miss- | o 4, Crisis plan of region and
structures in | ing, the technical facility municipality
technical fa- | accident or failure can oc- | Impacts: '
cility vicinity | cur or emergency regime great Execute:
Municipality mayor .
Responsibility:
Government chairman.
Insufficient Due to insufficient quality | Probability: | Measures:
tecr;_nlca}l ed- | of ttecy?lctal fﬁc.'"t){ ?" i medium Change of education sys-
ucation in re- | rected to technical facility _ tem and heighten budget
gion quality operation that Impacts: for education
consider not only norms | great '
but also possible risks, it Execute:
goes to problems in oper- Government chairman /
ation or to accidents ac- Minister for education.
companied by enormous o
costs also from public Responsibility:
budget, disruption of hu- Parliament chairman.
mans’ security, State sta-
bility, which consequently
lead to decrease of life
standard, economy in-
stability etc.
Lack of quali- | Due to lack of qualified Probability: | Measures:
;'ed Iqbour "'%bolufr fqlr_c;es, the 'E[efCTf'.l great Change of education sys-
orce in re- hical factlity cannot fu'i ) tem and heighten budget
gion tasks and services, which | Impacts: :
. for education.
leads to discontent and great
losses, also in state Execute:
budget. Government chairman /
Minister for education.
Responsibility:
Parliament chairman.
Lack of la- Due to lack of qualified Probability: | Measures:
bour f_orce for Ia_bour fqr_ces, the tech-. medium Recruitment of workers
technical fa- | nical facility cannot fulfil
» . . abroad.
cility tasks and services, which
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leads to discontent and

. Impacts: Execute:
losses, also in state medium _
budget. Government chairman.
Responsibility:
Parliament chairman.
Insufficient Conditions for technical Probability: | Measures:
|tooI|t|caI Cl_,l|- Lacmty are unfavtofura_lé)le, great Introducing the clear rules
ure (F“a”" ecause support for its Impacts: for safety culture in public
festation of activities misses.
. great sphere.
fight on
power Execute:
among politi- Government chairman.
cal rivals) -
Responsibility:
Parliament chairman.
Pressure Conditions for technical Probability: | Measures:
groups Lacmty ar_et unfav(;)ur_ﬁt_)le, great Introducing the clear rules
ecause Its good will IS Impacts: and safety culture in public
continuously impaired
" great sphere.
and permanently it is nec-
essary realise counter- Execute:
actions with aim to dis- Government chairman.
prove untruths. o
Responsibility:
Parliament chairman.
Terrorist at- | Huge losses for technical | Probability: | Measures:
tacks famh:}y and its Sl:l’l’(?l.:ﬂ?- great Implementation of effective
ing (human, material, fi- Impacts: safety concept and protec-
nance). great tion in the State.
Execute:
Government chairman /
Region chairman /
Municipality mayor.
Responsibility:
Parliament chairman.
Hacker at- Huge losses for technical | Probability: | Measures:
tacks facm';]y and its SLtJerulngI- great Implementation of effective
ing (human, material, fi- Impacts: safety concept and protec-
nance). great tion in the State.

Execute:

Government chairman /
Region chairman /
Municipality mayor.
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Responsibility:
Parliament chairman.

Corruption Huge losses for technical | Probability: | Measures:
facmty a_nclj Its ?ur_rolu?d- great Implementation of effective
Irlnsnfic;c'?t,gr;]:setréal(’)sg of | Impacts: safety concept and protec-
" reat tion in the State.
authority of State. g
Execute:
Government chairman /
Region chairman /
Municipality mayor.
Responsibility:
Parliament chairman.
Conditions Huge losses for technical | Probability: | Measures:
;or_tl_etchm;:al facmty a;no! |}sf'_surround- great Stable strategy of develop-
acility safe ing (material, finance). Impacts: ment and public budget.
operation great
(taxes, inter- Execute:
ests etc.) Government chairman.
Responsibility:
Parliament chairman.
Wrong or in- | Due to wrong and insuffi- | Probability: | Measures:
tsufl;:c[en': | cient I%glsdla;uve (e.gd. in- great Adjustment of legislation
'elct.nlca €g- | correctly te errtnlnﬁ .re-l Impacts: connected with technical
Islative gquirements on technica great facilities and education.
facility operation with re-
gards to ensure the co- Execute:
existence of technical fa- Government chairman.
cility with surrounding at N
operation; at accidents Responsibility:
the State has enormous Parliament chairman.
costs from public budget,
it comes to disruption of
humans “security and
State stability.
Supervising | Due to insufficient or Probability: | Measures:
';he_lt_fchnlfc?l ;/.vrongI%/ us;:l.of caompgt;- great Adjustment of legislation
actiity safety t!ons f[) pu '.ﬁ administra- Impacts: for technical facilities oper-
lon at surver'ance on great ation, on public administra-

technical facility safe op-
eration, it comes to acci-
dents accompanied by
enormous costs from
public budget and to

tion and on public surveil-
lance.

Execute:
Government chairman.
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dISI_'UptIOh of humans” se- Responsibility:
curity.
Parliament chairman.
Wrong co- Huge losses and dam- Probability: | Measures:
;)peratlonbtl)_e- a_(i]estprlglnate gt crisis I medium Use of all legal tools for
ween public ) situations — under horma Impacts: correction.
administra- conditions they will be medium to
tion and lower but they do not great Execute:
cility man- Region chairman,
agement Municipality mayor.
Responsibility:
Government chairman in
co-operation with
Parliament chairman.
War It goes to lack of fi- Probability: | Measures:
nﬁnces, r}ersonnetl,f low To implement protective
fh ar;(::[jeto stuppor:_ ;]0"?" Impacts: measures and to ensure
I ed tag'. € C"t.W 'Cf tWI h great acceptable technical facili-
ead 1o disruption ot tech- ties ‘operation.
nical facility operation,
which will cause high ex- Execute:
penses, social problems Government chairman in
(unemployment, disrup- co-operation with
tion of security) or even responsible technical
harms in environment facility top manager.
and by that problems for .
public administration (ex- Responsibility:
penses for social allow- Parliament chairman.
ances, fight against crimi-
nality etc.).
Sources of risks in technical facility
Discrepancy | Frequent injuries at work. | Probability: | Measures:
Wlth OSHtre- High valetudinarianism. medium Ensuring the adherence of
quirements Discontent of workers. Impacts: requirements of legislation
great in force.
Execute:
responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.
Responsibility:
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responsible technical
facility top manager.

Contamina-
tion of envi-
ronment (un-
der allowable
limits)

Penalties from public ad-
ministration.

Damaged good will.

medium

Impacts:
great

Probability:

Measures:

Corrections according to
demands of legislation in
force.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Non-cover fi-
nance obliga-
tions to pub-
lic admin-
istration

Penalties from public ad-
ministration.

Damaged good will.

medium

Impacts:
great

Probability:

Measures:

Corrections according to
demands of legislation in
force.

Execute:

Technical facility finance
manager.

Responsibility:

responsible technical
facility top manager.

Technical fa-
cility indebt-
edness

Damaged good will.

Unfulfillment of commit-
ments.

Bankruptcy.

medium

Impacts:
great

Probability:

Measures:

Change of conception and
application of effective cor-
rections according to legis-

lation in force.

Execute:

Technical facility finance
manager.

Responsibility:

responsible technical
facility top manager.

Wrong waste
management

Penalties from public ad-
ministration.

medium

Probability:

Measures:
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Damaged good will.

Impacts:
great

Corrections according to
demands of legislation in
force.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Discrepancy
with legisla-

tive require-

ments

Penalties from public ad-
ministration.

Damaged good will.

medium

Impacts:
great

Probability:

Measures:

Corrections according to
demands of legislation in
force.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager

Supervise:

Responsible worker of
public administration

Discrepancy
in data (nec-
essary for
off-site plan)
transfer to
public admin-
istration for
potential be-
yond design
accidents

Right of recovery from
public administration.

Damaged good will.

medium

Impacts:
great

Probability:

Measures:

Corrections according to
legislation in force.

Execute:

Responsible worker of
technical facility.

Responsibility:

160




responsible technical
facility top manager.

Supervise:

Responsible worker of
public administration.

Discrepancy | Right of recovery from Probability: | Measures:
in data f(nec- public administration. medium Corrections according to
essary for Damaged good will. Impacts: legislation in force.
crisis plan) reat
transfer to 9 Execute:
public admin- Responsible worker of
istration for technical facility.
extreme acci- Responsibility:
dents _ _
responsible technical
facility top manager.
Supervise:
Responsible worker of
public administration.
Omission of | Itis possible from public | Probability: | Measures:
finance re- ?dmmlstratlolr;'to ex_E[)he (f:t ¢ great Corrections according to
serve for rgc?&?grr?ee:taolnetse\(l:vénicgls Impacts: legislation in force — to re-
decommis- - o great spect. moral re;porjslblllty
sion and facility decommissioning. to territory and its citizens.

territory treat-
ment

Execute:

Finance manager of
technical facility.

Responsibility:

responsible technical
facility top manager.

Supervise:

Responsible worker of
public administration.

TECHNICAL FACILITY MANAGEMENT

Sources of risks in territory

Occurrence | Disruption of operation or | Probability: | Measures:

gf nattural technical facility accident. | low According to continuity
Isaster Impacts: plan.

higher than great

design one Execute:
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responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Aircraft crash | Disruption of operation or | Probability: | Measures:
on _t(_achni(_:al technical facility accident. | low According to continuity
facmty orin Impacts: plan.
its close
- great Execute:
vicinity
responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.
Responsibility:
responsible technical
facility top manager.
Fire or explo- | Disruption of operation or | Probability: | Measures:
sionin clpse technical facility accident. | low According to continuity
sgrroundmg Impacts: plan.
higher than great
design one Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.
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Failure of ex-
ternal critical
infrastruc-
tures

Disruption of operation or
technical facility accident
or failure.

Probability:

medium

Impacts:
great

Measures:

According to continuity
plan.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Loss of pub-
lic admin-
istration sup-
port

Disruption of operation or
technical facility accident
or failure.

Probability:

low

Impacts:
great

Measures:

According to continuity
plan.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Lack of quali-
fied labour
forces

Insufficient of technical
facility operation up to ac-
cident or failure.

Probability:

medium

Impacts:
great

Measures:

According to continuity
plan.

Execute:

responsible technical
facility manager for labour
forces.

Responsibility:

responsible technical
facility top manager.

Disruption in
supply of

Insufficient technical facil-
ity performance up to

Probability:

medium

Measures:
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material for

production failure, i.e.

: Impacts: According to continuit
production lack of expected products P g y
. great plan.
or services.
Execute:
responsible technical
facility manager for
material supplies.
Responsibility:
responsible technical
facility top manager.
Consumption | Unmarketability of prod- Probability: | Measures:
crisis ucts or services, i.e. eco- | low According to continuity
nomic losses. Impacts: plan.
great Execute:
responsible technical
facility manager for sale.
Responsibility:
responsible technical
facility top manager.
Changes in Economic losses for tech- | Probability: | Measures:
market nical facility. medium According to continuity
Reduction of number of Impacts: plan.
workers. great Execute:
S.Oc'al problems in re- Finance technical facility
gon. manager.
Responsibility:
responsible technical
facility top manager.
Insolvency of | Economic losses up to in- | Probability: | Measures:
customer debtedness for technical | medium According to continuity
facility. Impacts: plan.
great Execute:
Finance technical facility
manager.
Responsibility:
responsible technical
facility top manager.
Hacker at- Insufficient production up | Probability: | Measures:
tack to accident or failure of medium

technical facility.
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Impacts:
great

According to continuity
plan; especially appurte-
nant response plan.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Intent abuse
of good will

Economic losses for tech-
nical facility.

Probability:

medium

Impacts:
great

Measures:

According to continuity
plan.

Execute:

responsible technical
facility manager.

Responsibility:

responsible technical
facility top manager.

Co-operate:

Responsible worker of
public administration.

Terrorist
physical at-
tack

Disruption of operation,
failure or accident of
technical facility.

Economic losses for
technical facility.

Impacts on region — lack
of products, services and
unemployment.

Probability:

low

Impacts:
great

Measures:

According to continuity
plan; especially appurte-
nant response plan.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:
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responsible technical
facility top manager.

Co-operate:

Responsible worker of
public administration.

Attack of Loss of competitiveness | Probability: | Measures:
|toressture in- fmc:]e_corll?ml_::_tlosses for | medium According to continuity
erest groups | technical facility. Impacts: plan.
great Execute:
responsible technical
facility manager.
Responsibility:
responsible technical
facility top manager.
Co-operate:
Responsible worker of
public administration.
Unauthorized | Loss of competitiveness | Probability: | Measures:
use of intel- | and economic losses for | great According to continuity
lectual prop- | technical facility. .
Impacts: plan.
erty of tech- great
nical facility Execute:
responsible technical
facility manager.
Responsibility:
responsible technical
facility top manager.
Co-operate:
Responsible worker of
public administration.
Sources of risks in technical facility
Obsolete Low performance, danger | Probability: | Measures:
'ﬁchnlcal out- ;)f fﬁ”we| cf)r ngfldent of medium According to continuity
: echnical facliity. Impacts: plan; especially appurte-
great nant development plan.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
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technical fittings operation,
operator of technical
fittings.

Responsibility:
responsible technical
facility top manager.

Critical tech-
nical fittings
or compo-
nents are
wearied
down

Low or disrupted perfor-
mance, danger of failure
or accident of technical
facility.

medium

Impacts:
great

Probability:

Measures:

According to continuity
plan; especially appurte-
nant development plan.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Missing
funds on
maintenance,
repairs and
moderniza-
tion of equip-
ment

Low or disrupted perfor-
mance, danger of failure
or accident of technical
facility.

medium

Impacts:
great

Probability:

Measures:

According to continuity
plan; especially appurte-
nant development plan.

Execute:

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Internal fire

Losses and damages,
disrupted performance of
technical facility.

Unfulfillment of commit-
ments to third party.

medium

Impacts:
great

Probability:

Measures:

According to continuity
plan; especially appurte-
nant response plan.

Execute:

167




Sanctions.

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.

Internal ex- Losses and damages, Probability: | Measures:
plosion ?lsrhuptecljfpe_rlf_?rmance of | medium According to continuity
echnical facility. Impacts: plan; especially appurte-

Unfulfillment of commit- great nant response plan.

ments to third party. Execute:

Sanctions. Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:

responsible technical
facility top manager.

Air Human health problems Probability: | Measures:
contamina- :cead to d'snfjf[)t'or? (.)f I?efr' medium According to continuity
tion ‘?lfina“‘;f?] echnica fal- Impacts: plan; especially appurte-
clity, which means in tul- great nant response plan.

filment of commitments to
third party.

Sanctions.

Execute:

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.
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Drinking and | Human health problems Probability: | Measures:

utllltty water :cead to dISI’l];IE)'[IOrl;I (_Jf pl)efr- medium According to continuity

;:_on amina- C?IF[”a”‘;]‘? ?] echnica fal_ Impacts: plan; especially appurte-

on clity, which means in tul- great nant response plan.
filment of commitments to

third party. Execute:

Sanctions. Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:

responsible technical
facility top manager.

Contamina- | Human health problems Probability: | Measures:
tion ?f egwp- :cead to dISI‘li.:JE[)'[IOr? (_)f p?efr- medium According to continuity
rbne_lr:j_an ' ‘?Iftma”ff ?] echnica fal_ Impacts: plan; especially appurte-
uiiding parts | cility, which means in tu'- great nant response plan.

filment of commitments to

third party. Execute:

Sanctions. Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:

responsible technical
facility top manager.

Outage of in- | Human and equipment Probability: | Measures:
:grntal eI?c- Eroblefms Ifead to dlsrl:p- medium According to continuity
”C'ky net tlonho. p?rf or‘rlqancip h Impacts: plan; especially appurte-
wor echnicaltactity, whic great nant response plan.

means in fulfilment of

commitments to third Execute:

party. Appurtenant responsible

Sanctions. technical facility project
managers, responsible

technical facility process
managers, responsible
persons for technical
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fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.

Outage of Human health problems Probability: | Measures:
lightening :cead to dlel;E)thr:l (_)f pl)efr- medium According to continuity

C.’IF[“a“‘;f ?] mec :'C.ar‘l fal_ Impacts: plan; especially appurte-

cliity, which means in tul- great nant response plan.

filment of commitments to

third party. Execute:

Sanctions. Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:

responsible technical
facility top manager.

Outage of Human and equipment Probability: | Measures:
VFHtIl?tIOp or rd1.ealthtproblfemsflead to medium According to continuity
climatization :cstruphlqn (I)fpe':':)rma;]r_]cre]: Impacts: plan; especially appurte-
ortechnical facllity, whic great nant response plan.

means in fulfilment of

commitments to third Execute:

party. Appurtenant responsible

Sanctions. technical facility project
managers, responsible

technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:

responsible technical
facility top manager.

Outage of in- | Human and equipment Probability: | Measures:
ternsl ??jt-' ) Eroblefms Ifead to dlsrl:p- medium According to continuity
work o t'I'rtm i tlonho. p(larf or_rlr_][ancehph Impacts: plan; especially appurte-
ing or utiity echnicaltactity, whic great nant response plan.

water means in fulfilment of

commitments to third
party.

Execute:
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Sanctions.

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.

Outage of Human and equipment Probability: | Measures:
cooling sys- |tc_)roblefms Ifead to d's”]fp' medium According to continuity
tems tlonhg' pﬂ or_rlr_1tancehp h Impacts: plan; especially appurte-
echnical factity, whic great nant response plan.
means in fulfilment of
commitments to third Execute:
party. Appurtenant responsible
Sanctions. technical facility project
managers, responsible
technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Outage of Human and equipment Probability: | Measures:
communica- Eroblefms Ifead to d'srl]fp' medium According to continuity
tion network tlonho. pﬂ or‘rlr'lancehph Impacts: plan; especially appurte-
echnicaltactity, whic great nant response plan.

means in fulfilment of
commitments to third

party.
Sanctions.

Execute:

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.
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Outage of Human problems lead to | Probability: | Measures:
ﬁn;ﬁrgt_ancy d:cstrupr:lqn ?ffpe_:_ftorm?]r_\cr? medium According to continuity
ightening ?negﬁsri“nc?ulfﬁfrllézt’g‘ I Impacts: plan; especially appurte-
i X r nantr n lan.
commitments to third great ant response pia
party. Execute:

Sanctions. Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errorsin Accident or failure of Probability: | Measures:
_ha;rdwa:_e of technlcal ffalcfl_lllty, V\;hl?h medium According to continuity
In otrma lon means_tln ut ! Tet?]. ?j Impacts: plan; especially appurte-
system sup-| commitments 1o thir great nant response plan.
porting the party.
i - . Execute:
tephmcal fa Sanctions.
cility control Appurtenant responsible
and manage- technical facility project
ment managers, responsible
technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errors in soft- | Accident or failure of Probability: | Measures:
Waig of infor- technlcgl :’a(l:fl'lllty’ V\;hl?h great According to continuity
;na lon sys-t mean;tln ut ! ;net?].% Impacts: plan; especially appurte-
tem stpport-—| commitments to thir great nant response plan.
ing the tech- | party.
i ili . Execute:
nical facility Sanctions
control and Information system
management manager and appurtenant
responsible technical
facility project managers,
responsible technical
facility process managers,
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responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Errorsin Accident or failure of Probability: | Measures:
transmissive | technical faci_lity, which great According to continuity
channels means unfulfillment of Impacts: plan; especially appurte-
commitments to third great nant response plan.
party.
) Execute:
Sanctions
Manager for
communication and
appurtenant responsible
technical facility project
managers, responsible
technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Outage of Accident or failure of Probability: | Measures:
emergency .technical facility and their medium According to continuity
communica- |mpactsd9n as_sets,]yvmch_ Impacts: plan; especially appurte-
tion system means disruption of oper great nant response plan.

ation, which leads to in
fulfilment of commitments
to third party.

Sanctions

Execute:

Communication system
manager and appurtenant
responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.
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Outage of Accident or failure of Probability: | Measures:
extlr_lgwsht _techm;:al facility ?nd thhelhr medium According to continuity
equipmen Irg);r(l:ss d(ianrt?St?oenS(’Jx plxgr Impacts: plan; especially appurte-
. . C | or nant r n lan.
ation, which leads to un- great ant response pia
fulfillment of commit- Execute:
ments to third party. Appurtenant responsible
Sanctions technical facility project
managers, responsible
technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Outage of Disruption of perfor- Probability: | Measures:
/crltlcal flttln%]:s n}e;ncre{ gcclufjer_llt_tor fagure medium According to continuity
/componen/s ?h ec nlcat aciity ant Impacts: plan; especially appurte-
Processes €Ir IMpacts on assets, great nant response plan.
projects (pro- | which means disruption
duction lines) | of operation, which leads Execute:
ments to third party. technical facility project
Sanctions. managers, responsible
technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Occurrence | At certain conditions it Probability: | Measures:
oft?]cqlden'; ::orpes to failure of pr:_o-h medium According to continuity
\(’j\" | Slze ot ec 'Ye r;fasures, V‘f[ Ic Impacts: plan; especially appurte-
esign acci- | can lead to accident or medium nant response plan.
dent failure, which leads to un-

fulfillment of commit-
ments to third party.

Sanctions.

Execute:

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
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fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.

Beyond de- It comes to failure of pro- | Probability: | Measures:
sign accident Itect.!lvte measures v_voklncrtl low According to continuity
fgfllureo zi\éetrc()a;l;rgagegs or Impacts: plan; especially appurte-
' . . reat nant response plan.
around the technical facil- g P P
ity. Due to disrupted per- Execute:
fillment of commitments technical facility project
to third party. managers, responsible
Sanctions. technical facility process
L ¢ competitiven managers, responsible
0SS Of competiiveness. persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Extreme ac- | It comes to failure of pro- | Probability: | Measures:
cident Itectcllvte measures v_v(:ncr; low According to continuity
fe‘."ll N se\éetre acciaent or | mpacts: plan; especially appurte-
ailure, and to severe great nant response plan.
damages and losses
around the technical facil- Execute:
ity. Due to disrupted per- Appurtenant responsible
formance it gets to unful- technical facility project
fillment of commitments managers, responsible
to third party. technical facility process
Sanctions. managers, responsible
Extinction persons for technical
' fittings operation, operator
Loss of competitiveness. of technical fittings.
Responsibility:
responsible technical
facility top manager.
Insufficient Frequent disruption of Probability: | Measures:
maintenance ]E)e;lrform??cer,] a_culdfentllct)r great According to continuity
a'(‘;iﬁq lec nltca actiity Impacts: plan; especially appurte-
and their impacts on as- great nant response plan.

sets.

Execute:
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Due to disrupted perfor-
mance it gets to unfulfill-
ment of commitments to
third party.

Sanctions.

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.

Wrong reac- | Frequent disruption of Probability: | Measures:
tion Iof te(_:h- pgrfprn;ancef. Dandgertof medium According to continuity
mcﬁt (;:qu- ;)r_llglrna '?? ohﬁ_cml ;an 'Iptr Impacts: plan; especially appurte-
entto ailure ot technical facliity great nant response plan.
change of and their impacts on as-
conditions sets. Execute:
Due to disrupted perfor- Appurtt_anant r_e_sponsi_ble
mance it gets to unfulfill- technical facility project
ment of commitments to managers, responsible
third party. technical facility process
Sancii managers, responsible
anctions. persons for technical
Loss of competitiveness. fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errorsin Injury or death of person- | Probability: | Measures:
OSH nel. Dlsrupt!gn clf pefrf?r- medium Corrections according to
mance, acciaent or taiure Impacts: legislation in force.
of technical facility and great

their impacts on assets.

Due to disrupted perfor-
mance it gets to unfulfill-
ment of commitments to
third party.

Sanctions.

Execute:

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.
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Errors in con- | Injury or death of contrac- | Probability: | Measures:
dltlotnstfor ’:_ors p])cersc:cnnel. Disrup- _ medium Corrections according to
contactors lon Of performance, acci- Impacts: legislation in force.
work dent or failure of technical great
facility and their impacts Execute:
on assets. Appurtenant responsible
Due to disrupted perfor- technical facility project
mance it gets to unfulfill- managers, responsible
ment of commitments to technical facility process
third party. managers, responsible
Sanctions persons for technical
' fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Ineffective Frequent disruption of Probability: | Measures:
safety mtan- ]Pe_lrform?rtlcer,] a_cmldfeml_ct)r medium According to continuity
?gemen SYys- a';iﬁo. lec n'f[:a aciiity Impacts: plan; especially plan for
em and theirimpacts on as- | a4t safety ensuring.
sets.
. Execute:
Due to disrupted perfor- '
mance it gets to unfulfill- Appurtenant responsible
ment of commitments to technical facility project
third party. managers, responsible
Sanctions technical facility process
' managers, responsible
Loss of competitiveness. persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Insider Frequent disruption of Probability: | Measures:
pgrformance, ?Cc'de”F or medium According to continuity
failure of technical facility )
. Impacts: plan.
and their impacts on as- great

sets.

Due to disrupted perfor-
mance it gets to unfulfill-
ment of commitments to
third party.

Sanctions.

Execute:

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
fittings operation, operator
of technical fittings.
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Responsibility:

responsible technical
facility top manager.

Errors of top | Frequent disruption of Probability: | Measures:
_managt;_eme?t ]E)e_lrform??cer,] a_cmldfenyl_?r medium According to continuity
|r;rs$c lon o aﬁ:;rtﬁ qr .?nc nlct:a r?CI 'Y Impacts: plan; especially appurte-
strategy, a €lir impacts on as- great nant response plan.
conception, | sets.
isi . Ex X
suger;}nsulzn Due to disrupted perfor- ecute _
and Check-Up | mance it gets to unfulfill- Appurtenant responsible
ment of commitments to technical facility project
third party. managers, responsible
Sanctions technical facility process
' managers, responsible
Loss of competitiveness. persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errors of top | Frequent disruption of Probability: | Measures:
mana?_eme?t ]E)ellrform??cer,] a.culdfenFI '(t)r medium According to continuity
n sect_lon ° a'é’iﬁo. 1ec n'fa aclty | impacts: plan; especially appurte-
operation, and their impacts on as- great nant response plan.
maintenance | sets.
i . Execute:
?nirgpa}w of Due to disrupted perfor- '
echnica mance it gets to unfulfill- Appurtenant responsible
equipment ment of commitments to technical facility project
third party. managers, responsible
Sanctions technical facility process
' managers, responsible
Loss of competitiveness. persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errors of top | Significant disruption of Probability: | Measures:
mana%emer;t gerffrm?r_llce aftfetr a(r:]q- | medium According to continuity
In section o fer.llltor aldutrhe ot tec n':ca Impacts: plan; especially appurte-
responses to actiity and their impacts great nant response plan.

emergency
situations
and their

on assets.

Due to disrupted perfor-
mance it gets to

Execute:

Manager for emergency
protection and appurtenant
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prepared-
ness’s

unfulfillment of commit-
ments to third party.

Sanctions.
Loss of competitiveness.

responsible technical
facility project managers,
responsible technical
facility process managers,
responsible persons for
technical fittings operation,
operator of technical
fittings.

Responsibility:

responsible technical
facility top manager.

Errors of top | Frequent or long disrup- | Probability: | Measures:
management ti_ons of performance, ac- | medium According to continuity
in section of C|_dent or _fallure of tgc_h- Impacts: plan; especially appurte-
perform:_;mce nical facility and their im- great nant response plan.
of technical pacts on assets.
Inspections Due to disrupted perfor- Execute:
mance it gets to unfulfill- Appurtenant responsible
ment of commitments to technical facility project
third party. managers, responsible
Sanctions technical facility process
' managers, responsible
Loss of competitiveness. persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errors of top | Long disruption of perfor- | Probability: | Measures:
manag_ement mance pf technical facility | medium According to continuity
in section of | and its impacts on as- Impacts: plan: especially appurte-
ensunng the | sets. great nant response plan.
financial re- | py, 4 ¢4 disrupted perfor- E te:
SETVesS for mance it gets to unfulfill- xeeute:
renovation of ment of commitments to Finance manager and
technical third party. appurtenant responsible
equipment technical facility project

Sanctions.
Loss of competitiveness.

managers, responsible
technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.
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Wrong oper- | Frequent disruption of Probability: | Measures:
?tlng ruIeT gerftorm?r_llce upftto aﬁc!- | medium According to continuity
or no:_ma fer_ll_tor a:ju_{e o ectnlca Impacts: plan; especially appurte-
operation acility and its impacts on great nant response plan.
assets.
i Execute:
Due to disrupted perfor- _
mance it gets to unfulfill- Appurtenant responsible
ment of commitments to technical facility project
third party. managers, responsible
Sanctions technical facility process
' managers, responsible
Loss of competitiveness. persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Wrong oper- | Frequent disruption of Probability: | Measures:
?tmgbrules | gerftorm?r_llce upftto aﬁc!- | medium According to continuity
ora ?orma fenl_tor a:ju_[e o ectnlca Impacts: plan; especially appurte-
operation acility and its impacts on great nant response plan.
assets.
. Execute:
Due to disrupted perfor- '
mance it gets to unfulfill- Appurtgnant rgspons[ble
ment of commitments to technical facility project
third party. managers, responsible
Sanct technical facility process
anctions. managers, responsible
Loss of competitiveness. persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Wrong oper- | Frequent significant dis- Probability: | Measures:
?tlng ':‘ulels :uptlopdof [;erf?rrlnancefup medium According to continuity
or E” cal op- to T}C(?' el? O'T'tal urg.? Impacts: plan; especially appurte-
eration echnical facility and its great nant response plan.

impacts on assets.

Due to disrupted perfor-
mance it gets to unfulfill-
ment of commitments to
third party.

Sanctions.
Loss of competitiveness.

Execute:

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
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fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.

Defects in Frequent disruption of Probability: | Measures:
crltlcalI p((ajr- gerftorm?r_llce upftto algc!- | medium According to continuity
so:_m;e\ edu- fer_ll_tor %U{e '?n ectnlcr? Impacts: plan; especially appurte-
catio actiity and Its impacts o great nant response plan.
assets.
. Execute:
Due to disrupted perfor-
mance it gets to unfulfill- Manager for personnel and
ment of commitments to appurtenant responsible
third party. technical facility project
Sanctions managers, responsible
' technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Wrong verifi- | Frequent disruptions of Probability: | Measures:
cation of criti- performance up to acci- medium According to continuity
cal personnel | dent or failure of technical Impacts: plan
gualification | facility and its impacts on reat ' '
assets. 9 Execute:
Due to disrupted perfor- Manager for personnel gnd
mance it gets to unfulfill- appurtenant responsible
ment of commitments to technical facility project
third party. managers, responsible
Sancti technical facility process
anctions. managers, responsible
persons for technical
fittings operation, operator
of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errorsin Overload of personnel Probability: | Measures:
worklng re- \é\{hlch t[ead toffreqfuent medium According to continuity plan
gime ISruptions ot pertor- Impacts: and legislation in force.
mance up to accident or great

failure of technical facility

Execute:
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and its impacts on as-
sets.

Due to disrupted perfor-
mance it gets to unfulfill-
ment of commitments to
third party.

Sanctions.

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.

Insufficient Overload of personnel. Probability: | Measures:
safety culture Missing the co-operation. medium According to continuity plan
Frequent disruptions of Impatcts: and legislation in force.
performance up to acci- grea Execute:
]E’ef?lt.t‘“ fa:jllu_[e .Of tec?nlcal Appurtenant responsible
aci Ity and Its impacts on technical facility project
assets. managers, responsible
Due to disrupted perfor- technical facility process
mance it gets to unfulfill- managers, responsible
ment of commitments to persons for technical
third party. fittings operation, operator
Sanctions. of technical fittings.
Responsibility:
responsible technical
facility top manager.
Insufficient Neglecting the co-opera- | Probability: | Measures:
motivation of | tion, frequent disruptions | medium According to continuity
key person- | of performance up to ac- )
) ) Impacts: plan.
nel cident or failure of tech- great
nical facility and its im- Execute:
pacts on assets. Appurtenant responsible
Due to disrupted perfor- technical facility project
mance it gets to unfulfill- managers, responsible
ment of commitments to technical facility process
third party. managers, responsible
Sanctions persons for technical
' fittings operation, operator
Loss of competitiveness. of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errors of top | Frequent disruptions of Probability: | Measures:
management | performance, frequent medium
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In Sicngﬁ of near -mtl_sses],c dan%er ?f Impacts: According to continuity plan
work wi origination ot accigent or great and legislation in force.
risks con- failure of technical facility
nected with | and its impacts on as- Execute:
technical sets. Appurtenant responsible
equollpmtt_%nt, Due to disrupted perfor- technical facility project
production, =1 yance it gets to unfulfill- managers, responsible
transport of | e nt of commitments to technical facility process
material and | .. g party. managers, responsible
products Sanct persons for technical
anctions. fittings operation, operator
Loss of competitiveness. of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errors of Frequent disruptions of Probability: | Measures:
higher man- perforrr_lance, frequent medium Continuity plan.
agement in near-misses, danger of Impacts:
section of origination of accident or great ' Execute:
project man- | failure of technical facility Appurtenant responsible
(strategy, sets. managers, responsible
conceplion, | ny e to disrupted perfor- technical facility process
SUPETVISION | mance it gets to unfulfill- managers, responsible
and check- | ot of commitments to persons for technical
up) third party. fittings operation, operator
Sanctions of technical fittings.
' . Responsibility:
Loss of competitiveness. P >'lbl echnical
responsible technica
facility top manager.
Errors of Frequent disruptions of Probability: | Measures:
higher man- performance, frequent medium Continuity plan.
agement in near-misses, danger of Impacts:
section of op- | origination of accident or great ' Execute:
eration, failure of technical facility Appurtenant responsible
maintenance and its impacts on as- technical facility project
and repair of | sets. managers, responsible
technical t Due to disrupted perfor- technical facility process
equipmen mance it gets to unfulfill- managers, responsible
ment of commitments to persons for technical
third party. fittings operation, operator
Sanctions of technical fittings.
' . Responsibility:
Loss of competitiveness. P >'/bl echnical
responsible technica
facility top manager.
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Errors of Long disruptions of per- Probability: | Measures:
higher man- | formance due to accident | medium Continuity plan.
agement in or failure of technical fa- Impacts:
section of re- | cility and its impacts on great Execute:
sponse to assets. Appurtenant responsible
eMErgency | pue to disrupted perfor- technical facility project
situations mance it gets to unfulfill- managers, responsible
and their Pré- | ment of commitments to technical facility process
paredness’s | .. q party. managers, responsible
Sanctions N persons_for technical
' fittings operation, operator
Loss of competitiveness. of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errors of Frequent disruptions of Probability: | Measures:
higher man- | performance due to acci- | medium Continuity plan.
agement in dent or failure of technical Impacts:
section of facility and its impacts on great Execute:
performance | assets. Appurtenant responsible
oftechnical | py g disrupted perfor- technical facility project
Inspections | ance it gets to unfulfill- managers, responsible
ment of commitments to technical facility process
third party. managers, responsible
Sanctions N persons.for technical
' fittings operation, operator
Loss of competitiveness. of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errors of Frequent disruptions of Probability: | Measures:
higher man- | performance due to acci- | medium Continuity plan
agement in dent or failure of technical Impacts: '
section of facility and its impacts on great ' Execute:

safety culture

assets.

Due to disrupted perfor-
mance it gets to unfulfill-
ment of commitments to
third party.

Sanctions.
Loss of competitiveness.

Appurtenant responsible
technical facility project
managers, responsible

technical facility process
managers, responsible

persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.
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Errors of Frequent injuries up to Probability: | Measures:
higher man- death of _perso_nnel which | medium Continuity plan.
agement in lead to disruptions of per- Im )
: : pacts: :
section of formance of technical fa- great Execute:
assets. technical facility project
Due to disrupted perfor- managers, _r_esponsible
mance it gets to unfulfill- technical facility process
ment of commitments to managers, responsible
third party. persons for technical
. fittings operation, operator
Sanctions. of technical fittings.
Damage on good will. Responsibility:
responsible technical
facility top manager.
Errors of Frequent disruptions of Probability: | Measures:
higher man- performar_lce due to acci- medium Continuity plan.
agement in dent or failure of technical Im )
: - e pacts: _
section of ed- | facility and its impacts on great Execute:
ucation of assets. Appurtenant responsible
C“UC8|I per- Due to disrupted perfor- technical facility project
sonhne mance it gets to unfulfll- managers, responsible
ment of commitments to technical facility process
third party. managers, responsible
Sanct persons for technical
anctions. fittings operation, operator
Loss of competitiveness. of technical fittings.
Responsibility:
responsible technical
facility top manager.
Errors of Insufficient or frequently Probability: | Measures:
higher man- disrupted of performance, medium Continuity plan.
agement in many near-misses up to Impacts:
section of incidents of technical fa- great ' Execute:
motivation of | cility and its impacts on Appurtenant responsible
critical per- | assets. technical facility project
sonnel

Due to disrupted perfor-
mance it gets to unfulfill-
ment of commitments to
third party.

Sanctions.

Loss of competitiveness.

managers, responsible
technical facility process
managers, responsible
persons for technical
fittings operation, operator
of technical fittings.

Responsibility:

responsible technical
facility top manager.
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Errors of Insufficient and frequently | Probability: | Measures:
higher man- disrupted of p_erformance, medium Continuity plan.
agement in many near-misses up to Impacts:
section of incidents of technical fa- great Execute:
working re- cility and its impacts on Appurtenant responsible
gime of criti- | assets. technical facility project
cal personnel | 6 19 disrupted perfor- managers, responsible
mance it gets to unfulfill- technical facility process
ment of commitments to managers, responsible
third party. persons for technical
. fittings operation, operator
Sanctions. ) oftechnical ﬁttings.
Loss of competitiveness. Responsibility:
responsible technical
facility top manager.
Errors of Insufficient and frequently | Probability: | Measures:
higher man- disrupted of p_erformance, medium Continuity plan.
agement in many near-misses up to Impacts:
section of incidents of technical fa- great Execute:
work with cility and its impacts on Appurtenant responsible
risks con- assets. technical facility project
nected with | b 6 19 disrupted perfor- managers, responsible
technical mance it gets to unfulfill- technical facility process
equipment, | ent of commitments to managers, responsible
production, | g party. persons for technical
transport of . fittings operation, operator
material and | Sanctions. of technical fittings.
products Loss of competitiveness. Responsibility:
responsible technical
facility top manager.
Errors of Insufficient and frequently | Probability: | Measures:
middle man- | disrupted of performance, | medium Continuity plan.
agement in many near-misses up to Impacts:
section of op- | incidents of technical fa- great Execute:
eration, cility and its impacts on Appurtenant responsible
maintenance | assets. technical facility process
and repairs | py 0 4 disrupted perfor- managers, responsible
of technical | o hee it gets to unfulfill- persons for technical
equipment fittings operation, operator

ment of commitments to
third party.

Sanctions.
Loss of competitiveness.

of technical fittings.
Responsibility:

Appurtenant responsible
technical facility project
manager.
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Errors of Long disruption of perfor- | Probability: | Measures:
middle man- | mance due to a_lcuden_t_of medium Continuity plan.
agement in failure of technical facility .
: o Impacts: _
section of re- | and its impacts on as- great Execute:
sponse to sets. Appurtenant responsible
emergency Due to disrupted perfor- technical facility process
S|ttéattr|]or_ls mance it gets to unfulfill- managers, responsible
an g CIF Pre- | ment of commitments to persons for technical
parednesss | third party. fittings operation, operator
. of technical fittings.
Sanctions.
. Responsibility:
Loss of competitiveness. P y
Appurtenant responsible
technical facility project
manager.
Errors of Frequent disruptions of Probability: | Measures:
middle man- performance du_e toinci- | medium Continuity plan.
agement in dents up to accidents or Impacts:
section of failures of technical facil- great ' Execute:
performance | ity. Appurtenant responsible
.Of techr_ucal Due to disrupted perfor- technical facility process
INSpections | pance it gets to unfulfill- managers, responsible
ment of commitments to persons for technical
third party. fittings operation, operator
. of technical fittings.
Sanctions.
. Responsibility:
Loss of competitiveness. P y
Appurtenant responsible
technical facility project
manager.
Errors of Frequent disruptions of Probability: | Measures:
middle man- performance du_e toinci- | medium Continuity plan.
agement in dents up to accidents or Im )
: i ) : pacts: :
section of failures of technical facil- great Execute:
safety culture | ity. Appurtenant responsible
Due to disrupted perfor- technical facility process
mance it gets to unfulfill- managers, responsible
ment of commitments to persons for technical
third party. fittings operation, operator
. of technical fittings.
Sanctions.
. Responsibility:
Loss of competitiveness. P y
Appurtenant responsible
technical facility project
manager.
Errors of Frequent injuries up to Probability: | Measures:
middle man- deaths, which led to medium Continuity plan.
agement in
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section of frequently disruptions of Impacts: Execute:
OSH performance. reat
Due to disrunted perfor- 9 Appurtenant responsible
u " utp ; P culfil technical facility process
mazfef' gfnfn.gmunng It ) managers, responsible
thed N (t:o itments to persons for technical
Ird party. fittings operation, operator
Sanctions. of technical fittings.
Damage on good will. Responsibility:
Appurtenant responsible
technical facility project
manager.
Errors of Frequent disruptions of Probability: | Measures:
middle man- performance du_e toinci- | medium Continuity plan.
agement in dents up to accidents or Impacts:
section of failures of technical facil- great ' Execute:
critical per- | ity. Appurtenant responsible
so?nel edu- | pye to disrupted perfor- technical facility process
cation mance it gets to unfulfill- managers, responsible
ment of commitments to persons for technical
third party. fittings operation, operator
. of technical fittings.
Sanctions.
. Responsibility:
Loss of competitiveness. P y
Appurtenant responsible
technical facility project
manager.
Errors of Frequent disruptions of Probability: | Measures:
middle man- performance du_e toinci- | medium Continuity plan.
agement in dents up to accidents or Im )
: i ) : pacts: :
section of failures of technical facil- great Execute:
motivation of | ity. Appurtenant responsible
C“t'call per- Due to disrupted perfor- technical facility process
sonhne mance it gets to unfulfll- managers, responsible
ment of commitments to persons for technical
third party. fittings operation, operator
. of technical fittings.
Sanctions.
. Responsibility:
Loss of competitiveness. P y
Appurtenant responsible
technical facility project
manager.
Errors of Overload of personnel, Probability: | Measures:
middle Tgn- discontent personnel. medium Continuity plan.
agetr_nen f'n Frequent disruptions of Impacts: Execute:
secil_on ° performance due to inci- | great '
working dents up to accidents or
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:;?i%g? F?(;r }‘g/llures of technical facil- Appurtenant responsible
i ' technical facility pr
sonnel Due to disrupted perfor- er?wanggeri? r(;)s/ppoggiebslz
mance it gets to unfulfill- persons for technical
ment of commitments to fittings operation, operator
third party. of technical fittings.
Sanctions. Responsibility:
Appurtenant responsible
technical facility project
manager.
Errors of Frequent disruptions of Probability: | Measures:
middle man- | performance due to inci- | medium Continuity plan
agement in dents up to accidents or Impacts: '
section of failures of technical facil- great ' Execute:
work with ity. Appurtenant responsible
risks con- Due to disrupted perfor- technical facility process
”ecrfefj V‘I"th mance it gets to unfulfill- managers, responsible
technica ment of commitments to ~ persons for technical
equollpn][_ent, third party. fittings operation, operator
producuon, . f technical fittings.
transport of Sanctions. . O. bte|c'; calittings
i " esponsibility:
material and | | gss of competitiveness. P y
products Appurtenant responsible
technical facility project
manager.
Errors of Frequent disruptions of Probability: | Measures:
technical performance due to inci- | medium Continuity plan
management | dents up to accidents or Impacts: '
in section of | failures of technical facil- great ' Execute:
maintenance, | ity. Appurtenant responsible
repairand | p 6 4 disrupted perfor- technical facility
function abil- : - ibl f
itv of tech mance it gets to unfulfill- responsibie persons tor
ity of tech- ment of commitments to technical fittings operation,
mgﬁlt €quIB- | third party. operator of technical
Sanctions. fittings.
. Responsibility:
Loss of competitiveness. P y
Appurtenant responsible
technical facility proccess
manager.
Errors of Long disruption of perfor- | Probability: | Measures:
technical mance due to accident or | medium Continuity plan
management | failure of technical facility. ) '
in section of Impacts: Execute:
¢ Due to disrupted perfor- great _
responsesto | pmance it gets to unfulfill- Appurtenant responsible
e_rpertgency ment of commitments to technical facility
situations

third party.

responsible persons for
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and their p,re- Sanctions. technical fittings operation,

paredness’s operator of technical
Loss of competitiveness. fittings.

Responsibility:
Appurtenant responsible
technical facility proccess
manager.

Errors of Frequent disruptions of Probability: | Measures:

technical performance du_e toinci- | medium Continuity plan.

management | dents up to accidents or Impacts:

in section of | failures of technical facil- great ' Execute:

performance | ity. Appurtenant responsible

of technical | py ¢ 15 gisrupted perfor- technical facility

INSpections | pance it gets to unfulfill- responsible persons for
ment of commitments to technical fittings operation,
third party. operator of technical

. fittings.
Sanctions. tings
. Responsibility:
Loss of competitiveness. P y
Appurtenant responsible
technical facility proccess
manager.

Errors of Frequently disruptions of | Probability: | Measures:

technical performance dqe toinci- | medium Continuity plan.

management | dents up to accidents or Im )

) . i ) : pacts: :

in section of | failures of technical facil- great Execute:

safety culture | ity. Appurtenant responsible
Due to disrupted perfor- t.echnical facility
mance it gets to unfulfill- responsible persons for
ment of commitments to technical fittings operation,
third party. operator of technical

. fittings.
Sanctions. g
" Responsibility:
Loss of competitiveness. P y
Appurtenant responsible
technical facility proccess
manager.

Errors of Injuries up to death of Probability: | Measures:

technical personnel. Disruption of medium Continuity plan.

management | performance. Impacts:

i i . : Execute:

g Ssgctlon of Due to disrupted perfor- great _
mance it gets to unfulfill- Appurtenant responsible
ment of commitments to technical facility
third party. responsible persons for
Sanctions technical fittings operation,

' operator of technical
fittings.
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Responsibility:
Appurtenant responsible
technical facility proccess
manager.
Errors of Frequent disruptions of Probability: | Measures:
technical performance du_e toinci- | medium Continuity plan.
management | dents up to accidents or Im )
) . i ) : pacts: :
in section of | failures of technical facil- great Execute:
education of | ity. Appurtenant responsible
C”t'call PE" | Due to disrupted perfor- technical facility
sonne mance it gets to unfulfill- responsible persons for
ment of commitments to technical fittings operation,
third party. operator of technical
] fittings.
Sanctions. 9
. Responsibility:
Loss of competitiveness. P y
Appurtenant responsible
technical facility proccess
manager.
Errors of Negligible co-operation Probability: | Measures:
technical Igad to frequent disrup- medium Continuity plan.
management | tions of performance due | .
. . S . mpacts: :
in section of | to incidents up to acci- great Execute:
mpj[ivation of dgnts or'f'ailures of tech- Appurtenant responsible
critical per- nical facility. technical facility
sonnel Due to disrupted perfor- responsible persons for
mance it gets to unfulfill- technical fittings operation,
ment of commitments to operator of technical
third party. fittings.
Sanctions. Responsibility:
Loss of competitiveness. Appurtenant responsible
technical facility proccess
manager.
Errors of Overload of personnel Probability: | Measures:
technical and frequently dlsrupteq medium Continuity plan.
management | performance due to inci- | :
) . : mpacts: :
in section of | dents up to accidents or great Execute:
vv_orking re- failures of technical facil- Appurtenant responsible
gime of criti- | ity. technical facility
cal personnel | 6 14 disrupted perfor- responsible persons for
mance it gets to unfulfill- technical fittings operation,
ment of commitments to operator of tethical
third party. fittings.
Sanctions. Responsibility:
Loss of competitiveness.
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Appurtenant responsible
technical facility proccess

manager.
Errors of Frequent disruptions of Probability: | Measures:
technical performance du_e toinci- | medium Continuity plan.
management | dents up to accidents or Impacts:
in section of | failures of technical facil- ' Execute:
. ) great
work with Ity. Appurtenant responsible
risks con- L | Dueto disrupted perfor- technical facility
necr:e_d V‘I"t mance it gets to unfulfill- responsible persons for
technica ment of commitments to technical fittings operation,
equipment, | yicd party. operator of technical
production, . fittings.
transport of | Sanctions. R ibilit
i . esponsibility:
material and | | gss of competitiveness. P y
products Appurtenant responsible
technical facility proccess
manager.
Errors of criti- | Frequent disruptions of Probability: | Measures:
cal personnel | performance du_e toinci- | medium Continuity plan.
at perfor- dents up to accidents or Impacts:
mance of failures of technical facil- gret ' Execute:
operation, ity. Appurtenant responsible
maollntena_nc? Due to disrupted perfor- technical facility operator of
'?ench:l?fjw OF | mance it gets to unfulfill- technical fittings.
: ment of commitments to ihility:
equipment third party Responsibility:
(non-respect- ' Appurtenant responsible
ing rules) Sanctions. technical facility
Loss of competitiveness. responsible persons for
technical fittings operation.
Errors of criti- | Long disruption of perfor- | Probability: | Measures:
cal personnel mance due to accujents medium Continuity plan.
at response | or failures of technical fa- )
. Impacts: .
to emer- cility. great Execute:
gency situa- | py e 1o disrupted perfor- Appurtenant responsible
:'r?ns and mance it gets to unfulfill- technical facility operator of
o der:regé?spar' ment of commitments to technical fittings.
third party. Responsibility:
Sanctions. Appurtenant responsible
Loss of competitiveness. technical facility
responsible persons for
technical fittings operation.
Errors of criti- | Neglecting co-coopera- Probability: | Measures:
cal personnel | tion and frequently medium
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in section of

disruptions of perfor-

L Impacts: Continuity plan.
safety culture | mance due to incidents great
up to accidents or failures Execute:
Due to disrupted perfor- technical facility operator of
mance it gets to unfulfill- technical fittings.
ment of commitments to Responsibility:
third party. )
_ Appurtenant responsible
Sanctions. technical facility
Loss of competitiveness. responsible persons for
technical fittings operation.
Errors of criti- | Injury up to death of per- | Probability: | Measures:
cal personnel | son. Disruption of perfor- | medium Continuity plan.
at adherence | mance. Impacts:
ire- . ' Execute:
OSHt require- | pye to disrupted perfor- great _
ments mance it gets to unfulfill- Appurtenant responsible
ment of commitments to technical facility operator of
third party. technical fittings.
Sanctions. Responsibility:
Appurtenant responsible
technical facility
responsible persons for
technical fittings operation.
Errors of criti- | Frequent disruptions of Probability: | Measures:
cal personnel performance dqe toinci- | medium Continuity plan.
at work with | dents up to accidents or Impacts:
risks con- failures of technical facil- great ' Execute:
nected with | ity. Appurtenant responsible
technical Due to disrupted perfor- technical facility operator of
S?ﬁéﬂgﬁ:‘r’: mance it gets to unfulfill- technical fittings.
transport o’f ment of commitments to Responsibility:
. third party. .
material and _ Appurtenant responsible
products Sanctions. technical facility

Loss of competitiveness.

responsible persons for
technical fittings operation.

It is apparent from the table 19 that a lot of the sources of risk for the technical facility
operation, which need to be treated with a risk management plan, are related to the
management of the technical facility. From real data [3] , it follows that errors f top
levels of management, namely at both cases, the public administration and the tech-
nical facility, mean far greater losses, damage and harms to the public assets and
assets of the technical facility than errors at the lower levels of management. This is
due to the fact that top management has greater possibilities (power, resources, fi-
nance) to influence safety-targeted risk management than lower ones. What has
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already been stated at the end of Chapter 4 — when the plane crash of a Boeing 737
MAX 8 by Lion Air, which failed down on 29 September 2019 in Indonesia, the high
educated and experiences pilot evaluated situation as follows - The aircraft was pro-
duced by clowns driving the monkeys — it means in this case top management did not
consider the comments and requirements of pilots, who aircraft tested [109].

In order to the risk management plan may fulfil its role, it needs to be based on quality
data processed by experts using the quality methods and be backed by legislation that
ensures well-divided competences and enforces responsibilities, thereby contributing
to building a safety culture in society.
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7. CONCLUSION

Technical fittings and technical facilities are the result of the skill of human generations.
Each of these entities consists of a series of parts that are interconnected to form object
or network structures. Particular attention is currently being given to large-scale tech-
nical facilities that provide quality basic services to humans [17,18,23-25]. They take
the form of socio-cyber-technical [17,18,23-25]. Many of them ensure the fulfilment of
the basic functions of the State, and therefore, the word critical is associated with them.
Engineering systems, from the simplest to the most complex, meet the daily needs and
demands of citizens, and therefore, require targeted anthropogenic care.

Technical equipment and technical facilities belong to the different sectors manage-
ment and are very diverse by the design and nature. Therefore, the criteria and
measures for managing and settling their risks are sector-dependent, even if they have
the same objective, namely safe technical equipment or safe technical facility. For
reasons of great diversity, the different procedures are site and sector-specific. As-
pects important for operation of technical equipment and whole technical facilities are
very diverse, especially those of:

- knowledge and technical, which predetermine the capacity possibilities of technical
facilities and technical equipment,

- organizational and legal matters enabling the technical facilities operation and tech-
nical equipment operation at a certain level of safety in the territory and over time,

- financial,

- personnel,

- social

- and political at national and international level.

Based on the findings summarized in the works [17,18], each engineering system is
characterized by the structure, hardware, procedures, environment, information flows,
organization, and interfaces among these components. The basic element of safe op-
eration of technical facility and technical fittings in the field of technical solutions is the
application of safe (i.e. reliable, functional and non-threatening themselves and their
surroundings) technical elements, their qualified interconnection and operating mode
allowing safe (i.e. reliable and trouble-free) operation, and proper maintenance, back-
up of priority parts of technical fittings, components or systems, use of various back-
up principles and thoughtful deployment of back-ups in the territory.

However, the aspects important for the operation of technical installations and whole
technical facilities are very diverse, in particular:

- knowledge and technology which determine the capacity of technical facilities and
technical equipment,

- organizational and legal matters which allow the operation of technical facilities and
technical equipment at a certain level of safety in the territory and over time,

- financial,
- personnel,
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- social,
- political at national and international level.

The findings obtained by research of technical facilities accidents and failures show
that in the prevention of accidents and failures, the following should be avoided: major
risk prevention errors (e.g. underestimating the size of external risk sources or sources
of organizational accidents); and occurrence of minor errors, realization of which in
short time period is dangerous, although the impacts of separate individual errors are
manageable by prepared response measures. To this aim the 'Decision Support Sys-
tem' tool is developed and recommended for practice

Due to world dynamic development, ageing and wear of parts of technical facilities and
limited human knowledge, resources and possibilities, the technical facility manage-
ment and the public administration needs to be prepared for future occurrence of risks.
To this aim 'Risk Management Plan’ tool is developed and recommended for practice.

Both tools respect current knowledge of technical facilities safety and lessons learned
from their past accidents and failures, the causes of which have been linked to their
operation. They need to be compiled as sector and site specific in order to be effective
and effective.

Examples from practice gathered in the works [1-18,23-25] show that in many cases
the safety does not require high reliability (e.g. a train under unfavourable conditions
must not with regard to possible human loss of lives and material damages in the event
of an accident to prioritize reliability over safety, i.e. endeavour to reach the station in
time and endangering the public assets). As autonomous systems for the management
of technical facilities are currently being built, it seems to be very important to establish
a ranking of criteria according to which the autonomous system will decide with regard
to the safety and health of humans.

Finally, it should be noted that the above knowledge and experience imply that when
dealing with risks in the operation of technical facilities it is necessary to distinguish
tasks according to:

1. Objective which depend on:
- the nature and characteristics of the technical facility,

- the nature and characteristics of the environment in which the technical facility
is operated,

- the mode of operation of the technical facility,

- requirements for the results of risk management of the technical facility (integral
safety, integrated safety, project safety, process safety, safety of individual in-
stallations, human safety and health at work, etc.),

- and whether a short, medium or strategic solution is required.
1. Task and credibility requirement:

- risk identification,

- risk analysis,

- risk assessment,

- risk judgement for management needs,
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- management and settlement of risks,
- risk monitoring.
3. Nature of followed entity:
- technical device (equipment, tool, machine, fittings),
- technical component,
- production line,
- technical process,
- set of processes in the technical facility,
- the whole technical facility,
- the whole technical facility and its surroundings.

In order to get the right results in risk management economically, it is necessary to
choose the right concept (linear model, tree model, network model, unstructured
model) for each task, have the right data and be able to process the data correctly.
The right choice of concept is very important because existing solution concepts and
associated tools, methods and techniques of engineering disciplines working with
risks:

- have different demands on data and their accuracy,

- have different demands on the time needed to obtain a result,
- have different knowledge requirements for their application,

- have different financial requirements,

- moreover, they do not give the same results.

Emphasis on good work with risks is in the standard CSN ISO 31000 Risk management
- principles and guidelines [101]. Since resources, forces and means for safety build-
ing, i.e. risk management towards safety, are never sufficient, for reasons of economy
it is necessary to proceed as follows:

- to determine risks only by using data and methods that provide a quality basis for
decisions of form of risk management at the appropriate level of management,

- at the strategic level of management and engineering settlement of risks, it is nec-
essary to solve the risks of technical facilities by understanding them as SoS - it
goes on ensuring the long-term existence and development of the technical facility
and its surroundings,

- at the tactical and functional level of risk management and engineering settlement,
the risks of engineering facilities need to be addressed in a safe system-oriented
way,

- at the technical and functional level of risk management and engineering settle-
ment, the risks of technical facilities can be addressed in a secure system-oriented
manner only if potential damage around the system is unlikely or acceptable (e.g.
handling with a tank with a highly hazardous substance does not belong to the
category in question).

Analysis of the current situation shows that we can systematically handle many non-
demanded processes, i.e. incidents, accidents and failures, which we can detect in
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advance. Sometimes, however, a number of seemingly unrelated factors intertwine,
and non-linearities in the system create very atypical huge unexpected accidents.
Therefore, we now accept that complex technical facilities are, for various reasons,
from time to time in an unstable state (conditions), and there are occurred organiza-
tional accidents, cascades of failure without obvious cause, unusual phenomena, etc.-
i.e. we count in uncertainties of both types, the random ones and the epistemic ones
in their behaviours. In order to ensure the coexistence of a technical facility with its
surrounding throughout its lifetime, we need to prepare the responses to possible ex-
pected (and in case of very dangerous entities also extreme) cases where risks are
realized for reasons that cannot be detected by probabilistic approaches, and for these
interventions we need to build alternative water and energy sources, specific response
systems and specific training of engineers and responders.

The amendment of the international standard ISO 9000, issued in 2016, requires a risk
analysis in connection with quality assurance of processes and products in companies
seeking the certification or re-certification of the quality management system. The
standard in question refers to EN 31010 Risk Management - Risk Assessment Tech-
niques, etc. Therefore, it is necessary to introduce into practice the knowledge, tools
and recommendations mentioned in the previous chapters.

Accident and failure studies show that an important factor is the proper allocation of
responsibilities and their correct implementation at the various levels of management.
For the safety of technical facilities are also responsible politicians and public admin-
istrations, who create the conditions for human lives and the operation of technical
facilities and supervise technical facilities, their products or services. Quality risk man-
agement aimed at the safety of any entity requires knowledge, resources, finance and
also correct performance of responsibilities, and therefore, the Parliament and the gov-
ernment must create both, the conditions and the rules for their proper implementation
(legislation, quality technical education) as well as tool for their enforcement.
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ANNEX 1 - Critical Infrastructure Safety

The basic function of the State from its establishment has been provided the protection
of the human society and public assets, which humans need for life and development.
Today, that function is fulfilled by the public administration which according to the Eu-
ropean Union should realize so-called good governance. The important role plays the
critical infrastructures (Figure 1) protection. The critical infrastructure is a set of mutu-
ally interconnected networks, i.e. the systems of various sectors of human system
(model of present world). Interconnections of systems mean the mutual dependence.
Therefore, their behaviours are dependent on many factors internal or external, which
have permanent or random occurrences and under their special combinations they
cause emergent phenomena leading to the cascade failures of interconnected infra-
structures (Figure 2) [2].

A

"’"; .U""‘ .

Figure 1. Selected objects of critical infrastructure; compiled by help of [1].
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Figure 2. Impacts of beyond design (extreme, severe) disaster on human system.
There are shown direct impacts on protected public assets and relevant secondary
impacts caused by linkages and flows in human system and also cases for which pro-
tected measures exist in the Czech Republic (bold arrows)

Due to critical infrastructure complexity, its problems cannot be only solved theoreti-
cally by analytical methods, because they are very influenced by characteristics of re-
gions in which they are located, which are multifarious. It is also caused by reality that
each region has different possibilities for problems solution and these have been
changing in time because the world and its parts have been dynamically varied [3,4].

From the viewpoint of system theory, the critical infrastructure as each other critical
element is determined by help of criticality matrixes or by help of special methods of
operational analysis [2]. The criticality matrix compares incommensurable items of in-
frastructure that are the vulnerability following from disasters and from properties of
real territory, and the importance (relevance) for territory derived from quality of service
of territory, Figure 3.

The vulnerability of infrastructure is the rate of the failure of infrastructure (i.e. the in-
frastructure stops working of will work incorrectly) in the time and space. This rate is
possible to measure with e.g. normed overall (integral) risk by all the expected nature
and other disasters in a given area or by the probability of the failures of infrastructure,
which occur as a consequence of these disasters, to which also the inner problems of
the infrastructure itself are included. Figure 2 shows that vulnerabilities of partial infra-
structures induce cascades of phenomena that cause the failure of other infrastruc-
tures, i.e. it will be happen loss of services in affected territory, and secondary impacts
on humans and property.
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Figure 3. Criticality matrix of infrastructure, i.e. scaling the infrastructure vulnerability
vs. infrastructure necessity at disasters.

The importance (relevance) of infrastructure in area is possible to measure by neces-
sity of its products for human society in a given territory and the State.

The criticality rate is the result of the overall assessment of the impacts of infrastructure
failure, i.e. of losses, damages and harms on the protected assets with reference to
the duration of occurred emergency situation, which includes both, the time necessary
for renovation of the infrastructure functionality when the direct damages arise and the
time when the indirect damages, caused by the causal chain of impacts awakened by
the infrastructure failure in area, are settled [4,5].

Human society needs the safe critical infrastructure; the safety includes its protection,
function and reliability under conditions normal, abnormal and critical. Process model
for critical infrastructure safety management is based on principles, methods and pro-
cedures of risk engineering in advance form (i.e. safety engineering) [2-4]. Its main
unknowns are interdependences across critical infrastructure subsystems that are on
several levels, namely physical, cyber, organisational and territorial. The interdepend-
ences also originate as consequence of disruption of finances, energies, information,
material and flows induced by directed management activities [2-4].

The basic strategic approach for the critical infrastructure safety [2,3] is:
- nothing is absolutely safe,
- and elements and networks of critical infrastructure can fail sooner or later,

and therefore, it is necessary to establish the sophisticated regional safety manage-
ment. The effective and efficient safety management needs to lean on the present
knowledge and on their right assessment in a context that is valid for a given region
[4]. It is necessary to distinguish the impacts according to their severity (Figure 3).
Therefore, the basic role also belongs to the special research that at present solves:

- impacts of interdependences among the critical infrastructure subsystems and the
human system subsystems on the basis of model “system of systems”,
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procedures and targets for ensuring the critical infrastructure safety from manage-
rial view on the State level,

possible distribution of tasks in the critical infrastructure safety management be-
tween the public and private sectors (it goes out of risks in a region with the aim to
reach an optimal position for public and private sector),

requirements on the personnel of critical infrastructure and technology owners,

tasks of security components at defeating the emergency situations, induced by
the extensive outage of critical infrastructure,

general frame for critical infrastructure safety.

The interpretation of results for the given infrastructure (or for a set of infrastructures)
is derived from the site position, the coordinates of which form obtained value of service
measure (indeed measures of importance for region) and measures of vulnerability. If
it belongs to the sector:

»high vulnerability and high importance of service® the condition of infrastructure is
precarious, i.e. critical for a given region and from the viewpoint of security and
sustainable development the situation needs to be solved by back up and enhance
of the given infrastructure,

.lower vulnerability and lower importance of service® the condition of infrastructure
is satisfactory and it is necessary from time to time to perform check-up of condi-
tions in a given region,

»high vulnerability and lower importance of service“ the condition of infrastructure
is conditionally satisfactory and it is necessary to ensure preparedness for sophis-
ticated response in the case of infrastructure failure and the prevention to concen-
trate on preventive and mitigation measures leading to the reduction of infrastruc-
ture vulnerability against to possible disasters that can cause the failure,

.lower vulnerability and high importance of service the condition of infrastructure
is conditionally satisfactory and it is necessary to ensure the preparedness for the
sophisticated response in the case of infrastructure failure and the prevention to
concentrate to reduction of criticality of infrastructure in a region or to build redun-
dancies of being objects of infrastructure / technology / set of infrastructures.

For ensuring the critical infrastructure safety, there are on the basis of professional
works, technical norms, technical standards and appropriate legal rules summarized
in [2-4] used:

special solutions in the land-use planning, sitting, designing, building, operating,
maintenance, repair, upgrade, renovation, procedure changes and at putting out of
operation — here it is used the concept of safety strategists, namely the emergency
situations are always considered; they are not extraordinary, and therefore for the
critical infrastructure safety support there are implemented the measures and ac-
tivities, protection and security systems specially distributed in a site and backed
up (today redundancy up to 4 x 100% is used),

continuity plans for ensuring the critical infrastructure survive during the possible
emergency situations — here it is used the concept of safety strategists, namely
emergency situations are considered; they are not extraordinary, and therefore, for
the critical infrastructure safety support they are implemented certain measures and
activities, that ensure the conservation of minimal functionality of critical
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infrastructure and the perspective for future, that after emergency situation stabili-
sation it would be possible to start and to renovate the critical infrastructure oper-
ation in a whole extent,

- crisis plan for a case in which all or the most of safety countermeasures fail owing
to an extreme disaster size or owing to unforeseen combination of random phe-
nomena that intensify disaster impacts. It contains protective and mitigating
measures and activities for humans” survival and for conservation of infrastructure
state stabilisation which is necessary for interoperability needs in a given region.

For protection and development of humans, it is necessary above all to solve the prob-
lems of survival of humans at critical conditions. It is evident and logic that for human
survival it is not necessary the function of all elements and nets of infrastructures that
ensured comfort live and social welfare. According to estimations being in appropriate
professional literature [2] about 27-30% of functional infrastructure elements conven-
iently distributed in the territory can ensure under critical conditions to ensure the hu-
man survival up to term of 180 days that is usually considered as time interval during
which the qualified public administration is capable to find an alternative solution [2,5-
7]. It of course puts demands of territory safety management that needs to know to
regulate the humans” behaviours and activities by way, so it may be possible to reach
the conditions favourable for human survival. What restrictions, what rationing system
is suitable, effective, having the promise of success; it is necessary to propose and to
test in the practice.

As continuation to work [2], on the experiences from territory safety management [3-
15] the method for critical infrastructure safety management for public administration
needs as follows:

1. To identify elements and nets of infrastructures, which would be followed from the
viewpoint of human system safety and development, to determine their location and
to characterize them from the viewpoint importance for territory.

2. To determine elements and nets that are followed from the viewpoint of human
system safety, which are under the public administration governance and those
being out; i.e. they have private owners.

3. Inthe case of infrastructures that have insufficient capacity or are out of the public
administration governance, the situation is more complicated, because public ad-
ministration chances for influence of such infrastructures is not so simple. With re-
gard to lessons from electricity blackouts (Table 1), this source of failure caused by
increasing globalisation is not trivial. Therefore, it is necessary to find out, how re-
liable (from technical, finance, legal and managerial viewpoints) to ensure supply
of services mediated by infrastructures from other territories, and for case of failure
to prepare alternative solution for human survival from the higher regional unit man-
agement viewpoint. In the other case, it is necessary to solve problem of human
survival at failure of followed infrastructures from own sources, i.e. as emergency
up to critical situation.

4. To perform analysis and assessment of elements and networks of infrastructures,
which are followed with regard to safety and development of human system, from
the viewpoint of their function under normal, abnormal and critical conditions using
the ,All-Hazard-Approach®, i.e. to consider impacts of all possible disasters.

5. To perform analysis and evaluation of criticality of elements and nets of followed
infrastructures in territory and to determine critical elements and nets of followed
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infrastructures by help of decision matrix (Figure 3) rating their vulnerabilities (con-
sidered aspects — small number, function is violate at each higher disaster that have
Impacts on a given territory, no redundancies, no alternative solutions, repair and
renovation take weeks till months etc.) and capability of service of territory (humber
of human affected by failure, damages caused by failure of technology or infrastruc-
ture exceeding the acceptable level (according to the UN the high critical condition
is if damages exceed 10% of annual territory budget), number of victims that cannot
be averted by measures of crisis plans).

Table 1. Expected impacts of long-term blackout of electricity (author summarizes re-
sults of 121 case studies collected for blackout) [2].

Asset | Expected impacts
2 L |- loss of light, heating and air-conditioning, possibility to prepare meal,
g g access to drinking water, liaison, connection and information
33 sources, access to money (cash dispensers) and by those to pur-
= %‘ chase of foodstuffs etc.,
? 1. loss of transport connection based on electric energy (fuel and petro-
leum pumping are based on electricity).
6? - debased of meal in storage of foodstuffs and in refrigerators,
8 - damages caused by fires that are induced by loss of function of reg-
< ulative mechanisms on furnishings with open fire or on furnishings
that burn down from other reason at regulation failure,
- damages induced by transport and technological accident,
- damages on technologies and another property caused by sudden
loss of energy accompanied by dangerous fluids and gases,
- damages on domestic animals caused by failure of service pro-
cesses based on electric energy,
- losses caused by consequences of production failure.
1 |- increase of gaseous, liquid and teat emissions into environment as a
=. consequence of loss of function of waste separators, disconnects,
% water cleaning plants, cooling devices etc.,
® |- impacts of technology accidents that occur as a consequence of
~ electric supply disruption.
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loss of furnishing the basic human needs (meal, hygiene, heat, con-
nection with other people, isolation, lack of information etc.),

loss of medical care based on electricity supply (operation of ad-
vanced examinational instruments and installations),

loss of social care on children, old peoples, ill and handicapped peo-
ple,

mental detriment at staying in closed space (lift, metro tube etc.),
origination of panic and chaos,

increase of frequency of occurrence of criminal actions and attacks
etc.

alnpnaselul [eand

loss of function of supplies, operations and services that are depend-
ing on electric energy and by those massive limitation of capability to
put the situation under the control and to ensure the return into sta-
ble conditions and renovation,

cascading effects and domino impact in systems and networks,

origination of unexpected very unfavourable situations as a conse-
guence of unforeseen phenomena.

- failure of heat supply from central sources (pumps and over-
powering mechanisms),

- failure of central gas supply as a consequence of loss of
function of pumps and overpowering mechanisms based on
electric energy,

- failure of activities of storages (refrigerators, air-conditioning
etc.),

walsAs Alddns ABiaug

- outage of production, stores, physical and cyber networks
and different services conditioned by electric energy supply.

walsAs Ald
-dns Jarepn

- failure of water supply into households, public facilities and
operations (pumps, regulative mechanisms, control systems)
and by that start of selected emergency conditions,

- problems with regulation and maintenance of drinking and
utilitarian water in tanks.

wa)l
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- loss of control of sewerage system,

- putting out of operation of cleaning water plant, i.e. failure of
waste water cleaning,

- damage of pipes as a consequence of overfilling the pipes
by waste waters and subsequent pollution of environment,
subsoil liquefaction etc.
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failure of transport service based on electric energy (metro,
trains, trams etc.),

outage of pumping fuel stations and mass stores of tractive
material,

traffic jumps, traffic accidents and with time progress the lack
of foodstuffs as a consequence of getting the traffic means
into traffic jams etc.

failure of regulative mechanisms (lights on crossings, tunnels
etc.),

lack of transport means that are not based on electric en-
ergy, e.g. busses substituting the metro).

swajl
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loss of networks management during the time (after getting
discharged redundant batteries),

loss of mutual connection (after getting discharged redun-
dant batteries),

failure of cash dispenser safety protection,

failure of working performances controlled by cyber control
systems,

loss of data put into information systems and databases,

loss of access to information put into media conditioned by
operation of facilities droved by electric energy (after getting
discharged redundant batteries).

S10]98S 3duRUl pue yueg

loss of sector operation (banks, cash dispensers, insurance
offices etc.) as a consequence of loss of access to data in in-
formation systems and in network and loss of function of
controlled mechanisms,

loss on finance market as a consequence of sanctions pro-
vided for unrealised transactions and for wasted chances,

failure of cash dispensers and e-bank,
failure of service on clients,

loss of view on finance market as a consequence of loss of
function of information means.
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loss of foreknowledge from information sources dependent
on operation of equipment droved by electric current from
central sources,

loss of connection based on systems dependent on opera-
tion of equipment droved by electric current from central
sources, i.e. problems with population warning,

in health service loss of capability to perform surgeries and
provide the care based on performance of equipment droved
by electric current from central sources,

stopping the maintenance and repair works based on opera-
tion of equipment droved by electric current from central
sources.

Ansnpui ‘(S821AI9S [ealauny ‘SaOIAISS [B120S ‘Uol)

-epinbi| a1sem ‘Ajddns Jnispooy) sadlnlas Arewllid

stopping the production and sale of foodstuffs (dairies, bak-
eries, meat processing equipment, restaurant and work-
rooms preparing the food),

stopping the working plants for waste processing and liquida-
tion,

in social service the loss of capability to provide the care de-
pendent on operation of equipment droved by electric current
from central sources,

stopping the store operation and the care on foodstuffs
stored,

stopping the operation of schools, nursery schools and the
other social facilities,

stopping the production of industrial plants,

stopping the agriculture plants dependent on operation of
equipment droved by electric current from central sources,
i.e. operation lines for feed production, equipment for draw-
ing milk from cows etc.
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loss of foreknowledge from information sources dependent
on operation of equipment droved by electric current from
central sources,

disruption of connection and loss of mutual communication
and communication with citizens,

decrease of capability to manage the response to emer-
gency and to sustain the situation in land under the control,

no chance to satisfy all tasks from responsibilities deter-
mined by legislation for state and regional governments deal-
ing with good governance of public affairs, emergency man-
agement and crisis management.
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- stopping the marketing and services for citizens,
- stopping the societal and cultural actions,
- stopping the rehab and care personal services,
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- decrease of medical care service,

- debase of medicaments and materials necessary for surger-
ies,

- debase of foodstuffs and eatables,

- decrease of level of hygiene.

6. To process territory continuity plan for case of failure of one or more followed tech-

nologies or infrastructures that are on the criticality analysis critical for a given ter-
ritory. From it to derive the demands for territory management under critical condi-
tions in critical technologies and infrastructures. By application What, If method to
derive situation scenarios in a real territory and to process procedures for coping
the possible situations in a given territory with aim to prevent victims and human
injuries and to reduce expenses on response by the way that at response the loss
prevention will be sophistically performed [8].

By legal and finance support of critical infrastructure owners to ensure the alterna-
tive technical solution. l.e. to assign commitment to process continuity plans and to
verify their effectiveness from viewpoint of territory of both, the territory needs and
the adjusted technical conditions of operation that ensure feasibility of measures of
continuity plans under all possible conditions, i.e. it will be performed back-up of
technical elements and nets, safety system installation, installation of passive and
active security elements etc.

For high critical situations to propose special measures for crisis plans in which
there are implanted e.g. rationing systems for inhabitants, obligations to performed
determined activities in a designated extent, time and quality by all participated etc.
To codify these special measures and to propose the way of their financing.

The effective and efficient safety management needs to lean on the present knowledge
and on their right assessment in a context that is valid for a given region. Therefore,
the basic role belongs to the determination:

impacts of interdependences among the critical infrastructure subsystems and the
human system subsystems on the systems system safety,

procedures and targets for ensuring the critical infrastructure safety from manage-
rial view on the level of the State,

possible distribution of tasks in the critical infrastructure safety management be-
tween the public and private sectors (it goes out of risks in a region with the aim to
reach an optimal position for public and private sector),

requirements on the personnel of critical infrastructure and technology owners,

tasks of safety components at defeating the emergency situations, induced by the
extensive

outage of critical infrastructure,
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general frame for critical infrastructure safety.

Regarding the core of critical infrastructure safety, the methodology for the critical in-
frastructure safety management (inherently containing the critical infrastructure protec-
tion) needs to lean on keeping the further given procedure [2-4], i.e. the management:

is always directed to essential aspects,

considers that the development needs to be sustainable and far-sighted (i.e. there
must be balance among economy, technology, environment and social domain)
and the primary target is the vulnerability reduction,

pays attention to aspects that are the most vulnerable,

defeats the emergency situations and during this it is directed to needs and priori-
ties respecting that the basic priorities are the human protection and the protection
of critical sources and systems on which the community existence depends,

supports the prevention culture, programmes for the prevention and the prepared-
ness to defeating the emergency situations and it insures that these items are in-
cluded in the territory development programme,

ensures that the citizens have right on rightful aid (remedial service) and that the
aid is dispensed fairly and consistently without regard to economic or social circum-
stances and territorial location,

ensures that citizens are included into the response management system not only
as potential victims,

ensures that citizens know emergency plans, content of plan of response to disas-
ters, way of reaction and it’s justifying at emergency situation origination etc.

ensures that emergency management system is transparent also for citizens and it
is adjusted to the local conditions,

ensures that the emergency management system is legitimate and acceptable and
it is based on systemic approach,

ensures that the critical infrastructure safety (inherently including the critical infra-
structure protection) is the matter of both, the private sector and the public sector.

For decision support system profiting the continuity of critical infrastructure at response
and renovation of property in a territory affected by disaster is quite basic concept for
determination of critical elements, critical processes, critical functions, critical infra-
structures and critical technologies in a region. This concept leans on the risk analysis
methodology and on actual terms of safety management in a region. It is possible to
summarise that this process is determined by:

way of assessment (acceptation) of risk, judgement and governance of risk,
methodology of risk analysis and operation research,

tools of safety management including tools of crisis management,

specific particularities of cyber infrastructure,

threat of conventional and unconventional terrorism,

way of determination of priorities of system vulnerability,

population awareness and by properties of post-modern society.
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Reasons, why the critical elements, critical processes, critical functions critical infra-
structures and critical technologies in the region are determined, are given by demand
on reduction of risks in the human system from the view of its safety and development
in the broadest sense. It is a matter of reduction of vulnerability (resilience increase) of
key elements of human system that are basic for the society being on all levels of
organisation and state administration, ensuring the functionality of life-giving systems
and rational protection of critical infrastructure [2].

Regarding to the above given facts we can conclude that it is necessary to consider
that the safe critical infrastructure we can ensure by two ways. The first one is more or
less ideal and it consists in the construction of critical infrastructure on the “green field”,
i.e. from the beginning we create safe systems system (each partial infrastructure is
also resistant against to failure of the others). For this case we need criteria, limits,
standards and norms for removing the interdependences and spots with inconvenient
risk potential. The other way, more realistic, consists in an application of site-specific
measures ensuring the inherent mitigation of impacts of each individual infrastructure
failure on the other parts of critical infrastructure; e.g. the others start independently to
work in an insular regime.

At critical infrastructure protection during the whole life cycle we need to consider ex-
ternal and internal hazards including the social hazards covering the human factor and
especially those humans that cause the organising accidents.

Up to now we have been mostly concentrated to technical domain, the research of
which shows that in practice it often comes up to failure of critical infrastructure from
so called internal causes. Therefore, it is necessary to consider technical level, condi-
tions and durability of a given infrastructure (35 — 40 years; max. 50 years), and the
reality that through this time interval there need to be ensured the return ability of in-
vestments and that the human security needs not to be threaten. The longer time
interval for which it is planned the infrastructure performance, the more modern (time-
less) solution needs to be used. Each variant needs to be financially acceptable and
needs to be also acceptable from the viewpoint of accessible technologies and of qual-
ify human sources. At decision making on infrastructure renovation it is necessary to
consider expenses and their return ability. Usually it is used a criterion that says “when
expenses for infrastructure renovation do not return, e.g. after natural disaster to 10
years, so it is better to build new one”. From the public interest view it is necessary to
remove or to limit interventions of politics into decision making on the infrastructure in
the territory because their targets are usually another than long-term safety including
the functionality and reliability of infrastructure in the region without regard to a politic
party in a power.

In the frame of ensuring the human system security and sustainable development, it is
necessary permanently to perform the measures that reduce an infrastructure criticality
in a region. By building the new infrastructure it is necessary to ensure suitable number
and regional distribution of objects of important infrastructure that are sufficiently re-
sistant to expected disasters in a given region, and by that systematically to reduce
infrastructure criticality.

Expenses for critical infrastructure are not only costs for its design and building but
they also include costs for its operation, maintenance, repair and modernisation.
Therefore, the risks connected with each infrastructure need also to include the risks
from just given domains and the region management needs to know how to deal with
them. It is necessary to assess the risks from disasters that can be denoted as financial
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market failure because with them it is connected failure of finances for maintenance,
operation, repair and modernisation of objects of critical infrastructure. It is caused by
the fact that critical infrastructure criticality increases if not good maintenance and good
repair are performed (which cause the vulnerability increases).

Because nothing is out of defects, it needs to be prepared the plan for renovation of
each infrastructure, namely critical one. This plan needs to be proactive, properly as-
sessed; it needs to contain transparently managed risks and answers to questions as:

1. What to do?
2. How to do?
3. In which time interval?

4. Do not risks for other protected assets increase?
etc.

Because the critical infrastructure is a set of mutually connected (i.e. dependent) infra-
structures, it is necessary to pay high attention to internal dependences study because
analogy based on study of simple technological systems indicates that for critical infra-
structure failure there are much more important links and flows that interconnect sub-
systems mutually. From the author’s inspection experience it follows that couplings
triggering the individual infrastructure failures and critical infrastructure failures often
seem to be a random nature started by combination of several momentary weak-
nesses. For correct results we need in-depth analysis of sufficient number of critical
infrastructure failures in connection with circumstances that were in their origin time.

The critical infrastructure protection means the ensuring of the continuity preservation
of economic and social life of state and providing the response in case of danger or
disruption of the basic conditions of life, services and systems, the continuity of which
is fundamental for the State functioning. The main tasks in the field of critical infrastruc-
ture from a manager’ point of view on the level of state are:

- to conduct the analyses of the vulnerability of critical infrastructure towards the pos-
sible disasters and attacks,

- to involve the legal, employee and citizens in the system of critical infrastructure
protection,

- to elaborate a plan about removing of the biggest vulnerabilities of critical infrastruc-
ture,

- to elaborate a continuity plan for the individual critical infrastructures,

- to ensure the system of the detection of disasters and attacks (their possible sce-
narios) on critical infrastructure,

- to ensure the plan and realization of a response (its possible scenarios, means for
its execution) to the functionality loss of critical infrastructure,

- to prepare the renovation plan for critical infrastructures,

- to provide education, awareness and collaboration of the public administration, pri-
vate owners, employee and citizens in the issues of the critical infrastructure pro-
tection,
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to provide research and development for the needs of the functionality and protec-
tion of critical infrastructure,

to provide intelligence analyses for the need of the critical infrastructure protection,
to ensure the international cooperation at the protection of critical infrastructure,

to ensure the legislative and financial demands for the need of the protection of
critical infrastructure.

the fact of the matter is that the major owners of critical infrastructure are the private
subjects. Therefore, it is necessary that the critical infrastructure protection was an
issue of both of the state and private sector. Until the effective mechanisms of man-
agement are not found, it will be necessary to use the tool of cooperation. We still
have to look for a platform, on which the common way of funding the research will
be sought and the way of funding the realization of relevant measures. If the State
does not ensure the know-how, i.e. for example the monitoring of critical infrastruc-
ture, practice database for its operation and protection, units for its protection and
relevant research, assessment and development of the approaches in protection
and the relevant international cooperation, the private sector will cooperate with it
because they don’t have an easy access and possibilities of the creation of these
tools [2].

For the ensuring of the reliable function of critical infrastructure, the relevant manage-
ment [3,4] needs to respect the following principles:

to always concentrate the activity on the fundamental aspects,

to consider the early warning of citizens, employees, visitors before the up-coming
disaster as a basis of success, as a basis of the reduction (or better the prevention)
of the casualties,

to set the target of management in a way that the sustainable development is en-
sured and that it would be far-sighted, i.e. so it would prefer the protection of lives,
health and security of humans by paying the primary attention to the reduction of
the system vulnerability,

to always pay attention to the subsystem, which is the most vulnerable,

to focus on the needs and priorities at dealing with emergency situations, while the
basic priority is the protection of humans and the protection of critical sources and
systems, on which the existence of society depends,

to support the safety culture and to pay the maximal attention to prevention,

to include the ensuring of preparedness on the emergency situations handling to
the programme of the area development,

citizens have the right to help (assistance service) and the help must be rendered
consistently without regard to the economic and social circumstances and the area
setting,

citizens belong to the system of response to emergency situations not only as po-
tential victims but also as the active elements of the response,

to arrange, so as the citizens knew, what the crisis plans and response plans on
emergency situation are and what do they bring about, what is their responsibility,
how can they help in the prevention of the disaster or emergency situation emer-
gence, how should they react and why, etc.,
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- both, the system of safety management and crisis management need to be trans-
parent even for citizens and must be adjusted to the local conditions,

- both, the system of safety management and crisis management need to have legit-
imacy, need to be sustainable and acceptable and need to be based on the sys-
tematic approach.

It is rational that it is not possible to include in the critical infrastructure all the facilities
and all the networks of the observed sector, but only the priority ones. This priority
facilities and networks are ensured specially. Each element of critical infrastructure
consists of several different elements that are fundamental for its functionality. These
are:

- the critical linear constructions,

- critical structures,

- critical machines and means of production,
- critical materials, critical parts of 1& C,

- and critical personnel.

It is necessary to determine those elements and links that are important for the ensur-
ing of the survival of humans and for the protection of their lives and health. This spe-
cial protection requires finances, material sources and educated personnel. The anal-
ysis of real situations [5,16] often shows that the most important is usually the qualifi-
cation of the top management, which controls the area and the personnel, which exe-
cutes the measures in the area. Because the sources are limited everywhere, only the
priority elements are being protected. It is also the truth that the easily attackable struc-
tures, based on the complicated technical accesses, are often replaced by the flexible
and simple technical solutions that are able to work in the difficult conditions of critical
situations [2].

Methods of the choice of priorities are usually very expensive. In practice, the method
of multicriterial assessment, based on the evaluation of the vulnerability of the individ-
ual elements in system proved useful. At the selecting, the variants meaning the big
vulnerability at individuals and little vulnerability at society are preferred [2]. At the as-
sessment, it is necessary to classify rather complicated system of links, in which it is
not possible to quantify the effect of the individual factors. Therefore, the total evalua-
tion is relative and can be influenced by the subjective approach of single evaluators.
On that account, it is worthwhile, if the evaluation is conducted by several mutually
independent experts. The results of the evaluation count only for the evaluated system
and itis not possible to compare them with results of the evaluation of different systems
assessed separately. Therefore, in the USA and several other countries the expert
methods are codified for these complicated evaluations, e.g. the multistage Delphi
method [2].

At the determination of critical infrastructure and technologies in area, many factors
need to be considered and between the most important; there are:

- operating and maintenance expenses for the lifetime period,

- preventive service and repair measures expenses during the response and reno-
vation.

For each of the elements, the criteria need to be defined for the assessment of the
physical conditions (respecting both the character of critical infrastructure and
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demands for the physical infrastructure), capacities and demands for services and for
functionality assessment. On the basis of these criteria, the state of element is quanti-
tatively assessed by a verbal scale containing levels from “very good” to “bad” and
“critical (i.e. very bad)”. The five-level scale is appropriate:

very good state: the element is in a perfect physical state and it fulfils the intended
functions. The expenses for maintenance are in accord with standards and norms.
The element is new or recently renovated. Requirements for operation correspond
to the project, there are no operational problems. The whole programme is being
fulfilled efficiently and effectively,

good state: the element is physically in a good state and it fulfils the intended func-
tions. The expenses for maintenance are in accord with standards and norms but
they are growing. The element is approximately in a half of its lifetime period. Re-
guirements for operation correspond to the project, occasionally there are opera-
tional problems. The whole programme is being fulfilled acceptably,

acceptable state: the element shows the signs of wastage and lower efficiency than
it was intended. Some parts are already insufficient. The expenses for maintenance
overcome the sums set by standards and norms and they are growing. It was used
for a long time and it is in the last phase of its lifetime period. Requirements for
operation correspond to the project, the operational problems are frequent. The
whole programme is largely being fulfilled but the ineffective and inefficient ways of
fulfilment occur,

bad state: the element shows the significant signs of wastage and it fulfils the in-
tended functions on a low standard. Many parts are insufficient. The expenses for
maintenance overcome significantly the sums from standards and norms. The ele-
ment comes near the end of its lifetime period. Requirements for operation over-
came the data in project, the operational problems are apparent. The whole pro-
gramme is being fulfilled only in a very limited range,

critical state: the element is in a bad state and it does not work as it should be.
There is a high probability of its failure. The expenses for maintenance are abso-
lutely unacceptable in comparison with standards and norms; renovation is not
cost-efficient. The replacement is necessary. Requirements for operation overcame
significantly those in the project; operational problems are serious and continual.
The set program is not being fulfilled.

For ensuring the continuity of critical infrastructure is considered [2-4] it is necessary
the answer on the following questions is being sought:

1. What is the concept, on the basis of which the critical elements, critical processes,

critical functions, critical infrastructure and critical technologies in area are deter-
mined?

Why the critical elements, critical processes, critical functions, critical infrastructure
and critical technologies in area are determined in that way?

How is the determination of the critical elements, critical processes, critical func-
tions, critical infrastructure and critical technologies in area executed in practice
and to whom it serves?

Where is the determination of the critical elements, critical processes, critical func-
tions, critical infrastructure and critical technologies in area used?
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5. What are the requirements (data/equipment/intellectual potential etc.) necessary
for the determination of the critical elements, critical processes, critical functions,
critical infrastructure and critical technologies in area?

6. Who conducts the determination of the critical elements, critical processes, critical
functions, critical infrastructure and critical technologies in area?

7. What are the advantages and disadvantages, weak points in the determination of
critical elements, critical processes, critical functions, critical infrastructure and crit-
ical technologies in area?

The existing concepts [2-14,16] show that the word “critical” is used either for the indi-
cation of the condition (state) of element / property / process etc. or with regard to the
importance of element / property / process etc. for the area functioning. In the area of
management, the word “critical”, e.g. in a phrase “critical disaster” means a disaster
that is fundamental for the process of management functionality. In this concept, also
the term “emergency management critical function” is used, which is applied in the
response plans on emergency situations that are compiled in the USA [9].

On the basis of the critical analysis of information in professional literature, stated in
[2-4], and experience from practice, the scale is proposed this way:

- level 0: the losses on infrastructure or technology do not have any impact on the
safety and development of the area,

- level 1: the losses on infrastructure or technology have low impact on the safety
and development of the area,

- level 2: the losses on infrastructure or technology have a medium impact on the
safety and development of the area,

- level 3: the losses on infrastructure or technology have a significant impact on the
safety and development of the area,

- level 4: the losses on infrastructure or technology have a serious impact on the
safety and development of the area,

- level 5: the losses on infrastructure or technology have a fundamental impact on
the safety and development of the area; they bring about its collapse.

In view of the area functionality, it is also necessary to assess the time period, in which
it is possible to repair or replace the damaged infrastructure or technology. For the
verification in practice, in [2-4], it is proposed to assess according to the following value
scale:

- level 0: the damaged infrastructure or technology can be repaired or replaced in a
time interval of 0-5 days,

- level 1: the damaged infrastructure or technology can be replaced in a time interval
of 6-30 days,

- level 2: the damaged infrastructure or technology can be replaced in a time interval
of 31-90 days,

- level 3: the damaged infrastructure or technology can be replaced in a time interval
of 91-180 days,

- level 4: the damaged infrastructure or technology can be replaced in a time interval
longer than 180 days,
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- level 5: the damaged infrastructure or technology cannot be replaced.

It is necessary to get into practice the consciousness that the failure of critical infra-
structures need to be evaluated at the risk assessment of enterprises / area / state,
because the losses brought about by their failure deeply affect both the activity of every
enterprise and its further existence. The systematic tool is the continuity plan that
should be elaborated for the priority structures and networks of critical infrastructure
[2-4]. l.e. it is necessary to introduce, both to the practice of public administration/ or-
ganizations and enterprises, the system:

- analysis of the impacts of the relevant natural and other disasters on enterprise /
area / organization / structure / network etc.,

- assessment of risks and the ensuring of the sophisticated risk management,

- defining the management strategy of the continuity of both business and life in area,
in case of unacceptable risks that remained, for some reasons, after the application
of the measures of risk management,

- defining the emergency response and emergency activities for the case of natural
or other disasters occurrence, i.e. if the realization of risks,

- processing and the implementation of the continuity plans of business and of crisis
plans (for the case when the continuity plans fail),

- ensuring the consciousness and training of participants,

- actualisation and practising the existing plans,

- preparation and practising the crisis communication

- connection to offices and bodies outside of business/ structure/ network/ area etc.

The total investigation that is necessary to conduct for the ensuring of safety and de-
velopment of critical infrastructure and technologies of organization / enterprise / struc-
ture / area / region / state/ community under the tools of safety management has also
a general framework [2-4], which consists of the answers to the 14 following questions:

1. What natural or other disasters can appear in infrastructure location and what
impacts do they have?

2. Where can natural and other disasters in infrastructure location appear and in what
way are their impacts placed in infrastructure?

3. In which conditions can natural and other disasters in infrastructure location ap-
pear and what conditions can cause the escalation of their impacts?

How often can natural and other disasters in infrastructure location occur?

5. From what size do natural and other disasters in infrastructure location have un-
desirable and unacceptable impacts that cause damage on protected assets?

6. What is the maximal possible (expected) size of natural or another disaster in
a given infrastructure location?

7. What damage on protected assets can cause the maximal possible or maximal
expected natural or another disaster determined on the specified level of credibility
in infrastructure location and what are its greatest possible impacts on infrastructure
location and especially on the human society?
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8. What we can do to avoid the undesirable and unacceptable impacts of natural
or other disasters in infrastructure location in the section of land-use planning,
designing, construction and operation of both public and private infrastructures or
possibly in other fields, such as monitoring, inspection, education etc. so that we
could avoid the disasters, which can be avoided or so that we avoided undesirable
and unacceptable impacts, or at least, so that the undesirable and unacceptable
impacts were reduced by preventive measures, preparedness, suitable response
on a disaster and renovation, at which the prevention of losses and targets of suit-
able development will be respected?

9. What measures towards the real natural or other disasters in infrastructure lo-
cation in the technical, organizational, financial, social, legal, educational and train-
ing section are desirable?

10.What unacceptable and remaining risks (i.e. the unacceptable impacts with the
probability of occurrence higher that the set limit) with regard to possible natural or
other disasters in infrastructure location remains, if the rational measures are exe-
cuted that can the state/ public administration/ organization ensure in the technical,
organizational, financial, social, legal, educational and training section?

11.In what way to execute the response on natural or another disaster, what are
its priorities, critical points etc.?

12.How to execute the renovation of infrastructure after natural or another disaster,
so that the sources, forces and means were used rationally and so that other losses
were prevented, the resistance increased to possible other disasters and the further
development was started in infrastructure with all the elements of the human sys-
tem (humans, environment, property, infrastructure, technologies etc.) that form it.

13.What form of the management and executing of the renovation of infrastructure
and protected affaires after natural or another disaster in infrastructure is suitable
and how it can be executed?

14.How to create the potential and financial reserve of infrastructure organization
for the rational renovation of the infrastructure after natural or another disaster?

The up-stated results show that the domain of critical infrastructure is vivid and that
there exist many unresolved problems. Therefore, it is necessary to continue the re-
search and to prepare the application of its results into practice.

The gathered knowledge shows that the problem of critical infrastructure protection is
a complex problem. The basic concept of protection needs to be based on the area
planning and on the following activities. Because it is hot possible to put out the entire
existing critical infrastructure by a single act and replace it by the modern one, which
fulfils all the ideal requirements and demands, many tasks exist also in the section of
response. Therefore, these have an important place:

- special plans of response for critical infrastructure that are processed by the pro-
prietor/ keeper/ holder of the licence of critical infrastructure,

- continuity plans from the side of the proprietor / keeper/ holder of the licence of
critical infrastructure that ensure survival / minimal functionality of critical infrastruc-
ture for the fulfilment of the demands of area, the services of which depend on this
infrastructure,
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- continuity plans from the side of the guardian of area and the protector of the public
welfare and public assets, that is the public administration ensuring the safety and
development of area,

- crisis plans from the side of the proprietor / keeper / holder of the licence of critical
infrastructure that ensures the survival of his business and will not cause unac-
ceptable impacts on the protected assets, especially the human health and lives.

This means, that the basic concept of the critical infrastructure protection needs to be
processed on the basis of the philosophy of safety management (integral / complex,
i.e. not integrated / aggregated) and from it, we need to deduce the requirements for
the response and renovation management for the case, where critical infrastructure is
affected by unacceptable impacts caused by natural or another disaster. Only from this
concept, it is possible to deduce the way of participation of executive units and their
tasks.

Without enforcing the logical procedure and connection of activities, all the proces-
sional models created with the best intentions will represent the solution of the problem
by a method ad hoc or differently defined as the method of the immediate idea/ im-
pulse/ inspiration etc. All the publications cited in the lists of sources and that describes
methods and principles suitable for the processional analysis conduction and for the
seeking of critical links among the individual elements of critical infrastructure are
based on causes, i.e. on disasters or inner links, that go across the individual infra-
structures or across several infrastructures (electricity, informational technologies, an-
thropogenic management, financial flows ) and not on the states, i.e. emergency situ-
ations.

The processional analysis is done in this way:

1. Concept of safety management is applied with the assessment of the whole pro-
cess connected with the existence of critical infrastructure, i.e. the placement, de-
signing, projecting, construction, operation and changes.

2. The processional model is compiled for the entire process connected with the criti-
cal infrastructure existence and only then, there are selected the models for the
partial tasks or the very detailed models for the parts being a subject of a special
interest are created.

3. The All Hazard Approach is used. This means that the protection against all the
relevant disasters is ensured according to the laws, norms, standards and ap-
proaches of established practice for the area planning, choice of places, designing,
projecting, construction, operation, repairs, maintenance, changes and renovations

4. The suitable methods of safety engineering are being used and that both for the
determination of the risks’ size and for the determination of the priority risks that
contributes the most to the vulnerability of a given infrastructure.

5. Risks are understood as losses, damage and harms on the protected assets in a
concrete area, i.e. not as numbers of no clear expression of the negative potential.
At existing infrastructures, the existing risks are found out, the risks that contribute
the most to the vulnerability of a given infrastructure are determined and to them
the inner emergency plans, plans of continuity and possibly also the crisis plans
are prepared.

6. For the critical links searching between the individual elements of critical infrastruc-
ture the decision matrixes are used the most often. Because the practice, time to

225



time, also requires the resolving of the special tasks, for which the application of
the criticality matrix (i.e. the decision matrix for the critical infrastructure) is a too
broad tool, the more precise methods are used, based on the theory of graphs; and
that e.g. the method of critical path (so-called CPM), method of the optimization of
resolving the problem in time and space (so-called PERT) and method of the mod-
elling of processes in a network (so-called Petri net).

7. For the ensuring of the critical infrastructure functionality in time and space, the
specific control lists are used. This method is common mostly in the public admin-
istration and the inspectorate bodies.

So that the state could fulfil its function i.e. to ensure the protection of protected af-
faires, for which he was created in antiquity, it has to have the functioning critical infra-
structure and technologies. This means that in the normal, abnormal and critical con-
ditions the basic elements, links and flows in the state system must be in function that
are the basis of the state ability to reach stability at any situation and to start the further
development [2-15]. This means that the protection of critical infrastructure needs to
belong among the objects, which are the subjects both of the safety management of
area and crisis management [2-4].

The Conference "Critical Infrastructure Protection and Resilience Europe” [17], which
held in Milan on October 14 -16, 2019 included serious information, such as:

1. Today, in time of using the advanced automation and remote-control systems of
technical devices, the critical infrastructure elements are attacking from space. A
number of attacks were presented — e.g.:

- an attack from a satellite on an equipment that checks employees when they
arrive at work at a nuclear facility — the attack caused the employees could not
enter in the facility, and therefore, shifts could not be replaced,

- an attack from a satellite on the company's management centre caused the
centre to be overwhelmed by a large number of queries and the subsequent
interruption of the production process,

- an attack from the satellite knocked out the equipment measuring water in the
boiler and caused the boiler to overheat; etc.

The term "new risks from space” began to be used. Additional risks are expected
when quantum computers are introduced into widespread use — the number of
cyberattacks will increase.

2. In the vast majority of reports, there was a recommendation on the need to use a
systemic approach using multi-criteria methods based on DSS (decision support
system) and finding that only a proactive approach can provide critical infrastructure
protection. E.qg.:

- very popular are smart grids, and yet when put into practice, the risks associated
with them are not addressed (there are no plans for response in case of their
failure),

- analyses of criticality of energy infrastructure revealed 28 critical elements for
that need to be upgraded,

- many risks are associated with the "Internet of thinks" network — interconnected
chains are created where it is not easy to identify the originator of a malicious
message (e.g. damage to the good will of the critical infrastructure manager),
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and therefore, the principles for response plans for the implementation of cyber
risks need to be drawn up.

3. In several reports there was a complaint about the poor-quality work of software
processors — they do not give a deliberately thorough description of the software +
instructions with corrective measures in case of failure — it was suspected that in
this way software companies procure themselves work for the future. Even several
specialists have stated that the same practice occurs in the design and construction
of technical elements of critical infrastructure.

4. Based on an analysis of security events in critical infrastructure, the UK specialists
have shown the following breakdown of causes:

- cyber-attack 42%,

- insider attack 28%,

- terrorist attack 15%,

- failure of human factor 14%,
- natural disaster 1%,

- and attack CBRNE 1%.

5. For increasing the safety and reliability of critical infrastructure, it is necessary in
terms of references of critical infrastructure elements and whole to use the disaster
sizes with a return period of more than 100 years. Another mistake is that during
the design, it is only carried out the protection of elements and objects only for
individual listed disasters, i.e. other some possible and unnamed disasters are not
considered — it is necessary to use the application called "All Hazards". As critical
infrastructure provides vital functions for humanity, care needs to be taken to en-
sure the continuity of operations, for which resilience is important. The idea of re-
silience is portrayed as the intersection of three circles, Figure 5. Resilience means
continuously increasing both, the safety and the security while addressing potential
conflicts that arise in practice; E.g. in present automobile industry [18].

Capability
Criticality af adaptation

Time RESILIENCE

Fig. 4. Critical infrastructure parameters that are important for resilience.
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ANNEX 2 — Integral safety

Globalisation, on the one hand, and regionalisation or decentralisation (e.g. the idea
of 'Europe of the regions') on the other hand mean mutually complementary processes
that are often expressed by the slogan "think globally, act locally". However, their im-
plementation requires that the attitude to security and safety might be reconsidered,
on the one hand in the context of the growing complexity and vulnerability of contem-
porary society (critical processes, critical elements, critical objects, critical infrastruc-
ture and its functions) and on the other hand in the context of the undeniable changes
that we observe (and may expect) in the human system, e.g.: in the environment, it
goes on climate changes, landscape changes, etc.; and in the human society, it goes
on dehumanization, great dependence of individuals on property, loss of such values
as friendship, etc.

Considering these contexts, it is clear that security and safety need to have a wider
social dimension, i.e. they need to express social, economic, cultural and ethno-polit-
ical factors, and all government offices need to deal with them. This pays not only for
central public authorities, but also for local public authorities and, in fact, for all those
involved [1]. The public administration's position on security and safety for the citizen
legitimizes its activity. The public administration is responsible for security and safety
in the entrusted territory, namely for all facilities inserted in it, i.e. the safety should be
continually a public service that does not deregulate or privatise. Thus, the starting
points for the concept of safety have a much broader basis than previously formulated
safety on the state level.

At present, the division of safety into external and internal is no longer sufficient, but
safety needs to be understood from a systemic point of view [1]. From the system
viewpoint, ensuring the safety is the basic requirements on system as a whole, not only
demands on its components; system scheme of safety management at certain situa-
tion is shown in Figure 1. From the process model of building the safety and security
in Figure 1, it is clear the relation between safety and security; their often-discussed
conflict is removed.

TARGETS METHODS COMPETENCES
PROCEDURES INSTITUTIONS /{ PERSONS
— SAFETY »SECURITY AND DEVELOPMENT
INPUTS ] 4 t OUTPUTS
DEMANDS LIMITS
STANDARDS CONDITIONS

NORMS  MEASURES FOR
RISK MANAGEMENT

Figure 1. Process model for ensuring the security and development of entity.
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The requirement for a systemic concept of safety complies with the concept of integral
safety introduced by the United Nations in 1994 [2]. Wever [3] supported the introduc-
tion of the term in 1995 for the following reasons:

1.

A way of perceiving the safety by a citizen. Unlike the central public administration
institutions, the citizens see the safety primarily as a local problem, and therefore,
they expect the local solutions that may vary from case to case. In other words, the
citizens are particularly interested in their security, i.e. in security in the place where
they live.

Security policy should cover a causal chain that solves the safety issues. The inte-
gral safety is not limited to unilateral solutions in the event of problems such as
repression, but it deals with situations affecting a certain level of safety through so-
called "the safety chain”, which consists of the following parts:

- proactivity (it eliminates the structural causes of uncertainty that undermines the
safety, i.e. they threaten security and sustainable development),

- prevention (it eliminates direct causes of precarious situations infringing the pre-
sent safety, if possible),

- preparedness (it addresses to situations in which safety is impaired),

- repression - response (it manages faults of safety, stabilises the situation and
ensures conditions for recovery and growth of safety).

The level of danger is territorially dispersed, and this dispersion is not even. Some
safety problems are concentrated in certain areas, with types of safety problems
(i.e. in terms of work [1] (disasters)) may not be and in practice are usually not the
same.

Public administration often faces ineffective and inefficient solutions to safety prob-
lems. This fact is the result of the so-called “safety bureaucracy”, which does not
deal at all with the causal chain of safety. It is the result of a lack of understanding
the concept of safety in reality (in a given case), i.e. it is the consequence of mis-
understanding the links associated with the creation of safety and security as shown
in Figure 1, which shows that the level of safety predetermines the level of security
of the system (i.e. the territory or technical facility which we monitor).

However, the concept of integral safety is slowly expanding in practice for the reasons
set outin [1]:

1.

Integrity is understood more as an organizational aspect with horizontal and vertical
connection among components / organs, i.e. not in the concept of a system with
components, linkages and flows, and its understanding is mainly associated with
police forces or the military.

There is still no satisfactory and generally accepted definition of integral safety in
legislation.

Implementation of the concept of integral safety is in practice time-consuming (es-
pecially in domain of data collection and their analyses).

Local public authorities do not know "to deal with safety problems” because they
focus too much on local problems.
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However, the safety as a quantity / measure expressing the certain system behaviour,
is not and cannot be isolated from its background. Each system and its surroundings
are in interdependent relationship, which is due to the fact that each system is open
system. The relationship in question can be characterized by some attribute of the
system, such as adaptability, durability, flexibility and reliability [4].

To the concept of integral safety, they belong life-supporting functions, the risks of
which with regard to human health, ecosystems and system safety are minimized.
These are, in particular, possible non-demanded and unacceptable impacts, e.g.:

- industrial agriculture with regard to food safety,
- contamination of the environment,

- climate changes,

- lack of natural resources, energy and water,

- poverty and migration of humans,

- social discrimination,

- industrialisation and misuse of technologies,

- and gene manipulation.

It is, therefore, apparent that the security (in other words the system condition and its
protected assets conditions) in relation to the environment needs to be specified in the
context of sustainable development, i.e. to ensure its provision, the disasters should
be monitored in the concept defined at work [1].

The Johannesburg World Summit on Sustainable Development has pointed out that
the development in question needs to be carried out primarily at local level and should
be focused on the following objectives:

- environmental quality protection,

- quality of human life (health and human security, social justice),
- resilience to disasters,

- and economic vitality.

Sustainable development is not a static state (conditions) of harmony of society and
the environment, but it is a process of changes in resource use, technologies’ focuses
and institutional transformations in order to avoid possible irreversible difficulties. It is
just one of the possible dynamic models of the development of the human system.
However, in practice, especially in public administration decisions, the concept of sus-
tainable development is not more pronounced. Intuitively, however, it can be assumed
that development requires a certain degree of sureness and stability, which are signif-
icant attributes of safety and security.

Integral safety is directly linked to the concept of sustainable development, as it can
be characterised as a set of conditions under which humans are protected. By these
conditions, it is strengthened the humans” ability to cope with serious and sudden
threats to their survival (biological and social) and existence (health and housing),
namely including the access to society's resources and the respect of human dignity
[1]. Pillars of sustainable development are:
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environmental protection being related to environmental, technological and health
safety,

economic development being in relation to social, economic and technological
safety,

social development being linked to social, cultural, legislative and political safety.

Integral safety is measured using the indicators that already have a large number [1].
Indicators relevant to technical facilities were introduced by the OECD in 1992 [5]. In
practice, it is always necessary to select indicators that are relevant to the objective of
the task addressed; choice is a critical activity and the success of the solution is de-
pendent on it. It should be noted that in practice the following types of indicators are
used:

contextual (input and output relationship),
causal,

trending,

and stative (measuring the conditions).

According to the works [1,5] for the assessment of indicators, they are used the criteria
for assessing:

the validity, where there are evaluated aspects such as:

e relevance and importance,

e appropriate measuring scale,

e correctness (relation to the system examined),

e sensitivity (how system responds to changes),

e distinguishability (resolution of natural variability from mand-made changes),
the clarity, when there are evaluated aspects such as:

e understanding (appropriateness of indicators for decision-making),
e simplicity,

e compliance with the interests of the public,

e the possibility of presentation and documentation,

the interpretation, when there are evaluated aspects such as:

e robustness (the calculation is transparent and defensible),

e interpretability (to current status, changes and trends),

e credibility (the direction of change reflects certain experiences),

e trend evaluation,

the information richness,

the data availability, when there are evaluated aspects such as:

e sources for immediate use,

e time series,
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the possibility of updating,

updating,

topicality,”

anticipation and symptoms of warning,

cost-check and feasibility,

comparison of the costs and benefits of the indicator,
ease of quantification

the cost of collecting data,

the ease of calculations

the procedure of work with indicators.

This overview may be supplemented by a selection of appropriate measuring and eval-
uation scales and a description of the data type: time series, spatial data from GIS,
relative or aggregated data, average, median, percentile, distribution function, etc.

In the main text, the procedure of integral safety classification is based on multicriterial
approach using the theory of utility [6] — it is constructed the decision support system
for determination of criticality rate and the relation [7] is used:

rate of safety = 1 —rate of criticality.
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ANNEX 3 - Risk sources of technical facilities

The world and its parts are dynamically developed in time and space. This develop-
ment is manifested by different processes that are inside and across of world’s struc-
tural systems that create it. These processes product different phenomena, and some
of them damage humans and other public assets, i.e. including the technical facilities
(we call them as disasters). The originated phenomena have the various sizes and
cause the changes that have often highly unacceptable impacts on humans, namely
directly or indirectly over the public assets that humans need for quality life and devel-
opment. This reality causes that the accent is put on the management type called “dis-
aster management” in which considering all disasters is denoted as ,All Hazards Ap-
proach® [1]; its definition for Europe is in [2].

Among the disasters, we classify the phenomena that cause damage, losses and
harms to humans and other public assets on which the humans are dependent. These
phenomena are the results of five different processes in the human system that repre-
sents the world [3]. The results of processes:

- running in and out of the Earth are: natural disasters (earthquake, floods, drought,
strong wind, volcanic activity, land slide, rock slide etc.); epiphyte; epizootic; land
erosion; desertification; fundament liquefaction; sea floor spreading etc.

- running in the human body and in human society are: unintentional: illnesses; ep-
idemic; involuntary human errors etc.; and intentional: robbery; killing; victimization;
religious and other intolerance; criminal acts; terrorist attacks; local and other
armed conflicts, bullying; religious and other intolerance; criminal acts such as: van-
dalism and illegal business, robbery and attacking, illegal entry, unauthorized use
of property or services, theft and fraud, intimidation and blackmail, sabotage and
destruction, intentional disuse of technologies, such as: improper application of
CBRNE substances; data mining from social networks and other cyber networks
used for psychological pressure on a human individual etc.

- connected with the human activities are: incidents; near misses; accidents; infra-
structure failures; technology failures; loss of utilities; etc.

- that are reactions of the Planet or environment to the human activities are: man-
made earthquakes; disruption of ozone level / layer; greenhouse effect; fast climate
variations; contaminations of air, water, soil and rock; desertification caused by hu-
man bad river regulation; drop of the diversity of flora and fauna (animal and vege-
tal) variety; fast human population explosion; migration of great human groups; fast
drawing off the renewable sources; erosion of soil and rock; land uniformity etc.

- connected with inside dependences in the human society and its surrounding sep-
arated to: natural: changes in stress and movements of territorial plates; changes
in water circulation in the nature (environment); changes in substance circulation in
the nature (environment); changes in the human food chain; changes in the planet
processes; changes in the interactions of solar and galactic processes; and human
established: the failure of human society management (organizational accidents
caused by: mutual improper behaviour of an individual or groups of individuals as
illegal migration of great groups of people; incorrect governance of public affairs -
as: corruption, abuse of authority, the disintegration of human society into intolerant
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communities; and failures in organization of education and upbringing etc.); the fail-
ure of correct flows of raw materials and products; the failure of correct flows of
energies (harmful is e.g. blackout); the failure of correct flows of information; the
failure of correct flows of finances etc.;{word “correct® means the way in benefit of
human interest, i.e. given by legislation}.

The disaster sources are shown in Figure 1.
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The disasters are the cause of emergency situations, the severity of
which substantially increases if cascade impacts occur.

Figure 1. Sources of disasters.

The disaster list shows that disasters, according to the process, the product of which
they are, have very mixed physical, chemical, economical, biological, social or cyber-
netic nature/basis. This mentioned fact is a clincher from the view of safety, because
the preventive measures need to be targeted to the nature of disaster for the sake of
being effective.

Definitions, features and impacts of disasters are listed in the works [3-6]. Generally, it
stands that the disasters have certain characteristic features, which are the origin of
impacts causing the damages, losses and harms to the important assets, links or flows
and that from the human point of view, because this is de facto the only thing in which
a human is interested (human aim is to make human to survive). Among the impacts
it belongs e.g. vibration; directed fast air, water or soil flow; damage to a stability and
cohesiveness of rocks and soil; displacements of materials; outburst of liquids; anom-
alies in the temperature etc.

The impacts effect directly or vicariously through links and flows of human system.
Humans, thanks to their intellect, deliberately create the resilience of areas, buildings,
infrastructures and technologies against disasters. They do with a help of both, the
choice of elements, links and flows and their interconnection; and the specific preven-
tive measures and activities until the specific disaster extent (which is given by human
knowledge, abilities, financial and technical possibilities etc.) [3]. It makes why the im-
pacts of interconnections in the system (interdependences) appear only with beyond
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design disasters, which by their extent lays above the border size of disaster against
which the humans systematically provide resilience [3]. Understandably, there is a big
difference - rich technically developed and quality managed countries or organizations
(generally entities) have the threshold of assets resilience set higher that the counties
with a lower standard.

Disasters cause or from certain extend cause damage, loss and harm on assets, i.e.
they are the reasons of situations falling on a human and that is why human has to
handle with them. By the reason of big variety of disasters, the arising situations clas-
sified as “the emergency situations” have either the same or highly specified impacts.
The relation between a disaster and an emergency situation is the relation “cause-
consequence” [3]. This relation is not simple because the intensity (destructiveness,
severity, criticality, cruelty) of emergency situation in a given place is predetermined
not only by the size of disaster but also by the local vulnerability of assets, failure of
implemented protective systems (e.g. the system of warning in the area, security mech-
anism etc.) which were created for increasing the assets resilience, the humans’ mis-
takes during the response etc. [3,4,7].

The internal risks in technical facilities originate at designing [5,7,8] at:
- selection of material for construction and equipment,
- selection of ways of manufacturing,

- embedding of passive barriers, which prevent the phenomena as an expansion of frag-
ments or dispersion of dangerous substances when the loss of cohesion of a device or
construction (e.g., envelopes of different types),

- inserting the backup devices and systems, i.e. several devices having the same role,
and respectively, using the different physical principles to achieve a task,

- inserting the protections of safety critical elements (e.g. containment, shelters),

- selection of types of control systems that according to continual monitoring results adapt
the operation,

- neglection of means for organisational measures to protect both, the employee, labour
environ and also surroundings from the harmful impacts, and the construction and equip-
ment from the great destruction because the complex technological facilities are not
cheap and for preservation of the capability of development there are their products
desirable.

According to [8], the risks at design are mainly connected with:

- neglecting the changes of conditions of internal technical parts during the time; they
are not possibilities for maintenance and repair,

- neglecting the changes of internal technical processes during time; they are not
possibilities for maintenance and repair,

- unexpected and wrongly managed organisational processes; void, interlaced and
inexplicit arrangement of fittings, components and systems.

Figure 2 shows the logical idea of the occurrence of the organizational accident, which
occurred on the basis of the formation of the process that occurred when the gaps in
the protective barriers of the technical facility were interconnected due to shortcomings
caused by errors in the design of the technical facility and in the acts of its manage-
ment.
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Figure 2. An organisational accident model indicating the basic barriers to prevent a
crash and are created in the context of the management of the safety of a technical
facility; processed according to [9].
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