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Abstract

Deployment of commercial computer networks sets high requirements for procedures,
tools and approaches for comprehensive testing of these networks. However, in spite of
the great efforts of many researchers, the process of test design/generation still tends
to be unstructured and bound to the personal experience and/or intuition of individual
engineers. To address this problem, the main research objective of this thesis is the
automated design of abstract test specifications (test cases) for computer networks using
the detailed design documentation (end-user requirements and technical specifications)
as the data source. Based on the notions of: (1) model-based testing; and (2) system

methodology, this thesis covers the following main goals:

— A formal model for test generation missions based on the concept of multilayer
networks. Different layers (four layers in the case of basic releases and six layers
in the case of extended releases) represent different (hardware, software, social,

business, etc.) aspects of system architecture.

— A test case generation strategy which covers structural test cases. Test cases of
this kind: (1) cover the system infrastructure including individual components
and component-to-component interactions on all coexisting architectural layers;
and (2) provide information for subsequent analysis to ensure that the used formal

model is consistent with respect to test requirements.

— A test case generation strategy which covers nonfunctional test cases to ensure
that: (1) system dependability mechanisms (fault tolerance or high availability)
have been implemented correctly on all coexisting architectural layers; and (2) the

system is able to provide the desired level of reliable services.

In turn, the quality of formal methods based on abstract models is limited by the quality
of these models. Thus, to get the full advantages of model-based testing, it is necessary to
completely eliminate the human factor from the process of model generation. To address
this problem, a possible appropriate presentation format of architecture descriptions that
allows automated development of the formal models is defined as a necessary part of the

detailed design documentation of complex commercial computer networks.



Abstract

Vyuzivani komerénich pocitacovych siti klade vysoké naroky na procedury, nastroje
a piistupy pro jejich dukladné testovani. Navzdory velkému usili mnoha vyzkumnych
pracovniku v8ak proces navrhovéani a vytvafeni testi stdle zustava spise nestrukturovany
a spocivajici na osobnich zkuSenostech nebo intuici jednotlivych inzenyra. S ohledem
na vyieseni tohoto problému je hlavnim vyzkumnym cilem této prace automatizované
navrhovéani abstraktnich specifikaci testu (testovacich piipadu) pro pocitacové sité s
pouzitim detailni projektové dokumentace (pozadavky koncového uzivatele a technické
specifikace) jako zdroje dat. Na zakladé myslenek: (1) testovani modelu; a (2) systémové

metodologie zahrnuje tato prace nasledujici hlavni cile:

— Formalni model pro dcely generovani testu, vychézejici z konceptu vicevrstvych
siti. Ruzné vrstvy (¢tyii vrstvy v piipadé zékladnich verzi a Sest vrstev u verzi
rozsitenych) predstavuji ruzné aspekty (hardwarové, softwarové, socialni, obchodni

atd.) systémové architektury.

— Strategie generovani testovacich piipadi, pokryvajici strukturalni testovaci pripady.
Testovaci piipady tohoto druhu: (1) zahrnuji systémovou infrastrukturu véetné
jednotlivych slozek a interakei mezi témito slozkami na vSech koexistujicich vrstvach
architektury; a (2) poskytuji informace pro ndslednou analyzu potvrzujici, ze je

pouzity formalni model konzistentni s pozadavky na testy.

— Strategie generovani testovacich piipadu, pokryvajici nefunkéni testovaci pripady,
aby bylo zaruceno, ze: (1) mechanismy spolehlivosti systému (tolerance chyb nebo
vysokd dostupnost) byly spravné implementovéany na vsech koexistujicich vrstvach
architektury; a (2) systém je schopny zajistit pozadovanou troven spolehlivych

sluzeb.

Na druhou stranu, kvalita formalnich metod zaloZenych na abstraktnich modelech je
omezena kvalitou téchto modeliu. Pro plné vyuziti vsech vyhod modelového testovani
je tedy nezbytné zcela vyloucit lidsky faktor z procesu generovani modelu. Za icéelem
vyfeSeni tohoto problému je jako nutna soucast detailni projektové dokumentace kom-
plexnich komercnich pocitacovych siti definovan vhodny format prezentace popisu ar-

chitektury, ktery umoziiuje automatizovany vyvoj forméalnich modelt.
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Chapter 1

Introduction

1.1 Background

The world we’ve made as a result of the level of thinking we have done thus far creates

problems that we cannot solve at the same level at which we created them.
—Albert Einstein

Computing systems have come a long way from a single processor to multiple distributed
processors, from individual-separated systems to network-integrated systems, and from
small-scale programs to sharing of large-scale resources. Moreover nowadays, virtualiza-
tion and cloud technologies make another level of system complexity. In turn, computer
networks that support these systems have evolved to incorporate more and more sophis-
ticated capabilities [1] (see Figure 1.1). To paraphrase Einstein, nowadays we have the
ability to create networks that are so complex that when problems arise they cannot
be solved using the same sort of thinking that was used to create the networks [2]. In
fact, computer networks created with this complexity often do not perform as well as

expected and do not match end-user/customer requirements.

On the other hand, the consequences of failure and downtime have become more severe.
Their failure may endanger human lives and the environment, do serious damage to
major economic infrastructures, endanger personal privacy, undermine the viability of
whole business sectors and facilitate crime [3]. As a consequence, the most difficult part

of computer network deployment is the question of assurance (whether the network will
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COMPLEXITY

A 4th GENERATION
NETWORK SYSTEMS
WITH RUDIMENTARY DECISION-MAKING CAPABILITY

3rd GENERATION
NETWORK SYSTEMS
BASED ON SERVICE ORIENTED ARCHITECTURE

2nd GENERATION
COMPLEX NETWORKS (NETWORKS OF NETWORKS)

1st GENERATION
SIMPLE INDEPENDENT NETWORKS

FIGURE 1.1: Generations of Networking [1].

work) and verification. If assurance is difficult, verification is even more difficult: it
is a question of how to convince end-users/customers (and, in extremis, a jury) that a

system is indeed fit for its requirements.

Generally, there is a practical means of failure detection (finding observable differences
between the behaviors of implementation and what is expected on the basis of the tech-
nical specifications [4]) which can be highly effective if performed thoroughly. Despite
the major limitation of testing!, it is a necessary verification technique (it would be
better to talk of a necessary and sufficient technique, but unfortunately in the case of

complex systems a sufficient condition is theoretically unreachable [3]).

Hence, appropriate comprehensive testing plays a vital role in computer network devel-
opment - it is necessary to determine a formal list of control objectives during the design
phase of the System Development Life Cycle (SDLC) (see Figure 1.2) and, as the next
step, to show that each component of this list undergoes a suitable amount of tests (at
least one) during the implementation phase of the SDLC: i.e. it is necessary to have

checklists [6].

! Testing is able only to show the presence of errors and never their absence [5].



Chapter 1. Introduction 3

SDLC

Software/System Development

Life Cycle - SDLC

FIGURE 1.2: System Development Life Cycle [7].

1.2 Problem Statement

It isn’t that they can’t see the solution. It is that they can’t see the problem.
—Gilbert Keith Chesterton

Applying a system methodology to network analysis [1] is a relatively new approach, par-
ticularly in the Internet Protocol (IP) world. The fundamental concept is that network
architecture should take into account services/applications which this network provides

and supports.

Historically, services/applications are the domain of system and software engineers. Re-
spectively, computer networks are the domain of network engineers. As a consequence,
system, software and network engineers have few common models or approaches and

even their vocabularies (definitions) are different [3].

In fact, one of the most universal formal definitions of distributed systems, which was
given by Tanenbaum and van Steen as a collection of independent computers that appears

to its users as a single coherent system [8], can denote:
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— a collection of components/products (hardware and software) - the viewpoint of

the vendor community;

— a collection of the above plus external communication infrastructure - the view-

point of the network engineer community;

— a collection of services/applications - the viewpoint of the software/system engineer

community;

— all of the above plus end-users/customers - the viewpoint of the business commu-

nity.

In practice, the confusion between these definitions is a fertile source of vulnerabilities
in comprehensive testing. Broadly speaking, vendors focus on individual component
testing problems only - but, in general, testing or qualification of elements of a system

does not cover the system itself.

In turn, network engineers usually focus on network testing. In this case, ignoring

services/applications influence is one of the most common causes of system problems [9]:

— If the network subsystem is not solid, services/applications cannot be responsive

and reliable by definition.

— If the network subsystem is solid, but the services/applications do not provide
required performance or functionality, end-users could perceive the network sub-

system as unavailable or unreliable.

On the other hand, distributed systems differ from traditional software because com-
ponents are dispersed across a network. Very often software/system engineers do not
take this dispersion into account and this leads to the following false assumptions about

computer networks [8]:

— networks are always reliable;
— latency is zero;

— bandwidth is infinite, etc. ..
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In fact, the business (or integration) viewpoint brings all of the detailed elements of
computer networks and the distributed systems they support together through a process
of testing (or qualification) to achieve the valid systems for meeting the ultimate needs of
the end-users/customers [10]. Hence, even if the main goal is the comprehensive testing

of a computer network, analysis should cover the whole system.

It is important to note that this concept is completely supported by the most recent
practical approaches such as Business-Driven Design [11] and Application Centric De-

sign [12].

1.3 Work Objectives

Beware of false knowledge: it is more dangerous than ignorance.
—George Bernard Shaw

Despite the great efforts of many researchers, in the area of commercial system (specific
areas such as the military, nuclear or aerospace industries are beyond the scope of this
work) the process of test generation tends to be unstructured, barely motivated in the
details, not reproducible, not documented, and bound to the ingenuity of individual
engineers [4]. But in the case of complex or non-standard systems, personal experience
and/or intuition are often inadequate. As a consequence, in the real world many systems

have failed because:

— engineers had tested the wrong things;
— engineers had tested the right things but in the wrong way;

— some things had been just simply forgotten and had not been tested.

On the other hand, formal methods are mathematical techniques for developing software
and hardware systems and can be used to conduct mathematical proofs of consistency
of specification and correctness of implementation. Mathematical rigor enables users to
analyze and verify abstract models at any part of the system life-cycle: requirements
engineering, architecture design, implementation, maintenance and evolution [13]. These

methods are particularly suitable for complex heterogeneous systems and are becoming
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more and more important even if working engineers usually consider formal methods to
be theoretical exercises that are widely taught in universities and not used anywhere in

the real world.

The main research objective of this thesis is the automated design of test specifications
for computer networks based on end-user requirements and technical specifications as a
necessary part of detailed design documentation, i.e. during the design phase of SDLC
(it is important to note that in practice computer networks are usually built not from
scratch but from commercial off-the-shelf (COTS) hardware and software components).

In this context, this thesis lies in the area of model-based testing (MBT).

The basic idea of MBT is that, instead of creating test cases manually, a selected algo-
rithm generates them automatically from an abstract formal model (see Figure 1.3). In

general, MBT involves the following major activities [4]:

— building the formal model from informal requirements or existing specification

documents;

— defining test selection criteria and transforming them into operational test speci-

fications or test cases;
— generating executable tests based on test cases;

— executing the tests (including conceiving and setting up adaptor components).

Based on the analysis of the overall tests development process, the resulting contributions

of this thesis cover the first two major activities of MBT in three main areas:

— A formal model based on technical specifications to cover both hardware-based
(system equipment) and software-based (system activities) aspects of a system
under test (SUT). To evaluate the SUT as a whole, these aspects should be com-
posed in such a way that their properties can be considered together. As a conse-
quence, this composition has to: (1) preserve the properties of each aspect; and (2)
represent interaction between aspects. On the other hand, the model must be suf-

ficiently precise to serve as a basis for the generation of meaningful test cases [4],
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I

IS A PARTIAL DESCRIPTION OF

MODEL SYSTEM
ARE DERIVED CAN BE RUN
FROM AGAINST
EXECUTABLE
ABSTRACT TESTS TESTS
ARE ABSTRACT VERSIONS OF T

FIGURE 1.3: General model-based testing setting [14].

in other words the quality of model-based tests is limited by the quality of the

model?.

— A test case generation approach based on requirements coverage criteria. The test
selection criteria are defined by: (1) end-user requirements; and (2) requirements
derived from technical specifications, i.e. defined by technological solutions used
to build the SUT. Generally, the test specifications should cover [15]: (1) struc-
tural tests which aim at the structure of the SUT; (2) functional tests®; and (3)
nonfunctional (or extra-functional) tests which aim at assessing nonfunctional re-
quirements such as reliability, load, and performance. In turn, test specifications
scopes should cover [15]: (1) individual components; (2) component-to-component

interactions; and, as a consequence, (3) the complete system.

— A formal model automated development approach. Generally, a SUT model must
be correct in order to generate test case specifications accurately (as mentioned

above, the quality of model-based tests is limited by the quality of the model).

2Tt is important to note that the model of the SUT can be used as the basis for test generation, but
also can serve to validate requirements and check their consistency [4].
3In the case of COTS components, functional tests are usually prepared by vendors
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Thus, to get full advantages of MBT, it is necessary to alleviate the burdens of
learning model development and checking techniques for engineers and other non-

technical stakeholders [16] or, ideally, completely eliminate the human factor

1.4 Terminology

A mistake is to commit a misunderstanding.
—Bob Dylan

In order to avoid misunderstandings and confusions, this section clarifies the usage of

some key terms in this thesis.

In computer science, a system is: (1) a combination of interacting elements organized to
achieve one or more stated purposes; or (2) an interdependent group of people, objects,
and procedures constituted to achieve defined objectives or some operational role by
performing specified functions [17]. The engineering definition is simpler: a system is
a collection of components which cooperate in an organized way to achieve the desired
result - the requirements [18]. It is important to note that this definition completely
covers both computer networks and distributed systems. As a consequence, in this thesis
the term system under test (SUT) (or just system) is used to denote a whole/complete
system, i.e. a computer network and the distributed computing system that this network

provides and supports, together.

There is no standard definition of model-based testing. In practice, the term model-
based testing (MBT) is widely used today with subtle differences in its meaning. The
most generic definition used in this thesis denotes MBT as the processes and techniques
for the automatic derivation of abstract test cases from abstract models, the generation
of concrete tests from abstract tests, and the manual or automated execution of the

resulting concrete test cases [4].

In other words, the definition of MBT relates to the following definitions (see Figure 1.4
and Figure 1.5):

— Formal or abstract model. In computer science, a model is a representation of

a real world process, device, or concept [17]. The engineering definition is quite
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FIGURE 1.4: Model-based testing workflow [19].

similar: a system model is an abstract representation of certain aspects of the
SUT [15]. In this thesis the term formal model (or just model) is used to denote
the architecture viewpoint [20] as a simplified representation of the system with

respect to the structure of the SUT.

— Test selection criteria. There is no definition based on standards. The engineering
definition is quite simple: test selection criteria define the facilities that are used

to control the generation of tests [15]. Generally, test selection criteria can relate:
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MODEL

TEST TEST ABSTRACT

REQUIREMENTS DERIVATION TEST SUITE
EXECUTABLE

IXIT TEST SUITE
COMPILATION
EXECUTABLE

REPORTS TEST EXECUTION TEST SUITE

FIGURE 1.5: Model-based testing workflow [14]. Implementation extra information
(IXIT) refers to information needed to convert an abstract test suite into an executable
one (see also the test bed definition [17]).

(1) to a given functionality of the system; (2) to the structure of the model; (3) to
data coverage heuristics; (4) to stochastic characterizations; or (5) to properties of
the environment [4]. In this thesis the term test requirements is used to denote

requirements coverage criteria® which relate to the structure of the system model.

5 is a document

— Test cases or abstract tests. In computer science, a test case
specifying inputs, predicted results, and a set of execution conditions for a test
item (an object of testing) [17]. The engineering definition denotes test cases as
a collection of tests derived from a formal model on the same level of abstraction
as the model® [14]. On the other hand, the most accurate definition of the nature
of test cases (or abstract tests) in the area of model-based testing relates to the
definition of test templates as formal statements of a constrained data space, i.e.

test templates define sets of bindings of input variables to acceptable values [21].

As a consequence, in the context of this thesis the term test case is used to denote

4Other test selection criteria (data coverage criteria, random and stochastic criteria, fault-based
criteria, etc... [15]) are beyond the scope of this thesis.

°Tt is important to note that the standard Std 24765:2010 does not distinguish between the definitions
of test case and test case specification [17].

5These test cases are collectively known as an abstract test suite [14].



Chapter 1. Introduction 11

the result of application (binding) a test requirement (input variable) to a formal

model (acceptable values).

— Test procedures or executable tests (test scripts). In computer science, test pro-
cedures are the detailed instructions for the setup, execution, and evaluation of
results for a given test case [17]. The term is strictly relevant to the MBT defini-
tion but not used in this thesis (the process of executable test generation is beyond

the scope of this thesis).

In computer science, dependability is trustworthiness of a computer system such that
reliance can be justifiably placed on the service it delivers [17]. The original definition
of dependability determines the system ability to deliver service that can justifiably be
trusted [22] (this definition stresses the need for justification of trust). The engineering
definition which is used in this thesis: dependability is the ability of a system to avoid

service failures or the probability that a system will operate when needed [22].

The major category of dependability that relates to MBT is fault tolerance. In computer
science, fault tolerance is the ability of a system or component to continue normal
operation despite the presence of hardware or software faults [17]. We need to state here
the difference between fault tolerance and high availability: a fault tolerant environment
has no service interruption, while a highly available environment has minimal service

interruption.

1.5 Thesis Goals

A goal is a dream with a deadline.
—Napoleon Hill

As mentioned above, the main research objective is the automated design of test spec-
ifications for commercial computer networks using the detailed design documentation
(end-user requirements and technical specifications) as the data source. Based on the
analysis of the model-based tests development processes, the resulting contributions of
this thesis can be divided into four main goals that should be solved separately, but not

in isolation:
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— A formal model for test generation missions based on the concept of hierarchical
multilayer networks. Different layers represent different (hardware or software)

aspects of system architecture.

— A test case generation strategy” that covers structural /functional tests. Test cases
of that kind: (1) cover the system infrastructure including individual components
and component-to-component interaction on all coexisting architectural layers;
and (2) check the internal consistency of the system technical specifications with

respect to the end-user requirements.

— A test case generation strategy which covers nonfunctional tests to ensure that
system dependability mechanisms (fault tolerance or high availability) have been
implemented correctly on all coexisting architectural layers and the system is able

to provide the desired level of reliable services.

— An appropriated presentation format of system architecture descriptions as a nec-
essary part of the detailed design documentation (technical specifications) that
allows automated development of the formal model for analysis and verifying of

the system.

To accomplish these goals the thesis defines the methodology of system test case design

based on the following general steps:

— At first, the system under test is modeled as a weighted graph structure. Ver-
tices represent: (1) software components (such as application software and oper-
ated systems); and (2) hardware components (such as routers, switches, servers
and PCs). Based on the concept of multilayer networks, edges represent: (1) in-
terlayer component-to-component relations (such as web-browser-to-web-server or
router-to-switch/server-to-switch interconnections); and (2) intralayer component-
to-component relations (operated systems should fit application software and hard-
ware platforms should fit operated systems). The graph labels represent the sets
of facts (attributes) about their entities. The labels of the vertices determine the
sets of communication protocols supported by the system components which are

represented by the vertices (for example a WEB server can support http and https

TA test strategy (or test philosophy) establishes what should be tested and why [9].
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protocols and a switch can support 10/100/1000BASE-T and 10GBASE-SR pro-
tocols). In turn, the labels of the graph edges determine the sets of communication
protocols used for interlayer component-to-component interconnections which are
represented by the edges (for example a web-browser-to-web-server interconnection
uses the https protocol and a switch-to-switch interconnection uses the 10GBASE-
SR protocol). Based on their nature, intralayer component-to-component relations

do not have labels.

— Next, test requirements (test selection criteria) should be specified. The test re-
quirements determine: (1) the system components which should exist in the SUT
and their attributes (for example a system should contain a web-server and this
web server should support the https protocol); and (2) the paths between sys-
tem components which should exist in the SUT and their attributes (for example
a router-to-switch path should exist and this path should use 1000BASE-T pro-
tocol). In general, the sets of attributes can be empty sets - in this case test

requirements determine the fact of components or paths existence only.

— Finally, the test cases are the result of recursive applying of test requirements
to the model. In general (based on the concept of multilayer networks), each test
requirement can induce more than one test case. Firstly, a test requirement induces
a test case for a given layer. Secondly, the test requirement propagates on the layer
below using the intralayer component-to-component relations and induces a test
case for this layer, and so on. As a consequence, each test requirement defined for
the top architectural layer of the system model initiates at least one test case on
all coexisting architectural layers (for example a test requirement for a web server
induces test cases for: (1) the web-server itself; (2) its operated system; and (3)
the hardware or virtualization platform which support the operated system) and
cover computer networks and distributed computing systems, which these networks

support, as whole systems.
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1.6 Thesis Organization

To write simply is as difficult as to be good.
—William Somerset Maugham

This thesis is organized as follows. This chapter gives an overview and scope of the
research topics of this thesis. It introduces the problems that the work is dealing with,
its objectives, contributions and structure. Chapter 2 introduces the background and
related work. Chapter 3 represents the formal system model based on the concept of
multilayer networks. Next, Chapter 4 focuses on the test case generation strategy to
cover structural/functional tests. Based on the previous chapters, Chapter 5 considers
the test case generation strategy to cover fault-injection experiments based on analytical
tools for system reliability assessment. Chapter 6 introduces the presentation format
of architecture descriptions as a necessary part of the detailed design documentation
(technical specifications), which allows automated development of the formal model,
and the correlation between the formal model and this presentation format. Chapter 7
represents a case study. Finally, conclusion remarks and future research directions are

given in Chapter 8.
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Related Work

Get your facts first, then you can distort them as you please.
—Mark Twain

The research presented in this thesis focuses on the automated design of test templates
(specifications) for computer network comprehensive testing and thus spans the areas
of:

— formal models of complex systems;

— model-based testing;

— dependability testing;

— presentation formats of system architecture description (design documentation).

This chapter presents the background and prior related research in each of these areas.

2.1 Formal Models

Over the years a lot of effort has been invested in creating formal models of complex
systems. However, each model typically represents only one aspect of the entire system.
To evaluate the system as a whole, these models must be composed in such a way that

their properties can be considered together. As a consequence, this composition has to:

15
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— preserve the properties of each individual model;

— represent interaction between individual models.

Nowadays, the modeling of complex systems can be roughly classified into two categories:

— decomposition of complex models (tree structures);

— multi-layer (composed) models.

2.1.1 Decomposition of Complex Models

Liu and Lee [23] and Eker et al. [24] represent a structured approach - hierarchically
heterogeneous. Using hierarchy, they can divide a complex model into a tree of nested
submodels (see Figure 2.1), which are at each level composed to form a network of
interacting components (each of these networks are locally homogeneous!, while differ-
ent interaction mechanisms are specified at different levels in the hierarchy). One key
concept of hierarchical heterogeneity is that the interaction specified for a specific local
network of components covers the flow of data as well as the flow of control between

them.

The three dimensional analysis (Yadav et al. [26]) decomposes a system structure into
its physical elements and shows, in detail, how functional requirements can be fulfilled
by individual product elements or groups of elements (see Figure 2.2). The functional
requirements propagate from the requirements for the complete product down to the
elements in a hierarchical manner. The mapping between physical elements and func-
tional requirements shows which physical elements have impact on the same function
or which single element has an impact on different functions. The time dimension (or
damage behavior) helps in identifying which failure mechanisms have impact on physical

elements and, as a consequence, on system functions.

Benz and Bohnert [27] define the Dependability Model as a model of use cases that
are linked to system components they depend on. These models are constructed by
identifying user cases or user interactions and then finding system functions, services

and components which provide them. Once all system parts are found, the provision

'Homogeneous is uniform in composition or character (i.e. the type of components in a system and
their interactions); one that is heterogeneous is distinctly nonuniform in one of these qualities [25].
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of use cases is modeled as links which show the dependability of user interactions on
system components. Dependability models are shown either in a dependency table or
in a dependency graph (see Figure 2.3) to show the different dependencies between user

interactions, system functions, services and system resources.

Use Case 1 Use Case 2 | ... | Use Case n
|
Y h A 4
Function 1 Function 2 | ... | Function n
Y Y ) 4
Service 1 Service 2 | ... | Servicen
I_J_l
4 Y

Component 1 Component n

FIGURE 2.3: Dependency graph [27].

2.1.2 Multilayer Networks

One of the major goals of modern physics is providing proper and suitable representa-
tions of systems with many interdependent components, which, in turn, might interact
through many different channels. As a result, interdisciplinary efforts of the last fifteen
years with the aim of extracting the ultimate and optimal representation of complex
systems and their underlying mechanisms have led to the birth of a movement in sci-
ence, nowadays well-known as complex networks theory [28] [29] [30]. The main goals

are [31]:
— the extraction of unifying principles that could encompass and describe (under
some generic and universal rules) the structural accommodation;

— the modeling of the resulting emergent dynamics to explain what can be actually

seen from the observation of such systems.
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The traditional complex network approach is concentrated on cases when each system
elementary unit (node or entity) is charted into a network node (graph vertex), and
each unit-to-unit interaction (channel) is represented as a static link (weighted graph
edge) that encapsulates all connections between units [32] [33] [34]. However, it is easy
to realize that the assumption of encapsulation of different types of communication into
a single link is almost always a gross oversimplification and, as a consequence, it can
lead to incorrect descriptions of some phenomena that are taking place on real-world

networks.

In turn, multilayer networks [34] [35] [31] explicitly incorporate multiple channels of
connectivity and constitute the natural environment to describe systems interconnected
through different types of connections: each channel (relationship, activity, category,
etc...) is represented by a layer and the same node or entity may have different kinds
of interactions (different set of neighbors in each layer). Assuming that all layers are
informative, they can provide complementary information. Thus, the expectation is
that a proper combination of the information contained in the different layers leads to a
formal network representation (a formal model) which will be appropriate for applying

the system methodology to network analysis.

Recent surveys in the domain of multilayer networks provided by Kivela et al. [35] and
Boccaletti et al. [31] give a comprehensive overview of the existing technical literature
and summarize the properties of various multilayer structures. However, it is important
to note that the terminology referring to systems with multiple different relations has not
yet reached a consensus - different papers from various areas use similar terminologies

to refer to different models, or distinct names for the same model.

The significant case, which should be highlighted, is the multilayer model for studying
complex systems introduced by Kurant and Thiran [36]. For simplicity, only a two-layer
relationship is used (but the model can be extended to multi-layers). The lower-layer
topology is called a physical graph and the upper-layer is called a logical graph (the
physical and logical graphs can be directed or undirected, depending on the application).
The number of nodes is equal for both layers. Every logical edge is mapped on the
physical graph as a physical path. The set of paths corresponding to all logical edges is
called mapping of the logical topology on the physical topology [36] (see Figure 2.4).
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FIGURE 2.4: Multilayer model [36].

In the context of this thesis, the taxonomy of multilayer networks can be completely

covered by four main dimensions [37] (see Figure 2.5):

— intralayer definition;
— intralayer topology;
— interlayer definition;

— interlayer topology.

Moreover, in terms of MBT (a formal definition of multilayer structures as the key
component of MBT) the two dimensions which represent structural properties can be
shown as a grid [37] (see Figure 2.6). The main intersection point denotes the basic
formal definition [31]. In turn, the other three points can be described as special cases
of the basic definition. It is important to note that this grid covers the majority of

multilayer structures presented in the surveys [35] [31] (see Figure 2.6).

Despite the fact that the basic formal definition [31] (like the general form [35]) mainly
targets transport, biologic (epidemic) and social networks, it can be used as a starting

point and adapted and extended accordin to the goals of this thesis.
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FIGURE 2.6: The grid of structural properties [37]. Data sources: Multiplex net-
works [34] [38]; Multivariate networks [39] [40]; Multinetworks [41]; Multirelational
networks [42]; Multidimensional networks [43]; Multislice networks [44] [45]; Overlay
networks [46]; Temporal networks [45] [47]; Multiweighted graphs [48]; Multilevel net-
works [49] [50]; Hypernetworks [51] [49]; Hypergraphs [52] [49]; Network centric op-
eration [53]; Multiple networks [54] [55]; Layered networks [36] [56]; Heterogeneous
networks [42] [57]; Interconnected networks [58] [59]; Interacting networks [60]; Inter-
dependent networks [61] [62]; Network of networks [63].
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2.2 Model-Based Testing

Recent surveys by Broy et al. [64], Dias-Neto et al. [65] and Hierons et al. [66] provide a
comprehensive overview of the existing technical literature in the MBT field. MBT re-
search in the domain of complex (hardware/software integrated) systems can be roughly

classified into three categories [67] [66] [13]:

— MBT general approaches;
— MBT based on explicit models;

— MBT based on formal specifications.

MBT general approaches. El-Far and Whittaker [68] give a general introduction to
principle, process, and techniques of model-based testing. Stocks and Carrington [21]
define the term test templates and suggest that test templates can be defined as the base
for test case generation and large test templates should be divided into smaller templates
for generating more detailed test cases. In turn, Din et al. [20] represent the approach
for architecture driven testing (ADT). A taxonomy of model-based testing approaches

is provided by Utting et al. [4] (see Figure 2.7) and Zander et al. [15].

MBT based on explicit models. Offutt and Abdurazik [69] describe an approach to gen-
erating test cases from UML Statecharts for components testing. Hartmann et al. [70]
extend the approach for integration testing and for test automation. Abbors et al. [71]
represent a systematic methodology in the telecommunication domain. In turn, Pe-

leska [72] introduces approaches to hardware/software integration and system testing.

MBT based on formal specifications. Bernot et al. [74] set up a theoretical basis for
specification-based testing, explaining how formal specifications can serve as a base for
test case generation. Dick and Faivre [75] propose to transform formal specifications
into a disjunctive normal form (DNF) and then use it as the basis for test case gener-
ation. Donat [73] represents: (1) a technique for automatic transformation of formal
specifications into test templates; and (2) a taxonomy for coverage schemes (see Fig-
ure 2.8). Hong et al. [76] show how coverage criteria based on control-flow or data-flow
properties can be specified as sets of temporal logic formulas, including state and tran-

sition coverage as well as criteria based on definition-use pairs. A systematic method
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presented by Liu and Shen [77] can be used for (1) identifying all possible scenarios; (2)
formalizing informal requirements into formal operation specifications; and (3) testing

based on these formal specifications (scenario-coverage strategy).

In the context of this thesis, the general principles of model-based testing provide the

following basic notions:

— The MBT framework that defines major processes (see Figure 2.9): (1) building
the formal model from detailed design documentation (technical specifications);
(2) defining test selection criteria, i.e. transforming informal end-user and tech-
nical requirements into formal test requirements; (3) generation test cases (test
specifications) based on formal test requirements; and (4) checking the internal

consistency of the formal model with respect to the test requirements.

— Test scopes that cover: (1) individual components; and (2) component-to-component

interactions.

— Test goals that cover: (1) structural tests; and (2) nonfunctional (or extra-functional)

tests.

It is important to note that in the case of COTS components or groups of components,
i.e. commercial products®, functional tests are usually prepared by vendors. In the
real world engineers are always under great financial and timing constraints and, as a

consequence, have to rely on:

— vendors’ and/or independent laboratories’ information about products;

— vendors’ conclusions of products’ compliance with end-users’/customers’ require-

ments;

— vendors’ documentation (includes test descriptions).

On the other hand, model paradigms and test generation technologies that are based
on formal specifications do not cover computer networks and distributed computing
systems, which these networks support, as whole systems. Hence, they should be re-

defined according to the goals of this thesis.

2Commercial product is a product that can be sold, rather than one still being developed [78].
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FIGURE 2.9: MBT framework in the context of this thesis.

2.3 Dependability Testing

The key factor of fault tolerance (or fault transparency [8]) is preventing failures due
to system architectures and it addresses the fundamental characteristic of dependability

requirements in two ways [79]:

— replication, i.e. providing multiple identical instances of the same component and

choosing the correct result on the basis of a quorum (voting);

— redundancy, i.e. providing multiple identical instances of the same component and

switching to one of the remaining instances in case of a failure (failover).

As a consequence, a system must be validated to ensure that its replication/redundancy
mechanism has been correctly implemented and the system will provide the desired
level of reliable service. Fault injection (the deliberate insertion of faults into a system
to determine its response [80] [81]) offers an effective solution to this problem. Fault-
injection experiments provide a means for understanding how these systems behave in
the presence of faults (the monitoring of the effects the injected faults have on the

system’s final results).

Fault injection research in the domain of computing systems can be roughly classified

into three categories [80] [82] [83]:

— physical fault injection [84] [85];
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— software fault injection [86] [87];

— fault simulation (environment fault injection) [88] [83] [89] [90].

The mixed-mode simulation, where the system is hierarchically decomposed for simula-
tion at different abstraction levels, is particularly useful in the case of complex distributed

systems.

In turn, strategies for the fault-injection experiments are generally based on methods
for assessing system reliability (identifying potential faults and determining the resulting

error effects) [26] [91] [27] [92].

Nowadays, models for assessing reliability of distributed systems can be roughly classified

into [93]:

— user-centric models;
— architecture-based models;

— state-based models.

2.3.1 User-centric models

Generally, user-centric models can be defined as the top-down or service-oriented ap-
proach (i.e. the viewpoint of the business/end-user community) to the reliability of
distributed systems [94] [95] [96]. As reliability of any system has direct impact on the
system usage, so these models focus on user/subscriber and provider behavior and ba-
sically work on the principle of evaluating transmission time to compute the execution
time of each file or program under real conditions running in a distributed environment.
As a consequence, the system reliability is based on the operational or usage profile of

the given set of services.

The common analytical tool for user-centric models is time-based models (founded on the
queueing theory) [97] [96]. User-centric approaches can be characterized as multi-stage

problem solving processes where the system is conceived in terms of user behavior.
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2.3.2 Architecture-based models

In contrast to the user-centric models, architecture-based models can be defined as the
bottom-up or hardware-based approach (the viewpoint of the engineering community) to
the reliability of distributed systems. In turn, they can be classified into: (1) component-

oriented models; and (2) communication-oriented models.

Component-oriented models represent distributed systems as a composition of multiple
processors but completely ignore the failures of communications and assume that the
communication channels (links) among the processors are perfect [98] [99] [100]. Without
considering communication failures, the exchanged information between components
(software and hardware) must always be correct. In this case, the problem of distributed
system reliability can be reduced to a parallel-series structure. In turn, the parallel-series
reliability is easy to calculate [101] [100] [102] [103]. Such condition may be a good
approximation for a system that exchanges only a little information among nodes, such

as those where the processors do only their own jobs (no intensive data transmission).

The analytical tool for component-oriented models is reliability block diagrams (one of

the conventional and most common tools of system reliability analysis [102] [103]).

In contrast to the component-oriented models, communication-oriented models consider
the communication failures and assume that the components themselves (the nodes of
networks) are always perfect [104] [100] [103]. They suppose that the system failures are
caused by communication failures on channels (links) while the components (or nodes)
cannot fail during the executing of programs. Such condition is a good approximation
for cases where the communication time dominates the time of program execution or

the components are highly reliable in comparison to the channels.

The analytical tool for communication-oriented models is network diagrams (commonly

used in representing communication networks consisting of individual links [100]).

An additional effective analytical tool for architecture-base models is fault tree diagrams
(the underlying graphical model in fault tree analysis) [105] [100] [102]. Whereas the
reliability block diagrams and network diagrams are mission success oriented, the fault
tree shows which combinations of the component failures can lead to system failures.

And fault tree diagrams can describe the fault propagation in systems. However, repair
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and maintenance (two important operations in system analysis) cannot be expressed

using a fault tree formulation.

2.3.3 State-based models

The first generation of state-based models that considered both node failures and link
failures have a common assumption - the operational probabilities of nodes or links are
constant without considering bandwidth and content (constant-reliability models) [106]
[107] [108]. However, this assumption of the constant-reliability of elements is not suit-
able in practice. Intuitively, downloading a larger file from a remote site will have a

higher risk of failure than downloading a smaller file through the same link [109].

The most recent models relax this assumption for the elements (nodes and links). In-
stead, they assume that the failures of elements follow Poisson processes, so that the
more time an element works (including execution and communication), the less reliable
that element is [109] [110] [111]. In addition, the traditional models study the net-
work topology by physical links and nodes that are static without considering dynamic
changes of components and logic structures. To solve these problems, recent models use

a virtual structure instead of physical structure [110] [111].

The analytical tool for state-based models is Markov models [100] [102]. To deal with all
sorts of errors such as time-out failures, blocking failures, network failures, etc. (which
can occur during operations of execution and communication), a hierarchical model must
be used. This model suggests tackling various errors in different layers and uses Markov

state principle to map layers into different physical states [93].

The general approach (common to all types of models) is to treat reliability as a complex
problem and to decompose the distributed system into a hierarchy of related subsystems
or components. Rebaiaia and Ait-Kadi [112] provide a survey of methods, algorithms
and software tools. However, it is important to note that the reliability evaluation
problem is NP-complete and, as a consequence, the generation of an exact solution is

very problematic.

In turn, Kurant et al. [56] represent the dynamic analysis (or fault-injection simulation)

which provides a means for understanding how two-layer complex systems which come
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from the fields of communication (the Internet), transportation (the European railway

system) and biology (the human brain) behave in the presence of faults. It includes:

— successive removals of vertices/edges from the model on the physical layer;

— impact assessments of those removals (disruption on the physical layer might de-
stroy a substantial part of the upper logical layer which is mapped on it, rendering

the whole system useless in practice).

Despite the fact that the dynamic analysis [56] mainly targets two-layer complex systems,
it can be used as a starting point and adapted and extended according to the goals of

this thesis

2.4 Presentation Formats

The universal requirement for design documentation is simple - the documentation
should be based on standards like each and every formal document. Generally, the
choice between international and regional standards depends on the state and/or cor-
porate legislation but, fortunately, the majority of regional standards replicate their

international predecessors.

The Formal Description Techniques (FDT) [113] are based on a technical language for
unambiguous specification and description of the behavior of telecommunication sys-
tems. The main FDTs include: Specification and Description Language (SDL) [114],
Message Sequence Chart (MSC) [115], User Requirements Notation (URN) [116], and
Testing and Test Control Notation (TTCN) [117]. However, FDTs are intended to spec-
ify the behavioral aspects of software-intensive systems, not their architectures [114].

Furthermore, they do not cover the structure of design documentation.

The current revision of IEEE Std 1362-1998 (R2007) [118] standard represents a Concept
of Operations (ConOps). ConOps is a user-oriented document that describes charac-
teristics of to-be-delivered systems from the end-users’ (or integrated systems) point of

view. It also specifies recommended graphical tools (charts and diagrams).
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The standard ISO/IEC Std 15288:2015 [119] establishes a common process framework
for describing the life cycle of man-made systems. It defines a set of processes and asso-
ciated terminology for the full life cycle, including Architectural Design Process (or the
process of elaboration of design documentation). In turn, the standard ISO/IEC Std
15289:2011 [120] specifies the purpose and content of service management information
items (documentation). It defines the life cycle data of ISO/IEC Std 15288:2015 by
relating tasks and activities to the generic types of information items such as descrip-
tions and specifications (the main information components of design documentation).
Furthermore, conceptualization of system architectures assists the understanding of the
system essence and key properties pertaining to its behavior, composition and evolution,
which in turn affect concerns such as the feasibility, utility and maintainability of the
system. As a consequence, the standard ISO/IEC Std 42010-2011 [121] specifies archi-
tecture viewpoints, architecture frameworks and architecture description languages for

use in architecture descriptions.

The latest revision of IEEE Std 1233-1998 [122] and ISO/IEC Std 29148:2011 [123] stan-
dards specify the engineering processes of the identification, organization, presentation
and modification of system requirements. These processes address conditions for incor-
porating operational concepts, design constraints and design configuration requirements

into technical specifications.

In the context of this thesis, it is important to note that these international standards
establish what should be contained in design documentation but not how: possible
formats of information items or, at least, guidance on selecting appropriate presentations
are not included in the scope of these standards. As a consequence, an appropriated
presentation format of system architecture descriptions as a necessary part of the detailed
design documentation (technical specifications) that allows automated development of

the formal model should be defined according to the goals of this thesis.
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Formal Model

The journey of a thousand miles begins with one step.
—Lao Tzu

The multilayer approach for the modeling of complex systems covers two main areas:

— multilayer models (architecture formal representation);

— reference models (layers definition).

3.1 Multilayer Model

A type of multilayer network of particular relevance for computer networks is a hierar-
chical multilayer network [35], in which the bottom layer constitutes a physical network
and the remaining layers are wvirtual layers that operate on top of the physical layer.
Hence, the formal definitions of multilayer networks [31] [35] can be used as a starting
point. However, these definitions support a wide spectrum of arbitrary relationships
between different layers'. The necessary condition of top-down consistency can be pro-
vided by the concept of layered networks [36]. In turn, this concept is based on the

facts:

!The arbitrary relationships between different layers are not a common case in the domain of com-
puting systems. For example: in general, services/applications cannot communicate with hardware
components directly [124].

31
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— for each node on a given layer there is a corresponding node (or nodes) on the

layer below;

— for each path between two nodes on a given layer there is a path (or paths) between

the corresponding nodes on the layer below.

As a consequence, the formal basic definitions [31] (see Figure 2.6) should be adapted

to the hierarchical top-down approach:

Definition 1. Let the graph M denote the system under test (SUT) as a multilayer
projection network:

M = (V,E)

where M is a multi-layered 3D graph (see Figure 3.1), derived from the SUT specification;
V(M) is a finite, non-empty set of components of SUT; and E(M) is a finite, non-empty

set of component-to-component interconnections. In turn:

and:

where V% is a finite, non-empty set of components of SUT on layer a; E% is a finite, non-

(a-1)

empty set of intralayer component-to-component interconnections on layer o; B 18

a finite, non-empty set of interlayer relations (so called projections) between components

of the layer o and the layer below (a—1); and L is the number of SUT layers (1 < a < L).

Therefore, two main elements of multilayer networks are (1) intra-layer graphs and (2)

inter-layer graphs [35].

In general, the intralayer subgraph G® of M can be represented as [31]:
Ge = (Va’ Ea)

where V¢ is a finite, non-empty set of components on layer o; and E¢ C V< x V¢ is
a finite, non-empty set of intralayer component-to-component interconnections on layer

«. However, in practice, intralayer subgraphs G are usually not monolithic structures:
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FIGURE 3.1: Hierarchical multilayer model [125] [126].

2. Moreover, these

a set of protocols is predefined for each (physical or virtual) layer
protocols can support different topologies. As a consequence, each intralayer subgraph
G“ consists of a fixed set of components connected by different types of information

links.

Types of multilayer network of particular relevance for this case are multiplez [34] [38] [31]
or multidimensional [43] [31] networks, in which different layers represent different types
of component-to-component interconnections. In the context of this thesis, specific types
of interconnections and their properties are described by graph labels which, in turn,

are represented by subsets of attributes. Hence:
Definition 2. Let the subgraph G denote a layer of SUT as:
G% = (VO‘,EO‘,S‘O},S%)

where G% is a labeled intralayer subgraph of M; V% is a finite, non-empty set of com-
ponents on layer a; B C V* x V< is a finite, non-empty set of intralayer component-

to-component interconnections on layer o; Sy is a vertex label set for layer o; and S%

2For example: a wireless access point (AP) must support at least two different protocols: (1) one for
wired and (2) one for wireless communications.
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15 an edge label set for layer a. In this case:

sp=UJ s
veeve
where S C 8% is a finite non-empty set of specifications of SUT components (a set of
supported communication protocols) that defines the label of the vertex vy of G*; and S
is the universal set of all possible communication protocols on layer . Let S7'; C S
be a finite non-empty set of specifications of component-to-component interconnections
(the set of used communication protocols) that defines the label of the edge <v?,vjo-‘> of
G“. Also, let Gg be a sub-subgraph which is defined by a given communication protocol
s5 € Sk C 8% and Ef C E® be a finite, non-empty set of intralayer component-to-
component interconnections on sub-layer B of layer a. In this case, G is represented

as a multiplex network (see Figure 3.2):

551
G =|]JGj
B=1

and:
G5 = (V. E3)
In turn:
si= U 85
(ve )b
and:

« a
iwj = U {s5}
<U?,U?>EE"‘
SEGS?
ngS})‘

If an edge <v§",v§“> € E* belongs to Gg then both components v* and vjo-‘ support this
protocol, i.e. sg € S and sg € Sf (each pair of components v$* and vjof can be connected

by at most |S%| possible edges).

The following assumptions can decrease the complexity of interlayer subgraphs in prac-

tice:

— In the context of this thesis, loops (or edges (v, v§*

>, vY) of GY) represent the internal

structures of components (internal data flows) which are beyond the scope of this
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FIGURE 3.2: Intralayer subgraph representation as a multiplex network [126].

work, i.e. (v, v¥) = v (loops are disallowed).

— All multiple component-to-component interconnections between the same compo-
nents vf* and v§* of G that are based on the same communication protocol (the
representation of link combining/aggregation technologies [127]) should be repre-
sented as an edge <vf‘,v§‘> of G%. In the context of this thesis, the label of the

edge Sf; represents both: (1) the used communication protocol; and (2) the used

aggregation protocol.

— Also in the context of this thesis, in the case of the analysis of an intralayer sub-
graph G as a whole (i.e. without separation G into constituent sub-subgraphs),
all multiple component-to-component interconnections between the same compo-

nents vj* and fujq‘ of G* that are based on different communication protocols is
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represented as one edge <vf‘, v}"> of G%. In turn, the label of the edge Sﬁ‘j repre-

sents all used communication protocols.

Hence, pro forma intralayer subgraphs can be defined as simple graphs®.

In order to avoid misunderstandings, the following examples clarify the usage of label

symbols:

— The vertex label S3 represents the set of communication protocols that is supported
by the component viq’ € V3 on the layer 3. In turn, the label 5‘3/ represents the set
of communication protocols that is supported by all components vf’ € V3 on the
layer 3, i.e. S} C S?/. Moreover, the set S3 represents all possible communication
protocols (standard and proprietary) that can be used on the layer 3, i.e. S? C

S3 c 83,

— The edge label SiS represents the set of communication protocols that is used for
communication between adjacent components v§ and v3 (the edge <vf, v§> € E3)
on the layer 3. In turn, the label S % represents the set of communication protocols
that is used for communication between all adjacent components <vf’,v§> € E3
on the layer 3, i.e. Si5 C S%c ss.

Definition 3. Let the subgraph G*(®=Y denote a cross-layer of SUT as
Ga,(afl) _ (Va, V(afl)’Ea,(a71)>

where G=1) s an interlayer bipartite subgraph of M; V' is a finite, non-empty set of
components on layer o, yla=1) 4 a finite, non-empty set of components on layer (a—1);
and B~ C v x Vel is ¢ finite, non-empty set of interlayer relations (all sets of

projections) between components of the layer o (2 < o < L) and the layer below (o —1).

The degree (or valency) of vertices of G*(@=1) represents the technological solutions
which were used to build the system [125]:
— d(v{) > 1;v8 € V¥ - clustering technology representation (see Figure 3.3);

—d <v§a71)) > 10 Y ¢ V=D _ yirtualization and replication technologies rep-

resentation (see Figure 3.4 and Figure 3.5);

3 A simple graph is an undirected graph in which both multiple edges and loops are disallowed [128].
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—d@d) = d(v](-a_1)> = 1;<v?,v§a_1)> e Ev@1) _ 4 gpecial case of dedicated

components.

Hence, pro forma computer networks cannot be defined as hierarchical multilayer net-

works* but just multilayer networks.

Y7

Server 02

Server 01

PHYSICAL LAYER

Server XX - Host (Cluster Member)

COS XX - Console Operating System (Host Operating
System)

VM XX - Virtual Machine (Guest Operating System or
Container)

NAS XX - Network-Attached Storage (Network File System)

FIGURE 3.3: Hardware cluster example [125].

Based on Definition 2 and Definition 3, SUT can be represented as:

L

a=1

From the perspective of MBT, intralayer subgraphs G% are the main source of initial

(a=1)

data for the test case generation process; and interlayer subgraphs G make this

process consistent on all layers of the formal model (see Section 4.1).

“Hierarchy is a structure in which components are ranked into levels of subordination; each component
has zero, one, or more subordinates; and no component has more than one superordinate component [17].



Chapter 3. Formal Model

38

L3 Switch 01

PHYSICAL LAYER

L3 Switch XX - Multilayer Ethernet Switch

COS XX - Console Operating System (Firmware)
VLAN XX - Virtual Local Area Network
VR XX - Virtual Router

FIGURE 3.4: Network virtualization example [125].

VLAN 20 VM 02

VR 01 VLAN 10 ,VM;' 01
R Cog 01
LOGICALLAYER \ \ . « /..
Server 01
PHYSICAL LAYER

Server XX - Virtualization Host

COS XX - Console Operating System (Hypervisor or
Host Operating System)

VM XX - Virtual Machine (Guest Operating System)
VLAN XX - Virtual Local Area Network
VR XX - Virtual Router

FIGURE 3.5: Host virtualization example [125]. The existence of virtual routers
(VR) depends on implementation details: OpenStack [129] supports them but VMware
vSphere [130].



Chapter 3. Formal Model 39

3.2 Reference Models

The ISO/OSI Reference Model (OSI RM) [131] was developed years ago for application
developers, equipment manufacturers and network protocol vendors as an open standard
for constructing network devices and applications/services that can work together. The

model partitions computing systems into seven abstraction layers:

1. Physical Layer;

2. Data Link Layer;

3. Network Layer;

4. Transport Layer;

5. Session Layer;

6. Presentation Layer;

7. Application Layer.

However, this conceptual model has never been implemented in practice. Instead, the
increasing popularity of TCP/IP based networking has led hardware and software devel-
opers to use the TCP/IP Protocol Suite (or Five-layer Reference Model) [132] [133] [134],

the five layers of which are based on OSI RM - Layers 5 through 7 are collapsed into
the Application Layer (see Figure 3.6).

On the other hand, network architecture representation should be as clean and simple
to understand as it can be. As a consequence (in contrast to the developer community)

the business community (end-users) faces the following challenges [125]:

— Physical Layer and Data Link Layer cannot be separated in the case of commercial

off-the-shelf (COTS) network equipment.

— Transport Layer and Application Layer cannot be separated in the case of COTS

software.

Moreover, end-users do not need services and applications themselves - they need tools

to solve their business problems. However, neither OSI RM nor TCP/IP Protocol Suite
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OSI RM

TCP/IP
Protocol Suite

Application Layer

Presentation Layer

Session Layer

Application Layer

Transport Layer

Transport Layer

Network Layer Internet Layer
Data Link Layer Data Link Layer
Physical Layer Physical Layer

FIGURE 3.6: ISO/OSI Reference Model [131] and TCP/IP Protocol Suite (Five-layer

Reference Model) [132] [133] [134].

provides a layer to represent the increased viewpoint of end-users (business goals). In

fact, a common joke is that OSI RM should have three additional layers [6]:

8. User Layer;

9. Financial Layer;

10. Political Layer.

In practice, computer networks focus on solving problems at Layer 10 (but they are

usually limited by Layer 9).

As a consequence, we should define an additional layer that can represent the increased

system functionality or business goals. The basic multilayer reference model is shown in

Figure 3.7. From the viewpoint of the hierarchical multilayer network, the physical layer

constitutes a physical network and the logical, service and functional layers are virtual

layers that operate on top of the physical layer.
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Unfortunately, the basic model does not take into account the environment impact

that might be critical in some cases’

layers [136]:

. The problem can be solved by two additional

— The engineering environment layer. This layer defines external engineering systems

that are vital for normal operation of physical networks.

— The social environment layer (or Layer 8 of OSI RM [6]). This layer defines

organization infrastructures or human networks [53].

It is important to note that all these additional layers - functional, social and engineering
- lie beyond the ISO/OSI RM and the TCP/IP Protocol Suite but they provide a
necessary complement to it with regard to applying the system methodology to network

analysis.
Hence, the extended multilayer reference model can be stated as follows (see Figure 3.7):
— The functional (or ready-for-use system) layer defines functional components and

their interconnections — the increased viewpoint of end-users/customers. This layer

is based on functional models [1]:

— service-provider architectural model [1];

intranet /extranet architectural model [1];

— single-tiered /multi-tiered architectural model [1];

— end-to-end architectural model [1].
The number of sub-layers (see Definition ??) reflects the number of system business
goals. In turn, the lower bound of the sub-layer number strictly relies on the fact

that each and every computing system must completely satisfy the two following

viewpoints:

— the viewpoint of the business community (end-users) - a system must be

useful, i.e. it must solve (not create) business problems;

®For example in the case of security testing. It is obvious that security testing should cover all threats
defined by the current revision of ISO/IEC 27005:2011 standard [135]. It is important to note that this
list of typical threats covers both aspects (software-based and network-based) of computing systems but
not only these aspects
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TCP/IP Basic Multilayer Extended Multilayer
Protocol Suite Reference Model Reference Model
: ! : ! Functional Layer
: ! Functional Layer Social Layer
Application Layer
Service Layer Service Layer
Transport Layer
Internet Layer Logical Layer Logical Layer
Data Link Layer
Physical Layer Physical Layer
Physical Layer
: ! : ! Engineering Layer

FIGURE 3.7: Multilayer reference models [126].

— the viewpoint of the IT personnel - a system must be fully controlled, main-

tainable and repairable.

On the other hand, the experimental psychological work based on a large number
of experiments related to sensory perception concludes that humans can process

about 5-9 levels of complexity [137]. This result can be used as the upper bound.

— The social layer (optional) defines organization infrastructures or human (social)
networks [53]. It represents people or groups of people and their working rela-
tionships based on electronic communications (other types of communications are

beyond the scope of this thesis). The layer is based on flow-based models [1]:
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— centralized architectural model [8];

— decentralized architectural model [8].

Social sub-layers represent different types of electronic communication such as
video- and audio-conference, instant messaging and electronic mail, etc. As a
consequence, the number of social sub-layers is defined by the institution/corporate

requirements and/or state legislation.

— The service layer defines software-based components (services/applications) and

their interconnections. It is based on flow-based models [1]:

— client-server or centralized architectural model [8];
— peer-to-peer or decentralized architectural model [8];

— hybrid architectural model [8].

In this case, sub-layers reveal services/applications and their associated TCP/UDP
data flows (each sub-layer represents data flows for a particular number of TCP/UDP
ports). In general, the upper bound is strictly defined by TANA as the range of
TCP/UDP ports® [138].

— The logical layer defines logical (virtual) components and their interconnections.

It is based on topological models [1]:

— LAN/MAN/WAN architectural model [139];

— core/distribution/access architectural model [140].

Two main sub-layers represent logical topologies defined by IPv4 [141] and IPv6 [142]
protocols. In turn, each logical topology might be divided (but it is not required)

into subnets and their associated VLANSs.

— The physical layer defines hardware (physical) components and their interconnec-
tions. Like its predecessor, this layer is based on topological models [1]. Two
main sub-layers represent topologies defined by wired [143] and wireless [144] in-
frastructures. In turn, each physical topology might be decomposed (but it is not

required) in accordance with used protocols and their associated technologies.

5In the domain of computer networks the upper bound can be defined by the range of standardized
(well-known) and registered TCP/UDP ports only.
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— The engineering layer (optional) defines external engineering systems (power sup-
ply systems, climate control systems, physical security systems, etc.), that are
vital for normal operation of physical networks, and their relation with the phys-
ical networks. It is based on topological models [1], where engineering systems
and physical networks are represented as individual components. In general, engi-
neering sub-layers should represent different types of external engineering systems.
However, in contrast to the logical and physical layers, the engineering layer usu-
ally does not require complicated architecture solutions, i.e. there are no reasons

to divide it into sub-layers.
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Structural Test Case Generation

Strategy

If you can’t describe what you are doing as a process, you don’t know what you’re doing.
—William Edwards Deming
According to the goals of this thesis (see Section 1.5), the description of the structural
test case generation strategy covers the following areas:
— The framework of the test case generation strategy including the detailed descrip-
tion of key elements.
— The formal definitions of the key elements and their relations.

— The formal definitions of test case generation strategy based on requirements cov-

erage criteria which aim at the structure of the SUT.

4.1 Framework of Test Case Generation Strategy

The MBT framework which is used in this thesis is shown in Figure 2.9. In turn,
Figure 4.1 represents the framework of structural test case generation strategy for a

given layer of the formal model. The key elements of the both frameworks are:

— the formal model;

45
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— test requirements;

— test cases.

According to the goals of this thesis (see Section 1.5), the formal model and test re-
quirements are completely based on the SUT detailed design documentation (the unam-
biguous relations between these elements and the design documentation are discussed in
Chapter 6). Unfortunately, design documentation might contain mistakes (it happens
very often in practice). In turn, the proposed approach enables data processing based
on wrong input representations (not the correct only). As a consequence, the criteria
of consistency which allow selection of correct representations (errors/bugs detection)

should be defined in conjunction with the framework key elements.

TEST REQUIREMENTS STRUCTURAL
S _ TEST CASES_
E R@De E :
R** R* T :
| pee

FIGURE 4.1: The framework of the structural test case generation strategy for a given
layer o of the formal model where G® is an intralayer subgraph; G*(®~1 is an in-
terlayer subgraph; R+ is a set of interlayer projections of test requirements from
upper layers to layer a; R™“ is a set of intralayer test requirements (or the set of test
requirement defined for layer «); R* is a resulting set of test requirements for layer a);
R*(@=1 i5 a set of interlayer projections of test requirements from layer o to the layer
below; and T is a set of test cases (abstract test specifications) which relate to the
structure of the formal model on layer «.
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4.1.1 Formal Model

As mentioned above (see Section 1.3), the quality of formal methods based on abstract
models is limited by the quality of these models. Hence, the internal consistency of
the formal model (as a part of the model validation report - see Figure 2.9) should be

verified during the structural test case generation activities.

In the context of this thesis, the definition of the model internal consistency strictly

relies on the following notions:

— The definition of consistency as the ability of parts of a system or component to

be asserted together without contradiction [17].

— The definition of a communication protocol as a set of conventions that govern the

interaction of processes, devices, and other components within a system [17].

— The concept of layered networks [36], i.e. the fact that a node on a given layer
depends on a corresponding node (or nodes) on the layer below (with the exception

of the bottom layer).

— The fact that the existence of isolated components is strictly against the definitions

of computer networks [132] and distributed systems [8].

These ideas are formalized in Criterion 1:

Criterion 1. The formal model based on the concept of multilayer networks is internally

consistent on a given layer o iff:

— each vertex v of intralayer subgraphs G is incident with at least one edge of G,

ie. d(vf € GY) > 1;

— each pair of adjacent vertices vi' and vj of G% which are incident with the edge

<Uf‘,v;?‘> of G% supports at least one common communication protocol, i.e. Sf‘j C

Sy S € S8 and S # 0;

— each vertex v of interlayer subgraphs Gola—1) (2 <a <L) is incident with at

least one edge of G~V je. d (vf‘ € Ga’(afl)) > 1.

In general, there are two possible results of applying Criterion 1:
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— The formal model is internally consistent on a given layer. In this case, the model
consistency with respect to the test requirements (the model external consistency)
on the given layer should be checked during the structural test case generation

activities (see Section 4.1.3).

— The formal model is internally inconsistent on a given layer. This case explicitly
represents the existence of errors/bugs (at least one) in design documentation

(technical specifications). As a consequence:

— the design documentation should be corrected;

— the formal model should be re-built and then re-checked using Criterion 1.

Limitations:

— The formal model based on the concept of multilayer networks is intended to
specify heterogeneous structures and their properties. The behavioral aspects of
computer networks have to be described using different techniques (these aspects

are beyond the scope of this thesis).

— The SUT detailed design documentation should cover all coexisting architectural
layers (according to the basic or extended multilayer reference model - see Sec-
tion 3.2). Otherwise, the building (generation) of the formal model and, as a
consequence, the application of the system methodology to network analysis is

impossible.

4.1.2 Test Requirements

In general, formal models can define an infinite number of potential test cases due to
their internal structures [64]. It turn, test selection criteria define the conditions that
are used to control the generation of test cases, i.e. they determine what kind of test

cases should be extracted from a possibly infinite universal set of all possible test cases.

Based on the fact that the usefulness of network/distributed systems does not depend
on any particular part of these systems, but emerges from the way in which their compo-
nents interact [23] [145], the structural model coverage criteria (which use the structure

of formal models to select the test cases [15]) can be used as a starting point. In this case,
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the strongest coverage criterion is the path coverage criterion'. Nevertheless, the full

path coverage is in general impossible to achieve and impractical for real life testing [64].

In practice, different categories should be combined to complement one another so as
to achieve the best test coverage [15]. The system methodology (see Section 1.2) allows
eliminating the disadvantages of the path coverage criterion by using the requirements-
based criteria. In this case, the test suite should cover only the paths which are defined
by: (1) end-user requirements; and (2) requirements derived from technical specifica-

tions, i.e. defined by technological solutions used to build the SUT?.

In turn, the standard ISO/IEC/IEEE Std 29148:2011 [123] defines:

— the term requirement as a statement which translates or expresses a need and its

associated constraints and conditions;

— the term condition as a measurable qualitative or quantitative attribute that is

stipulated for a requirement.

As a consequence, in the context of this thesis formal test requirements should determine:
(1) objects as associated elements of the SUT structure; and (2) associated conditions
of these objects (or requirement attributes). As mentioned above (see Section 3.1),
the interlayer relations: (1) determine how the topological properties on different layers
affect each other and, as a consequence, (2) represent technologies used to build the
system (virtualization, clustering, replication, etc.). As a consequence, the result of
applying the concept of layered networks [36] to the definition of the test requirements
(see Section 1.4) introduces two sources of test requirements for a given layer of the

formal model (see Figure 4.1):
RY = <Ra,cx U R(a+1),a>

where R® is a set of test requirements for the given layer a; R is a set of intralayer

test requirements (or the set of test requirement defined for the layer «); and R(@+1)- ig

1The path coverage criterion is satisfied by a test suite iff for selected paths in a formal model, the
test suite contains at least one test case which covers this path [64].

2Requirements of that kind are defined by technological solutions that are used to build the SUT (i.e.
they can be derived from technical specifications). For example: The technological solution represents
the virtualization platform as VMware vSphere 6.0. As a consequence, the derived technical requirements
state that ESXi instance on the service layer must communicate with: (1) Dynamic Name System (DNS)
service; and (2) Network Time Protocol (NTP) service [146].
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a set of interlayer projections of test requirements from upper layers to the layer a. In
the context of this thesis, R(@t1)a Raa (and R(@=1) _ gee Figure 4.1) have the same

formal operational specifications (the same presentation format).

Limitation:

— The techniques of automated transforming of informal end-user requirements into
formal test requirements are beyond the scope of this thesis. The problem requires
a separate analysis - even in the case of relatively simple systems, it may not be a

routine exercise in practice.

— Pro forma, the set of intralayer test requirements might be an empty set for all
coexisting architectural layers of the formal model with the exception of the top
layer (in practice, this layer usually represents the system business goals - see
Section 3.2). The absence of formal test requirements for this layer makes applying
the system methodology to network analysis impossible - there is no starting point

for the test case generation strategy.

4.1.3 Test Cases

As mentioned above (see Section 1.4), test cases (or abstract test specification) are the
results of applying (binding) test requirements to the formal model. As a consequence:
— Similar to the test requirements, the test cases should determine:

— objects as associated elements of the formal model;

— associated specifications of these objects.

— The presentation format of the test requirement objects (or elements of the SUT
structure) should be fully compatible with the presentation format of the test case

objects (or elements of the formal model).
— The presentation format of the requirement attributes should be fully compatible
with the presentation format of the specifications of the formal model.
In the context of the thesis, these ideas are formalized in Criterion 2:

Criterion 2. A test requirement induces a test case on a given layer « iff:
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— the object defined by the test requirement for the layer o binds an element (at least

one) of the formal model on the layer «;

— the specifications of the bound element match the requirement attributes on the

layer a.

In turn, system decomposition into objects which interact is a common baseline for all
technologies for the design and implementation of distributed systems [121]. These
two aspects (components and links) of knowledge can be defined as associated elements
of the intralayer subgraphs: (1) SUT components as vertices; and (2) SUT links (or

communication channels?) as paths.

It is important to note that communication channels should be represented by the paths
in the multilayer (3D) graph, i.e. two SUT components can communicate iff there is a
path between these components. Cycles and, as a consequence, trails and walks* cannot
exist in computer networks which usually have the necessary protection mechanisms

(such as Spanning-Tree Protocols and Routing Protocols [2] [132] [133]).

Also in the context of this thesis, the definition of the model consistency with respect
to the test requirements (the model external consistency) strictly relies on the following

notions:

— The definition of consistency as the ability of parts of a system or component to

be asserted together without contradiction [17].

— The definition of a system as a collection of components (machine, software, hu-
man, etc.) which cooperate in an organized way to achieve a desired result - the

end-user requirements [18].

These ideas are formalized in Criterion 3:

Criterion 3. The formal model based on the concept of multilayer networks is externally
consistent on a given layer o with respect to the test requirements iff each test requirement

defined for the layer o initiates at least one test case on the layer o.

3A communication channel (or channel) is a configuration of stubs, binders, protocol objects and
interceptors providing a binding between a set of interfaces to basic engineering objects, through which
interaction can occur [17].

1A (vo, vi)—walk in a graph G is an alternating sequence [vg, e1, v1, €2, . . . JU(i—1)» €is v;] of vertices and
edges from G with ¢, = <v(l,1), w>. In a closed walk vo = v;. A trail is a walk in which all edges are
distinct. A path is a trail in which also all vertices are distinct. A cycle is a closed trail in which all
vertices except vg and v; are distinct. [128§]
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In general, there are two possible results of applying Criterion 3:

— The formal model is externally consistent with respect to the test requirements on
a given layer. In this case, all test requirements defined for the layer are covered by
test cases (abstract test specifications) which relate to the structure of the formal
model on the layer. The set of test cases should be included in the SUT design

documentation.

— The formal model is externally inconsistent on a given layer. This case explicitly
represents the existence of errors/bugs (at least one) in design documentation (test

requirements and/or technical specifications). As a consequence:

— the design documentation should be corrected;

— the formal model should be re-built and then re-checked using Criterion 1 (if

necessary) and Criterion 3.
Criterion 4. The formal model based on the concept of multilayer networks is consistent
with respect to the test requirements iff:
— there is at least one test requirement defined for the top architectural layer of the
formal model;
— the formal model is internally consistent on all coexisting architectural layers;
— the formal model is externally consistent with respect to the test requirements on
all coexisting architectural layers.
In the context of the thesis, Criterion 4 defines the model validation report - see Fig-
ure 2.9.
Limitations:

— The quality of test cases is limited by the quality of formal models and test re-

quirements.
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— Based on Criteria 1 and 3 it is possible to detect the potential sources of primary
(incorrect design) and secondary (incorrect requirements) faults®. The potential
sources of command faults (the behavioral aspects of computer networks) are be-

yond the scope of this thesis due to the properties of the formal model.

4.2 Formal Definitions

The following formal definitions should be determined according to the framework of

structural test case generation strategy (see Figure 4.1):

— model-based definitions;
— definitions of test requirements;

— definitions of test cases.

These definitions will be used later as integral components of test generation strategies.

4.2.1 Model-Based Definitions

As mentioned above (see Section 4.1.3), two SUT components can communicate if there
is a path in the formal model between these components. In turn, dependable computing
systems incorporate protection mechanisms to tolerate faults that could cause systems
failures (see Section 2.3). As a consequence, in general, there are some paths (at least
one) between each pair of components which can communicate.

Definition 4. Let P}%; denote the set of communication channels (data flows) between a
pair of SUT dedicated components v* and vj of G* which can communicate as follows:

«
K3

Py =U {Pﬁj,k}

k=1

°In the domain of computers: primary faults occur when errors result in the computer output not
meeting its specification (incorrect design); secondary faults occur when the computer gets input that
differ from what was anticipated or designed (incorrect requirements); and command faults occur when
the computer responds to erroneous inputs that are expected but occur at the wrong time or in the
wrong order. [3]
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where Dijk 1S a kth (1}8‘,1}?)—;0@1%6 in G%; and K7'; is the finite number of duplicated

(parallel/redundant) paths p'; ..

In other words, each pair of SUT components v{* and v}l can be connected by at most
Kf‘] possible (U?,U?)—pa‘chs (the value of the variable Kf‘] is dependent on the layer

topology)”. In turn:
P =UFr;

where P is the completed set of communication channels on a given layer c.

4.2.2 Definitions of Test Requirements

As mentioned above (see Section 4.1.2), the framework of structural test case generation
strategy for a given layer of the formal model introduces two sources of test requirements
(see Figure 4.1):

RO — <Ra,a U R(a+1),a>

where R% is a set of test requirements for the given layer a;; R is a set of intralayer test
requirements (or the set of test requirements defined for the layer a); and R@+1).2 ig 4 get
of interlayer test requirements (or the set of interlayer projections of test requirements
from upper layers to the layer «). It is important to note that R* represents the union
of test requirements. The possible test requirement aggregation is beyond the scope of

this thesis.

Moreover, test requirements should cover (see Section 4.1.3): (1) SUT components;
and (2) SUT communication channels. Hence, the sets of test requirements R** and

R+ on layer o can be defined as:

o, Lo Q, o
R - (Rcomp U Rlink)

and:
(a+1),a _ (a+1),« (a+1),«
R = (Beomp ™ U Ry,
SA (v§,v$)-path in a graph G is an alternating sequence [vo, e1,v1, €2, . . . ,V(i—1), €i, v:] of vertices

and edges from G* with ¢; = <v(l_1), w> in which all vertices and edges are distinct [128].
"In the real engineering world under financial constraints commercial systems are usually based on
redundant architectures [147], i.e. in most cases K;'; = 2.
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where Rejmp is a set of intralayer test requirements of SUT components; R, is a set

of intralayer test requirements of SUT communication channels; R((;?,%Zl,)’a is a set of

interlayer test requirements of SUT components; and Rl(ic:;;l)’a is a set of intralayer test

requirements of SUT communication channels. In turn:

Definition 5. Let Rg‘o’%p = {r%j?omp} denote the set of intralayer test requirements for

SUT components as a set of triplets (3-tuples):

R, = { (v, 4z, 477Y) )

where v is a component of SUT on layer o; AS C S< is a set of required attributes for

« .

vi'; and Af"(a_l) c 8= s 4 set of required attributes for any interlayer projection

of v§* on layer (o — 1).

Definition 6. Let szﬁc = {ra’lc;nk} denote the set of intralayer test requirements for

n,

SUT communication channels as a set of quadruples (4-tuples):

o a o Ao a,(a—1)
Rk = {(Uz V5 Aig A )}

where vi* and v§' is a pair of SUT dedicated components on layer a which must communi-
cate; Aé?fj C 8% is a set of required attributes for (vio‘, v;)‘) -path; and A?;.(afl) c §la—1)

15 a set of required attributes for any interlayer projection of (vf‘,vj‘) -path on layer

(a—1).

Definition 7. Let Rﬁ‘éﬁé)’“ = {7'7(1?‘;21’;0‘} denote the set of interlayer projections of
test requirements R((:g‘nt},)’(aﬂ) = { (UI(CO‘H), A,(faﬂ), A,(CO‘H)’Q) } for SUT components from

layer (o + 1) to layer v as a set of triplets:

Rigie = { (v, 4z, a7}

where v,(fﬂ) is a component of SUT on layer (a+1); v is a corresponding component of

v,iaﬂ) on layer a; A C S is a set of required attributes for vi*; and A?’(O‘fl) c §le—1)
is a set of required attributes for any interlayer projection of vy on layer (o —1).

Definition 8. Let Rl(;ﬁl)’a = {r(aﬂ)’a} denote the set of interlayer projections of test

n,link
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requirements Rl(io;;,';l)’(o‘ﬂ) = {(UI(CO‘H),Ul(aJrl),AéalH),A,(f‘lH)’a)} for SUT communica-
tion channels from layer (o + 1) to layer o as a set of quadruples:

R = { (vp, 09, g5, a0 |

i Vi i Aij

where v,(:‘“) and vl(aH) is a pair of SUT dedicated components on layer (a + 1) which

must communicate; vy and v§ is a pair of corresponding components of v,(caﬂ) and vl(aH)
on layer a; A, C 8% is a set of required attributes for (v?,v?) -path; and A?;»(afl) C
S@=1) is g set of required attributes for any interlayer projection of (vio‘, v]a) -path on

layer (a —1).

The presentation format of the requirement attributes (see Definitions 5 - 8) should be
fully compatible with the presentation format of the specifications of the formal model

(see Definition 2), i.e. A}, A?; C §* and A?’(afl),Az}(afl) c §la=1)

In general, a set of requirement attributes can be an empty set. In this case, the
test requirement expresses the need for object (component or communication channel)

existence only.

As mentioned above (see Section 4.1.2), the interlayer relations (projections) determine
how the topological properties on different layers affect each other. In the context of the

thesis, this fact is represented by the following functions:

Definition 9. The function ugi,t},)’“ : Rgg%l)),(aﬂ) x Glath)a Rgg%),a 1s defined as

follows:
a N a+1 a+1 a+1),«a o o o a,(a—1 X
:ugontgl)) ((’U]E: )7'A]({; )aA](C ) )) - U {(UivAz‘7Ai ( ))}a
<v](€a+l)7vzq>€G(oc+1),oc
A? _ AIE:a+1),o¢’A;x,(afl) _ @
In other words, for each test requirement (U,(fﬂ),A,(gaH),A,(fH)’a) € R((;gﬁ;l,)’(aﬂ) on

layer (a+ 1) the function ugﬁfﬁﬁé)’a determines the finite set of all possible corresponding

triplets (vf‘,Af‘,A?’(a_l)> € Rﬁ‘é‘,;iﬁ"" on layer o where Ay = A;O‘H)’a and A?’(O‘_l) =
(). If this set is an empty set then the formal model M is inconsistent according to

Criterion 1.
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Definition 10. The function ul(ic:;j)’a : Rl(;;;l)’(aﬂ) x Glatha Rl(;zl)’a 1s defined as

follows:

(a+1),a (a+1)  (a+1) (a+1) (a+1),a . a .« o a,(a—1) .
Fiink ((Uk o AR A )) = U {(vz V5 Aigr Ay )} ;
<’U’(ca+1)’v?>eg(a+l),m
<Ul(a+1)7vf>eG(a+1),a
a _ slo+l),a o,(a—1)
Ag; = A 4 =0

i

In other words, for each test requirement (v,(gaH) , vl(a+1), Aéalﬂ), A;O}H)’a) € Rl(g@zl)’(aﬂ)

on layer (a+1) the function ,ul(io;;l)’a determines the finite set of all possible correspond-

ing quadruples (Uq v, AY Aa’(afl)) € Rl(ioﬁl)’a on layer a where Af; = A,(:‘ZH)’O‘ and

107G g
Aa,(a—l) =0

i If this set is an empty set then the formal model M is inconsistent

according to Criterion 1.

The sets of test requirements R¢,,,,, and Rj ; can be defined as:

comp — comp comp

Ry = (Résiny U Rl

. a,o (a+1),a
Rlo'znk - (Rl'mk U Rlink )

where Rg,,,, is the set of test requirements of SUT components for the given layer «;
and R . is the set of test requirements of SUT communication channels for the given

layer a.

4.2.3 Definitions of Test Cases

Similarly to test requirements, test cases should cover (see Section 4.1.3): (1) SUT
components; and (2) SUT communication channels, i.e. the completed set of test cases
T for a given layer « (see Figure 4.1) can be defined as:

= (T U1

comp

Hence:
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comp — n,comp

Definition 11. Let TS . = {to‘ } denote the set of test cases of SUT components

on layer o as a set of pairs:

Ty = { | (v8.57). 42] |

where v§* is a component of SUT on layer a; Si* C 8% is the set of specifications of v*;

and Ay C 8% is the set of required attributes for v*.

In other words, each test case of that kind represents a SUT component whose character-

istics or configuration should be verified according to corresponding required attributes.

The next definition is based on the fact that if there is a set of required attributes for a
path then each set of specifications (labels) of edges which constitute this path should

match the set of required attributes®.

Definition 12. Let T} , = {tilmk} denote the set of test cases of SUT communication

v

channels on layer o as a union of pairs:

et U )i |

(v of )ers

where pf‘j g s a Eth (U?, vja) -path between the pair of SUT dedicated components v and

@

Yj

on layer o; vail) and vi* is a pair of adjacent components on layer o which constitute
the path p; p; S7 . C S is the set of specifications of the edge <va_1),vla> ST

and Affj C S< is the set of required attributes for (vf,vj-‘) -paths.

In other words, each test case of that kind represents a SUT communication channel
whose characteristics or configuration (as entity) should be verified according to corre-
sponding required attributes. In practice, if a communication channel is functioning as
entity (i.e. (1) the channel is in operational state; and (2) all its characteristics match the
required attributes) then the assumption can be made that all elements which constitute
the channel are also functioning and, as a consequence, they should not be verified indi-
vidually due to financial and time constraints. Otherwise, if the communication channel

is not functioning then the test case of that kind provides the necessary information

8This fact is based on the max-flow min-cut (Ford-Fulkerson) theorem [128].
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about elements which constitute the channel to narrow the field of potential problems

according to the Follow-the-Path Troubleshooting Method® [148].

In some cases, diagnostic tools do not allow the testing of paths on the physical archi-
tectural layer [148]. As a consequence, each test case of SUT communication channels
on this layer should be divided into subset of test cases of component-to-component

interconnections which constitute the channels, i.e.:

b ink = U <<“€2—1)’Ula> ’58—1),l) AT

<v8_1),vl‘¥>€p§fj’k

— U [ Sa) 4z

OGP )P
where layer « represents the physical architectural layer according to multilayer reference
models (see Figure 3.7).

The next definitions are completely based on Criterion 2 (see Section 4.1.3):

Definition 13. The function ¢g,,,, : Ry, X G* = T, is defined as follows:

comp comp

By (181,47, 477D)) = (o2 2] i az e s

0 otherwise

In other words, for each test requirement (via, A, A?’(afl)) € Rg,y On a given layer o
the function ¢g,,,, determines the pair (vf‘ , Sf‘) € GG“ whose characteristics match the
required attributes, i.e. A C S¥. If this pair does not exist then the formal model M

is inconsistent according to Criterion 3.

Definition 14. The function ¢f, , : Rj; . x G* = T . is defined as follows:

) -1 o
Soﬁnk (<’U??U§'Xa AiofjaAZC'tj(a )>) = U {t%,link}

(a7 (0%
P k€

9The follow-the-path approach first discovers the actual traffic path all the way from source to desti-
nation. Next, the scope of troubleshooting is reduced to just the links and devices that are actually in
the forwarding path. [148]
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where:
— tosink Y <U871)7Uza> € Pijr Ay S S0y,
tn,link =

0 otherwise

In other words:
— For each test requirement <vf‘,v]9‘,Affj,Aff;(a_l)) € Ry, on a given layer

the function ¢y, determines the finite set P;%; of all possible (vf‘,v})‘)-paths

pf‘j x € PZ‘; between the pair of SUT dedicated components v§* and v;“ which should
communicate. If this set is an empty set then the formal model M is inconsistent

according to Criterion 3.

— In turn, for each path Pk of P, the function ¢, determines the finite set of all
possible pairs <<v(02_1),vla> ,S(Ol‘_l) l) € G* whose elements <v?l_1),vla> constitute
the path pz-ofj7k and whose characteristics match the required attributes, i.e. Affj -
5’&‘71)71. If this set does not cover the path pffj,k completely then the formal model

M is inconsistent according to Criterion 3.

4.3 Structural Test Case Generation Strategy

The detailed framework of the structural test case generation strategy is shown in Fig-

ure 4.2. Two main steps of the strategy on a given layer a can be defined as follows:

— The set of interlayer test requirements R+ (see Definitions 7 and 8) is the
result of recursive applying of: (1) the intralayer test requirements Rlet1),(at1)
(see Definitions 5 and 6); and (2) the interlayer test requirements R(®T2):(2+1) (see

Definitions 7 and 8) to the interlayer subgraph G+ (see Definition 3):
Rt — (a+Da <R(a+1)> — plotDa (R(a+1),(a+1) U R(a+2),(a+1))

The process is described by Definitions 9 and 10 and Criterion 1.

— The set of system infrastructure test cases T% on the layer « (see Definitions 11

and 12) is the result of applying of: (1) the intralayer test requirements R%“
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FIGURE 4.2: Graphical representation of the structural test case generation strategy.
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(see Definitions 5 and 6); and (2) the interlayer test requirements R(F1:® (see

Definitions 7 and 8) to the intralayer subgraph G¢ (see Definition 2):
T — SDoz (Ra) — (pa (Ra,a U R(aJrl),a)

The process is described by Definitions 13 and 14 and Criterion 3.

The important properties of the structural test case generation strategy are represented

by the following propositions:

Proposition 1. If the formal model based on the concept of multilayer networks is
consistent with respect to the test requirements then the set of test requirements R®

defined for a given layer o cannot be an empty set on all coexisting architectural layers.

Proof. Let a formal model M be consistent according to Criterion 4. Hence, there is
at least one test requirement defined for the top architectural layer L of the model (see
Criterion 4), i.e.:

RE=REL £

Each test requirement covers: either (1) a SUT component as a vertex of M (see Defini-
tion 5); or (2) a SUT communication channel as a pair (initial and terminal) of vertices
of M (see Definition 6). In turn, each vertex of M on a given layer has at least one
corresponding neighbor on the layer below (see Criterion 1). Hence, for each test re-
quirement for a given layer there is at least one corresponding test requirement on the

layer below, i.e. if RE # () then RL-(E—1) = L.(L—1) (RY) # 0. As a consequence:
RIL-1) — <R(L71),(L71) URL,(L&)) £

The result of sequential repetitions of these steps on all coexisting architectural layers

can be formally represented as follows:

RY£P;1<a<L
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Proposition 2. If the formal model based on the concept of multilayer networks is
consistent with respect to the test requirements then the set of test cases T generated

on a given layer a cannot be an empty set on all coexisting architectural layers.

Proof. Let a formal model M be consistent according to Criterion 4. Hence, there is
at least one test requirement defined for a given layer v on all coexisting architectural

layers (see Proposition 1), i.e.:
R*#P;1<a<L
In this case according to Criterion 3:
T*=¢*(R*) #0;1<a<L

O]

Proposition 3. If the formal model based on the concept of multilayer networks is
consistent with respect to the test requirements then each test requirement defined for the
top architectural layer of the formal model initiates at least one test case on all coexisting

architectural layers.
Proof. Let a formal model M be consistent according to Criterion 4. In this case:

— (according to Proposition 1) for each test requirement defined for the top archi-
tectural layer of the model there is at least one corresponding test requirement on

all coexisting architectural layers below;

— (according to Criterion 3) each test requirement for a given layer initiates at least

one test case on the given layer.

In the context of this thesis, the part of the SUT covered by test cases on layer a can

be represented by the induced subgraph G2 of G* as follows:

G — (74, 57)
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where Vo C V% is a set of SUT components covered by the set of test cases of SUT
components Ty, on layer a; and Eo C E“ is a set of SUT component-to-component

interconnections covered by the set of test cases of SUT communication channels T} ,

on layer a.

In general, each intralayer subgraph should be completely covered by test cases, i.e.
Go = G, In this case, the fact G C Go might explicitly represent the existence of
errors/bugs (at least one) in design documentation (test requirements and/or technical
specifications), i.e. the fact that the set of test requirements is inconsistent with respect
to the formal model. Unfortunately, in the case of upgrading existing infrastructures,
these infrastructures: (1) should be covered by formal models; but, on the other hand,
(2) should be verified with respect to the new components only (not completely) due to
financial and time constraints. As a consequence, it makes this possible criterion useless

in practice.



Chapter 5

Nonfunctional Test Case

Generation Strategy

You know you have a distributed system when the crash of a computer you’ve never

heard of stops you from getting any work done.
—Leslie Lamport

In the context of this thesis, the nonfunctional tests should ensure that system depend-
ability mechanisms have been implemented correctly and, as a consequence, the SUT is

able to provide the desired level of reliable (dependable) services.

As mentioned above (see Section 2.3), fault-injection experiments provide a means for
understanding how the SUT behaves in the presence of faults (the monitoring of the
effects of the injected faults). As a consequence in practice (or in the world of imper-
fect sensing and switching components!), the nonfunctional (dependability) tests are

represented by fault-injection experiments as follow:

— Component fault injection to ensure that:

— the sensing mechanism is able to (1) detect a component failure, and (2)

trigger the switching mechanism, i.e. sensing mechanism verification;

!Perfect sensing and switching devices are just a mathematical abstraction. In practice, system
reliability is totally dependent on the quality of the sensing and switching components [102].

65
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— the switching mechanism is able to reconfigure SUT topology (reroute commu-
nication channels) in the case of component failure, i.e. switching mechanism

verification.
— Component repair (or inverse fault injection) to ensure that:

— the sensing mechanism is able to (1) detect a component resurrection (suc-
cessful replacement or recovery), and (2) trigger the switching mechanism (if

necessary);

— the switching mechanism is able to restore SUT initial topology (if necessary).

Hence, the nonfunctional (dependability) test case generation strategy defines the set
of SUT components which should be targeted by fault-injection experiments (fault-
injection targets) as a set of fault-injection test cases. In turn, in the context of the
formal model, each fault-injection experiment represents the removal of a fault-injection

target (a SUT component) and its incident edges from the formal model.

According to the goals of this thesis (see Section 1.5), the description of the nonfunctional

(dependability) test case generation strategy covers the following areas:

— The framework of the test case generation strategy.
— The formal definitions of the key elements and their relations.

— The formal definitions of test case generation strategy.

5.1 Framework of Test Case Generation Strategy

Figure 5.1 represents the framework of test case generation strategy for a given layer of
the formal model. In general, this framework is based on the concept of the dynamic
analysis represented by Kurant et al. [56]. Nevertheless, it is important to note that the
successive dynamic analysis of all components of the formal model can be impractical
for real life testing (even in the case of relatively simple systems) due to computational
complexity. In this case, the structural test case generation strategy (see Chapter 4)

provides information for subsequent analysis with respect to the test requirements.
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STRUCTURAL MODEL FAULT-INJECTION
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FIGURE 5.1: The framework of the nonfunctional (dependability) test case generation

strategy for a given layer a of the formal model where G(®T1:% is an interlayer subgraph;

P*D) s a set of communication channels (data flows) on layer (a + 1); P* is a set

of communication channels (data flows) on layer a; RG(*+1- is a recovery group on
layer o; and T(@+1):2 ig a set of fault-injection test cases on layer .

As mentioned above (see Section 1.4), the original definition of dependability determines
the system’s ability to deliver service that can justifiably be trusted [22]. In the context
of this thesis, the system’s ability to deliver a service is represented by a path (or paths)

between the corresponding SUT components (see Section 4.1.3).

In turn, the concept of layered networks [36] strictly relies on the fact that a path between
two nodes on a given layer depends on a path (or paths) between the corresponding nodes

on the layer below. In general, there are three possible results of applying the concept:

— A path on a given layer has exactly one corresponding path on the layer below.
In this case, SUT components which constitute the corresponding path represent

2. In the context of the formal model, the removal of any

single points of failure
SUT component which represents a single point of failure and its incident edges

completely destroys the corresponding path.

— A path on a given layer has more than one (at least two) corresponding paths on
the layer below. Furthermore, these corresponding paths have no common com-

ponents (i.e. the corresponding paths are totally independent). In this case, SUT

2 A single point of failure (SPOF) is any single component in a system that can fail and cause a service
to become unavailable [91].
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components which constitute the corresponding paths represent a recovery group®.
In the context of the formal model, the removal of any SUT component which rep-
resents a member of a recovery group and its incident edges: (1) destroys only
one corresponding paths; and, as a consequence, (2) leaves the other correspond-
ing paths unaffected. In other words, recovery groups represent SUT components
which constitute corresponding parallel /redundant paths, i.e. provide topological

redundancy? for the path on a given layer.

— A path on a given layer has more than one (at least two) corresponding paths on
the layer below. In turn, these corresponding paths have common components. In

this case:

— common components represent single points of failure (the removal of the
component of that kind and its incident edges destroys all corresponding

paths);

— other remaining components represent a recovery group (the removal of the
component of that kind and its incident edges destroys only some correspond-

ing paths).

These results are formalized in Criterion 5:

Criterion 5. A vertex v* represents a single point of failure for the set of communication
channels (data flows) Py between a pair of SUT components vi* and v§ iff vj* and its

incident edges <v871), vlo‘> and <vf‘,v(°z+1)> are integral parts of each path pffﬁk ST

The important property of single points of failure is represented by the following propo-

sition:

Proposition 4. If a formal model based on the concept of multilayer networks is consis-
tent with respect to the test requirements then the removal of a vertex which represents a
single point of failure and its incident edges renders this model inconsistent with respect

to the test requirements.

Proof. Let: (1) a formal model M be consistent according to Criterion 4; (2) G* be an
intralayer subgraph of M; and (3) 7 (U-O‘ ve, A Aq’l(a_1)> be an intralayer test

’I'Lyllnk‘ = 17770 Zvj’ [2¥}

3 A recovery group is the granularity at which a service can be recovered after service failures [91].
4Redundancy is the presence of auxiliary components in a system to perform the same or similar
functions as other elements for the purpose of preventing or recovering from failures [17].



Chapter 5. Nonfunctional Test Case Generation Strategy 69

a,a

nlink binds a set

requirement defined for layer . In this case, according to Criterion 2, r
of <via,v}">—paths (at least one) in G between the pair v{* and vf. In turn, according
to Criterion 5, vf* and its incident edges <v?§71), vlo‘> and <vlo‘, U(O;+1)> are integral parts

of each (via,vjof)—path. Hence, (via,v;*)—paths do not exist in graph G* — v* and, as

a,a

a consequence, 1, o0
k)

does not bind an object in G* — v*. Hence, the formal model

M — v is inconsistent according to Criterion 4. O

In the context of this thesis, the definition of the fault-injection targets (SUT components
which should be targeted by fault-injection experiments) strictly relies on the following

notions:

— The fact that single points of failure do not define any dependability mechanism

that should be verified.

— The fact that a component of SUT which is a member of a recovery group for one
service can be a single point of failure for another service (or services). In this

case, the component should be defined as a single point of failure.

These ideas are formalized in Criterion 6:

Criterion 6. A vertexr v{* of the formal model M which is consistent with respect to
the test requirements represents a fault-injection target on a given layer « iff the formal

model M — v§* is also consistent with respect to the test requirements.
In general, there are three possible results of applying Criterion 6:

— (1) SUT is announced as a dependable system; and (2) there are a finite number
of fault-injection targets defined by the dynamic analysis. This case represents a
dependable (at least partially) design. The set of fault-injection targets should be

included in the SUT design docu-mentation as fault-injection test cases.

— (1) SUT is announced as a dependable system; (2) there is no one fault-injection
target defined by the dynamic analysis. This case explicitly represents the existence
of errors/bugs (at least one) in design documentation (test requirements and/or

technical specifications). As a consequence:

— the design documentation should be corrected;
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— the formal model should be re-built and then re-checked using Criterion 4 (if

necessary) and Criterion 6.
Limitations:

— The formal model based on the concept of multilayer networks is intended to
specify heterogeneous structures and their properties. The user-centric aspects
of dependability (see Section 2.3 have to be described using different techniques

(these aspects are beyond the scope of this thesis).

— The announcement about system dependability should be made explicitly as a

part of end-user requirements.

5.2 Formal Definitions

As mentioned above (see Section 5.1), in the context of the formal model, recovery groups
on a given layer represent SUT components which provide topological redundancy for

the upper layer. In this case:

Definition 15. Let RG@t):® denote the recovery group on layer o as set of SUT

components:

RGtDo — {vf‘}

where v is a component of SUT on layer o which provides topological redundancy for

layer (a +1).

A special case of recovery group components is end-user components (hardware and
software) as a part of end systems®. As mentioned above (see Section 5.1), the system’s
ability to deliver a service is represented by paths between: (1) the SUT component
which represents the service and its projections on the layers below; and (2) the end-

user components (as service subscribers) and their projections on the layers below®.

®The formal definition of end systems (or hosts) includes: (1) servers; (2) desktop computers; and
(3) mobile computers [133]. In the context of this thesis, the definition of end-user components covers
desktop and mobile computers only.

5Tn the context of this thesis, a service is available until there is at least one path between the service
(and its projections on the layers below) and an end-user component (and its projections on the layers
below) on all coexisting architectural layers.
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However, dependability mechanisms (replication or redundancy) are normally not used

for end-user components. This statement is based on two main reasons:

— economic reason - dependability mechanisms tend to increase the system cost;

— technical reason - dependability mechanisms might increase complexity to the point

where the dependability mechanisms themselves contribute to accidents [3].

In practice, end-user components and their projections should be removed from the

recovery group and, as a consequence, eliminated from the analysis’.

As mentioned above (see Section 5.1), the successive dynamic analysis of all components
of the formal model can be impractical due to the fact that single points of failure do not
define any dependability mechanism that should be verified. In turn, the structural test
case generation strategy (see Chapter 4) provides information to determine recovery
groups. As a consequence, the next function is completely based on: (1) the formal
definition of the set of SUT communication channels (see Definition 4); and (2) the
definition of the symmetric difference of sets as the set of elements which are in either

of the sets and not in their intersection [149]:

Definition 16. The function w(@t:e . platl) o pa s Glatha _y palati)e s defined

as follows:

o @ a+1 o o @
UJ( 1) (pl(,m,n)’P ) = U ‘/;',j7k \ m V;,]',k

<vl(a+1),vf‘eG(o‘+1)""> <Ul(ﬁt+1)’,via€G(a+1),a>

(vt peeglatie’) (vt paeglatiie)
(at+1) +1 (at+1) +1
pl,m,n €P<a ) pl,m,n eP(D‘ )
Py € Py e €L

where p(aﬂ) e platl) g g pth (v(aH) (a+1)

e : , Urn )—path on layer (a +1); p¢'; ) € P¥ is a
corresponding path of pl(?nfjl) on layer a; and ‘/z(,);,k 1s the set of SUT components which

constitute the path p?j e on layer o .

"In the context of this thesis, end-user components are completely covered by structural test cases
(see Chapter 4).
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(a+1)
I,m,n

In other words, for each path p € Pt on layer (a+1) the function w(®+1):® deter-

mines the finite set of components v§* on layer o which provides topological redundancy

(a+1)
lm,n

for the path p on layer (a + 1).

In the context of this thesis, fault-injection test cases represent SUT components which

should be targeted by fault-injection experiments. Hence:
Definition 17. Let Tt denote the set of fault-injection test cases on layer o as a
set of SUT components:

1

platl)a _ {UQ}

where v is a component of SUT on layer o which should be targeted by fault-injection

experiments.

As mentioned above (see Section 5.1), a component of SUT which is a member of a recov-
ery group for one service can be a single point of failure for another service (or services).

To address this problem, the next definitions are completely based on Criterion 6:

Definition 18. The function 9t . pGlethe _ pletha g defined as follows: A
SUT component v of M is targeted by fault-injection experiments, i.e. v§* € T(at+l)a
— graph M s consistent with respect to the test requirements (according to Crite-
rion 4);
— v is a member of the recovery group on a gwen layer o, i.e. v € RG+D.a.
— subgraph M — v is also consistent with respect to the test requirements (according

to Criterion 4).

In other words, the function 8(®+1)-* eliminates single points of failure from the recovery

group on a given layer a.

5.3 Test Case Generation Strategy

The detailed framework of the nonfunctional (dependability) test case generation strat-
egy is shown in Figure 5.2. Two main steps of the strategy on a given layer o can be

defined as follows:
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FIGURE 5.2: Graphical representation of the nonfunctional (dependability) test case

generation strategy.
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— The recovery group RG(@+1):@ on the layer o (see Definition 15) is the result of
applying of: (1) the set of SUT communication channels platl) ¢ glatl) on the
layer (a4 1) (see Definitions 4 and 14); and (2) the set of SUT communication
channels P* C G* on the layer o (see Definitions 4 and 14) to the interlayer
subgraph G(@+1):@ (see Definition 3):

RG(a+1),a _ w(a+1),a (Tl(z(:l;rl)?Tl?nk)

The process is described by Definition 16.

— The set of fault-injection test cases T(®T1):* on the layer « (see Definition 17) is the
result of the dynamic analysis of the recovery group RG(e+1)« (see Definition 15)

on the layer a:

Tlatl)a _ glatl)a (RG(a+1),a>

The process is described by Definition 18 and Criterion 6.

In general, recovery groups (after elimination end-user components and their projections)
should not contain single points of failure (i.e. T(@t1» = RG(e+1):2) In this case, the
fact Tt « RG+TD.e might explicitly represent the existence of errors/bugs (at
least one) in design documentation (technical specifications). Unfortunately, the partial
implementation of dependability mechanisms (for important services only) can be often
met in practice due to financial constraints. As consequence, it makes this possible

criterion useless in practice.
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Presentation Format

What you do today can improve all your tomorrows.
—Ralph Marston

In practice, model analysis requires specialized training, both: (1) in the models devel-
opment (a model must be completely relevant to a system - a trusted model); and (2) in
the interpretation of the analysis results. The human work involved in data transforma-
tion represents a major bottleneck due to its tendency to be relatively unsophisticated
and repetitive, but persistently tricky and time-consuming at the same time [150]. Chal-

lenges in the analysis process that repeatedly occur in analysis efforts are

— discover necessary data;

— wrangle data into a desired format;

— profile data to verify its quality and suitability;

— report procedures to consumers of the analysis.
Thus, to get the full advantages of model analysis and verifying in the domain of complex
systems, it is necessary to alleviate the burdens of learning model development and

checking techniques for engineers and other non-technical stakeholders [16] or, ideally,

completely eliminate the human factor.

There have been some attempts to make model development accessible to those who
are not trained in formal methods. These include Formal Description Techniques [113]

75
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based on a technical language for unambiguous specification and description of the be-
havior of telecommunication systems (see Section 2.4). However, FDTs are intended to
specify the behavioral aspects of software-intensive systems only; the general parame-
ters, which determine heterogeneous architectures and properties, have to be described

using different techniques.

To address this problem, this section presents a possible appropriate presentation format
of architecture descriptions as a part of detailed design documentation that provides
unambiguous interrelation between the design documentation and the multilayer formal
model. As a consequence, this presentation format could allow automated development

of formal models for analysis and verifying of computer networks.

6.1 Presentation Format

As mentioned above (see Section 2.4), the current revisions of international standards
establish what should be contained in design documentation but not how exactly. Nev-
ertheless, Appendix I of ITU-T Recommendation L.72 [151] represents an example of a
currently used presentation format of optical access network infrastructure descriptions’.
It is important to note that this format covers the physical architecture completely and
the logical architecture partially. However, this format is optimized for representation
network infrastructures and, as a consequence, cannot be used: (1) to define a whole/-
completed system (i.e. a computer network and services/applications which this network

provides and supports); and (2) to represent technological solutions (hardware and soft-

ware clusters, virtualization platforms, etc.) which are used to build the system.

To fill the gap, this section represents a set of design patterns® for unambiguous archi-

tecture description as a possible part of the detailed design documentation [153] [154].

Based on the concept of layered networks [36], the architecture of complex computer

networks can be represented by three main design patterns (tables) on each layer:

Layer component specification. The layer component specification design pattern is used

for the components detail representation. This design pattern should cover: (1) system

!This appendix does not form an integral part of the Recommendation.
2The term design pattern [152] aims to explicitly represent design knowledge that can be understood
implicitly by skilled engineers and other non-technical stakeholders.
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TABLE 6.1: Design Pattern of Layer Component Specifications.

Table columns
No. Name Description
1 T1.a.1 Record Number Record identification number (component index)
Engineering (optional), physical, logical, service, social
2 T1.a.2 Layer Identifier (optional) or functional layer (similar to T2.a.2
and T3.a.2)
3 T1.a.3 Component Assignment Component functional description (if necessary)
4 T1.a.4 Component Identifier Component name
5 T1.a.5 Vendor Identifier Vendor contact name (for COTS components)
Component technical specifications (according to
6 T1.c.6 Component Attributes T2.a.8), i.e. supported protocols, IP addresses
and masks, TCP/UDP ports, etc.
7 T1.0.7 Notes Additional information (if necessary)
TABLE 6.2: Design Pattern of Intralayer Topology Specifications.
Table columns
No. Name Description
1 T2.0.1 Record Number Record identification number (link index)
Engineering (optional), physical, logical, service, social
2 T2.a.2 Layer Identifier (optional) or functional layer (similar to T1.a.2
and T3.a.2)
3 T2.0.3 Link Assignment ComPoqent—t.o—component interconnection functional
description (if necessary)
4 ITdi'Iiéesroume Component Component name according to T1.a.4
5 T2.a.5 Source Port Identifier Component communication interface
6 T2.a.‘6 Target Component Component name according to T1.a.4
Identifier
7 T2.a.7 Target Port Identifier Component communication interface
Technical specifications of component-to-component
. . interconnection (according to T1.a.6), i.e. used
8 T2.0.8 Link Attributes protocols, IP ad((iresses ar?d masks, T)CP/UDP ports,
etc.
9 T2.a.9 Notes Additional information (if necessary)

business goals for the functional layer; (2) persons or groups of persons for the social

layer (optionally); (3) software-based components (services/applications) for the service

layer; (4) virtual components (VM, VLAN, etc.) for the logical layer; (5) hardware-based

components (equipment) for the physical layer; and (6) external engineering systems for

the engineering layer (optionally).

necessary component properties and, therefore, includes (see Table 6.1):

— Record Number.

— Layer Identifier.

— Component Assignment.

The unified table column structure specifies the
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TABLE 6.3: Design Pattern of Interlayer Topology Specifications.

Table columns

No. Name Description
1 T3.a.1 Record Number Record identification number (projection index)
Engineering (optional), physical, logical, service, social
2 T3.a.2 Layer Identifier (optional) or functional layer (similar to T1.a.2
and T2.a.2)

Components interlayer relation functional

T3.a.3 Projection Assi e .
3 3.a.3 Projection Assignment description (if necessary)

T3.a.4 Source Component

4 Identifier Component name according to T1.a.4
5 ;l(;?;i'i%;arget Component Component name according to T1.a.4
Cross-layer technologies:
(1) Ny : 1,—1 - virtualization and replication;
6 T3.0..6 Distribution Index (2) 1, : Np—1 - clustering; and
(3) 1 : 1n—1 - a special case of dedicated
components

Technical specifications of components interlayer
relation (resources distribution across the network)
technical specifications such as capacity metrics and
modes (active/active, active/standby, etc.

8 T3.a.8 Notes Additional information (if necessary)

7 T3.a.7 Projection Attributes

— Component Identifier.

— Vendor Identifier.

— Component Attributes.

— Notes.
Intralayer topology specification. The intralayer topology specification design pattern is
used for the layer topology detail representation. This pattern should cover architecture
descriptions of: (1) functional models [1] for the functional (or ready-for-use system)
layer; (2) flow-based models [1] for the social (optionally) and service layers; and (3)
topological models [1] for the logical, physical and engineering (optionally) layers. The

unified table column structure determines the intralayer links and, therefore, includes

(see Table 6.2):
— Record Number.
— Layer Identifier.

— Link Assignment.

Link Identifier:
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— Source Identifier:

— Component Identifier.

— Port Identifier.
— Target Identifier:

— Component Identifier.

— Port Identifier.

— Link Attributes.

— Notes.
Interlayer topology specification. The interlayer topology specification design pattern
is used for the resources distribution (cross-layer topology) detail representation. This
pattern strictly relies on the concept of layered networks [36] that a node in a given
layer depends on a corresponding node (or nodes) in the layer below. The unified table
column structure defines the necessary properties of interlayer projections and, therefore,
includes (see Table 6.3):

— Record Number.

— Layer Identifier.

— Projection Assignment.

— Projection Identifier:

— Source Identifier:
— Component Identifier on a Given Layer.
— Target Identifier:

— Component Identifier on the Layer Below.
— Distribution Index
— Projection Attributes.

— Notes.
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TABLE 6.4: Formal Model and Design Pattern of Layer Component Specifications.

. Formal model symbol
No. Design pattern record G — (VO‘,EO‘, s S%)
1 T1.a.1 Record Number i
2 T1.a.2 Layer Identifier a
3 T1.a.4 Component Identifier vy e V&
4 T1.a.6 Component Attributes S Sy ¢ 8¢

In turn, each table header structure should include: (1) Table Identifier; (2) Project

Identifier; and (3) Facility Identifier.

In practice, these tables can be used (1) as independent documents or (2) as a database

structure similar to ITU-T Rec L.72 [151].

6.2 Formal Model and Design Pattern Correlations

A model is any incomplete representation of reality - an abstraction [10]. In practice

it means that design documentation usually contains much more data than we need to

create models. In our case, from the perspective of the formal abstract model:

The layer component specification is a node list (see Table 6.1): each row represents
a node (vertex) in the graph and columns contain attributes (node labels). Data
structures correlation between the formal model and this design pattern is shown

in Table 6.4.

The intralayer topology specification is an adjacency list or a relational table (see
Table 6.2): each row represents an edge in the graph and columns contain incident
(source and target) nodes among other attributes (edge labels). Data structures

correlation between the formal model and this design pattern is shown in Table 6.5.

The interlayer topology description is an adjacency list or a relational table (see
Table 6.3): each row represents an edge in the graph and columns contain incident
(source and target) nodes among other attributes. Data structures correlation

between the formal model and this design pattern is shown in Table 6.6.

As mentioned above (see Section 1.3), the quality of formal methods based on abstract

models is limited by the quality of these models. In the context of this thesis, complex
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TABLE 6.5: Formal Model and Design Pattern of Intralayer Topology Specifications.

No. Design pattern record C};g”:n?lvffgit ;yé? g%l)
1 T2.a.1 Record Number n
2 T2.a.2 Layer Identifier e
3 T2.a.4 Source Component Identifier vy e VvV« o Ja .« e
4 T2.a.6 Target Component Identifier v§ e Ve en = (v 0f) €
5 T2.a.8 Link Attributes Sy, = (87N Sy) c Sgp Cc 8”

TABLE 6.6: Formal Model and Design Pattern of Interlayer Topology Specifications.

No. Design pattern record o (a_li‘())rmal TOd?‘lxi}l’;nbzl(a_l)
G = (vo, v, poe-n)
1 T3.a.1 Record Number n
2 T3.a.2 Layer Identifier @
3 T3.a.4 Source Component Identifier v e Vve eo(@=) — g, v](4a71>> €
4 T3.a.5 Target Component Identifier vj(.a*l) e yb e Eoe-b

TABLE 6.7: Test Requirements for SUT Components and Design Pattern of Layer
Component Specifications.

No. Design pattern record N aFormal TOdzl s’;“z:fll)
1'26(;111;):{('Ui3‘4i7147:7 )n}
1 T1.a.1 Record Number n
2 T1.a.2 Layer Identifier «
3 T1.a.4 Component Identifier vy €V«
4 T1.a.6 Component Attributes A C SO‘;A?’(O‘*U c §te—b

TABLE 6.8: Test Requirements for SUT Communication Channels and Design Pattern
of Intralayer Topology Specifications.

No. Design pattern record Formal model symbol
Rio, = {(ve o5, A8, 4507Y)
1 T2.a.1 Record Number n "
2 T2.a.2 Layer Identifier «
3 T2.a.4 Component Identifier vy € V&
4 T2.a..6 Component Identifier vy e Ve
5 T2.c.8 Component Attributes A7 C SO‘;A%((FI) c §e—b

network architecture can be unambiguously represented using a set of tables (design pat-
terns) that should be included as a necessary part of the detailed design documentation
of a computer network. In turn, this set of tables provides unambiguous definition of
the formal model (3D graph) for analysis and verifying of the network structure. As a
consequence, the human factor can be completely eliminated from the data transforma-
tion processes during the formal model generation activities - the process can be done

in automated mode using the detailed design documentation as input data. In this case,



Chapter 6. Presentation Format 82

the formal model is completely relevant to the design documentation (a trusted model

from the viewpoint of network/system designers).

It is important to note that MBT techniques can be used for automated validation the
formal model internal consistency with respect to the end-user requirements [4]. In
the case of successful validation, the formal model is completely relevant to the end-
user requirements (a trusted model from the viewpoint of end-users/customers). To
accomplish such a goal and to make the model being completely applicable to the test
generation strategies (to ensure full compatibility), the formal operational specifications
of: (1) end-user requirements; and (2) derived technical requirements (see Figure 2.9)
must be based on the same design patterns that the technical specifications (see Table 6.1
and Table 6.2). Data structures correlation between the test requirements and the design

patterns is shown in Table 6.7 and Table 6.8.

Limitations:

— Similar to other formal methods, the proposed approach has no future outlook
without the support of standardization communities (at least as a corporation

standard).

— As mentioned above (see Section 4.1.2), the techniques of automated transforming
informal end-user requirements into formal operation specifications are beyond the
scope of this paper. The problem requires a separate analysis - even in the case of

relatively simple systems, it may not be a routine exercise in practice.
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A Case Study

The most effective way to do it is to do it.
—Amelia Earhart

In 1845 (developing a new world view), Karl Marx introduced the definition of practice
as the criterion of truth! [155]. According to the criterion, this chapter represents a
case study which is based on a project performed within the framework of development
activities at the company SPC TRIGGER s.r.o. [156]. In the context of this thesis, the
case study represents the part of the project which covers the viewpoint of the business
community (see Section 3.2) - the virtualization platform. In turn, the viewpoint of the

IT personnel which covers:

— replacement of x86 desktop PCs by thin clients;

— using of the existing centralized management tool for the new infrastructure;

is beyond the scope of the case study?.

7.1 Project Description

The project background was based on the following notions:

!The question of whether objective truth can be attributed to human thinking is not a question of
theory but is a practical question. Man must prove the truth, i.e. the reality and power, the this-
worldliness of his thinking in practice. [155]

2These parts of the project contain sensitive information and cannot be presented in the public
domain.
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— the customer is an industrial institution;

— the vision for the future of IT is the transformation of the existing infrastructure

based on virtualization technologies to increase its agility and availability;

— the project was initiated by the local IT unit as a pilot project for detailed ac-

quaintance with VMware vSphere virtualization platform;
— the initial consolidation project targets 16 x86 servers and 48 x86 desktop personal
computers (personal computers are replaced by thin clients).

The main goals of the project were:

— reduction of hardware cost through the consolidation of physical servers;

— improvement of operational efficiency by increasing uptime and resiliency of ser-

vices/applications and reducing services/applications recovery time;

— providing high availability of services/applications.
The following figures represent the used design requirements (partially):

— end-user requirements - see Figure 7.1;
— end-user constraints - see Figure 7.2;
— design assumptions - see Figure 7.3.
In turn, Figure 7.4 represents the example of the requirements derived from techni-

cal specifications, i.e. defined by technological solutions used to build the SUT (see
Section 4.1.2).

7.2 Architecture Design

As mentioned above, the case study covers the viewpoint of the customer business com-

munity which includes?:

3Due to lack of space, this case study covers only one application server and two desktop personal
computers. In practice, the project covered sixteen application servers and forty-eight thin clients.



85

Chapter 7. A Case Study
ID End-User Requirements
R101 Business agility and flexibility should be increased
R102 Cost of doing business should be decreased
R103 Interaction delay (INTD) must be less than human response time (HRT)
R104 Availability of services is defined as 99.9 percent during core business hours
R105 Consolidate the existing 16 physical application servers down to 3 servers
R106 Centralized management tool must be used for the new infrastructure
R107 Separate management VLANs must be used for management traffic
R108 Server hardware maintenance should not affect application uptime
R109 Provide N+1 redundancy to support hardware failure during normal operation
F1cURE 7.1: A Case Study - Example of End-user requirements.
ID End-User Constraints
C101 VMware vSphere Essentials Plus Kit has been preselected as the virtualization platform
C102 Dell servers have been preselected as the compute platform
C103 Two 10G ports should be used per server
C104 VMware Virtual SAN tool has been preselected as the storage solution
C105 D-Link managed switches have been preselected as the network platform
FIGURE 7.2: A Case Study - Example of End-user constraints.
1D Assumptions
AL0L Sufficient power, cooling, and floor/rack space is available in the existing datacenter to support the new
infrastructure during normal and maintenance operations
A102 Sufficient 10G ports are available in the existing core switches to support the new infrastructure
A103 System services (DNS, NTP and DHCP) are available in the existing infrastructure to support the new services and
applications
F1GURE 7.3: A Case Study - Example of Design assumptions.
ID Source Derived Technical Requirements
T101 iigé All components of the virtualization platform must communicate with DNS service
T102 C101 Selected components of the virtualization platform - hyperviser (ESXi) and managenet (vCenter) servises - must
A103 communicate with NTP service
C101
T103 R106 Hyperviser services of the virtualization platform (ESXi) must communicate with the managemnt service of the
R108 virtualization platform (vCenter)
R109
Ti04 C101 Hyperviser services of the virtualization platform (ESXi) must communicate with vSphere Desktop Client with Update
R106 Manager
T105 C101 vSphere Desktop Client and vSphere Web Client must communicate with the managemnt service of the virtualization
R106 platform (vCenter)
T106 gig; Separate management VLAN must be used for the virtualization platform (vSphere) management traffic
C101
R107 . . . . .
T107 108 Separate management VLAN must be used for the live migration (vMotion) management traffic
R109
C101
C104
T108 R107 Separate management VLAN must be used for the storage area network (vSAN) management traffic
R108
R109

F1cURE 7.4: A Case Study - Example of Derived technical requirements.
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— VMware vSphere 6.0 virtualization platform [130];

— Application server based on Apache HTTP Server 2.4.17 [157] and Ubuntu Server

14.04 LTS [158);

— Two end-user components based on:

— Internet Explorer 11.0.24 and Microsoft Windows 7 Professional SP1 [159];

— Morzilla Firefox 51.0.2 for Ubuntu [160] and Ubuntu Desktop 14.04 LTS [158];

— Supporting network infrastructure.

The architecture design used for this test case according to the basic multilayer reference

model (see Figure 3.7) is represented by the following figures:

— functional architectural layer - see Figure 7.5;
— service architectural layer - see Figure 7.6;
— logical architectural layer - see Figure 7.7;

— physical architectural layer - see Figure 7.8.

Provider - App_Services
(Web_Server)

Subscribers - End_Users
(Desktop_01 - 02)

FIGURE 7.5: A Case Study - Functional architectural layer.

Next, the following figures illustrate the examples of detailed design documentation -

technical specifications - based on the predefined design patterns (see Section 6.1):

— layer component specifications - see Figure 7.9;

— intralayer topology specifications - see Figure 7.10;

— interlayer topology specifications - see Figure 7.

11.
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vCenter_Web_Client

(0S_02)

vCenter_Desktop_Client

vCenter_Server

(0S_01) (VM_01)
I i
1
DNS_Server |_———"] ESXi 01-03 e —— NTP_Server
(0S_03) (COS_01-03) H (0S_04)
I
Web_Server Desktop_01 - 02 J
(VM_02 - 03) (0S_05 - 06)
UDP_53 DNS
UDP_123 NTP

TCP_443 HTTPS

UDP_902 ESXi Management
TCP_902 ESXi Management

FI1GURE 7.6: A Case Study - Service architectural layer.

0S_01-02 |
(WS_01 - 02)

VLAN_10
Management

VLAN_110
vMotion

0S_03-04 |
(Server_11-12)

VLAN_20

Services

VRF_01
VLAN_120 VLAN_130
vSAN DC_Management
| 1
1
COS_01-03 VM_01

(Server_01 - 03)

IPv4  VLAN XXX <=> [92.168.XXX.0/24

(Server_01 - 03)

0S_05- 06 |
(WS_11-12)

VLAN_50

Users

VLAN_140
DC_Data

1
VM_02 - 03 J
(Server_01 - 03)

FIGURE 7.7: A Case Study - Logical architectural layer.
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WS_01-02
IT Terminals

—

WS_11-12
End-user Ter

Local Area Network

Server_11-12
System Services

Switch_11

Server_01

10GBASE-T

Switch_12

Server_02

10GBASE-X (SFP+ Direct Attachment)

10GBASE-SR

480G Physical Stacking (Dual CXP Direct Attachment)

Redundant Stack

EtherChannel
2 x 10GBase-X_

Server_03

FIGURE 7.8: A Case Study - Physical architectural layer.

Record | Layer Component Assignment Component |dentifer Vendor Identifier Component Attributes (3-tuples) Notes
Number Identifier Type Index
i a - vf - st -
T1Lla.0l T1La.02 T1La.03 Tlla.04 Tlla.0s TlLa.06 T1La.07
1 4 Provider of Application Services Provider 01 - HTML/XML INTD=100ms Tasks=64 -
1 3 Apache HTTP Server WEB 01 Apache Software Foundation |TCP 443
UDP 53
2 3 VMware vCenter Server vCenter 01 VMware UDP 125
TCP 443
UDP/TCP 902
UDP 53
3 3 VMware ESXi hypervisor 6.0 ESXi 01 VMware UDP 123
UDP/TCP 902
1Pv4 192.168.110.11 255.255.255.0
1 2 [VMware ESXi hypervisor 6.0 Cos 01 VMware 1Pv4 192.168.120.11 255.255.255.0
1Pv4 192.168.130.11 255.2565.255.0
2 2 SUSE Linux Enterprise Server 12 VM 03 Novell |Pv4 192.168.140.12 255.255.255.0
3 2 [VLAN vMotion VLAN 110 1Pv4 192.168.110.0 255.255.255.0
4 2 | Virtual Router VRF 01 1Pv4 192.168.0.0 255.255.0.0
1 1 Dell PowerEdge R730xd Rack Server Server 01 Dell 10GBASE-T Full Duplex
10GBASE-X Full Duplex
2 1 DXS-3600-32S 10 Gigabit Managed Switch Switch 01 D-Link 10GBASE-SR Full Duplex
120G CXP -

FIGURE 7.9: A Case Study - Example of Layer component specifications.
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Link Identifier
Source Identifier Target Identifier
Record Layer
Number | Identifier | Component Identifier Port Identifier Component Identifier Port Identifier Link Attributes (3-tuples) Notes
Type Index Type Index Type Index Type Index
n a v - v - Sy -
T2.La.01 | T2.La.02 T2.La.04 T2.La.05 T2.La.06 T2.La.07 T2.La.08 T2.La.09
1 4 Provider 01 Subscriber 01 HTML/XML INTD=100ms Tasks=64 -
1 3 ESXi 01 UDP 53 DNS 01 UDP 53 UDP 53
2 3 ESXi 01 UDP 123 NTP 01 UDP 123 UDP 123
3 3 ESXi 01 TCP/UDP 902 vCenter 01 TCP/UDP 902 UDP/TCP 902
1 2 0s 01 1Pv4 192.168.10.101/24) VLAN 10 1Pv4 192.168.10.0/24 [IPv4 192.168.10.0 255.255.255.0
2 2 COs 01 1Pv4 192.168.110.11/24|  VLAN 110 1Pv4 192.168.110.0/24 |IPv4 192.168.110.0 255.255.255.0
3 2 VM 01 1Pv4 192.168.130.1/24 VLAN 130 1Pv4 192.168.130.0/24 | IPv4 192.168.130.0 255.255.255.0
4 2 VLAN 140 1Pv4 192.168.140.0/24 VRF 01 1Pv4 192.168.0.0/16 [IPv4 192.168.0.0 255.255.0.0
1 1 Switch 01 120G CXP 01, 02 Switch 02 120G CXP 01, 02 120G CXP - Stacking Ring
2 1 Switch 01 10GBASE-X 16 Switch 11 10GBASE-X 09 10GBASE-X Full Duplex EtherChannel 1
3 1 Switch 11 10GBASE-T 01 Server 01 10GBASE-T 01 10GBASE-T Full Duplex -
4 1 WS 01 1000BASE-T 01 LAN 00 1000BASE-T 00 1000BASE-T -
FIGURE 7.10: A Case Study - Example of Intralayer topology specifications.
Projection Identifier
Record Layer Projecti Source Component Identifier Target Component Identifier Distribution Projection Notes
Number Identifier Index Attributes
Type Index Type Index
u « - o oD - - -
T3.La.01 | T3.La.02 T3.La.03 T3.La.04 T3.La.05 T3.La.06 T3.La.07 T3.La.08
1 4 - Provider 01 WEB 01 11 - -
2 4 Subscriber o1 el e 12
Desktop 02 1:2
1 3 WEB oL VM 02 1:2 | Active/Standby | AppServer Cluster 1
VM 03 1:2 Standby/Active | AppServer Cluster 1
2 3 ESXi 01 Cos 01 11 - -
3 3 vCenter 01 VM 01 11
1 2 0s 01 ws 01 11
2 2 Ccos 01 Server 01 11
Server 01 13
3 2 VM 01 Server 02 13
Server 03 13
Switch 01 1:4
4 2 VLAN 110 Switch 02 1:4
Switch 11 14
Switch 12 14

FI1GURE 7.11: A Case Study - Example of Interlayer topology specifications.

7.3 Test Cases

The multilayer model derived from the detailed design documentation is shown in Fig-

ure 7.

12.

The examples of detailed design documentation - technical specifications - based on the

predefined design patterns (see Section 6.1) are illustrated by the following figures:

— test requirements for SUT components - see Figure 7.13;

— test requirements for SUT communication channels - see Figure 7.14;

Finally, Figure 7.15 - 7.17 represent the examples of the application of test generation

strategies (check lists):

— test cases of SUT components - see Figure 7.15;
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FI1GURE 7.12: A Case Study - Multilayer model.
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Component Identifier
Recobrd d"""’(ef.' Requirement Requirement Attributes (3-tuples) Notes
Number Identifier Type Index
i a - e AF Az -
Tlla.0l TlLa.02 T1La.03 TlLa.04 T1.La.06 T1.La.07
1 4 R105 Provider 01 HTML/XML - - - End User
2 4 R105 Subscriber 01 - - - - - End User Requirement
1 3 R105 WEB 01 TCP 443 - - - - End User Requirement
2 3 €101, R106, R108, R109 vCenter 01 - - - - End User Requirement
3 3 C101 ESXi 01 - - - - End User Requirement
1 2 C101 0S 01 - - - - End User Requirement
2 2 C101 COS 01 - - - - End User Requirement
3 2 C101, R108, R109 VM 01 - - - End User
4 2 C101, R107, R108, R109 VLAN 110 - - - - End User Requirement
1 1 C102, C103 Server 01 10GBASE-T - - - - End User Requirement
2 1 C102 WS 01 - - - - End User Requirement
3 1 C105 Switch 01 - - - - End User Requirement
F1GURE 7.13: A Case Study - Example of Test requirements for SUT components.
Link Identifier
Record Layer i i Source Identifier Target Identifier i i
Number | Identifier | ReQuirement Assignment ] Requirement Attributes (3-tuples) Notes
Type Index Type Index
i d - v vf a5 a5«
T2Lla.0l [ T2La.02 T2.La.03 T2.La.04 T2.La.06 T2.La.08 T2.La.09
1 4 R103, R104, R105 Subscriber 01 Provider 01 HTML/XML _ [INTD < 200ms | Tasks > 16 TCP 443 End User
1 3 T101 DNS 01 ESXi 01 UDP 53 - - 1Pv4 Technical Requirement
2 3 T102 NTP 01 ESXi 01 UDP 123 - - 1Pv4 Technical Requirement
3 3 T103 vCenter 01 ESXi 01 UDP/TCP 902 - - 1Pv4 Technical Requirement
4 3 T105 vCenter 01 vSpere 01 TCP 443 - - 1Pv4 Technical Requirement
2 T107 VLAN 110 Cos 01 IPv4 192.168.110.0 |255.255.255.0 [10GBASE-T Technical Requirement
2 T108 VLAN 120 Cos 01 IPv4 192.168.120.0 |255.255.255.0 [10GBASE-T Technical Requirement

FI1GURE 7.14: A Case Study - Example of Test requirements for SUT communication

channels.

— test cases of SUT communication channels - see Figure 7.16;

— fault-injection test cases - see Figure 7.17.

Test cases of SUT components on layer a
Téomp = (W, S7), A{1)
Record Layer . . . .
Number \dentifier Component Identifier Component Attributes (3-tuples) Requirement Attributes (3-tuples)

n a v S§

1 1 Server, 01 10GBASE-T Full Duplex - 10GBASE-T -
10GBASE-X Full Duplex -

2 1 Switch, 01 10GBASE-SR Full Duplex - - -
120G CXP - -
10BASE-T - -

3 1 WS, 01 100BASE-T - - - -
1000BASE-T - -

1 2 0S, 01 IPv4 192.168.10.101 255.255.255.0 - -
IPv4 192.168.110.11 255.255.255.0

2 2 COs, 01 1Pv4 192.168.120.11 255.255.255.0 - -
IPv4 192.168.130.11 255.255.255.0

3 2 VLAN, 110 IPv4 192.168.110.0 255.255.255.0 - -

1 3 \WEB, 01 TCP 443 - - TCP 443 -
UDP 53 - -

2 3 VCenter, 01 uop123 - - - -
TCP 443 - -
UDP/TCP 902 - -
UDP 53 - -

3 3 ESXi, 01 UDP 123 - - - -
UDP/TCP 902 - -

FIGURE 7.15:

A Case Study - Example of Test cases of SUT components.
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Test cases of SUT communication channels on layer a
Tlink = H( U () 5‘(’14),1))1“‘?]‘ }
W1 vIEPfk N
,\TS;?J:r Idlgiyt/ief:‘er Path Identifier Attributes of componen(t;;:;t:g)ponent interconnections Requirement Attributes (3-tuples)

n a Pl = (01, v} St Al
1 1 (Switch, 01; Switch, 11) - -

<Switch, 01; Switch, 11> 10GBASE-X Full Duplex
2 1 (Switch, 11; Server, 01) - -

<Switch, 11; Server, 01> 10GBASE-T Full Duplex
3 1 (WS, 01; LAN, 00) - .

<WS, 01; LAN, 00> 1000BASE-T
1 2 (VLAN, 110; COS, 01) _ _ 1Pv4 192.168.110.0 255.255.255.0

<VLAN, 110; COS, 01> 1Pv4 192.168.110.0 255.255.255.0

(VM, 01; COS, 01) - -

2 2 <VM, 01; VLAN, 130> 1Pv4 192.168.130.0 255.255.255.0 1Pv4

<VLAN, 130; COS, 01> 1Pv4 192.168.130.0 255.255.255.0

(0S, 01; COS, 01) - -

<0S, 01; VLAN, 10> 1Pv4 192.168.10.0 255.255.255.0
3 2 <VLAN, 10; VRF, 01> 1Pv4 192.168.10.0 255.255.255.0 1Pv4

<VRF, 01; VLAN, 130> 1Pv4 192.168.130.0 255.255.255.0

<VLAN, 130; COS, 01> 1Pv4 192.168.130.0 255.255.255.0
. 3 (DNS, 01; ESXi, 01) .

<DNS, 01; ESXi, 01> UDP 53
2 3 (vCenter, 01; ESXi, 01) -

<vCenter, 01; ESXi, 01> UDP/TCP 902
2 3 (vSphere, 01; vCenter, 01) -

<vSphere, 01; vCenter, 01> TCP 443
3 3 (Desktop, 01; WEB, 01) - TCP 443

<Desktop, 01; WEB, 01> TCP 443

FIGURE 7.16: A Case Study - Example of Test cases of SUT communication channels.

Fault-injection test cases on layer a
T@rDa < a)
Sjr?;:r | dlgifiefirer Recovery Group Fault-Injection Test Cases
n a RG@tDa rlata
1 1 Server“Ul; Server, 02; Server, 03; Switch, 11; Switch, 12; Switch, Sen/er,_Ol: Server, 02; Server, 03; Switch, 11; Switch, 12; Switch,
01; Switch, 02; WS, 11; WS, 12 01; Switch, 02
2 2 VM, 02; VM, 03; OS, 05; OS, 06 VM, 02; VM, 03
3 3 Desktop, 01; Desktop, 02

FI1GURE 7.17: A Case Study - Example of Fault-injection test cases.

In general, the result of applying test generation strategies shows that a surprisingly
large number of test cases are required to fully cover the structure of this extremely

stmple model - see Table 7.1.

As mentioned above, the case study covers only one application server and two desktop
personal computers. In practice, the project covered sixteen application servers and
forty-eight thin clients*. The results of the application of test generation strategies in

practice is shown in Table 7.2.

By and large, this result can easily reflect the existence of the large amount of potential
faults in commercial systems. Increasing system complexity and fierce market com-

petition on time-to-market and cost make comprehensive testing of complex network

4One of the main project goals was the replacement of desktop personal computers by thin clients.
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TABLE 7.1: The result of applying test generation strategies.

No Model Cardinality Test Case Numbers

" | Architectural layer e [V |E“| T o] [T [T(eFDe
1 Functional layer 4 2 1 - - -
2 Social layer - - - - - -
3 Service layer 3 11 22 7 20 -
4 Logical layer 2 20 23 13 28 2
5 Physical layer 1 14 19 9 15 7
6 Engineering layer - - - - -

29 63 9
Total: 101
TABLE 7.2: The result of applying test generation strategies in practice.
No Test Case Numbers
’ Architectural layer a T oo mp] |15k [T+«

1 Functional layer 4 - - -

2 Social layer - - - -

3 Service layer 3 70 258 -

4 Logical layer 2 139 312 16

5 Physical layer 1 57 63 7

6 Engineering layer - - -

266 633 23
Total: 993

systems very difficult (or even impossible) without appropriate formal methods.



Chapter 8

Conclusion and Future Work

Aim for the moon. If you miss, you may hit a star.
—W. Clement Stone

The last chapter of this thesis is divided into two sections. The first section contains a
general summary (i.e. what was done in accordance with the thesis goals). Then, the

second part emphasizes two aspects of future work - the next and future possible steps

8.1 What Was Done

Who seeks shall find.
—Sophocles

Deployment of commercial computer networks sets high requirements for procedures,
tools and approaches for comprehensive testing of these networks. At the same time,
despite the great efforts of many researchers, the process of test design/generation still
tends to be unstructured and bound to the personal experience and/or intuition of in-
dividual engineers. However, in the case of complex or non-standard networks, personal
experience and/or intuition are often inadequate. As a consequence, in the real world

many computer networks have failed because:
— engineers had tested the wrong things;

94
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— engineers had tested the right things but in the wrong way;

— some things had been just simply forgotten and had not been tested.

To address this problem, the main research objective of this thesis is the automated
design of test specifications (test cases) for computer networks using the detailed design
documentation (end-user requirements and technical specifications) as the data source.
Based on the model-based approach, the following main goals have been solved sepa-

rately, but not in isolation:

— A formal model for test generation missions was defined based on the concept of
multilayer networks. The model is the layered 3D-graph which can be derived
directly from the SUT technical specification. Different layers (four layers in the
case of basic releases and six layers in the case of extended releases) represent
different (hardware, software, social, business, etc.) aspects of SUT architecture.
In turn, interlayer relations: (1) represent the technological solutions which were
used to build the SUT; and (2) make the layered model consistent. This model
completely covers all layers of OSI Reference Model (moreover, it covers some addi-
tional layers beyond the OSI RM) and, as a consequence, both software-based and
network-based aspects of computer networks with regard to applying the system

methodology to network analysis.

— Using the models of this kind and the graph theoretical metrics, both static and
dynamic network anal-yses were performed. In the context of this thesis, the static
analysis determines the structural test case generation strategy. This strategy is
based on the top-down approach and uses test requirements as source data. The
top-down approach utilizes the concept of layered networks the concept of layered
networks, which strictly relies on the facts that: (1) for each node on a given
layer there is a corresponding node (or nodes) on the layer below; and (2) for each
logical path between two nodes on a given layer there is a path (or paths) between
the corresponding nodes on the layer below. As a consequence, test cases of this
kind: (1) cover the system infrastructure including individual components and
component-to-component in-teraction on all coexisting architectural layers; and
(2) provide information for subsequent analysis to ensure that the formal model is

consistent with respect to the test requirements.
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— In turn, the dynamic analysis (or fault injection simulation) provides a means for
understanding how the SUT behaves in the presence of faults. In the context of
this thesis, the dynamic analysis determines the nonfunctional (dependability) test
case generation strategy. The strategy is also based on the top-down approach and
uses structural test cases as source data. The analysis includes two main steps:
(1) successive removals of vertices and their incident edges from the formal model
(fault injection experiments); and (2) impact assessments of those removals on the
model consistency — disruption on an arbitrary layer might destroy a substantial
part of the upper layer (or layers) that are mapped on it, rendering the whole
network useless in practice. In other words, test cases such as these define SUT
components on all coexisting architectural layers as objects of fault injection ex-
periments. In general, they provide information for subsequent analysis to ensure
that: (1) system dependability mechanisms have been implemented correctly on
all coexisting architectural layers and, as a consequence, (2) the system is able to

provide the desired level of reliable services.

— It is important to note that the quality of formal methods based on abstract
models is limited by the quality of these models. Thus, to get the full advan-
tages of model-based testing, it is necessary to alleviate the burdens of learning
model development and checking techniques for engineers and other non-technical
stakeholders or, ideally, completely eliminate the human factor. To address this
problem, a possible appropriate presentation format of architecture descriptions
was defined as a necessary part of the detailed design documentation of computer
networks: complex network architecture can be unambiguously represented based
on the set of tables (design patterns). In turn, this set of tables provides an unam-
biguous definition of the formal model (3D graph) for analysis and verification of
the network structure. As a consequence, the human factor was completely elimi-
nated from the data transformation processes during the formal model generation
activities — the process was done in automated mode using the detailed design doc-
umentation as data source. The resulting formal model is completely relevant to
the design documentation (a trusted model from the viewpoint of network /system

designers).

Conclusions:
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— The unambiguous formal presentation of a completed computing system (i.e. a
computer network and the distributed computing system that this network pro-
vides and supports) based on the concept of multilayer networks (the layered formal

model) is possible.

— Applying the system methodology to network analysis based on the layered for-
mal model en-sures that computer network architecture is completely consistent
with respect to: (1) distributed computing system architecture which this network

provides and supports; (2) system functional (business) goals.

— Formal model automated generation using the detailed design documentation as

data source is possible.

— Test case automated generation based on the layered formal model is possible on
all coex-isting architectural layers. The resulting test cases can be used for: (1)
verification of a complet-ed computing system (or a computer network only); (2)
validation that the system (or network) technical specifications are consistent with

respect to the end-user requirements.

— The techniques of the transformation of informal end-user requirements into formal
operation specifications (test requirements) require a separate detailed analysis! -

even in the case of relatively simple systems, it is not a routine exercise in practice.

8.2 Future Work

The more we do, the more we can do.
—William Hazlitt

In general, the goals of this thesis do not cover the problem of cybersecurity in spite of
the facts that: (1) the problem exists; and (2) it is growing every year [162]. Nowadays,
computer networks have critical security requirements. As mentioned above, their failure
may endanger human lives and the environment, do serious damage to major economic
infrastructures, endanger personal privacy, undermine the viability of whole business
sectors and facilitate crime [3]. As a consequence, future work will target the problem

of security testing.

! A possible solution might lay in the domain of Artificial Intelligence - Ontological Engineering [161]
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The preliminary analysis shows that test cases of SUT communication channels (see
Definition 12) contain information (see Figure 7.16) which can be used for the following

purposes:

— Automated generation of network security rules (access lists and firewall configu-

rations).

— Checking the network security rules consistency with respect to system functional

(business) goals?.

This result can be used as a basis for the next possible steps. On the other hand, it is
important to note that these network security rules do not cover all possible threats. In
turn, the current revision of ISO/IEC 27005:2011 [135] standard contains a list of typical
threats, which covers both aspects (software-based and network-based) of computer

networks, but not only these aspects.

The preliminary analysis [136] shows that the set of typical threats can be partitioned
with regard to the extended multilayer reference model (see Section 3.2) and the pro-
tected objects - SUT components and SUT communication channels (see Figure 8.1).
The result of the layer-by-layer mapping from the set of typical threats to the set of
protected objects might be a basis for the necessary security checklists - a set of security

(penetration) test cases.

2Generally, it is impossible to separate: (1) components/communication channels failures; and (2)
components/communication channels security misconfiguration. In both cases, these components/com-
munication channels are in failure state.
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THREATS

EXTENDED REFERENCE MODEL LAYERS

Components Communication channels

2 3 4 5 1 2 3 4 5

T 0.01 Fire

T 0.02 Unfavorable climatic conditions

T 0.03 Water

x

T 0.04 Pollution, dust, corrosion

T 0.05 Natural disasters

T 0.06 Environmental disasters

T 0.07 Major events in the environment

T 0.08 Failure or disruption of the power supply

X |IX X |X |X

T 0.09 Failure or disruption of communication networks

T 0.10 Failure or disruption of mains supply

T 0.11 Failure or disruption of service providers

T 0.12 Interfering radiation

T 0.13 Intercepting compromising emissions

T 0.14 Interception of information / espionage

T 0.15 Eavesdropping

T 0.16 Theft of devices, storage media and documents

T 0.17 Loss of devices, storage media and documents

T 0.18 Bad planning or lack of adaptation

T 0.19 Disclosure of sensitive information

T 0.20 Information or Product from an unreliable source

T 0.21 Manipulation of hardware and software

T 0.22 Manipulation of information

T 0.23 Unauthorized access to IT systems

T 0.24 Destruction of devices or storage media

T 0.25 Failure of devices or systems

T 0.26 Malfunction of devices or systems

T 0.27 Lack of resources

T 0.28 Software vulnerabilities or errors

T 0.29 Violation of laws or regulations

T 0.30 Unauthorized use or administration of devices and systems

T 0.31 Incorrect use or administration of devices and systems

T 0.32 Abuse of authorizations

T 0.33 Absence of personal

T 0.34 Attack

T 0.35 Coercion, extortion or corruption

T 0.36 Identity theft

T 0.37 Repudiation of actions

T 0.38 Abuse of personal data

T 0.39 Malicious software

T 0.40 Denial of service

T 0.41 Sabotage

T 0.42 Social Engineering

T 0.43 Replay of messages

T 0.44 Unauthorized entry to premises

T 0.45 Data loss

T 0.46 Loss of integrity of sensitive information

FIGURE 8.1: Partitioned list of typical threats [136].
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