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Instructions

This thesis is focused on the design and implementation of machine learning methods
for the detection of selected fake news.

1) Prepare a survey of fake news classification. Describe several existing fake news
datasets.

2) Prepare an experimental dataset containing examples of fake news. Extract it from the
existing fake news databases.

3) Design and perform experiments using existing tools or libraries for fake news
classification.

4) Evaluate classification performance and discuss results.

Datasets:

1. Eldariel — public version of the disinformation chain email database, https://
eldariel.cesti-elfove.cz/

2. EU vs DiSiNFO database of fake news, https://euvsdisinfo.eu/disinformation-cases/
3.1SOT Fake News Dataset, University of Victoria https://www.uvic.ca/ecs/ece/isot/
datasets/fake-news/index.php
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Abstract

The rapid development of online technologies allows people to spread information faster than ever
before. This carries the risk of spreading manipulative information that can negatively impact
society. The focus of this thesis is the classification of fake news in the media ecosystem from
the perspective of natural language processing (NLP). Two brand-new fake news datasets were
created using the online fake news databases, with the English one made up of short summaries
of fake news articles and the Czech one consisting mainly of chain letters. These two datasets and
two more existing datasets were used for performing experiments with many text preprocessing
methods. Two machine learning classifiers were used for experiments: Naive Bayes and random
forest, and two neural network architectures: convolutional neural network (CNN) and LSTM.
The CNN attained the highest classification accuracy of 97% on an already-made dataset, whereas
the best results on a self-obtained dataset attained the LSTM with 95% accuracy.

Keywords fake news, disinformation, social networks, chain letters, natural language process-
ing, text classification, machine learning, neural networks

Abstrakt

Rychly vyvoj v oblasti online technologii umoznuje lidem sdilet informace rychleji nez kdykoli
pred tim. To s sebou nese riziko sifeni manipulativnich zprav, které mohou negativné ovlivnit
spolecnost. Tato bakalarskd prace se zabyva klasifikaci fake news v online prostoru z pohledu
zpracovani pfirozeného jazyka (NLP). V rdmci této prace byly vytvoreny dva nové datasety za
pouziti online databézi fake news, pricemz jeden obsahuje shrnuti fake news ¢lanka v angli¢tiné
a druhy je tvoren predevsim fetézovymi emaily v ¢estiné. Tyto datasety byly doplnény o dva
jiz existujici datasety a vsSechny byly pouzity k provedeni expermerimentd s mnoha raznymi
metodami predzpracovani textu. Ke klasifikaci byly vyuzity dva modely strojového uc¢eni, Naivni
Bayes a ndhodny les a dvé architektury neuronové sité, konvoluéni neurovova sit (CNN) a LSTM.
Nejvyssich vysledku na jiz existujicim datasetu dosahla CNN architektura s klasifikaéni presnosti
97 %, zatimco nejvyssich vysledkt na nové vytvoreném dosihla LSTM architektura s presnosti
95 %.

Klicova slova fake news, dezinformace, socidlni sité, fetézové emaily, zpracovani prirozeného
jazyka, klasifikace textu, strojové uceni, neuronové sité
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Chapter 1

Introduction

False, misleading, and manipulative information has been around since the dawn of time, but
with the rise of the internet, especially social media platforms, the spread of information has
become easier than ever before.

The term fake news started to circulate during the 2016 US presidential election. In that
year, BuzzFeedE carried out a survey of 3015 US adults regarding fake news stories related to
the election. In that survey, social media, especially Facebook, turned out to be the third most
popular major source of news. More than 80 % of respondents who cited Facebook as a major
source of information claimed that they were familiar with the fake news headline and found the
presented fabricated story “somewhat” or “very” accurate [1].

Since then, social media platforms, in cooperation with governments, have started to employ
strategies to combat this phenomenon. Governments tend to spread awareness of the issue,
whereas social media platforms tag and delete posts that are regarded as fake news. Due to the
large amount of such news, the process must involve machine learning methods for automatic
text classification. Different outlets use different methods, while the effort is to be as precise as
possible.

1.1 Goals

The main goal of this thesis is to analyse, implement and compare several existing machine
learning approaches for fake news classification using natural language processing or NLP. This
includes obtaining a brand-new fake news dataset using public fake news databases in both the
Czech and English. Since spreading fake news has become easier than ever before due to internet
accessibility, the areas of the fake news datasets used in this thesis will vary. This goal must be
divided into several following subtasks:

= research the existing literature related to fake news,

= research state-of-the-art of fake news classification,

= study machine learning classifiers and implement the selected ones,
= provide and describe several existing fake news datasets,

= obtain a brand-new dataset from online fake news databases,

= perform and evaluate classification experiments on the selected datasets and discuss the
results.

Thttps://www.buzzfeed.com/
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1.2 Bachelor thesis structure

This thesis is organised as follows.

In Chapter 2, we present a survey of related academic literature regarding the fake news
classification. We start by defining the terms relevant to the issue, which we will use through-
out the text. Then we survey state-of-the-art fake news classification in the academic sphere.
We continue with a description of multiple machine learning models used for the text classifica-
tion task, including approaches for natural language processing. We conclude the chapter with
a theoretical overview of selected classification models and a description of related evaluation
metrics.

In Chapter 3, we provide a description of multiple existing fake news datasets. This is followed
by an overview of selected fake news databases and tools used for obtaining the brand new ones.
Finally, we present the self-obtained ones.

In Chapter 4, we describe the existing tools and libraries necessary for performing experiments
on the datasets described in the previous chapter. This chapter concludes with a description of
the experiments and discussion of the results.



Chapter 2
Related work

In this section, we survey academic research regarding fake news automatic detection. First,
we define topic-related terms for a better understanding of the context of this thesis. Then
we look at the current state of research in this area and describe several existing approaches
regarding fake news detection. Finally, we look at the tools for text processing and describe
selected classification models and evaluation metrics.

2.1 Definition of basic terms

Firstly, we must define frequently used terms in this thesis. There is no globally agreed definition
of any of the terms, so other scientific literature might work with different ones. However, in the
following text, they will be used in thus-defined meanings.

Fake news can be defined as a news article that is “intentionally and verifiably false” [2].
The European Union (EU) uses a similar but broader definition for the term disinformation.
According to the EU, it is a “false or misleading content that is spread to deceive or secure
economic or political gain, and which may cause public harm” [3]. These two terms are often
used interchangeably, although they are not entirely identical. The term fake news often refers
to a single piece of content, whereas disinformation is a broader term for the phenomenon. The
latter term is often confused with the term misinformation, which is incorrect because this
noun refers to spreading fabricated stories unconsciously without any harmful intentions [4, 5].
Misinformation classification is not a topic of this thesis.

The methods of spreading fake news have changed throughout history. The invention of
letterpress printing in the 15th century was a significant event for this phenomenon, but it
cannot be compared to the development of internet services in the past 30 years. For a better
understanding of how fake news spreads in the online ecosystem, we must also take a look at the
two most popular environments of online communication.

Social media refers to “platforms such as Twitter and Facebook that help individuals from
around the globe build networks and share information and/or sentiments in real-time” [6].
The posts on social media regarded as fake news do not only include articles from disinformation
outlets but also visual files such as images of videos that can also bear the manipulative narrative
[5], but we are not going to work with such additional media in this thesis.

A chain letter is a letter usually sent via email or social media platform whose purpose is
to capture the recipient’s interest by providing some shocking piece of information and make the
reader pass it on to as many people as possible by threat or promise. The reader’s attention
is usually captured by some kind of hook phrase, such as “THIS INFORMATION IS VITAL.”
Although chain letters are typically associated with advertisements, they are a widely used
platform for spreading fake news [7].
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2.2 Current state of research in fake news detection

Fake news is not spread in only one medium. It is usually a bigger system that contains text,
images, and sometimes even videos or audio files. There are many possible approaches to classi-
fying those pieces of content, and all of them can be due to the development of technology done
automatically. Analysing the content itself is one of many existing perspectives. One viable
alternative is, for example, analysing the social context of the news (see section 2.2.2).

In this thesis, we employ the content-based approach by examining the linguistic features of
fake news. In other words, we address this task as a text classification problem.

2.2.1 Language processing approaches

Even though the research into text classification and language processing has been around for
a long period of time, the interest in research on fake news detection has increased with the
rise of social media and especially with the pandemic of COVID-19 [6]. The fake news detection
problem is aimed to count the probability that a news article is intentionally fake which is desired
to be done automatically due to economic factors [8].

Since fake news has become a trending topic in recent years, the academic community has
started to study this phenomenon and ways of combating it more closely. This resulted in
hundreds of articles published every year. In their meta-analysis of studies from 2022, Thompson
et al. [6] claim that over 2000 articles were published between 2014 and 2022 regarding the topic
of fake news classification. In the following text, we only mention a couple of examples of
published articles related to this topic.

Shu et al. in paper [9] from 2017 defined fake news classification as a problem of distortion
bias on information, which is usually modelled as a binary classification problem. In this article,
the authors also argued for using linguistic-based features for fake news detection as one of the
methods of extracting features of fake news. For example, lexical features such as total words or
characters per word or syntactic features, for instance, frequency of function words.

Modelling this task as a binary classification problem is not the only viable option. Since
every text can always be at least somewhat true, the authors of other articles, such as a proposal
of a special neural network architecture for fake news detection [10] by Islam et al., worked with
three or more classes based on how much fake news the concrete articles are.

As an example of an article where the authors utilised machine learning approaches, we
present a paper by Gilda [11] in which the author performed an evaluation of multiple classifi-
cation algorithms for fake news detection using linguistic features. They used many algorithms,
such as Support Vector Machines, Stochastic Gradient Descent, Gradient Boosting, Bounded
Decision Trees and Random Forests on a cleaned dataset of 11,000 news articles from both ver-
ified credible and verified non-credible sources originally which was analysed by Corney et al.
[12]. The experiments reached the best performance with the TF-IDF (term frequency-inverse
document frequency) of bi-grams fed into the Stochastic Gradient Descent algorithm with 77.2
% accuracy, which was a surprisingly poor result.

An example of an article with better results that employed machine learning models is a paper
by Ahmed et al. in which the authors analysed the impact of sizes of n-grams on classification
performance [13]. In this article, authors attained up to 92 % accuracy using a Linear Support
vector machine with TF-IDF feature extraction on their own dataset based on articles from
Reu‘cersE and Kaggle@.

Deep learning methods and masked language models started to be employed around the year
2020. As an example of this solution, we present the benchmark study by Khan et al. [14]
published in 2021, where authors took a closer look at comparing traditional machine learning

Lwww.reuters.com
2www.kaggle.com
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approaches with deep learning classifiers based on neural networks and masked language models.
The proposed methods were presented by other authors between the years 2015 and 2020. The
authors of this benchmark study compared the presented models using three datasets: “Liar”,
“Fake or real news” and “Combined corpus”. Liar is a benchmark dataset presented originally in
an article by Wang [15]. This dataset is among the most popular in fake news detection research
and will be described in Chapter 3. The second dataset “Fake or real news” of 6335 articles which
were partly obtained from Kaggle and serious media outlets including The Wall Street Journal?,
Bloombergli, The Guardian®, etc. The third one called “Combined corpus” was obtained from
different sources using empirical analysis of inner-topic distances. Authors divided the utilised
classification models into 3 categories:

= traditional machine learning including k-nearest neighbours (k-NN), decision tree, Naive
Bayes, AdaBoost, support vector machine (SVM),

m deep learning models including convolutional neural networks, long short-term memory net-
works, bidirectional-long short-term memory, C-Long short term memory (C-LSTM), hier-
archical attention network (HAN), and Convolutional hierarchical attention network,

= advanced masked language models including Bidirectional Encoder Representations from
Transformers (BERT) and its variations RoBERTa, DistilBERT, efficiently Learning an En-
coder that Classifies Token Re-placements Accurate (ELECTRA) and Embeddings from Lan-
guage Model (ELMo).

They then created a performance measurement where the advanced masked language model
RoBERT (Robustly optimized BERT) outperformed all other models on a dataset of “Combined
corpus”, with both accuracy and F1 score reaching 96 %. On the other hand, the performance
of the other two categories of models did not lag. The best results from the machine learning
group reached Naive Bayes with bigram TF-IDF feature extraction with both accuracy and F1
score of 93 % and Bi-LSTM and C-LSTM from the deep learning category reaching within the
same metrics up to 95 %.

According to the earlier mentioned meta-analysis of studies [6], today’s most widely used
approach is based on deep learning using all types of neural networks, with the architecture
based on the convolutional neural network being the most common. Also, there is no one specific
architecture that is recommended for this task. Instead, many different architectures have been
proposed that are capable of reaching promising results. On the other hand, traditional machine
learning approaches are still commonly used for this problem, with random forest being the most
popular one.

2.2.2 Other possible approaches

Examining linguistic features is not the only existing approach for fake news classification [2].
One of the possible different approaches to fake news classification is so-called stance detection.
This approach also employs natural language processing techniques, but instead of viewing the
problem as a binary classification task, it finds the relationship between two fragments of text
(headline and article). The stance between those two contents is then described by these four
labels: Agree, Disagree, Discuss, and Unrelated, which define their relationship [16].

As an example of a response-based approach for fake news detection, we present a paper
by Kidu et al. [17] published in 2021 in which the authors present an approach for fake news
detection by “investigating the reaction of users to a post composed by malicious authors.” The
authors apply traditional machine learning techniques such as random forest and logistic re-
gression, but also recurrent neural networks on comments on social media in combination with

Swww.wsj.com

4www.bloomberg.com
Swww.theguardian.com

(9}
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encoding emotional responses as categorical data, which “increased the performance of all siz
algorithms.” Interestingly, this approach attains an accuracy of 97 % and F1 score of 98 %.
However, focusing on this approach or any other approach is not the goal of this thesis, and it
would be impossible to examine all of them properly.

2.3 Text classification methods

As we described in the section Language processing approaches, in the current state-of-the-art of
fake news detection using linguistic analysis, both traditional machine learning and deep learning
models are widely applied. Before anything else, we must take a look at what sort of tasks we
are solving during the fake news detection.

Classification task is a problem in which a model tries to predict one of the labels of a given
data point based on additional data. The difference between classification and regression tasks is
that the classification works only with a limited and usually very small number of possible labels.
In this thesis, we will only work with two-label classification. Both deep and machine learning
models can be employed in the classification task which falls into a field of artificial intelligence
called supervised learning.

Supervised learning is a broader term for tasks in which models find the relations between
the desired solution (dependent variables), such as a label or numeric value, and other given data
(independent variables). The models learn (shape their parameters) based on those relations and
afterwards predict the outcome for newly presented data with as little error as possible [18, 19].

However, most classification models are designed to work with numerical and categorical data,
but in this case, the input data are in the form of unstructured text, which causes them multiple
problems [20]. In the next section, we are going to look at possible ways of preprocessing raw
text and extracting its key features into a form processable by a classifier.

2.3.1 Natural Language Processing

Natural language processing can be defined as a system that analyses, attempts to understand,
or produces human languages [21]. In the context of this thesis, it is a set of fundamental
operations whose main goal is to preprocess raw unstructured text (news article) into a clean
and normalised form, which should lead to an improvement in the feature extraction phase [20]
that is described further. Before anything else, we are going to look at commonly used text
preprocessing techniques.

2.3.1.1 Special characters removal

News articles, both real and fake, contain multiple punctuation, numerals, and special characters
that do not have any effect on whether the news is real or fake. These characters can have an
influence on how humans understand the text, but in most circumstances, they have no bearing
on the text categorization [10]. Apart from the special characters, fake news articles may contain
links to either other fake articles or even cite credible sources [22]. The links are, in this process,
usually removed as well.

2.3.1.2 Capitalisation

Natural languages in general have predefined rules for capitalising parts of sentences, e.g., English
sentences must always start with the first capital letter. Even though the machine learning models
could work with the texts in their original form, it is preferable to convert all texts to single letter
case [10]. It is worth noting that changing the letter case of certain words and abbreviations
could tweak their original meanings. For example, “US” could refer to the United States of
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America or a first-person plural pronoun [23]. In the experimental part of this thesis, we apply
lowercase to the whole text except for some specific words.

2.3.1.3 Tokenization

Tokenization can be defined as a process of “breaking a stream of text up into phrases, words,
symbols, or other meaningful elements called tokens” [24]. The most common way to tokenize
a sentence is to create a list of single words using a space character as delimiter [25]. However,
the text can also be processed into n-grams which are sequences of items of length n. These
items can be anything from single characters to full words. The most popular forms of n-grams
are word-based and character-based [13]. In this thesis, we work with the word-based type to
generate features.

2.3.1.4 Stop words removal

Stop words are the parts of sentences that do not add any additional meaning to the sentence
and thus can be easily dismissed. This often includes the most common words, such as “the,”
“and,” “you,” etc. Stop words can be obtained from the text itself by finding the words with
the highest occurrence in the whole dataset or from already-made lists called corpora, which are
available for most world languages [26, 24].

2.3.1.5 Stemming

Words with identical meanings might vary in form. The goal of stemming is to map various
morphological versions of a word to its base forms. Stemming reduces the number of words
in the corpus and can help match the ones with the same meaning. This is accomplished by
reducing the original word to the stem word. For example, the stem word for the terms “change”
and “changing” would be “chang.” There are multiple approaches to executing stemming, but
they are not effective every time [27].

2.3.1.6 Lemmatization

Lemmatization is the process of adjusting the inflected parts of the words and returning them
to their vocabulary form, the so-called lemma. The lemma is the base of all inflected parts.
This allows matching the words that are in different forms as well as synonyms using thesaurus,
vocabulary, and recognising parts of speech. The process is similar to stemming but adds meaning
to the word, thus making the algorithm more complex and harder to implement[27].

2.3.2 Feature extraction

When the original text is preprocessed, we need to convert the result into a suitable form for
classification models—vectors of numbers. There are multiple ways to do that, and the most
popular ones are described in the following sections. The result of these operations is then used
for training the classifiers and their evaluation.

2.3.2.1 Bag-of-words

Bag-of-words (BoW) is one of the most fundamental methods to transform words into a set of
features. The BoW technique goes through all the tokens in a sentence or article and calculates
the word occurrences for each token, disregarding the order of the words or grammar. The result
is a structure where each word matches its number of appearances. For example, the BoW
representation of the sentence “Dara likes to go to cinema.” looks like this: {Dara : 1,likes :
1,t0 : 2,90 : 1,cinema : 1}. The final BoW representation of the dataset is a document-term
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matrix, where each ij cell represents the number of occurrences of word j in document i. One of
the problems with this method is that it computes the number of occurrences for each word, so
frequent terms like “a” or “the” usually have the maximum number of occurrences. Thus, it is
important to remove stop words before creating a BoW. Another problem with the BoW model

is that the document-term matrix is very sparse and most of the elements are zeros [28, 29].

2.3.2.2 TF-IDF

Term frequency-inverse document frequency (TF-IDF) is another fundamental method for text
feature extraction using numerical statistics that show the relevance of keywords to a document.
TF-IDF, as we can see from its name, can be broken down into two terms:

m Term frequency (TF) refers to the frequency of a term ¢ in some concrete document d. The
frequency might be computed as a raw count or by other possible techniques, such as relative
to other terms in the document.

= Inverse document frequency (IDF), on the other hand, works with the importance of each word
for a set of documents. Stop words such as “the” would always reach the highest significance
regarding TF. IDF, on the contrary, assigns higher significance to infrequent words and lowers
the significance of stop words. It measures the amount of information provided in the word.
If D signifies all of the documents and d is one concrete document, then the IDF of term ¢ is
usually calculated with the formula:

|D|
Hde D:ted}|

Both metrics disregard the order and grammar of the words in the document. The final TF-
IDF of each term is computed as a product of its TF and IDF. The dataset is finally represented as
a document-term matrix, where each cell represents the TF-IDF of each word in each document,
similarly to BoW. [29, 30].

idf (t, D) = log (2.1)

2.3.2.3 Word2Vec

Word2Vec is one of many available word embedding algorithms. These algorithms can be defined
as projections of words into a vector space that preserve semantic and syntactic similarities [31].
The difference between word embedding and feature extraction algorithms described earlier is
that word embedding algorithms convert each word to its high-dimensional (usually tens or
hundreds) vector representation instead of the whole dataset. Word embeddings work on the
hypothesis that words with similar meanings tend to be used in the same context [32].

Word2Vec is a group of models designed to create word embeddings based on semantic and
syntactic context. This model consists of two neural network sub-models: Continuous bag-of-
words model (CBOW) and Skip-gram. Both models are modelled as neural networks and trained
using stochastic gradient descent and backpropagation algorithms [33].

The purpose of CBOW is to predict a target word based on its context. It takes one-hot
encoded vectors of words from word context as an input. One-hot encoded means that all terms
from the corpus are represented as vectors of zeros with an exceptional 1 at the position of the
word in the corpus. The aim of the prediction is to compute the maximal probability that word
w occurs in the context of a few preceding and following words. It is called a bag of words since
the order of the words does not matter [34].

Skip-gram is the opposite of the CBOW model. As an input, it takes the one-hot encoded
central word and predicts its context. In the training process, this model creates a contextual
window that consists of multiple surrounding words, and it predicts the probability of each
contextual word based on the input word. Similarly to CBOW, this model does not rely on the
order of the words in the document but rather works with the relationship of the words [34].
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In order to feed the output of this model to the classifier, we must transform the whole
article into a numerical vector. There are several ways to do this, but the most common ones
are averaging the vectors [35] of all the words in the article or, in the case of neural networks,
using the Embedding layer, which maps each word to its embedding vector [26, 20].

2.3.2.4 GloVe

Global vectors for word representation (GloVe) is another technique for obtaining the vector
representation of the words. GloVe utilises the word-word co-occurrence matrix in which stores
the occurrence of concrete words in the context of others. The ratio of co-occurrence is used for
capturing the relationship between concrete words [35].

GloVe, originally proposed in 2014, comes with two main highlights: nearest neighbours and
linear substructures. The first one means that GloVe uses Euclidean distance or cosine similarity
for measuring the linguistic distance and similarity between words, which are effective metrics.

However, this approach can lead to an interesting phenomenon. The nearest neighbours of
concrete terms can lie outside of the average human’s vocabulary. For example, the seven closest
words to the target word frog are:

1. Frogs

2. Toad

3. Litoria

4. Leptodactylidae
5. Rana

6. Lizard

7. Eleutherodactylus

These are not typical synonyms, even though they are factually correct.

The second highlight is the linear substructures, which are strongly related to metric opera-
tions since the relationship between two words is described with a single number. This simple
approach can lead to problems since all pairs of words have more complex relationships that
cannot be described with only one number. GloVe is designed to capture the relationship be-
tween two words using vector differences. The vector difference of two words is comparable to
the difference between their synonyms or other related words, which leads to creating linear
substructures. These substructures are demonstrated by the pair of words “man” and “women”
as portrayed in Figure 2.1.

The distances between those two words are similar to other terms describing family (“brother”-
“sister”) or rulers (“duke”-“duchess”, “king”-“queen”). Also as described, the gender-specific
terms are grouped together [36].

2.3.2.5 Pretrained word embeddings

Word embedding is considered a powerful NLP technique. Because of this, many pretrained
approaches that can be easily distributed and applied have been published in the past few years.
Numerous studies show that applying pretrained embedding can enhance the performance of
various NLP tasks [37].
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2.3.3 Machine learning classification models

As we mentioned in section 2.3, the classification of fake news based on linguistic features falls
into the category of supervised learning. This means that during training, the model is trying
to find the most accurate relationship between the provided features and the given class [29].

The models are usually complex structures with hyperparameters that define the complexity
of each model. Hyperparameters are the variables that control the training process of the model.
Finding the best hyperparameter setting can enhance the performance of the model. This is done
by tuning. To tune the hyperparameters, we split the original dataset into three parts: training,
validation, and test data. The hyperparameter tuning is done by finding the best combination
using the validation data. The purpose of the test set is to measure the performance of the
model, and thus it shall be entirely separated from these two groups. There is no defined ratio
between those subsets, but usually the train set contains 60% of the original dataset and the
others carry 20% each [29, 38].

One possible alternative to creating the validation set is to evaluate concrete hyperparameter
settings using cross-validation. Cross-validation is a set of techniques where we do not create
a validation set. Instead, we split the training data into smaller subsets. The basic type of
cross-validation is k-fold cross-validation, during which we split the training set into k roughly
same-sized subsets. Then the model is trained for each hyperparameter setting using k£ — 1
subsets. The last one is left for evaluating the performance and computing the classification
error. The final error of the model with a concrete set of hyperparameters is then calculated as
an average of all the previously computed errors. This method is an efficient way to deal with
the lack of training data, but it is also computationally intensive [38].
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2.3.3.1 Random forest

According to the meta-analysis [6] mentioned earlier, random forests were the most frequently
used machine learning model by fake news classification researchers in the past few years. Ran-
dom forest is an example of the so-called ensemble method, which utilises multiple smaller
machine learning models. The final prediction of those models is then a combination of the
predictions of the smaller models. Random forest, as the name suggests, utilises decision trees
usually trained via bagging.

Bootstrap aggregation, or bagging, is a method of training that splits the original training set
into the same number of subsets as the number of created decision trees. The size of all subsets
should be roughly the same. This is done by performing random sampling with a replacement
on the dataset, which is called a bootstrap. After the dataset is split, each tree is trained on
its own subset. To make the final prediction, the predictions of all submodels are aggregated,
typically by statistical mode, i.e., the most frequent class among the predictions is selected.

Due to its complexity, this model has numerous hyperparameters. Many of them, such as
the maximal depth of trees, are derived from the decision tree classifier. Another important
hyperparameter is the number of trees in the random forest. With an adequate number of
diverse trees, this model can achieve great results [39, 40].

2.3.3.2 Naive Bayes

Naive Bayes is a classification model based on Bayes’ theorem, which can transform any condi-
tional probability of P(X|Y") into three separate probabilities. It is called naive Bayes due to
its simplistic assumption about the features. It considers all features as independent for a given
class.

This model classifies data using maximum a posteriori (MAP) estimation. It finds the
highest probability of P(Y = y|X = z) for each class y from all classes ¥ and feature z from all
features X. This can be described as follows:

Y = argmazP(Y = y|X = z) (2.2)
yey

where Y is the estimated class.
Since this is difficult to compute directly, Bayes’ theorem is applied. All of the n features are
considered independent for all classes y, the final MAP estimation of the predicted class is:

n

Y = argmax([ [(P(X = 2]y = y)P(Y =y))). (2.3)
yey i—1
Although the presumption that features are conditionally independent is often wrong, it
prevents the model from suffering the curse of dimensionality. Therefore, it is capable of achieving
good results on a relatively small amount of data [19, 41].

2.3.4 Artificial neural networks

Although traditional machine learning models are still popular in the field of fake news detection,
more advanced concepts such as deep neural networks attracted a lot of interest and were widely
applied in the past few years [6].

Deep learning, which is considered a field of machine learning, employs multiple layers to
extract important information from both huge amounts of data and data collected from different
sources. This approach is an application of neural networks, which stack multiple layers of
nonlinear processing units that are capable of feature extraction and transformation [42, 43].

There are many existing architectures of the network, but in the following text, we describe
only those used in the experimental part of this thesis. For example, we disregard those based
on transformers, mentioned in section 2.2.1.

11
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2.3.4.1 Perceptron

The perceptron is the most fundamental unit of neural networks. Originally proposed back in
1943, it was inspired by the structures of neural structures. It is worth noting that in academic
literature, the perceptron is sometimes referred to as a neuron.

The structure of a perceptron can be observed in Figure 2.2. We can see that the unit has
multiple inputs x;..z, associated with their weights wj..w, and bias wg. The unit calculates
the weighted sum of all inputs, adds the bias, and plugs the result into an activation function.
The most popular activation function is the sigmoid function, which is usually computed as the
following:

1
= 2.4
f@) = (24)
and the heaviside function that is calculated by the following formula:
Fo) = 1 ifx>0 (2.5)
o ifz<o '
The output of the perceptron can be described with the following formula:
Y = £ miwi + w,) (2.6)
i=1

where f is the non-linear activation function and n is the number of inputs.

@

(o
w2l S
() |
o ()

B Figure 2.2 Structure of a perceptron inspired by [@}

Perceptron itself is capable of binary classification. If the output exceeds the given threshold,
a positive class is returned. To train a single perceptron, the bias and weights are adjusted to
minimise the error. During the training process, the perceptron is fed one training instance at a
time, and a prediction is made. Afterwards, the weights, including bias, are updated according
to the classification error. If no change occurs for each training instance, the training process is
done [’éﬂ, IATO]
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2.3.4.2 Multilayer perceptron

Even though a single perceptron is capable of binary classification, it is incapable of solving some
trivial tasks, for example, XOR prediction. This shortcoming can be solved by stacking multiple
perceptrons into a coherent structure. A multilayer perceptron (MLP), as seen in Figure 2.3, is
composed of an input layer, one or more layers of stacked perceptrons (so-called hidden layers)
and the output layer. The number of perceptrons in the output layer is based on the given
task. For a binary classification, the output layer consists of one perceptron. For a multi-class
problem, the number of perceptrons equals the number of distinguished classes.

The purpose of an input layer is to feed all units of the first hidden layer with all features
from the input vector, so the number of units is the same as the number of input features. The
number of hidden layers is based on the given task, and the number of units in these layers may
also vary. As an activation function, typically a rectified linear unit activation function (ReLU)
is chosen instead of the sigmoid function due to problems described in the following text. The
function is usually defined by the following formula:

f(x) = max(0, x). (2.7)

Figure 2.4 displays graphs of the mentioned activation functions.

The output layer of neurons for the binary classification task utilises the sigmoid function,
which returns real numbers between 0 and 1 and can distinguish the predicted classes. The sum
of returned values from all units then does not have to be added to one [45, 44, 46].

Input

B Figure 2.3 A multilayer perceptron according to HH]

2.3.4.3 Training process of MLP

The ability to predict is based on the weights and biases of all perceptrons in the model. They
are assigned randomly and then adjusted by the backpropagation algorithm described further.

13
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The parameters are tuned to find the minimum of the loss function that measures the error.
In binary classification, binary cross entropy serves this purpose and can be described with the
following formula:

N
LY, ) = =3 D" [¥ilog(F) + (1 - ¥i) log(1 — Yo (2.8)

where Y is the real value, Y is the predicted value and N is the size of the dataset. For multi-class
classification, categorical cross entropy is usually used. This function is defined by the following
formula:

N C
~ 1 N
LY.Y) =~ >3 Vijlog(Vyy) (2.9)
i=1 j=1

where Y is the real value, Y is the predicted value and N is the number of instances and C' is
the number of classes.

Training of the model is done by a Backpropagation algorithm that consists of two distinct
phases. A forward pass followed by a backward pass.

In the first one, the model is fed with each instance from the training data set. The outputs
of all units are computed starting with the first hidden layer and moving on to the next layers
using the outputs from the previous layers as inputs to the following ones until the output layer
is reached. The intermediate results are preserved for the second phase. The model is not filled
with all the training data at once. Instead, to speed up the whole process, the dataset is split
into batches of typically smaller sizes, e.g., 32 instances. A full cycle of all training data being
exposed to the model is called an epoch.

When the last layer is reached and the output of the network is calculated, the second phase
begins. The loss function is employed to measure the output error of the network. Then the
contribution of each connection to the error is computed, starting with the final layer and then
moving backward until the input layer is reached. This is done by applying the chain rule, which
enables us to calculate the gradient of the loss function for each layer.
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Finally, the weights and biases are updated in the opposite direction of the just-computed
error gradients. Finding the optimal learning rate that determines the size of the step to take
is a difficult task. The regular method for this is by using the gradient descent algorithm. This
is not the only possible approach since it is usually optimised to attain better results faster.
Optimizers that are capable of both minimizing the loss function and speeding up the training
process are described in the following section.

The problem with the backpropagation algorithm described in the previous paragraph is that
as the backward phase progresses to the lower layers of the model, the gradients often get smaller
and smaller. This can lead to the so-called vanishing gradient problem. One of the reasons for
this is the usage of the sigmoid activation function which was later in the research swapped for
ReLU or another function that does not saturate at zero or one with a derivative close to zero.

On the other hand, the ReLLU function might also come to problems. Because it returns zero
for every non-positive number, some perceptrons could “die” during training. This means that
those units start returning only zeros no matter what [40, 47].

2.3.4.4 Gradient descent optimization

As we mentioned earlier, the essential part of training the MLP is to find the minimum of the
loss function by tuning the parameters and biases in the network. The most basic method is
gradient descent, which has multiple variants described further [48, 40].

Stochastic gradient descent (SGD) is a modification of gradient descent that does not
update the weights in the model for the whole training set. Instead, it picks a random instance,
computes the gradients based on this one instance, and updates the weights. This makes the
algorithm faster and more memory efficient since it only stores one instance at a time. On
the other hand, this can lead to problems with convergence to the exact minimum because the
algorithm might overshoot. One of the possible solutions to this might be to decrease the learning
rate over time. The weights are updated by the following formula:

0=0—nVeL(0;z;y) (2.10)

where 6 denotes the weights, 7 is the learning rate, and Vo L(6; x;y) are the gradients of the loss
function regarding training instance x and its label y [48, 40].

Momentum is an extension to the previously described SGD. This extension allows the al-
gorithm to accelerate in the right direction, leading to faster convergence and reduced oscillation.
Momentum utilises the previously computed gradients to update the weights. At each iteration,
it multiplies the previous gradients v;_1 by a ”friction” parameter v which regulates the speed of
the acceleration of the process. The weight update can be described using the following formulas:

vr = Yvi—1 +1VeL(0), (2.11)
9 = 9 — Ut

where v; is the current update vector, n is the learning rate, 6 are the weights and VyL(#) are

the gradients of loss function based on weights [48, 40].

AdaGrad or adaptive gradient algorithm, is different from the earlier-described optimisation
technique because it adapts the training rate for each parameter. It accumulates the square
gradients of the loss function regarding the parameters 8. Usually, the tweaks to parameters
that are frequently updated are smaller, whereas those that get updated less often tend to get
larger adjustments. The update of each parameter 6; is defined by the following formula:

Ori1i = 61— ﬁ.vetwm) (2.12)
t
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where G, stands for a diagonal matrix where each diagonal element is the sum of the squares of
the gradient and ¢ is a small constant number that prevents dividing by zero [48, 40].

The biggest problem with AdaGrad is that the learning rate might shrink over time, and the
model stops obtaining any new knowledge. That can be fixed by the following model.

RMSprop was developed to fix the AdaGrad problem of not converging into the global
optimum. This is done by accumulating only gradients from the recent history of iterations [48,
40].

Adam of Adaptive Moment Estimation is an optimisation technique that employs ideas of
RMSprop and Momentum algorithms. It keeps track of both exponentially decaying averages of
past squared gradients v; like RMSprop and an exponentially decaying average of past gradients
similar to Momentum, which can be observed in the following formulas:

my = Bimy—1 + (1 — $1)VeL(0)
v = Pavi—1 + (1= B2) (Vo L(6))*

where m; and v; are the estimates of mean and variance and ; and 5 are the ’friction”
parameters that are typically initialised very close to one, e.g., 0.9 for £; and 0.999 for 85. Since
the parameters m; and v; are usually initialised as vectors of zeros, they tend to be biased towards
zero at the beginning of the training therefore, they must be corrected as follows:

(2.13)

. my
my = ——
1B
A v (2.14)
Uy = ——
t 1 — ﬂ{
Finally, the parameters are tweaked according to the update rule:
n N
01 =60 — ——m
t+1 el (2.15)

where 7 is the learning rate and e is small constant very close to zero that prevents the denomi-
nator from reaching zero [48, 40].

2.3.4.5 Dropout

Dropout is one of the existing regularisation techniques that prevents the MLP from overfitting.
It also allows us to combine results from multiple network architectures. The term dropout
means that some of the perceptrons are randomly switched off during every training step with
their input and output connections. The units are ignored randomly. The probability p of being
dropped out is set by a fixed hyperparameter, and its common value is between 10 and 50% [49].

2.3.4.6 Recurrent neural networks

The model of multilayer perceptron is a feedforward structure. This means that the outputs of
the units can flow only in one direction. Recurrent neural networks (RNNs) are a class of neural
networks that allow the creation of directed cycles in their architecture. That implies that the
previous output of a perceptron can be used as an input to the same one in a hidden state.

The core of the RNN is the recurrent neuron. The architecture of this structure is similar to
the already described perceptron. However, this one comes with two sets of weights: w, for the
inputs x; and w, for the outputs from the previous step y;—1. The output Y of this structure is
then computed by the following equation:

N

V= f(Z[wml‘m + Wy, iYi—1,i] + wo)
i=1
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where wy is the bias and f is the activation function.

Since the output of the recurrent neuron is defined by the previous states, we can claim that
it has "memory” which allows the structure to find patterns in the input data. This makes RNNs
suitable for working with sequential data such as audio, video, or text.

The training algorithm of RNNs is called backpropagation through time (BPTT). It is similar
to the already-described backpropagation algorithm, but with one key difference, which is that
the network is unfolded in time, as depicted in Figure 2.2.
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B Figure 2.5 Simple RNN unfolded through time according to [IZE]

After the network is unfolded, the forward feeding phase begins, and the output is evaluated
by the loss function. It is followed by the backward phase when the gradients flow backwards
through the unfolded network. Finally, the parameters are updated. This often leads to the
problem of either vanishing or exploding gradients since the multiplication of gradients is repeated
many times. In the following section, we describe a structure that can deal with this problem
15, 10, 50]

2.3.4.7 Long short term memory

Long short-term memory (LSTM) architecture, originally introduced in 1997, was designed to
address the exploding/vanishing gradient problem. The architecture of the cell is a modification
of the recurrent neuron, which can store multiple pieces of information from previous time steps
and thus learn which information will be preserved and which will be forgotten. The architecture
is depicted in Figure

The architecture of these cells consists of three gates, in the picture noted as ”X” in pink
circles, regulating the amount of information passed to the next state and to the output.

The forget gate (intersection of f; and C;_1) controls which parts of the long-term state
will be forgotten.

The input gate (intersection of i; and C’t) adds some parts of the input to the long-term
state.

The output gate (intersection of o, and C;_1) passes some parts of the long-term state to
both the output of this cell and its short-term state.
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B Figure 2.6 Architecture of LSTM cell according to [E]

When the input X; is passed to the cell, it is sent to the four different functions combined
with the previous short-term state h;_;. The outputs of these functions are then passed to the
gates, and the cell state (long-term state) C; is passed to the next state as well as the new short-
term state h;. Finally, the output is returned. The process can be described with the following
computations:

Je = o(Wapxe + Whyphi—1 + by),

it = 0(Waime + Whihe—1 + b;),

Cy = tanh(Waexs + Whehi_1 + be),
0t = 0(Wayors + Whohi—1 +b,),
Ci=fi®Ci1 +i, @ Cy,

hy = o4 @ tanh(C})

(2.16)

where W, represents the weights of the input, W, denotes the weights of the previous state h;_1,
b stands for biases and ® is the element-wise multiplication. We must also mention that the
output equals the current short-term state h; [40, 51].

2.3.4.8 Convolutional neural networks

Although convolutional neural networks (CNN) are typically used for image processing, they
are still capable of achieving promising results in text classification. The architecture of the
CNN is similar to that of the classical MLP, but as one or more hidden layers, it incorporates
convolutional hidden layers and pooling layers.

As the name of this structure suggests, it utilises convolution in the classification process. To
perform convolution over the input, firstly, the input text (sentence or an article) is converted
into an embedding matrix of sizes n x k, where n is the maximal number of words in the article
and k is the dimension of the word embedding. The final article matrix W is created by simple
concatenation, which can be described with the following formula:

W=w Qws ®... 0w, (2.17)

where w,, is the embedding vector of nth word and @ is a concatenation operator.
After the matrix is created, a convolutional layer is employed. Its purpose is to apply filters
to find patterns and features in the text. The filters, also called kernels, slide over the matrix,
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perform the convolution operation, and return a new feature. For example, with a filter w of
dimension of [ - k, where [ is the number of words in the sliding window, a feature c is generated
by

c= f(wWnnii—1 +b) (2.18)

where b denotes the bias and f is a non-linear activation function. In order to extract differ-
ent features at different scales, filters with different sizes are applied. The convolutional layer
produces a feature map which consists of features extracted from the input matrix.

This is typically followed by the pooling layer. The purpose of this layer is to aggregate data
from produced feature maps. The most popular way of pooling is max-pooling, which selects the
highest value from each window of a given feature map and hence captures the most important
features [52, 53].

2.3.5 Evaluation metrics

The performance of the classifiers is typically evaluated in two stages of the model. In the
training stage, evaluation is used to optimise the classifier to enhance its performance. In the
tasting stage, the evaluation gives us relevant information about the effectiveness of the final
classifier on unseen data.

The metrics used for measuring quality vary, but the most popular ones are those related
to the confusion matrix. If we consider fake news classification as a binary problem with two
possible classes: 0, which means that the article is fake news, and 1, which means that the text
is reliable. The main idea behind the confusion matrix is to display how the instances were
classified by the model compared to their original class. In our case of those two classes, the
following values describe the possible outcomes of predictions:

m True positive (TP) is the number of instances from the class 1 correctly classified as 1,
= True negative (TN) is the number of instances from the class 0 correctly classified as 0,
m False positive (FP) is the number of instances from the class 0 misclassified as 1,
= False negative (FN) is the number of instances from the class 1 misclassified as 0.

We use these values to compute the following metrics:
Accuracy measures the ratio between correct predictions and the total number of instances.
It is computed with the following formula:
TP+ TN

A = . 2.1
ce TP+TN+FP+ FN (2.19)

Precision, on the other hand, is used for measuring the ratio of correctly classified positive
instances to all positive instances. The following formula is used:
TP
PREC = ———. 2.20
TP+ FP ( )
Recall measures the ratio of positive instances that are correctly classified to all correctly
classified. The way its calculated is following;:
TP
REC = ———. 2.21
TP+ FN ( )
F1 score is a harmonic mean of precision and recall. It is highly used for imbalanced datasets
in which one class predominates the others.

2.PREC.REC

Fl=—co —r—.
PREC + REC

(2.22)
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Related work

When we perform classification into more than two classes, there are multiple options to adjust
the confusion matrix. We can either create a separate confusion matrix for all of the classes
independently and consider being part of that class as a binary problem, or we can create one
big confusion matrix that includes all of the classes. The evaluation metrics must, in this case,
be slightly modified , , ]

2.3.6 Chapter summary

In this chapter, we defined the basic terms that we use in this thesis. Then we took a look at the
current state-of-the-art of fake news detection and described several existing approaches that can
be utilised for this task. This included an overview of examples of academic literature regarding
the explored approaches. Finally, a description of the theoretical background of natural language
processing and classification algorithms was presented.



Chapter 3

Datasets

In this chapter, we present a survey of existing state-of-the-art fake news datasets that are
used in current research. This includes datasets that will be used in the last chapter for
performing experiments. This chapter is divided into two sections. Firstly, we give a brief
description of several existing datasets and then we describe those that are self-obtained. The
second part also contains an outline of the tools used for obtaining the new datasets.

In the final part of this thesis, we experiment with two already-made fake news datasets in
the English language proposed in the past five years for research purposes. This is followed
by performing experiments on two self-obtained datasets, which are combinations of texts from
online fake news databases in both English and Czech. Their description is provided in the
following text. The text also includes word clouds from selected datasets.

Wordcloud is a Python library that allows users to create a graphical representation of the
most used tokens in any dataset [55]. The word clouds were generated for all datasets that are
going to be used for the experiments.

3.1 Existing datasets

Thanks to an ongoing interest in the fake news detection area, researchers and news outlets have
been working on creating benchmark datasets that can be used in fake news detection research.
In the survey of fake news evaluation datasets [56] from 2021, the authors examined 27 publicly
available datasets published between 2009 and 2019, mostly in English and Spanish. However,
three of the datasets were multilingual. A majority of the datasets were related to politics (55.6
%) and society (44.4 %). It is also worth mentioning that most of the surveyed datasets are
smaller than 10,000 data points and distinguish only two classes (true or fake). The list of
surveyed datasets also includes different rumours, hoaxes, reviews, clickbaits, and satirical texts.
Although the definition of fake news provided at the beginning of this thesis can be applied to
all of these categories, they will not be the subjects of our experiments.

3.1.1 ISOT fake news dataset

The ISOT fake news dataset consists of over 44,000 real and fake articles. The truthful articles
were obtained from the Reuters agency'. The fake ones were obtained from various unreliable

Ihttps://www.reuters.com/
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websites and fact-checked by US fact-checking organisation Politifact, and Wikipedia. The arti-
cles were mainly collected from the news published in 2016 and 2017 and contain various articles
regarding different topics, but the majority focus on politics. [57].

The dataset can be downloaded from the original website of the University of Victoria. It
comes within 2 files: True.csv of 21,417 articles and Fake.csv of 23,481. The files also include
metadata about the texts, such as the title of the text, subject, and date of publication. We
preprocessed the dataset by merging these two files, adding proper labels, and merging the
title into the article itself. Then we remove the title attribute. Since the subjects of real news
comprise World-News and Politics-News while fake news subjects include Government-News,
Middle-east, US News, left-news, politics,News, there is no overlap, and therefore this feature
was also removed. Finally, we reduced the size of the dataset by excluding all articles from 2016
because we are interested in newer data. Finally, we shrank the dataset to contain only 10,000
articles that will be used to perform the experiments. This was mainly done to lower the size
difference between this dataset and the others. The final ratio between real and fake news ended
up being 53% to 47 %.

The most frequent tokens in the ISOT dataset are depicted in Figure 3.1. As the word cloud
shows, articles in this dataset predominately talk about former US President Trump and his
policies.

want

“ump

“United”State

B Figure 3.1 Most frequent tokens in ISOT dataset.
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3.1.2 ReCOVery

After the outbreak of COVID-19, the media ecosystem experienced an “infodemic” of fake news.
The authors of the paper [58] examined 2,029 English-language articles published between Jan-
uary and May 2020 with both low and high credibility related to the COVID-19 epidemic. The
articles were crawled from 55 different media outlets and then checked for their credibility by
two resources: NewsGuard®and Media Bias/Fact Check?. NewsGuard is a transparent website
created to review and rate news websites run by journalists and editors. Media Bias/Fact Check
checks the factual accuracy and political bias of media outlets. In this paper, the authors do not

?https://onlineacademiccommunity.uvic.ca/isot/2022/11/27/fake-news—detection-datasets/
Swww.newsguardtech.com/
4uww.mediabiasfactcheck.com/
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focus only on news articles but also on tweets and social media posts, which are not used in this
thesis.

The dataset is available online on GitHubB and it is the most imbalanced dataset of those
described, with the reliable to unreliable ratio 67% to 33%. All of the articles will be used in the
experimental part. The original file contains numerous features such as wurl, publisher, political
bias, etc. Although this metadata might be useful for some deeper analysis, we removed all of
the columns except the title of the article, which we merged into the text to be considered one
entity. As we can see in the word cloud, the articles speak as much about the pandemic as its
political consequences.

B Figure 3.2 Most frequent tokens in ReCOVery dataset.

3.1.3 Unused datasets

As we mentioned earlier, fake news articles are ubiquitous. So the research into their detection
has developed significantly. This means that more and more datasets are created every year. In
this section, we present some publicly available datasets in English that were initially considered
for this thesis but are left for future work.

Liar, Liar Pants on Fire is a publicly available benchmark dataset for fake news detection
originally presented in 2016. It consists of 12,788 short statements collected between 2007 and
2016. This is not a typical fake news dataset because it does include only short, manuallﬂy
labelled statements in various contexts from the website of US fact-checking site Politifact®.
This website provides a detailed analysis report and links to source documents for each case.
FEach statement has been evaluated by the Politifact editor. The statements fall into one of six
possible categories of truthfulness. For each statement, the creators of the dataset provide the
other 12 metadata columns, including the subject of the statement, the name of the speaker,
their job, party affiliation, and the context of the statement [15]. The dataset is available online
on the website of the University of California, Santa Barbara®.

BuzzFeedNews is one of the datasets related to the 2016 U.S. presidential election. It
contains news published on Facebook by nine news agencies over the course of a week, two

Shttps://github.com/apurvamulay/ReCOVery
Swww.politifact.com/
"https://sites.cs.ucsb.edu/~william/data/
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months before the election. The dataset consists of 1,627 factchecked articles (claim by claim)
from both mainstream and political-biased media. It is available on GitHub® [59].

FacebookHoax is an example of a dataset that includes data from Facebook pages related
to scientific news and conspiracy pages. The dataset consists of 15,500 posts with information
about likes and user interaction and is also available on GitHub? [60].

CLIMATE-FEVER is an example of a dataset related to one particular topic. This dataset,
which is available onlinel?, consists of 1,535 real-world claims regarding climate change. For each
claim, the authors retrieved the top five relevant evidence sentences from Wikipedia. Evidence
was checked by humans, and the claims were labelled as supported, refuted, or not giving enough
information depending on the evidence [61].

3.2 Self-obtained datasets

Governments and researchers are not the only ones who store articles that can be regarded as
fake news. Due to the ubiquity of this phenomenon, many individuals and groups have decided
to fact-check non-credible news on the internet. There are several projects and organisations all
around the world that store fake news articles in publicly available databases. These projects are
often run by journalists and experts in this area. However, not all of them are credible because of
their political bias. In this thesis, we selected two of them that have not run into any remarkable
controversy in the past few years.

3.2.1 Crawling news

news-please is an open-source news cravvlerE that can extract structured information from
almost any news website. It combines the power of multiple state-of-the-art libraries and tools
for web crawling. It can extract multiple features of the article, such as the headline, main text,
publication date and inserted images [62].

3.2.2 EUvsDisinfo

EUvsDisinfo is a flagship project of External Action Service’s East StratCom Task Force that
was established in 2015 to forecast, address and respond to the disinformation campaign run by
the Russian Federation against the European Union.

This website monitors and analyses different disinformation media in 15 languages and com-
piles them in the EUvsDisinfo database. In this database, each disinformation case is saved
with meta-information about the date of detection, title of the news, language of the article,
and countries discussed in the text. This organisation also releases disinformation reviews and
analyses of up-to-date fake news [63].

However, to create a brand-new fake news dataset, we did not obtain texts exposed on the
website. There are two reasons for this. Firstly, this database obtains data related to the Kremlin
and its narrative, so the articles are predominantly written in Russian, and secondly, many of
the links that are related to fake news written in English are not working anymore.

Instead, we used the provided summary of the disinformation, which is written in English for
each article. We obtained these data from an already existing dataset!'? created for a case study
addressing disinformation on the web [64]. Working with the summary of an article instead of

8www.github.com/BuzzFeedNews/2016-10-facebook-fact-check/tree/master/data

9www.github.com/gabll/some-1like-it—hoax/tree/master/dataset
10yww.huggingface.co/datasets/climate_fever
Hyww.github.com/fhamborg/news-please
12yww.euvsdisinfo.eu/disinformation-cases/
L3gyww.github.com/FloF1loB/Euvsdisinfo-dataset
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the original article should not lead to any problems because of the following reasons: Firstly, the
summaries contain the important points of the articles and are long enough to be meaningfully
classified, and secondly, the way we consume the media in today’s world includes consuming
shorter statements and articles due to our attention span getting generally shorter [65]. This
phenomenon should be taken into consideration in further research on fake news detection.

The cleaning process was similar to the preceding ones. We only chose articles that were
published in 2022. We used titles and texts of summaries of fake news. Finally, we concatenated
these two columns together to create only one text feature.

To create a corpus of reliable news, we crawled summaries of war days published by The
Guardian!? since the beginning of the Russian invasion of Ukraine in February of 2022. The
final dataset consists of 2,139 texts with a ratio of 1,066 reliable news to 1,073 unreliable.

As we can see in the presented word cloud Figure 3.3 the articles of this dataset relate mainly
to Russia, Ukraine, and the war.

E

1ne

Ukrainian

B Figure 3.3 Most frequent tokens in EUvsDisinfo dataset.

3.2.3 Czech dataset

Cesti elfové is a Czech citizen initiative that actively monitors, analyses, and debunks fake news
in the Czech media ecosystem [66]. This organisation created a publicly available database
Eldariel'® of chain letters, which is a popular way of sharing disinformation content in the Czech
environment. This database stores the texts of chain emails as well as their areas of interest and
people (usually politicians) mentioned in the letters. The presented text content is shortened,
and the chain mails consist of just pictures or links to manipulative content on YouTube!S.
Therefore, the data had to be properly filtered before creating the dataset. We ended up with a
dataset of 405 fake news texts in the Czech language regarding the topics of Russia, Ukraine, and
international politics. Chain emails that are available in mail form only make up about 30% of
the dataset. The rest consists of articles linked to the emails downloaded from the linked media
outlets. We combined this set with 590 articles from the Czech public television news website!

related to the same topics. Both reliable and unreliable parts of the dataset only consist of
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content published in 2022 and in the first quarter of 2023. Figure 3.1 depicts the most frequent
tokens in the Czech dataset.

B Figure 3.4 Most frequent tokens in the Czech dataset.

3.3 Chapter summary

In this chapter, we provide a survey of existing datasets of fake news texts. We presented those
used in the experimental part as well as those that we did not use. The sizes of each dataset and
the ratio between reliable and unreliable content are depicted in Table 3.1. The sizes and ratios
vary as well as the topics these datasets are related to. Also, the time periods the datasets come
from differ. The first and oldest dataset that is used in the experimental part of this thesis is the
modified ISOT dataset. The second dataset is ReCOVery, which is made up of articles related
to the outbreak of COVID-19 in 2020. The third dataset consists of summaries of news based
on the EUvsDisinfo database. The last dataset, and also the only one that is made up of articles
in Czech, is based on the chain mails from the Eldariel database by Cesti Elfové.

B Table 3.1 Comparison of datasets used in the experimental part of this thesis

dataset no. of texts ratio reliable:fake news (%)
ISOT 10,000 53:47
ReCOVery 2,029 68:32
EUvsDisinfo + The Gurdian 2,139 50:50

Eldariel + CT24 995 59:41



Chapter 4

Implementation and experiments

In this chapter, we describe the existing tools and libraries for performing the experiments on
the datasets presented in the previous chapter. Then we explain the classification experiments.
Finally, we evaluate the performance of the presented models and discuss the results.

4.1 Tools and libraries

The entire implementation was done using the Python programming language. Python is suitable
for this task because of the rich palette of existing tools and libraries for NLP and machine
learning.

All of the coding was stored in multiple Jupyter notebooksﬁ. Jupyter is a web application
designed for creating and sharing computational documents [67].In the following text, we describe
the Python libraries used for the experiments.

4.1.1 NLTK

Natural language toolkit (NLTK) is the most popular platform for text processing in Python.
It provides numerous libraries for text processing purposes mainly in the English language [68].
From this library, we employed many functions related to text preprocessing.

4.1.2 Simplemma

Simplemma is a Python library that provides a simple and multilingual approach for lemmati-
zation [69]. We used this library for the lemmatization of both the Czech and English texts.

4.1.3 czech_ stemmer

Since the NLTK library does not provide the stemming algorithm for the Czech language, we use
the Czech stemmer implemented by Luis Gomes in 2010. This is a Python script that enables
users to perform both light and aggressive stemming [70].

Iwww. jupyter.org/
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4.1.4 Pandas

Pandas is a Python library designed for data analysis and manipulation [71]. We used it for data
preprocessing and analysis.

4.1.5 NumPy

NumPy is a Python library for scientific computing. It stores multiple data structures that
make the mathematical operations efficient [72]. We used it mainly for some text preprocessing
operations and model evaluation.

4.1.6 Scikit-learn

Scikit-learn, or Sklearn, is a Python library that provides a basic implementation of machine
learning models and related utilities [73]. It was used for implementing the classifiers and tuning
their hyperparameters.

4.1.7 TensorFlow

TensorFlow is an open-source library used for processing data and implementing machine learning
and deep learning models [74]. It was mainly used for its API Keras which allows users to build
neural networks [75].

4.1.8 Gensim

Gensim is a Python library for an efficient representation of documents as semantic vectors. It
is mainly designed to process unstructured text using unsupervised learning algorithms [76]. It
was used for the implementation of the Word2Vec algorithm.

4.1.9 Pretrained GloVe

The experiments included experiments on pretrained word embeddings. We used pretrained
GloVe in both languages. The English module was published in 2014 at Stanford and is available
online? under the Public Domain Dedication and License (PDDL). The vectors are available in
50, 100, 200, and 300 dimensions, and the corpus contains 6 billion tokens and a vocabulary
of 400,000. The data on which the embedding was trained was crawled from Wikipedia and
English Gigaword Fifth Edition. For our task, we chose the 100-dimensional module saved in file
glove.6B.100d that contains 100-dimensional embedding vectors of over 400,000 English words
[36].

The Czech pretrained GloVe embedding was published in 2016 under the name cz corpus,
and it is also available online®. The corpus was created using both Word2Vec and GloVe [77].
The GloVe module is available only in 300-dimension vectors and contains a vocabulary of 1.25
million. The model was trained only on the Czech Wikipedia. The utilised module is stored in
file vectors__cz_ glove_ dim300__ 25 and consists of over a million 300-dimensional vectors of
Czech vocabulary.

2
3
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4.1.10 Matplotlib

Matplotlib is a Python library for creating visualisations [78]. We used this package for exporting
graphical representations of experimental results.

4.2 Implementation

As we mentioned earlier, the implementation was stored in Jupyter notebooks. The final program
consists of four notebooks and each is responsible for a different set of tasks. The structure of
the program is as follows:

= Text_ Preprocessing.ipynb stores all the functions related to the text preprocessing.
= Models.ipynb saves the implementation of classification models.

= Experiments.ipynb contains classes that control the flow of the program and save the
results of the experiments to specified folders.

m Perform_ Experiments.ipynb is a notebook from which the experimental program is run.

All experiments on each dataset began with an instance of class CDataSet from the notebook
Experiments.ipynb that loads the dataset CSV file using the Pandas library. The datasets had
already been preprocessed into a suitable form for the program i.e., unnecessary columns had
been removed and the binary column that defines the reliability of the text had been added.

The instance passed the loaded data in the form of a Pandas DataFrame to a new instance
of class CFExperiment, which preprocessed the text data and performed the experiments. Each
experiment was run three times, and the results were averaged to be presented in the text.

4.2.1 Text preprocessing

Before any text preprocessing began, the data had been split randomly into a training and test
set using the Scikit function ¢rain_test split() with a predefined random seed by a ratio of 80:20.
Texts from both of the sets were preprocessed into a form suitable for the classification models.

First, the special characters, including numbers and links, were removed, and the tokens were
lowercase, except for the words that do change meaning in lowercase, such as “US”. Then the
stopwords were removed, and the maximal length of the articles was restricted to 250 words (if
not specified differently) to unify the lengths of the articles. The words were then converted
to their base form using either lemmatization or stemming. In the case of machine learning
models, we also experiment with the effect of n-gram sizes on the classification results. Using
the word__tokenize() function from NLTK, different-sized n-grams were created:

m l-grams
= 2-grams
m J-grams

This processed data was then passed to the feature extraction algorithms.

4.2.2 Feature extraction

The number of training features was restricted to 10,000 in each experiment in order to limit the
computational intensity.

The experiments on machine learning models employed the bag-of-words and TF-IDF models
in combination with n-grams. These models are implemented in the Sklearn library. Both of these
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models come with numerous parameters. In our case, we specifically set the mutual parameter
mazx__tokens, which restricts the number of features and the parameter ngram_ range that defines
the size of the n-grams. In the case of neural networks, these models were not employed.

Word2Vec was utilised in experiments with both machine learning models and neural net-
works. We used the implementation from the Gensim library, which comes with multiple pa-
rameters. The ones that we adjusted are described in the following list:

= epochs defines the number of training epochs of the model. We set it to 20, which was
observed to be a good compromise between sufficient training and overfitting.

= workers allows us to use more CPU threads during computation. We set the value to -1,
which means that all available threads are used.

m vector__size defines the dimension of the output embedding vector. It was set to 100 in the
case of the English datasets and 300 in the case of the Czech one. The reason for this is to
reflect the dimensions of the pretrained GloVe embeddings.

The usage of Word2Vec for extracting features was different for both machine learning and deep
learning models. In the case of machine learning models, the embedding vectors were derived
from the train set, and the final vector of each article was obtained as the mean of all of the
embedding vectors in the article.

In the case of neural networks, the embedding matrix from vectors obtained from the training
set was created, which was later passed to the embedding layer of the networks.

Pretrained GloVe word vectors were loaded from the given files. Each file was loaded before
all experiments began, and dictionaries held all embedding vectors to corresponding words. The
system of processing the articles into a suitable form for classification models was similar to
Word2Vec. In the case of machine learning models, the articles were converted to a mean vector.
The neural networks utilised the embedding layer.

4.2.3 Classification models

The classes and functions were stored in the notebook Models.ipynb. This notebook comes
with two abstract classes, CModel and CNeuralNetwork, that predefine the interface for child
classes that implement the models. The models and their hyperparameters are described in the
following text.

All of the models that we utilised for the experiments were mentioned many times in the
reviewed academic literature. Naive Bayes is a simple classification model that is employed for
many text classification tasks. This model is fast and can perform well on smaller amounts of
data. On the other hand, random forest is a less biased, robust technique that can achieve good
results in the classification task.

The types of neural networks used for the experiments were also chosen based on their results
in the related work. The convolutional neural networks as well as the LSTM neural network
proved to be successful in working with the sequence data. Convolutional networks are good
for finding patterns in the text, whereas LSTM networks can find long-term dependencies. The
concrete architectures are described in the further text.

Naive Bayes was implemented using the GaussianNB class in Scikit-learn. This implemen-
tation of Naive Bayes assumes that the provided features have a Gaussian distribution. This
model is capable of working with negative features, which is useful for processing word embed-
dings. It comes with a very small number of tunable parameters. So we tweaked only one.

= var__smoothing defines a small number that is added to the variance of the features for
more calculation stability. The values were set to six numbers from the interval between
10~!2 and 1076,
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Random forest was implemented using the RandomForestClassifier class from the Scikit
library. This implementation comes with many hyperparameters that can be adjusted. For our
purposes, we tuned the following ones:

= n__estimators defines the number of trees in the random forest. In the training process, we
set it to values between 150 and 200 with a step size of 10,

= max_ depth is the maximal depth of the decision trees. This value was set between 5 and
8,

= bootstrap is a bool value that determines whether bootstraps are used for building the trees.
If it is set to false, the whole dataset is used for building each tree. We allowed both options
of this parameter.

The architecture of the neural networks was inspired by the paper [79] in which the authors
compared many machine learning models and neural networks on the fake news classification
problem. In this paper, many architectures were tested for fake news classification and two of
them were chosen for our experiments. The OPCNN-FAKE architecture reached the highest
performance in this paper and is based on the convolutional neural network. The second ar-
chitecture is simple one-layer LSTM architecture. In all experiments, the neural networks were
run for 15 training epochs with a batch size of 32 samples, utilising the binary cross-entropy loss
function and the Adam optimiser.

In the mentioned paper, the OPCNN-FAKE architecture outperformed the employed models
on all of the datasets, including the machine learning ones. Experiments on our datasets with
this model also achieved promising results. The architecture is depicted in Figure 4.1 and can
be described as follows:

= Embedding layer encodes the words into dense vectors. In our case, the embedding matrix
with a vocabulary limited to 10,000 words created from the train set is used.

= Dropout layer applies dropout to the input from the embedding layer. The values of
probability were set to 30, 40, and 50%.

= Convolutional layer performs a convolution operation over the input data. The Convi1D
implementation from Keras was employed. The number of filters was tuned during the
training process. The values were set to 32, 64, and 128. The size of the kernel was also
tweaked, with values of 8, 10, and 12. The ReLU activation function was employed.

= Pooling layer performs a pooling operation over feature maps produced by the preceding
layer. We chose the max pooling version that is implemented in Keras MaxzPooling1D.

= Flatten layer converts the output of the previous layer to a one-dimensional vector.
= Output layer produces the final output of the model. In our case, it consisted of only one
neuron with a sigmoid activation function, which determines if the article is fake or reliable.
The LSTM architecture employs only one LSTM layer, which makes it a very simple one.
The architecture is depicted in Figure 4.2 and can be described as follows:
= Embedding layer translates the words to their vector representation. It uses the same
matrix as the previous model.

= LSTM layer consists of LSTM neurons. The number of units in this layer was set to 128
and 256. The default tanh activation function is used.

= Dropout layer applies dropout to the input from the previous layer. The values of
probability were set to 30, 40, and 50%.

= Flatten layer converts the output of the previous layer to a one-dimensional vector.
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= Output layer returns the output of the model. It consists of only one neuron with a
sigmoid activation function, which tells if the article is fake or reliable.

Embeddi .| Dropout tional Flatten Qutput
layer 7 layer layer layer layer layer

B Figure 4.1 Schema of the CNN neural network architecture. Inspired by [@]

Embedding LSTM Dropout Flatten Output
layer layer layer layer layer

B Figure 4.2 Schema of the LSTM neural network architecture.Inspired by ['79‘}

Unlike the previous architecture, this one achieved poorer results on all datasets, as described
in the mentioned paper. We managed to enhance the performance with some preprocessing
methods on one of the datasets and outperformed the other classification models, which we will
discuss later.

4.2.3.1 Tuning the hyperparameters

In each experiment, we created a new instance of each class that stores the classification model.
The training and test data were passed to this instance, and the hyperparameter tuning began.

The hyperparameters were tuned using the ParameterGrid implemented in Scikit. Each
model was trained with the defined parameters, and k-fold validation was employed to assess the
performance of the model. In our case, the number of folds was set to 5. The average accuracy
per fold was computed and stored.

Finally, the hyperparameter setting that reached the highest training accuracy was used
for the classification of the test data. The result was stored, and the evaluation metrics were
calculated. The performance was exported to text files in the form of latex tables at the end of
all experiments per model.

4.3 Results

In each experiment, different text preprocessing techniques are used in combination with different
feature extraction models. This way, all of the models on all of the datasets were evaluated. The
experiment was run for three rounds, and the presented metrics are the average of those three
results. All of the evaluation metrics were rounded to three decimal places.



Results

4.3.1 Results of the ISOT dataset

This dataset was the largest one, with 10,000 news articles that were used for classification. The
dataset was also very balanced, with the ratio between fake and reliable news being 47:53. The
length of the articles was restricted to 250 words after stop words removal, as described earlier.

Table 4.1 depicts the results with the highest accuracy from further presented tables. The
represented values were selected as the combination of text preprocessing and feature extraction
that reached the highest accuracy. The overall results of all classification models on this dataset
were very good with all of the models being able to reach over 90% accuracy. Except for the
LSTM neural network model. We can see that the gap between the results of other models and
LSTM network was almost 30%.

‘ Model ‘ Accuracy | Precision ‘ Recall ‘ F1-Score ‘
Naive Bayes 0.954 0.944 0.966 0.955
Random Forest 0.929 0.991 0.891 0.938
CNN 0.974 0.987 0.965 0.976
LSTM 0.656 0.674 0.686 0.680

B Table 4.1 The best results of each classifier in regard to accuracy on the ISOT dataset

Tables 4.2 and 4.3 depict the results of random forest and Naive Bayes algorithms. We can
observe that in both cases, Word2Vec trained on the training part of the dataset reached much
poorer results than the pretrained GloVe embedding vectors obtained from the external file.
The differences between approaches that employed TF-IDF and bag-of-words feature extraction
models were unremarkable. The n-gram sizes mattered more in terms of all metrics. 2-grams
were the overall winners regardless of the feature extraction method. The values of precision,
recall, and f1 score reached similar values as accuracy in both cases.

Preprocessing | Accuracy | Precision | Recall | F1-Score
stemming 1-grams bag-of-words 0.923 0.922 0.929 0.926
stemming 2-grams bag-of-words 0.947 0.939 0.958 0.948
stemming 3-grams bag-of-words 0.946 0.956 0.941 0.948
stemming 1-grams tf—idf 0.922 0.906 0.943 0.924
stemming 2-grams tf-idf 0.948 0.937 0.963 0.949
stemming 3-grams tf-idf 0.948 0.949 0.950 0.950
stemming Word2Vec 0.815 0.821 0.822 0.822
lemmatization 1-grams bag-of-words 0.927 0.925 0.935 0.930
lemmatization 2-grams bag-of-words 0.951 0.944 0.961 0.953
lemmatization 3-grams bag-of-words 0.945 0.955 0.940 0.948
lemmatization 1-grams tf-idf 0.926 0.920 0.937 0.928
lemmatization 2-grams tf-idf 0.954 0.944 0.966 0.955
lemmatization 3-grams tf-idf 0.950 0.947 0.956 0.952
lemmatization Word2Vec 0.815 0.819 0.825 0.822
pretrained GloVe 0.916 0.929 0.911 0.920

B Table 4.2 Results of Naive Bayes on the ISOT dataset

The convolutional neural network model as depicted in Table 4.4 outperformed the other ones
with both accuracy and f1 score over 97%, which was reached by utilising the pretrained GloVe
embedding. The precision reached nearly 99%, which is a remarkable result. Word2Vec trained
on the training set got slightly worse results, with accuracy slightly over 95%. Both stemming
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Preprocessing H Accuracy | Precision ‘ Recall ‘ F1-Score
stemming 1-grams bag-of-words 0.921 0.985 0.882 0.931
stemming 2-grams bag-of-words 0.926 0.991 0.886 0.935
stemming 3-grams bag-of-words 0.843 0.995 0.776 0.872
stemming 1-grams tf-idf 0.925 0.987 0.887 0.934
stemming 2-grams tf-idf 0.927 0.993 0.885 0.936
stemming 3-grams tf-idf 0.845 0.995 0.779 0.874
stemming Word2Vec 0.847 0.903 0.828 0.864
lemmatization 1-grams bag-of-words 0.921 0.987 0.881 0.931
lemmatization 2-grams bag-of-words 0.920 0.990 0.877 0.930
lemmatization 3-grams bag-of-words 0.853 0.994 0.788 0.879
lemmatization 1-grams tf-idf 0.928 0.986 0.891 0.936
lemmatization 2-grams tf-idf 0.929 0.991 0.891 0.938
lemmatization 3-grams tf-idf 0.856 0.995 0.792 0.882
lemmatization Word2Vec 0.830 0.874 0.822 0.847
pretrained GloVe 0.926 0.929 0.934 0.931

Bl Table 4.3 Results of random forest on the ISOT dataset

and lemmatization led to a slight decrease in performance in terms of accuracy, but the recall

improved up to 98%.

Preprocessing H Accuracy ‘ Precision ‘ Recall ‘ F1-Score
Word2Vec 0.955 0.939 0.975 0.957
stemming Word2Vec 0.952 0.934 0.976 0.954
lemmatization Word2Vec 0.947 0.919 0.981 0.949
pretrained GloVe 0.974 0.987 0.965 0.976

Hl Table 4.4 Results of the convolutional neural network on the ISOT dataset

The final results that the LSTM neural network as depicted in Table 4.5 reached were much
poorer than all of those mentioned earlier with only 65% accuracy. The highest accuracy was
reached in combination with Word2Vec and without any text normalisation technique. This
combination also reached the lowest precision among all preprocessings. The precision of the
rest got to over 90%, unlike the recall that achieved similar smaller values as accuracy which
means that the model did not classify much fake news as reliable but classified many reliable
articles as fake news. Figure 4.3 displays the comparison of confusion matrices of each model on

this dataset.

Preprocessing H Accuracy | Precision | Recall ‘ F1-Score
Word2Vec 0.656 0.674 0.686 0.680
stemming Word2Vec 0.524 0.912 0.536 0.675
lemmatization Word2Vec 0.541 1.000 0.541 0.703
pretrained GloVe 0.597 0.961 0.577 0.721

Bl Table 4.5 Results of the LSTM neural network on the ISOT dataset
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B Figure 4.3 Confusion matricies of classification models on the ISOT dataset

4.3.2 Results of the ReCOVery dataset

This dataset was smaller than the previous one, with 2,029 articles. It is also the least balanced
one, with a ratio between reliable articles and fake news of 68:32. This was one of the reasons
why the performances of all classifiers on this dataset were worse than on the previous dataset.

The imbalance and the size of this dataset led to machine learning approaches outperforming
the neural networks. The results with the highest accuracy are depicted in Table 4.6. The Naive
Bayes algorithm outperformed all of the others with an accuracy of 83%. No other algorithm
could not overcome an accuracy of 80%. The metric that was truly remarkable in this case was
precision. All of the algorithms could reach over 90% even 100% in the case of random forest
and LSTM neural network.

Tables 4.7 and 4.8 depict the results of random forest and Naive Bayes algorithms. The
Naive Bayes algorithm achieved overall much better results in terms of accuracy, but the random
forest achieved an F1 score over 80% on each preprocessing. There were no significant differences
among the feature extraction techniques in the experiments on machine learning models. The
results of TF-IDF and BoW were similar. The sizes of n-grams could also lead to only a small
improvement in accuracy. A significant difference can be observed in both algorithms between
pretrained GloVe embedding and Word2Vec. In both cases, there was an improvement in the
accuracy metric.

What stands out about the results of random forest is the precision that reached 100% for
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‘ Model ‘ Accuracy | Precision ‘ Recall ‘ F1-Score ‘
Naive Bayes 0.835 0.941 0.834 0.884
Random Forest 0.794 0.956 0.781 0.860
CNN 0.781 0.932 0.779 0.849
LSTM 0.695 0.927 0.709 0.803

B Table 4.6 The best results of classification models in regard to classification accuracy of models on
ReCOVery dataset.

Preprocessing H Accuracy | Precision ‘ Recall ‘ F1-Score
stemming 1-grams bag-of-words 0.796 0.890 0.820 0.854
stemming 2-grams bag-of-words 0.835 0.941 0.834 0.884
stemming 3-grams bag-of-words 0.820 0.890 0.849 0.869
stemming 1-grams tf-idf 0.796 0.901 0.814 0.855
stemming 2-grams tf-idf 0.823 0.945 0.818 0.877
stemming 3-grams tf-idf 0.815 0.901 0.836 0.867
stemming Word2Vec 0.660 0.812 0.718 0.762
lemmatization 1-grams bag-of-words 0.803 0.912 0.816 0.861
lemmatization 2-grams bag-of-words 0.833 0.938 0.833 0.882
lemmatization 3-grams bag-of-words 0.830 0.904 0.851 0.877
lemmatization 1-grams tf-idf 0.808 0.923 0.815 0.866
lemmatization 2-grams tf-idf 0.823 0.934 0.825 0.876
lemmatization 3-grams tf-idf 0.818 0.908 0.834 0.870
lemmatization Word2Vec 0.702 0.871 0.734 0.797
pretrained GloVe 0.724 0.754 0.820 0.785

B Table 4.7 Results of Naive Bayes on the ReCOVery dataset

almost all preprocessing techniques despite recall achieving a maximum of 78%. These two
metrics were more balanced in the case of the Naive Bayes classifier where recall almost every
time overcame 80%.

Preprocessing H Accuracy | Precision ‘ Recall ‘ F1-Score
stemming 1-grams bag-of-words 0.694 1.000 0.683 0.812
stemming 2-grams bag-of-words 0.698 1.000 0.686 0.814
stemming 3-grams bag-of-words 0.713 1.000 0.697 0.821
stemming 1-grams tf-idf 0.689 1.000 0.680 0.809
stemming 2-grams tf-idf 0.706 1.000 0.692 0.818
stemming 3-grams tf-idf 0.713 1.000 0.697 0.821
stemming Word2Vec 0.695 0.999 0.685 0.812
lemmatization 1-grams bag-of-words 0.692 1.000 0.682 0.811
lemmatization 2-grams bag-of-words 0.704 1.000 0.690 0.817
lemmatization 3-grams bag-of-words 0.715 1.000 0.699 0.823
lemmatization 1-grams tf-idf 0.692 1.000 0.682 0.811
lemmatization 2-grams tf-idf 0.703 1.000 0.690 0.816
lemmatization 3-grams tf—idf 0.718 1.000 0.701 0.824
lemmatization Word2Vec 0.694 0.999 0.683 0.812
pretrained GloVe 0.794 0.956 0.781 0.860

B Table 4.8 Results of random forest on the ReCOVery dataset
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The performance of the convolutional neural network is presented in Table 4.9. We can see
that it reached a bit worse accuracy than the two preceding models. The pretrained GloVe in
this case outperformed the other feature extraction models among all evaluation metrics except
for recall. Remarkable is also the difference in both accuracy and precision between stemming
and lemmatization in combination with word2vec in which lemmatization led to significantly
better outcomes.

Preprocessing H Accuracy | Precision | Recall ‘ F1-Score
Word2Vec 0.726 0.692 0.872 0.763
stemming Word2Vec 0.717 0.675 0.866 0.759
lemmatization Word2Vec 0.754 0.821 0.813 0.814
pretrained GloVe 0.781 0.932 0.779 0.849

B Table 4.9 Results of the convolutional neural network on the ReCOVery dataset

The LSTM neural network reached slightly better accuracy on this dataset than on the pre-
vious one as portrayed in Table 4.10. The highest precision was reached by the pretrained GloVe
word embedding it was also the only preprocessing that did not end up with 100% precision.
The results of the experiments with Word2Vec were practically identical regardless of the text
normalization technique. Figure 4.4 displays the comparison of confusion matrices of each model
on ReCOVery dataset.

Preprocessing H Accuracy | Precision | Recall ‘ F1-Score
Word2Vec 0.672 1.000 0.672 0.804
stemming Word2Vec 0.672 1.000 0.672 0.804
lemmatization Word2Vec 0.672 1.000 0.672 0.804
pretrained GloVe 0.695 0.927 0.709 0.803

B Table 4.10 Results of the LSTM neural network on the ReCOVery dataset

4.3.3 Results of the EUvsDisinfo dataset

Although the size of this dataset was similar to the previous one, there were many key differences.
The dataset was more balanced, with a ratio of 50:50 between fake and reliable articles. The
articles consisted of short summaries instead of full articles, which meant restricting the maximal
length to 50 words only. This surprisingly led to better results than on the previous dataset.
Table 4.11 depicts the overall results regarding the highest accuracy.

‘ Model Accuracy | Precision | Recall ‘ F1-Score ‘
Naive Bayes 0.909 0.947 0.875 0.910
Random Forest 0.941 0.936 0.939 0.937
CNN 0.945 0.961 0.935 0.947
LSTM 0.951 0.933 0.966 0.949

B Table 4.11 The best results of classification models in regard to classification accuracy of models on
EUvsDisinfo dataset.

Tables 4.12 and 4.13 outline the results of the Naive Bayes and random forest classifiers.
The random forest algorithm performed slightly better in terms of overall accuracy. For the
random forest, the sizes of n-grams mattered much more than the feature extraction algorithms.
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Preprocessing

H Accuracy ‘ Precision
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Recall ‘ F1-Score

stemming 1-grams bag-of-words
stemming 2-grams bag-of-words
stemming 3-grams bag-of-words
stemming 1-grams tf-idf

stemming 2-grams tf-idf

stemming 3-grams tf-idf

stemming Word2Vec

lemmatization 1-grams bag-of-words
lemmatization 2-grams bag-of-words
lemmatization 3-grams bag-of-words
lemmatization 1-grams tf-idf
lemmatization 2-grams tf-idf
lemmatization 3-grams tf-idf
lemmatization Word2Vec

pretrained GloVe

0.832 0.884 0.792 0.836
0.897 0.932 0.865 0.898
0.879 0.966 0.816 0.885
0.829 0.870 0.796 0.831
0.900 0.913 0.883 0.898
0.881 0.937 0.836 0.884
0.673 0.812 0.625 0.706
0.827 0.889 0.783 0.833
0.909 0.947 0.875 0.910
0.888 0.961 0.833 0.892
0.846 0.879 0.816 0.847
0.907 0.923 0.888 0.905
0.895 0.932 0.862 0.896
0.668 0.812 0.620 0.703
0.867 0.889 0.844 0.866

B Table 4.12 Results of Naive Bayes on the EUvsDisinfo dataset
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Preprocessing H Accuracy | Precision ‘ Recall ‘ F1-Score
stemming 1-grams bag-of-words 0.941 0.936 0.939 0.937
stemming 2-grams bag-of-words 0.926 0.893 0.948 0.919
stemming 3-grams bag-of-words 0.769 0.578 0.898 0.703
stemming 1-grams tf-idf 0.937 0.917 0.947 0.932
stemming 2-grams tf-idf 0.919 0.898 0.929 0.913
stemming 3-grams tf-idf 0.778 0.594 0.903 0.716
stemming Word2Vec 0.774 0.792 0.746 0.768
lemmatization 1-grams bag-of-words 0.935 0.914 0.945 0.929
lemmatization 2-grams bag-of-words 0.926 0.896 0.944 0.920
lemmatization 3-grams bag-of-words 0.780 0.587 0.915 0.716
lemmatization 1-grams tf-idf 0.938 0.917 0.951 0.934
lemmatization 2-grams tf-idf 0.921 0.903 0.929 0.915
lemmatization 3-grams tf-idf 0.780 0.586 0.917 0.715
lemmatization Word2Vec 0.798 0.818 0.768 0.792
pretrained GloVe 0.883 0.843 0.903 0.872

B Table 4.13 Results of random forest on the EUvsDisinfo dataset

1 and 2-grams achieved much better accuracy than 3-grams in combination with both BoW and
TF-IDF. In contrast, there were no significant differences between stemming and lemmatization.

The sizes of n-grams also highly influenced the precision of the random forest, which ended
up being less than 60% in the case of 3-grams. The Naive Bayes classifier did not suffer from
this as much as the random forest. The 3-grams reached the highest precision of 96%.

The differences between Word2Vec and GloVe were remarkable in both models. On Naive
Bayes, Word2Vec could hardly reach 70% accuracy, whereas GloVe scored almost 90%. In the
case of random forest, the gap between those two techniques was narrower but still notable.

The convolutional neural network achieved a bit higher accuracy than the preceding mod-
els. As presented in Table 4.14 pretrained GloVe outperformed Word2Vec in terms of all the
evaluation metrics, with an accuracy of 94% and precision of 96%. There is also a slight differ-
ence in accuracy and recall between utilising stemming and lemmatization in combination with
Word2Vec. Lemmatization helped to enhance the performance a bit.

Table 4.15 describes the performance of the LSTM neural network that achieved the best
results among all four tested datasets. The accuracy of 95% that was achieved using the pre-
trained GloVe embedding was the highest among all models. The difference in accuracy between
Word2Vec and GloVe is really significant, as well as the difference in accuracy between applying
stemming and lemmatization in combination with Word2Vec and no text normalisation. The
accuracy of Word2Vec without any text normalisation technique came to only 55%, even poorer
than the accuracy of this model on this dataset.

The pretrained word embedding also outperformed the other preprocessing in terms of pre-
cision and recall, with precision of 93% and recall of 96%. However, the differences in precision
are less significant compared to the differences in recall. Figure 4.4 displays the comparison of
confusion matrices of each model on this dataset.

Preprocessing H Accuracy ‘ Precision ‘ Recall ‘ F1-Score
Word2Vec 0.872 0.863 0.887 0.875
stemming Word2Vec 0.873 0.868 0.886 0.876
lemmatization Word2Vec 0.891 0.863 0.922 0.891
pretrained GloVe 0.945 0.961 0.935 0.947

Il Table 4.14 Results of the convolutional neural network on the EUvsDisinfo dataset
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Preprocessing H Accuracy | Precision ‘ Recall ‘ F1-Score
Word2Vec 0.554 0.900 0.526 0.664
stemming Word2Vec 0.757 0.814 0.725 0.767
lemmatization Word2Vec 0.799 0.805 0.790 0.797
pretrained GloVe 0.951 0.933 0.966 0.949

Bl Table 4.15 Results of the LSTM neural network on the EUvsDisinfo dataset
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B Figure 4.5 Confusion matricies of classification models on the EuvsDisinfo dataset

4.3.4 Results of the Czech dataset

This dataset was the smallest of those used for the experiments, with only 995 articles. It was
also a bit imbalanced, with a ratio between reliable and fake news of 59:41. As depicted in Table
4.16, the models scored poorer in terms of accuracy than on the previous EUvsDisinfo dataset
but slightly better than on the ReCOVery dataset. The smaller size of the dataset led to the
Naive Bayes classifier achieving higher accuracy than the more complex ones.

Tables 4.17 and 4.18 depict the results of Naive Bayes and random forest classifiers. The
influence of BoW and TF-IDF on any of the metrics is as insignificant as in the previous dataset.
The results were much more affected by the size of n-grams. 3-grams came to be the worst choice
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‘ Model ‘ Accuracy | Precision ‘ Recall ‘ F1-Score ‘
Naive Bayes 0.899 0.907 0.922 0.915
Random Forest 0.831 1.000 0.778 0.875
CNN 0.801 0.812 0.831 0.821
LSTM 0.749 0.672 0.903 0.771
B Table 4.16 The best results of classification models in regard to the accuracy of models on the Czech

dataset

while 2-grams scored the best accuracy. Stemming and lemmatization did not have any serious
impact on the performance. The results of Word2Vec and pretrained GloVe were comparable
among the metrics, with Word2Vec reaching slightly better accuracy on both models.

Similarly to the ReCOVery dataset, the precision of the random forest reached 100% many
times. However, the recall did never score more than 80%. Precision and recall of the Naive
Bayes were more balanced, with both metrics reaching over 90% except for Word2Vec and GloVe.

Preprocessing H Accuracy ‘ Precision ‘ Recall ‘ F1-Score
stemming 1-grams bag-of-words 0.854 0.847 0.901 0.873
stemming 2-grams bag-of-words 0.899 0.907 0.922 0.915
stemming 3-grams bag-of-words 0.829 0.949 0.800 0.868
stemming 1-grams tf-idf 0.824 0.797 0.895 0.843
stemming 2-grams tf-idf 0.864 0.847 0.917 0.881
stemming 3-grams tf-idf 0.844 0.915 0.837 0.874
stemming Word2Vec 0.744 0.644 0.894 0.749
lemmatization 1-grams bag-of-words 0.834 0.805 0.905 0.852
lemmatization 2-grams bag-of-words 0.889 0.924 0.893 0.908
lemmatization 3-grams bag-of-words 0.874 0.941 0.860 0.899
lemmatization 1-grams tf-idf 0.814 0.780 0.893 0.833
lemmatization 2-grams tf-idf 0.874 0.898 0.891 0.895
lemmatization 3-grams tf—idf 0.874 0.932 0.866 0.898
lemmatization Word2Vec 0.764 0.661 0.918 0.768
pretrained GloVe 0.749 0.678 0.870 0.762

B Table 4.17 Results of Naive Bayes on the Czech dataset dataset.

The results of CNN, as presented in Table 4.19, were slightly worse than the results of the
random forest. Here, Word2Vec outperformed the pretrained GloVe in terms of all metrics, even
though the difference is not too big. The difference between stemming and lemmatization in
combination with Word2Vec is insignificant, but Word2Vec could reach the highest precision of
85% without any text normalisation. In terms of recall, the results were similar to both of the
preceding metrics.

The final results of the LSTM network can be observed in Table 4.20. We can see that in this
case, the pretrained GloVe embedding outperformed Word2Vec in terms of accuracy. However,
its precision reached only 67% which is notably poorer than 100% achieved by Word2Vec in
combination with both stemming and lemmatization. In contrast, a recall of 90% was achieved
by the GloVe embedding, which is remarkably higher than 64% of Word2Vec without stemming
and lemmatization. Despite the differences between those two metrics, the F1 score reached
almost identical values among all preprocessing techniques. Figure 4.5 displays the comparison
of confusion matrices of each model on this dataset.
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Preprocessing H Accuracy | Precision ‘ Recall ‘ F1-Score
stemming 1-grams bag-of-words 0.812 0.994 0.762 0.863
stemming 2-grams bag-of-words 0.819 1.000 0.766 0.868
stemming 3-grams bag-of-words 0.700 1.000 0.664 0.798
stemming 1-grams tf-idf 0.807 0.992 0.758 0.859
stemming 2-grams tf-idf 0.831 1.000 0.778 0.875
stemming 3-grams tf-idf 0.688 0.992 0.657 0.791
stemming Word2Vec 0.812 0.932 0.790 0.855
lemmatization 1-grams bag-of-words 0.816 0.994 0.765 0.865
lemmatization 2-grams bag-of-words 0.822 0.989 0.774 0.869
lemmatization 3-grams bag-of-words 0.709 1.000 0.670 0.803
lemmatization 1-grams tf-idf 0.806 0.989 0.758 0.858
lemmatization 2-grams tf-idf 0.827 0.997 0.776 0.873
lemmatization 3-grams tf-idf 0.707 1.000 0.669 0.802
lemmatization Word2Vec 0.802 0.929 0.780 0.848
pretrained GloVe 0.799 0.935 0.773 0.846

Bl Table 4.18 Results of random forest on the Czech dataset

Preprocessing H Accuracy ‘ Precision ‘ Recall ‘ F1-Score
Word2Vec 0.767 0.857 0.761 0.805
stemming Word2Vec 0.797 0.798 0.835 0.816
lemmatization Word2Vec 0.801 0.812 0.831 0.821
pretrained GloVe 0.747 0.807 0.759 0.782

Bl Table 4.19 Results of the convolutional neural network on the Czech dataset

Preprocessing H Accuracy ‘ Precision ‘ Recall ‘ F1-Score
Word2Vec 0.648 0.976 0.646 0.777
stemming Word2Vec 0.628 1.000 0.628 0.772
lemmatization Word2Vec 0.628 1.000 0.628 0.772
pretrained GloVe 0.749 0.672 0.903 0.771

Bl Table 4.20 Results of the LSTM neural network on the Czech dataset

4.3.5 Discussion

The results on all of the test datasets show that the size of the dataset is a significant factor in
the quality of the classification factor as well as the ratio of reliable to fake news articles. The
imbalanced dataset, in combination with a more conservative model, can spike the difference
between recall and precision.

Another important factor in the quality of classification is the length of the classified articles.
We saw that even with a smaller dataset, relatively high performance can be achieved in the case
of shorter articles. On the other hand, when classifying longer articles, a bigger dataset led to
better performance.

Each utilised model was able to produce promising outcomes. We saw that in the case of
imbalanced datasets, better results were produced by the machine learning models. Especially
Naive Bayes could outperform the other ones on both the ReCOVery and EUvsDisinfo datasets.
This classifier could also soften the difference between recall while others could not.

In the case of the experiments performed on more balanced datasets, more robust techniques
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B Figure 4.6 Confusion matricies of classification models on the Czech dataset

were more effective than the others. This architecture of the convolutional neural network
achieved very good performance on both of the balanced datasets. The simple LSTM architec-
ture turned out to be useful for shorter statements rather than longer articles.

Different text preprocessing approaches also influenced the results of the classification. The
role of pretrained word embedding in the classification is significant. We saw that among the
neural network models, performance could be notably enhanced. On the other hand, the machine
learning algorithms got better results by employing bag-of-words, or TF-IDF, most of the time.
For the machine learning models, more significant than the feature extraction was the size of
the n-grams which could have a drastic impact on all metrics. The impact of stemming and
lemmatization, on the other hand, was very limited.

One way to improve the performance would be to collect a larger dataset. We saw that
even 10,000 articles can lead to very good results. We also saw a performance gap between
the balanced and imbalanced datasets. So, to enhance the performance, new articles on related
issues would be obtained.

4.4 Chapter summary

In this chapter, we describe the tools and libraries used to implement the program for performing
the experiments on the datasets described in Chapter 3. Then we presented the implementation
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Implementation and experiments

details, including the structure of the program. The description of models and neural network
architectures used in the experiments follows the list of hyperparameters that were tuned during
the training.

Finally, we presented the evaluated experiments and discussed the results. The implemented
classification models could reach up to 97% accuracy on a larger already-made dataset and over
95% on a smaller self-obtained one. The most efficient classification models were those based on
the neural network, but the machine learning ones could also reach remarkable results.



Chapter 5

Conclusion

The goal of this thesis was to analyse, implement, and compare several existing machine learning
approaches for fake news classification using natural language processing. Firstly, we researched
existing academic literature regarding this topic in Chapter 2. The aim of this chapter was
to give the reader an introduction to text classification methods and to create a summary of
frequently used terms in this thesis. It also contains a description of the selected models and
methods of natural language processing implemented in the last chapter. In the third chapter,
we created a survey of existing datasets of fake news articles and created new experimental ones
in both the Czech and English languages. Finally, we performed multiple experiments to find
which combination of text preprocessing and classification model was the most efficient.

One of the aims of this thesis was to create a brand new fake news dataset using online fake
news databases. The one dataset presented in English comes from the EU project EUvsDisinfo
and consists of over 1,000 summaries of fake news texts, which were combined with over 1,000
short, reliable articles from a serious media outlet.

This objective included obtaining a brand new dataset in Czech. This was achieved by
extracting over 400 fake news mails and articles from the database of chain emails Eldariel,
which is a project of a Czech citizen initiative called Cesti elfové. The purpose of this project
is to track fake news in the Czech Republic. The obtained content was combined with articles
from a serious Czech media outlet and used for the experiments.

Numerous experiments were performed on four datasets with two machine learning and two
neural network classifiers. Overall, the best performance was achieved by the convolutional
neural network in combination with pretrained GloVe embedding on the largest examined ISOT
dataset, with an accuracy of over 97%. The results of experiments on the smaller self-obtained
dataset of summaries of articles were also remarkable, with an accuracy of over 95% that was
attained by a simple LSTM neural network in combination with the pretrained GloVe embedding.
Even though the highest accuracy was attained by the neural networks, the traditional machine
learning models still achieved comparable results, especially on imbalanced datasets.

The goals and subgoals of this thesis are considered fulfilled. However, there are still many
possibilities for improvement. For example, a more robust dataset could be obtained with a
more granular distinction of the level of disinformation in the texts. Also, satirical texts could
be added to the datasets. The neural network architectures used in this thesis could also be part
of some complex real-world program, where not only text but also other fake news media such
as images, videos can be classified.
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Training performance of the
neural networks
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B Figure A.1 Examples of training performance of the neural networks per epoch on the ISOT dataset.
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(c) The accuracy of the LSTM neural network per epoch. (d) The loss of the LSTM neural network per epoch.

B Figure A.3 Examples of training performance of the neural networks per epoch on EuvsDisinfo
dataset.
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