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Abstrakt

Diplomova priace poukazuje na dulezitost kybernetické bezpecnosti
a zduraznuje potrebu ochrany informaci a dat v dodavatelském retézci,
uvadi platnou legislativu vcetné pripravované zmeény kybernetického
zakona a zohlednéni smérnice Evropské unie NIS 2. Predstavuje systém
TISAX® jako mozny nastroj k prokazani urovné vyspélosti systému
managementu bezpecnosti informaci v pripadé pozadavku vyrobce
automobilu OEM.

Cilem prace je navrhnout metodiku implementace TISAX® pro
dodavatele z oblasti automobilového prumyslu tak, aby tento systém
a jeho udrzovani garantovaly maximalni kybernetickou bezpecnost
informaci a dat.

Metodika vychazi z hloubkového porovnani norem zabyvajicich se
systémy managementu bezpecnosti informaci, jejich pozadavky, opatrenimi
a implementaci, a hodnoticim katalogem ISA, ktery na zakladé kontrolnich
otazek definuje pozadavky systému TISAX® dle stanovenych cill

hodnoceni zabezpeceni informaci, ochrany prototypt a ochrany udaju.
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Summary

The master’s thesis points out the importance of cyber security and
emphasizes the need for information and data protection in the supply
chain, it mentions the current legislation including the upcoming change of
the cyber law and considering the (EU) NIS 2 Directive. It presents the
TISAX® system as a possible tool to prove a defined maturity level of
information security management system, if requested by OEM «car
manufacturer.

The aim of the thesis is to propose a methodology for the
implementation of TISAX® for suppliers from the automotive industry so
that this system and its maintenance guarantee maximum cyber security of
information and data.

The methodology is based on an in-depth comparison of standards
dealing with information security management systems, their
requirements, measures and implementation, and the ISA assessment
catalogue, which, based on control questions, defines the requirements of
the TISAX® system according to the established objectives of information
security assessment, prototype protection and data protection.
Keywords: TISAX®, ISMS, cyber security, information security,
prototype protection, data protection, supply chain, OEM, automotive

industry.



