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and advice on this thesis. I also want to express my gratitude to my girlfriend,
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Abstract

This thesis introduces a framework LoRAttack designed to assess the security
of LoRaWAN environment using Software Defined Radio (SDR) technology. It
begins with a review of LPWAN protocols, focusing on LoRaWAN and high-
lighting its security features and vulnerabilities. LoRAttack includes features
such as multi-channel sniffing for capturing LoRaWAN traffic with enabled
channel hopping and session-based capture for structured data analysis. It
also offers key derivation from handshake data for decryption and compat-
ibility with Wireshark for seamless traffic analysis. Additionally, its replay
module allows vulnerability testing by simulating specific attacks, supported
by detailed attack guidance.

Keywords LoRaWAN, SDR, security testing, LPWAN
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Abstrakt

Tato práce představuje framework LoRAttack určený k testováńı bezpečnosti
prostřed́ı s LoRaWAN za využit́ı technologie softwarově definovaného rádia
(SDR). Zač́ıná analýzou protokol̊u LPWAN se zaměřeńım na LoRaWAN s
d̊urazem na jeho bezpečnostńı vlastnosti a zranitelnosti. LoRAttack nab́ıźı
funkce, jako je v́ıcekanálové odposloucháváńı pro zachyceńı provozu LoRaWAN
s implementovaným channel-hoppingem a odposlech v jednotlivých relaćıch pro
strukturovanou analýzu dat. Nab́ıźı také odvozeńı kryptografických kĺıč̊u z dat
handshaku pro dešifrováńı a kompatibilitu s programem Wireshark pro snad-
nou analýzu provozu. Replay modul nav́ıc umožňuje testováńı zranitelnost́ı
pomoćı simulace konkrétńıch útok̊u, které je podpořeno podrobným návodem.

Kĺıčová slova LoRaWAN, SDR, bezpečnostńı testováńı, LPWAN

viii



Contents

Introduction 1

1 LPWAN Overview 3
1.1 Design Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.2 Licensed and Unlicensed Band . . . . . . . . . . . . . . . . . . 4
1.3 Network Topologies and Architecture . . . . . . . . . . . . . . . 4
1.4 LPWAN Protocol Suitability . . . . . . . . . . . . . . . . . . . 6

2 LoRaWAN Security Analysis 9
2.1 LoRa . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
2.2 LoRaWAN . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
2.3 LoRaWAN network architecture . . . . . . . . . . . . . . . . . 11

2.3.1 End Device Classes . . . . . . . . . . . . . . . . . . . . . 12
2.4 LoRaWAN Security . . . . . . . . . . . . . . . . . . . . . . . . 13

2.4.1 Threat Model . . . . . . . . . . . . . . . . . . . . . . . . 13
2.4.1.1 Processes Identification . . . . . . . . . . . . . 13
2.4.1.2 Trust Boundaries . . . . . . . . . . . . . . . . 13
2.4.1.3 Attacker Model . . . . . . . . . . . . . . . . . 14
2.4.1.4 Threat Identification . . . . . . . . . . . . . . . 15

2.4.2 LoRaWAN Security Analysis . . . . . . . . . . . . . . . 16
2.4.2.1 Generation of Session Context . . . . . . . . . 16
2.4.2.2 Secure Communication . . . . . . . . . . . . . 22

2.5 LoRaWAN Vulnerabilities . . . . . . . . . . . . . . . . . . . . . 26

3 Software Defined Radio 33
3.1 SDR Functionality and Components . . . . . . . . . . . . . . . 33
3.2 SDR Comparison . . . . . . . . . . . . . . . . . . . . . . . . . . 34
3.3 Tooling . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
3.4 Requirements for LPWAN Security Testing . . . . . . . . . . . 35

4 LoRaWAN Security Testing Framework 37
4.1 Reconnaissance . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
4.2 Physical Security Testing . . . . . . . . . . . . . . . . . . . . . 38
4.3 Radio-Frequency Testing . . . . . . . . . . . . . . . . . . . . . . 39

4.3.1 Jamming . . . . . . . . . . . . . . . . . . . . . . . . . . 39

ix



4.3.2 Downlink Routing Attack . . . . . . . . . . . . . . . . . 40
4.3.3 Weak DevNonce Length Exploitation . . . . . . . . . . 41
4.3.4 Join Accept Spoofing . . . . . . . . . . . . . . . . . . . . 44
4.3.5 Frame Counter Reset without Re-Keying . . . . . . . . 44
4.3.6 ACK Spoofing . . . . . . . . . . . . . . . . . . . . . . . 46

4.4 Network and Server Security Testing . . . . . . . . . . . . . . . 47

5 LoRAttack Tool 51
5.1 Tool architecture . . . . . . . . . . . . . . . . . . . . . . . . . . 51
5.2 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

5.2.1 GUI Manager . . . . . . . . . . . . . . . . . . . . . . . . 52
5.2.2 Session Manager . . . . . . . . . . . . . . . . . . . . . . 53
5.2.3 Sniffer . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
5.2.4 Analyzer . . . . . . . . . . . . . . . . . . . . . . . . . . 55
5.2.5 Player . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

5.3 Testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
5.3.1 Laboratory setup . . . . . . . . . . . . . . . . . . . . . . 57

5.3.1.1 LoRaWAN Environment . . . . . . . . . . . . 57
5.3.1.2 End Device and Gateway . . . . . . . . . . . . 57
5.3.1.3 Attacker equipment . . . . . . . . . . . . . . . 58

5.3.2 Scope limitations . . . . . . . . . . . . . . . . . . . . . . 59
5.3.3 Testing results . . . . . . . . . . . . . . . . . . . . . . . 59

Conclusion 61

Bibliography 63

A Acronyms 69

B Contents of attachments 71

x



List of Figures

1.1 LPWAN protocol taxonomy . . . . . . . . . . . . . . . . . . . . . . 5
1.2 LPWAN network architecture . . . . . . . . . . . . . . . . . . . . . 6

2.1 Chirps in LoRa modulation and Spreading Factor . . . . . . . . . . 10
2.2 LoRaWAN network stack . . . . . . . . . . . . . . . . . . . . . . . 10
2.3 LoRaWAN Network Architecture . . . . . . . . . . . . . . . . . . . 12
2.4 LoRaWAN Threat Model . . . . . . . . . . . . . . . . . . . . . . . 15
2.5 LoRaWANv1.0 Over-the-Air Activation . . . . . . . . . . . . . . . 19
2.6 LoRaWANv1.1 Over-the-Air Activation . . . . . . . . . . . . . . . 22
2.7 LoRaWAN Message Structure . . . . . . . . . . . . . . . . . . . . . 26
2.8 Communication in LoRaWANv1.0 . . . . . . . . . . . . . . . . . . 27
2.9 Communication in LoRaWANv1.1 . . . . . . . . . . . . . . . . . . 28

4.1 Downlink Routing Attack . . . . . . . . . . . . . . . . . . . . . . . 42
4.2 Weak DevNonce Length Exploitation . . . . . . . . . . . . . . . . . 43
4.3 Join Accept Spoofing . . . . . . . . . . . . . . . . . . . . . . . . . . 45
4.4 Frame Counter Reset without Re-Keying . . . . . . . . . . . . . . 47
4.5 ACK Spoofing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

5.1 LoRAttack architecture . . . . . . . . . . . . . . . . . . . . . . . . 52
5.2 LoRAttack GUI . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
5.3 GNU Radio Sniffer Snippet . . . . . . . . . . . . . . . . . . . . . . 55
5.4 Modified LoRaWAN Packet analysis . . . . . . . . . . . . . . . . . 56
5.5 Analysed LoRaWAN packets . . . . . . . . . . . . . . . . . . . . . 56
5.6 LilyGO TTGO LoRa32 T3 V1.6 . . . . . . . . . . . . . . . . . . . 58
5.7 The Things Network community gateways map . . . . . . . . . . . 58
5.8 Ettus USRP B205mini . . . . . . . . . . . . . . . . . . . . . . . . . 59
5.9 Sniffer testing results . . . . . . . . . . . . . . . . . . . . . . . . . . 60

xi





List of Tables

3.1 Specifications of Various SDRs . . . . . . . . . . . . . . . . . . . . 34
3.2 Transmit Capability of Various SDRs . . . . . . . . . . . . . . . . 34

5.1 Session data description . . . . . . . . . . . . . . . . . . . . . . . . 54

xiii





Introduction

With the integration of IoT devices into a wide array of sectors, including con-
sumer products and critical infrastructure, the significance of LPWAN technol-
ogy emerges, offering advantages in energy efficiency and long-distance com-
munication. Ensuring the security of LPWAN networks is critical, given their
pivotal role in transmitting sensitive data within essential systems.

The number of IoT devices is growing each year significantly. Machine-to-
machine (M2M) gadgets, devices that communicate with each other directly,
are an important subcategory of IoT devices which boosts the overall device
count notably. In 2020, the number of active IoT device connections exceeded
the number of non-IoT connections [1], and in 2021, the share of M2M gad-
gets in all IoT devices has been more than 20% [2]. IoT networks based on
short-range wireless technology face several obstacles, such as poor scalability
and non-robust environment, and cellular-based technology suffers from high
deployment cost and network complexity [3]. These obstacles created the need
for low-cost, long-range, and robust IoT technology with good network scala-
bility, the Long-range Wide Area Network – LPWAN.

LPWAN is a wide range of network technologies that communicate small data
packets over long distances wirelessly while maintaining minimal power con-
sumption and low cost, which ideally meet the requirements of M2M appli-
cations [4]. Since 2013, when LPWAN emerged, many protocols have been
introduced that vary in frequency band, power capabilities, or security mea-
surements used, nevertheless, on average, LPWAN supports 40 km of coverage
in rural areas and 10 km in urban areas [5]. Moreover, the cost of a single de-
vice is less than 5$ and maintenance including related network nodes cost less
than 1$ on average [6]. Some of the most famous protocols include Long Range
(LoRa), NB-IoT, Sigfox, LTE-M, Telensa, Ingenu, and others. The prevalence
of LPWAN devices has increased from 2.5% to 14.4% of all IoT devices over
the last five years since 2018, establishing its importance in the world of IoT [7].

With the increasing number of LPWAN devices and their possible incorporation
into critical infrastructure, security and privacy have become important areas
of focus for these protocols. Implementing adequate security measures may
pose a significant challenge due to the specified design goals of LPWAN tech-
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Introduction

nology, which include low power consumption, affordability, and long-distance
coverage. The authors of [8] have presented a comprehensive review of security
and privacy issues and attacks that affect LPWAN. During the investigation,
multiple security issues affecting the confidentiality, integrity, and availability
were identified, along with the countermeasures provided by the LPWAN net-
work developers. As evident, vendors of LPWAN make continuous efforts to
integrate security updates to counter the potential attacks and dedicate signifi-
cant resources to enhance product security, however, are their efforts sufficient?
For instance, Slim Loukil and colleagues (2019) evaluated the enhancement of
security in LoRaWAN by Semtech with the release of LoRaWAN v1.1 [9].
Nevertheless, many of the vulnerabilities addressed in this update persisted in
certain compatibility situations, particularly when IoT nodes and LoRaWAN
network servers operated on different protocol versions [9]. 8 out of 12 iden-
tified vulnerabilities concerned the availability either by lowering the battery
life or abusing the radio frequency spectrum making availability a big security
concern in LPWAN [9, p. 17].

This thesis will conduct a comprehensive examination of the features and secu-
rity aspects chosen LPWAN protocols. It aims to pinpoint vulnerabilities and
explore possibilities for the security testing of products utilizing these protocols.

Next, the Software Defined Radio - SDR technology will be analyzed for the
purpose of conducting radio frequency testing of LPWAN protocols. Based on
previous research, a suitable protocol will be selected considering its testing
equipment, documentation, and tool accessibility.

Finally, a sniffer tool for the selected protocol utilizing a chosen SDR technology
will be developed and tested in a real-life LPWAN environment.
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Chapter 1
LPWAN Overview

This section will provide an overview of LPWAN technology, with a primary
focus on LPWAN design objectives, features, network structure, and protocol
classification. Additionally, an evaluation will be conducted on the advantages
and disadvantages of LPWAN protocols, considering their suitability for di-
verse applications.

LPWAN, a term found in 2013, abbreviates low-power wide-area network. It
refers to a set of network technologies intended for transmitting small data
packets wirelessly over long distances at low transmission rates, using less power
compared to mainstream network technologies such as WLANs or Bluetooth.
The ability to transmit small data packets, consume minimal power, and pro-
vide broad signal coverage makes LPWAN suitable for IoT and M2M devices
and applications [4].

1.1 Design Objectives

Initially, the design objectives of the LPWAN technology will be presented,
along with the rationale behind their development.

• Wide Coverage – LPWAN technology offers extensive coverage for
transmitting data across significant distances, making it suitable for use
with remote standalone sensors, such as those commonly found in the
agricultural sector [10]. The coverage of up to tens of kilometres is usually
ensured by operation on sub-GHz band that helps with high propagation
through obstacles [3, p. 4] and application of Ultra Narrow Band mod-
ulation, enabling communication over long distances with low transmit
power [11].

• Low Power Operation – objective is essential for LPWAN applications
as they are designed operate years on a single battery. To operate with
low power, star-shaped networks are usually preferred over mesh as multi-
hop communication is prevented and duty-cycling is implemented [12].

• Low Cost – is desired to develop the capability to connect a large number
of nodes to the network [13]. Operating within an unlicensed band and
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1. LPWAN Overview

utilizing simple and affordable hardware are essential for achieving cost-
effectiveness.

• Scalability – Is together with low-cost essential for building large IoT
networks. Increasing the number of connected nodes shall not disrupt the
existing network; this is often accomplished by implementing adaptive
channel selection. [3, p. 6]

• Interference Management – Utilizing the unlicensed band for free
aligns with the need for cost-effectiveness, however, its performance is
below standard because of issues with interference [3, p. 7]. Interference
issues are remedied for example by additional base stations [14] or using
smart antenna technology [15].

• Quality of Service Implementing LPWAN in projects with critical in-
frastructure and beyond requires ensuring high Quality of Service (QoS).
Quality of Service (QoS) is not determined by a single factor; instead,
it is influenced by a blend of throughput, latency, jitter (variation in la-
tency), and error rate. Achieving a balance among these components is
crucial for improving Quality of Service (QoS) [3, p. 7].

1.2 Licensed and Unlicensed Band

LPWAN technology employs both licensed and unlicensed bands, each with
unique characteristics:

• Licensed Band – Reserved for specific entities by regulatory authorities.
It guarantees exclusive use within a designated area, reducing interfer-
ence, and ensuring reliable service quality. However, it involves significant
costs for spectrum acquisition and regulatory compliance.

• Unlicensed Band – Open for use without license, facilitating easier
and more cost-effective access to technologies and services. Although it
promotes innovation and broad usage, it may suffer from congestion and
interference due to the lack of exclusive rights. ISM band is a type of un-
licensed band designated for industrial, scientific, and medical purposes
without a license. It is globally recognized and used for various applica-
tions, offering the advantage of universal access, but with the challenge
of managing interference among a wide range of devices [16].

Licensed LPWAN technologies, such as NB-IoT and LTE-M, are known for
their effectiveness in terms of Quality of Service (QoS), reliability, latency,
and range. On the other hand, unlicensed technologies like LoRa and SigFox
stand out for their longer battery life, network capacity, and cost efficiency [17].
The taxonomy of LPWAN protocols based on their band usage can be seen in
Figure 1.1.

1.3 Network Topologies and Architecture

The network structure of LPWAN technology typically comprises four cate-
gories of devices that interact across different OSI layers. It is important to
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1.3. Network Topologies and Architecture

Figure 1.1: LPWAN protocol taxonomy [3]

mention that additional nodes, specific to the protocol, can be added to the
network elements mentioned below.

• End nodes – End nodes are sensors or actuators collecting operational
data. They transmit data to gateways, enabling remote monitoring and
control with minimal energy consumption.

• Gateway – Gateways receive data from end nodes and forward it to the
network server over IP networks. They convert data from the LPWAN
protocol into IP packets, facilitating two-way communication between
the end nodes and the network, including downlink messages for device
control or configuration.

• Network server – The network server manages connections, including
device authentication and data routing. It processes data received from
gateways, ensuring secure transmission to the application server, and
handles downlink communications back to end nodes via gateways. Ex-
amples of open-source LoRaWAN Network servers are for example The
Things Network [18] or the ChirpStack [19].

• Application server – The application server is responsible for handling
data related to particular applications. It accepts processed data from the
network server, enabling data analysis or visualization, and communicates
with the end nodes through downlink commands [3].

Find the typical LPWAN architecture of the network nodes shown in Figure 1.2.
There are two most commonly used LPWAN network topologies, each with its
characteristics and use cases:
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1. LPWAN Overview

• Star topology – In a star topology, all end nodes (such as sensors or
IoT devices) are directly connected to a central gateway. This gateway
then forwards the data to a network server, where it can be processed and
analyzed. The star topology is simple and easy to deploy, making it one
of the most common LPWAN topologies. Its direct connection approach
minimizes the need for data routing, reducing latency and complexity.
However, range and coverage are limited by the distance between the
end nodes and the gateway, and the gateway can become a bottleneck or
a single point of failure.

• Mesh topology – Mesh topology allows devices to connect with multi-
ple other devices in the network, allowing data to hop from one device
to another until it reaches its destination (either a gateway or another
device). This topology can extend the range and coverage of the network
beyond what is possible with a star topology, as data can be relayed by
devices located between the source and the destination. Mesh networks
are more resilient and can be reconfigured in the event of device failure,
providing better reliability. However, they are more complex to man-
age and can consume more power due to the data relay function of the
devices, and thus star topology is usually preferred over mesh. [3, p. 9]

It should be noted that cellular networks and other hybrid network types may
not strictly adhere to the architecture outlined.

Figure 1.2: LPWAN network architecture [20]

1.4 LPWAN Protocol Suitability

LPWAN is a broad term encompassing various technologies with specific design
goals. Each technology has its advantages and disadvantages, making it im-
portant to select the most suitable one based on the application requirements.
Chilamkurthy, N.S., Pandey, O.J. et al. conducted a comparative analysis [3]
to evaluate the most appropriate LPWAN technology for various applications.
Key findings of their study include:
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1.4. LPWAN Protocol Suitability

• Energy Efficiency: Cellular technologies generally consume more power
than non-licensed ones, although technologies like Sigfox are notably
energy-efficient, especially in sleep mode.

• Cost of Implementation: The complexity and size of the network
affect costs, with licensed networks (e.g., LTE-M at $5 USD, NB-IoT
at $3.3 USD and 3-5 EUR for a LoRa device [21][22]) incurring higher
expenses due to subscription fees.

• Coverage: Licensed technologies offer better coverage, especially in ru-
ral and indoor environments. Unlicensed technology like Sigfox shows
superior performance in certain contexts, despite overall lower data rates.

• Scalability: Unlicensed specifications allow for a larger number of nodes,
while licensed technologies better support increased data loads. For ex-
ample, D7AP and Weightless-P can support up to 2 million end nodes,
while LTE-M accommodates around 80,00. [23].

• Interference Management: Both licensed and unlicensed technologies
face challenges with jamming and interference. However, unlicensed net-
works generally have poorer interference management, although Sigfox is
reported to outperform NB-IoT in some cases [24].

• Quality of Service (QoS): There is a trade-off between QoS and cost,
with unlicensed networks suffering from higher latency due to sub-GHz
frequencies, but offering lower costs.

In terms of suitability of the most well-known protocols, NB-IoT and Lo-
RaWAN are recommended for noncritical applications, meeting LPWAN ob-
jectives at a lower cost, but with limitations in QoS. SigFox, Weightless-P, and
D7AP are identified as optimal for specialized applications where they excel
despite their limited application scope. For detailed information on the suit-
ability of each technology for specific applications, refer to Table 8 in [3, p.
81953].
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Chapter 2
LoRaWAN Security Analysis

This section explains how LoRaWAN technology works, including LoRa mod-
ulation, the functionality of the LoRaWAN protocol, and the security analysis
of the protocol stack with identified vulnerabilities. It also evaluates the feasi-
bility of exploiting vulnerabilities in terms of using SDR.

2.1 LoRa

Firstly, the difference between LoRa and LoRaWAN shall be demystified.
Long-Range (LoRa) is a modulation technique designed for LPWAN developed
by Semtech in 2014 [25]. It is based on Chirp-Spread-Spectrum modulation,
where the frequency of the transmitted signal increases or decreases linearly.
This process creates the ”chirp” in the waterfall sink. Transmitting a signal
in this way consumes more spectrum, and its energy is dispersed across it,
making detection and jamming less feasible. CSS modulation enables LoRa to
communicate over long distances with low power and increases resistance to
interference, which is suitable for LPWAN [26].

LoRa implements the Spread Spectrum (SF) parameter that allows end nodes
to optimize their modulation per their application. This parameter regulates
the chirp rate and the speed of data transmission. A lower SF results in faster
chirps, leading to a higher data transmission rate. A higher SF means a wider
spread and, thus, better sensitivity and range, but at the expense of a lower
data rate and longer transmission duration. SF can be set from SF7 to SF12,
where higher numbers mean higher spread and lower communication speed.
SF7 is appropriate for transmitting data over a distance of around 2 km, while
SF12 is suitable for distances up to 8 km [28]. The LoRa chirps based on the
SF parameter can be compared in Figure 2.1

In the ISO/OSI model, LoRa is placed in the physical layer, creating only
a medium for transmitting bits. LoRa operates in unlicensed sub-GHz ISM
bands (430/433/868/915MHz depending on location) with a fixed bandwidth
channel of 125 kHz or 500 kHz (for uplink channels) and 500 kHz (for downlink
channels) [28].
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2. LoRaWAN Security Analysis

Figure 2.1: Chirps in LoRa modulation and Spreading Factor [27]

2.2 LoRaWAN

LoRaWAN is a communication protocol that leverages LoRa for modulation,
enabling long-range, low-power wireless transmissions. It is widely applied
across various industries for tasks such as smart city initiatives, environmental
monitoring, and healthcare applications, facilitating efficient data collection
and management in these sectors [9, p. 101827].

LoRa is a wireless communication technology representing the physical layer
(PHY). It supports LoRaWAN, an open networking protocol that enables se-
cure bidirectional communication. LoRaWAN protocol provides the Medium
Access Control (MAC) layer in the network model. You can find the LoRaWAN
technology stack in Figure 2.2. The technology stack is developed, standard-
ized, and maintained by the LoRa Alliance, which also issues compatibility
certificates for end-node products. [29]

Figure 2.2: LoRaWAN network stack [28]
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2.3. LoRaWAN network architecture

2.3 LoRaWAN network architecture

A standard LoRaWAN implementation consists of four or five network ele-
ment types based on the LoRaWAN version. Those elements are defined in
accordance with Semtech [28] as follows:

• End Nodes – are wireless sensors or actuators that connect to a Lo-
RaWAN network via radio gateways using LoRa modulation. These
nodes are assigned unique identifiers during manufacturing and are used
to digitize physical conditions or environmental events. They are com-
monly battery-operated and are used for applications such as street light-
ing, wireless locks, and more.

• Gateways – receive RF messages from end devices and forward them to
the LoRaWAN network server through an IP stack. Multiple gateways
can serve the same sensor, reducing the packet error rate and battery
overhead for mobile sensors. There is no fixation between each node and
gateways; all gateways within the distance of the end node will serve it.

• Network Servers – manage network operation and security. Dynami-
cally adjusts network parameters, handles device authentication, ensures
message integrity, and manages secure connections using 128-bit AES en-
cryption. While it facilitates the flow of control and data traffic, it does
not access the content of the application data itself. Here is an overview
of the key responsibilities of the NS:

– Device Address Checking: Verifies the addresses of devices at-
tempting to connect to the network to ensure they are authorized.

– Frame Authentication and Counter Management: Authen-
ticates every frame sent over the network and manages the frame
counters to prevent replay attacks.

– Acknowledgements of Received Messages: Sends acknowledg-
ments for messages received from devices, ensuring reliable commu-
nication.

– Adaptive Data Rate (ADR): Dynamically adjusts the data rate
for devices using the ADR protocol to optimize the network effi-
ciency and battery life of the device.

– MAC Layer Request Handling: Responds to all MAC layer
requests from devices, facilitating efficient device management.

– Application Payload Forwarding: Forwards uplink application
payloads to the appropriate application servers, ensuring that the
data reach their intended destination.

– Downlink Payload Queuing: Queues downlink payloads from
any application server to any device, managing the delivery of data
back to devices.

– End Node Onboarding: Handles the exchange of Join-request
and Join-accept messages between devices and the join server, se-
curing device entry into the network.
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• Application Servers – They are responsible for securely handling and
interpreting sensor application data, as well as generating downlink pay-
loads for connected end devices at the application layer.

• Join Server handles the over-the-air activation (OTAA) process for the
end nodes that are onboarded on the LoRaWAN network. The join server
is present only in LoRaWANv1.1, and in LoRaWANv1.0, the manage-
ment of the OTAA process is handled by the Network Server. The process
of OTAA is described in the following sections.

Figure 2.3 displays the LoRaWAN network architecture.

Figure 2.3: LoRaWAN Network Architecture

2.3.1 End Device Classes

End nodes can be classified into 3 subcategories:

• Class A Devices: End Devices (EDs) can send data whenever they
choose. Gateways (GWs) can send data back to EDs during two specific
reception windows, which are opened following an ED’s uplink transmis-
sion.

• Class B Devices: Builds on Class A by adding scheduled receive win-
dows for GWs to send data to EDs, in addition to the two receive windows
provided in Class A.

• Class C Devices: Allows GWs to send data to EDs at any time, sig-
nificantly increasing the opportunity for downlink communication. [9, p.
101827]
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Class B devices must support Class A operation and Class C devices must
support both Class A and Class B operation modes.

Class B devices initiate their reception time slots by synchronizing their clocks
with the Gateways. This synchronization procedure, known as beaconing, re-
lies on the regular transmission of beacon frames from the GW to the ED.
The ED utilizes these beacon frames to synchronize its clock, allowing it to
open its downlink window at the appropriate time [28]. However, since beacon
frames do not incorporate authentication or integrity protection, they create a
vulnerability that can be exploited by Class B LoRaWAN attacks, as detailed
in the following sections.

2.4 LoRaWAN Security

This subsection explains the attack surface of LoRa and LoRaWAN accord-
ing to the Confidentiality, Integrity, and Availability triad. Along with the
attack surface, mitigations to the described threats provided by the protocol
are presented. Moreover, variations in the creation of session context by dif-
ferent versions of LoRaWAN are outlined. Finally, possible vulnerabilities in
the protocol are covered and their feasibility with the use of SDR is assessed.
Kindly note that the assessment focuses primarily on security of end devices
and confidentiality of data that they transmit as it is related to RF testing
with SDR. Threats related to the deployment of the IP layer in the network
are identified but not thoroughly discussed.

2.4.1 Threat Model
Network entities present in the LoRaWAN model were defined in the previous
section: End Device, Gateway, Network Server, Application Server, and Join
Server in case of LoRaWANv1.1.

2.4.1.1 Processes Identification

There are several processes that are happening within the LoRaWAN Network:

1. Data Uplink Transfer: Sending data from an end device to the appli-
cation server through the network server and gateway.

2. Data Downlink Transfer: Sending data from the application server to
an end device through the network server and gateway.

3. End Device Onboarding: Registering and setting up a new device to
communicate with the LoRaWAN network.

2.4.1.2 Trust Boundaries

Trust boundaries in terms of data confidentiality refer to the points within a
system where the level of trust in protecting sensitive data changes. These
boundaries indicate where data transition from a more secure area to a less se-
cure one or vice versa, highlighting potential areas of vulnerability where data
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might be exposed to unauthorized access or leakage.

The data collected by the end nodes transit between four main trust boundaries:

1. End Nodes Trust Boundary: There is a trust boundary between
the end devices (nodes) and the rest of the network. The end devices
collect or create information that is passed to the application servers.
The information is not confidential for single devices within this trust
boundary.

2. Gateways Trust Boundary: Gateways act as the link between end
devices and the network server. Since they can be provided by any third-
party service, gateways are not inherently trusted. Within this boundary
of trust, the data being transmitted is confidential, and only the essential
information required for communication between the network server and
a specific end node should be available to them.

3. Network Server Trust Boundary: Communication between the end
nodes and the application servers is managed by a network server, which
also oversees the network itself. While the transferred data remain con-
fidential, network servers have access to information about end devices,
application metadata, and other data related to network management.

4. Join Server Trust Boundary: In LoRaWANv1.1, the Join Server is
delegated to manage the end device onboarding process and thus it is
considered a separate trust boundary.

5. Application Server Trust Boundary: Application servers process
and manage data received from end devices. The transferred information
is accessible by the application server as it is needed for further processing.

2.4.1.3 Attacker Model

Creating a threat model for a LoRaWAN environment involves understanding
the various attacker profiles that could exploit the unique vulnerabilities at
each trust boundary. Below are some attacker models tailored to the described
trust boundaries, focusing on attackers with physical access to end devices and
those that could perform RF attacks between gateways and end devices:

1. Attacker with Physical Access to End Device: This attacker di-
rectly interacts with the devices to extract data, clone them or manipulate
their functionality. They might use physical tools or software to breach
device security. This attacker profile is relevant as the end devices can
be placed in an unmonitored environment.

2. RF Attacker Between Gateway and End Device: This type of at-
tacker is present within the range of hearing distance between the gateway
and the end device. They might use sophisticated radio equipment, such
as SDR to eavesdrop, intercept, or disrupt RF signals.

3. Attacker with Physical Access to Gateway: The attacker has direct
physical access to the gateway device. This attacker profile is relevant as
community networks such as [30] are established and the Gateway trust
boundary interacts with confidential data.
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4. Remote Attacker: operates within the IP network and has the capa-
bility to target LoRaWAN components through IP-based attack vectors.

The graphic threat model is shown in Figure 2.4

Figure 2.4: LoRaWAN Threat Model

2.4.1.4 Threat Identification

This subsection will identify threats with a focus on RF threats, building upon
the previous threat model.

1. Threats associated with the Physical Attacker Between ED and
GW profile

• Physical Exploitation of the End Device: This involves direct
tampering with the hardware of the End Device (ED) to access
keys, firmware, or sensitive data stored in its memory. Attackers
may also exploit debugging interfaces to manipulate the device or
extract information.

• Firmware Modification: Unauthorized changes to the ED’s firmware
can introduce malicious functionalities or create backdoors for per-
sistent access and control.

• Side-Channel Attacks: These exploit indirect information, such
as power consumption or electromagnetic emissions from devices, to
extract sensitive information like cryptographic keys, without direct
access to the device’s data or internal processes.

2. Threats associated with the RF Attacker Between ED and GW
profile

• Eavesdropping: Attackers capture the data transmitted between
the End Device (ED) and the gateway, potentially accessing confi-
dential information.
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• Jamming: This disrupts the communication link between the ED
and the gateway. The ED may incorrectly believe that the data was
successfully transmitted or may be prevented from sending the data
entirely.

• Spoofing: Malicious data is transmitted to the gateway as if they
were from a legitimate ED, potentially leading to unauthorized ac-
tions or access.

• Gateway or ED Overload: By overwhelming the network with
excessive traffic, attackers can cause a Denial of Service (DoS). This
may particularly target the ED, leading to its malfunction.

• Replay Attacks: An attacker captures legitimate messages and
replays them to cause confusion or unauthorized actions within the
network.

3. Threats associated with the Network Attacker Between the GW
and Network/Join Server profile

• Exploitation of the End Device Onboarding Process: At-
tackers may intercept the onboarding process, causing the ED to
join a rogue application or preventing it from joining the intended
network.

• Man-in-the-Middle (MitM) Attacks: These involve intercept-
ing communication between devices, enabling the attacker to eaves-
drop, tamper with data, spoof identities, or reduce the availability
of the network.

• Rogue Device (Cloning): Attackers clone an ED to replicate its
identity and credentials, allowing unauthorized access and potential
data breaches within the network.

4. Threats associated with the Network Attacker Between the
Network/Join Server and Application Server profile

• Man-in-the-Middle (MitM) Attacks: Similar to the attacks be-
tween the GW and network/join server. These involve intercepting
communications to eavesdrop, alter data, impersonate devices or
servers, and potentially disrupt the service’s availability.

2.4.2 LoRaWAN Security Analysis
This section will provide a comprehensive analysis of LoRaWAN security. It
will address the threats identified in the previous section and assess whether
they have been sufficiently mitigated or not. The persisting vulnerabilities are
identified, and their exploitation feasibility using SDR technology will be as-
sessed.

2.4.2.1 Generation of Session Context

Firstly, the generation of the session context will be examined. The generation
of session context is a process of preparing the context between the end device
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and the network/application servers to enable secure communication. It is im-
portant to distinguish between LoRaWAN version 1.0 and 1.1, as the newer
version enables some additional security features.

Generation of session context can be performed in two ways [31]:

• OTAA (Over-the-Air Activation) – is the preferred and more secure
method for connecting devices to a LoRaWAN network. In this method,
each device is pre-configured with a unique device identifier (DevEUI),
an application identifier (AppEUI), and an application key (AppKey).
When a device attempts to join the network for the first time, it performs
a join procedure that will be described below.

• ABP (Activation by Personalization) – is a simpler but less secure
activation method. In ABP, devices are pre-configured with static session
keys before deployment: a network session key (NwkSKey) and an appli-
cation session key (AppSKey), along with a device address (DevAddr).

OTAA in LoRaWANv1.0
The End Device is pre-configured with the following elements:

• DevEUI: A globally unique IEEE EUI-64 identifier that serves as the
device’s unique identifier. This information is public.

• AppEUI: A globally unique IEEE EUI-64 identifier associated with the
application to which the device is connecting to. This information is
public.

• AppKey: A 128-bit AES key used for encrypting join accept messages
and deriving session keys. This key is known only to the device and the
application server. This key is considered a secret and shall never be
transmitted over the network.

The context generation occurs as follows:

1. ED generates a Device Nonce, a 2-byte random number used once to
ensure the uniqueness of each join request.

2. ED constructs a Join Request message containing its DevEUI, AppEUI,
and the Device Nonce. This message is not encrypted. The Message
Integrity Code (MIC) is computed and added to the Join Request message
with the AppKey.

3. The Join Request is sent to the Network Server.

4. The Network Server verifies whether the given ED has permission to join
the network based on its DevEUI and MIC validation.

5. The Network Server responds with Join Accept message containing:

• AppNonce - random number generated by the NS (3 bytes)
• NetID (Network ID)
• DevAddr - End Device address assigned by the NS
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• Other security unrelated elements (e.g. downlink message in-
structions)

The MIC is computed over all presented values using AppKey and ap-
pended to the Join Accept message for integrity protection. Further, the
Join Accept is encrypted with AppKey using AES-Decrypt operation in
ECB mode [32].

6. The End Device (ED) and Network Server (NS) can now use identical val-
ues for DevNonce, AppNonce, and NetID to generate two distinct session
security keys – the NwkSKey and the AppSKey by deriving from the App-
Key. The AES128-Encrypt [32] function is used to derive these session
keys. The processes to calculate both the AppSKey and the NwkSKey is
done in the following way:
NwkSKey=AES128 Encrypt(AppKey,0x01|AppNonce|NetID|DevNonce)
AppSKey=AES128 Encrypt(AppKey,0x02|AppNonce|NetID|DevNonce)

7. The AppsKey is distributed to the Application Server over secure IP
channel.

After successful OTAA activation, the communication shall begin with the
generated context:

• DevAddr - a 4B address assigned by the Network Server to identify the
activated device

• NwkSKey - the Network Session Key is used for encrypting MAC layer
messages and MIC computation to provide confidentiality and integrity
of messages used for secure communication

• AppSKey - the Application Session Key is used to encrypt and decrypt
application data to provide end-to-end confidentiality between the End
Device and the Application Server

• FCntUp - Additional frame counter incremented by the ED for each
message sent. The NS must verify that new messages have this counter
greater or equal that the previously received to prevent replay attacks in
uplink.

• FCntDown - Additional frame counter incremented by the NS for each
message sent. The ED must verify that new messages have this counter
greater or equal that the previously received to prevent replay attacks in
downlink.

ABP in LoRaWANv1.0

In case of Activation by Personalization in LoRaWANv1.0, the DevAddr, the
NwSKey and the AppSKey are pre-configured in the device from the very be-
ginning. The NwSKey and DevAddr is in possession of the Network Server and
the AppSKey is in possession of Application Server. With this preconfigured
setup, the identical can start in a similar way to the OTAA method.
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Figure 2.5: LoRaWANv1.0 Over-the-Air Activation

OTAA in LoRaWANv1.1
In LoRaWANv1.1, the Join Server is responsible for the device onboarding
process.
The End Device is pre-configured with the following elements:

• DevEUI: A globally unique IEEE EUI-64 identifier that serves as the
device’s unique identifier. This information is public.

• JoinEUI: A globally unique IEEE EUI-64 identifier associated with the
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Join Server that the ED shall use for activation. This information is
public.

• AppKey: A 128-bit AES key used for deriving session key for secure
communication with the Application Server. This key is known only to
the device and the Application Server. This key is considered a secret
and shall never be transmitted over the network.

• NwkKey: A 128-bit AES key used for deriving session keys for secure
communication with the Network Server. This key is known only to the
device and the application server. This key is considered a secret and
shall never be transmitted over the network.

The context generation occurs as follows:

1. ED generates a Device Nonce, a 2-byte incremental counter used once to
ensure the uniqueness of each join request.

2. ED constructs a Join Request message containing its DevEUI, JoinEUI,
and the Device Nonce. This message is not encrypted. The Message
Integrity Code (MIC) is computed using the NwkKey and added to the
Join Request message.

3. The Join Request is sent to the Network Server.

4. Network Server passes the Join Request message to the Join Server iden-
tified by the JoinEUI.

5. The Join Server verifies whether the given ED has permission to join the
network based on its DevEUI. If not, no response is provided back to the
ED.

6. The Join Server responds with Join Accept message containing:

• JoinNonce - incremental counter number generated by the JS (1
byte)

• NetID - Network ID (3 bytes)
• DevAddr - End Device address assigned by the JS (4 bytes)
• Other security unrelated elements (e.g. downlink message in-

structions or RF channels) The MIC is computed over all presented
values using NwkKey and appended to the Join Accept message for
integrity protection.
Further, Join Accept is encrypted with NwkKey using AES-Decrypt
operation in ECB mode [32].

7. The End Device (ED) and Join Server (NS) can now use identical val-
ues for DevNonce, JoinNonce, and NetID to generate four distinct ses-
sion security keys – the AppSKey, FNwkSIntKey, SNwkSIntKey and the
NwkSEncKey by deriving from the AppKey.

AppSKey=AES128 Encrypt(AppKey,0x02|JoinNonce|JoinEUI|DevNonce)
FNwkSIntKey=AES128 Encrypt(NwkKey,0x01|JoinNonce|JoinEUI|DevNonce)

20



2.4. LoRaWAN Security

SNwkSIntKey=AES128 Encrypt(NwkKey,0x03|JoinNonce|JoinEUI|DevNonce)
NwkSEncKey=AES128 Encrypt(NwkKey,0x04|JoinNonce|JoinEUI|DevNonce)
[9, p. 101829].

Note that different keys are used for message integrity code calculation
(FNwkSIntKey and SNwkSIntKey). This is due to the roaming feature
in LoRaWANv1.1 that enables the devices to re-join the network within
different network operators. Different network operators can use different
gateways that are used to communicate with different network server. In
this case, the ED communicates with the network operator’s Forward
Server that forwards the messages to the home-network Network Server
through Serving Network Server.

After successful OTAA activation, the communication shall begin with the
generated context:

• DevAddr - a 4B address assigned by the Join Server to identify the
activated device.

• FNwkSIntKey - a Network Session Key for partial MIC computation
of uplink data messages to secure integrity. With this key, the second 2
bytes of MIC are calculated.

• SNwkSIntKey - a Network Session Key for the partial MIC computa-
tion of uplink data messages and full MIC computation of downlink data
messages to secure message integrity. With this key, the first two MIC
bytes are calculated in case of the uplink message.

• NwkSEncKey - a Network Session Key for encryption and decryption
of MAC commands of the uplink and downlink data messages to secure
message confidentiality. This key is further distributed to the Network
Server by the Join Server.

• AppSKey - a session key used by both the Application Server and the
End Device to encrypt and decrypt the application data to secure end-
to-end confidentiality. This key is further distributed to the Application
Server by the Join Server.

• FCntUp - uplink frame counter (for both the network and application
contexts) [33]

• NFCntDown - downlink frame counter for network context [33]

• AFCntDown - downlink frame counter for application context [33]

ABP in LoRaWANv1.1

In case of Activation by Personalization in LoRaWANv1.1, the DevAddr and
the session key set (FNwkSIntKey, SNwkSIntKey, NwkSEncKey, and AppSKey)
are pre-configured in the device from the very beginning. The DevAddr and
network context related session keys (FNwkSIntKey, SNwkSIntKey, NwkSEncKey)
is in possession of the Network Server and the AppSKey is in possession of Ap-
plication Server. With this preconfigured setup, the identical can start in a
similar way to the OTAA method.
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Figure 2.6: LoRaWANv1.1 Over-the-Air Activation

2.4.2.2 Secure Communication

This subsection describes how secure communication in LoRaWANv1.0 and
LoRaWANv1.1 occurs with a generated session context as described above.

In LoRaWAN the fundamental security is provided by the security keys gener-
ated during the context generation. LoRaWANv1.0 utilizes two layers of secu-
rity: one for the network (NwkSKey) and one for the application (AppSKey).
Each layer uses its own set of keys to secure communication:

• NwkSKey is used for securing messages at the network level. It is used
for insurance of MAC (Media Access Control) payloads and is responsible
for ensuring the authenticity of the device in the network. This key is
used for operations such as MIC (Message Integrity Code) generation and
validation, ensuring that the message has not been tampered with during
transit.

• AppSKey is used for encrypting and decrypting the application payload.
This key ensures that the application data transmitted between the end
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device and the application server remains confidential and can only be
accessed by the intended parties.

In addition to keys, there are several types of frame counters that are used for
replay attacks prevention. For further information, kindly refer to the Gener-
ation of Session Context section.

Cryptography

• AES-CTR for Encryption: AES-CTR is used for encrypting the
payload data. In CTR mode, AES encryption is applied to a counter
value that is incremented for each block of data, generating a stream of
keystream blocks. These blocks are then XORed with the plaintext blocks
to produce the ciphertext, or vice versa for decryption. The AppSKey is
used with AES-CTR for encrypting and decrypting application payloads.
This mode is chosen for its efficiency and suitability for devices with lim-
ited processing capabilities, and because it allows for the encryption using
only XOR operation.

• AES-CMAC for Integrity and Authentication: For generating the
Message Integrity Code (MIC), AES-CMAC is utilized. AES-CMAC
provides a way to verify the integrity of messages and authenticate the
source, using the NwkSKey. It generates a fixed-size output (MIC) that is
attached to each message, allowing the receiver to verify that the message
has not been tampered with and that it comes from a legitimate source.

LoRaWAN 1.1 introduces several enhancements to the security architecture,
aiming to address some of the vulnerabilities identified in version 1.0 and to
provide a more secure and robust framework for device-to-network communi-
cation. These enhancements include changes to key management, the intro-
duction of additional security keys, and modifications in the encryption and
integrity protection mechanisms. The main enhancements are the following:

• New Key Architecture: Separate root keys for network (NwkKey) and
application (AppKey) layers, enhancing data segregation and security.

• Multiple Network Session Keys: Introduction of FNwkSIntKey, SNwkSIn-
tKey, and NwkSEncKey for nuanced security controls and specific oper-
ations within the network layer.

• Improved Join Procedure: A dedicated Join Server centralizes and
secures the device join process, using encrypted messages for safer key
exchanges.

• Frame Counter Enhancements: Implementation of a 32-bit frame
counter to better protect against replay attacks.

• Acknowledgment Checks: Devices must receive acknowledgments for
downlink messages, ensuring synchronization and enhancing replay at-
tack protection.

• MIC Enhancements: Use of direction-specific and layer-specific keys
for computing MICs, strengthening message integrity and authenticity.
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• MAC Layer Encryption: Encryption of MAC commands within FRM-
Payload for added confidentiality.

LoRaWAN Message Structure

In LoRaWANv1.0 and LoRaWANv1.1, several message types can be sent over
the network. Some of them have already been described in the Generation of
Session context section. Find the overview of all message types in accordance
with [34] below.

1. Join-request: An uplink message utilized in the over-the-air activation
(OTAA) process, facilitating devices to initiate communication with the
network.

2. Join-accept: A downlink message deployed during the OTAA proce-
dure, whereby the network acknowledges and accepts a device’s request
to join.

3. Data Up and Down (Unconfirmed/Confirmed):

• Unconfirmed Data Up/Down: These messages contain data
frames transmitted either uplink or downlink, respectively, where
no acknowledgment is required from the receiving end. They are
used for scenarios where data delivery confirmation is not critical.

• Confirmed Data Up/Down: In contrast, these messages involve
data frames sent uplink or downlink, respectively, with a request
for confirmation from the receiver. This mechanism ensures data
integrity and delivery acknowledgment, essential for critical data
transmissions.

4. RFU (Reserved for Future Use)/Rejoin-request: Initially reserved
in v1.0. In v1.1, this category now contains uplink messages specifically
for over-the-air activation (OTAA) Rejoin-requests, introduced in version
1.1 to enhance device reconnection procedures.

5. Proprietary: This category is designated for non-standard message for-
mats that enable the implementation of custom protocols or features
beyond the predefined LoRaWAN specifications.

The message structure of Join Request and Join Accept message types have
already been described in previous section. The structure of Data messages is
described below in accordance with [34] and [35].

Physical Layer

• Preamble: The initial part of the message, preparing the receiver for
incoming data.

• Physical Header (PHDR): Specifies the format and properties of the
message.

• Physical Header CRC (PHDR CRC): A cyclic redundancy check
for the PHDR to ensure its integrity.
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• Physical Payload (PHYPayload): The main content of the message.

– For uplink messages, an additional CRC field is appended to ensure
data integrity.

MAC Layer (Contained within PHYPayload)

• MAC Header: Indicates the message type and the MAC major ver-
sion. All current LoRaWAN versions use a value of 0, corresponding to
LoRaWAN release 1.x.

• MAC Payload: The core content within the MAC layer, varies based
on message type.

• Message Integrity Code (MIC): A 4-byte code for validating the
message’s integrity.

• For join-request and join-accept messages: Consists of application
and device identifiers, plus a random number (DevNonce) for the join-
request.

– AppEUI: Unique identifier of an application.
– DevEUI: Unique identifier of an End Device (ED).
– DevNonce: A random number used during the join process.

• For other message types: Includes a frame header (FHDR) and may
include optional fields such as the port field (Fport) and frame payload
(FRMPayload).

– Frame Header (FHDR): Contains the device address (DevAddr),
frame control (FCtrl), a 2-byte frame counter (FCnt), and up to 15
bytes of frame options (FOpts) for MAC commands.

– Optional Fields:
∗ Fport: Specifies the application port (0 for MAC commands,

1-223 for application data).
∗ FRMPayload: Carries the application-specific data or MAC

command.

Capacity Limits

• MACPayload Maximum Length (M): Region-specific cap on the
MACPayload size. For example, in Europe, it can be up to 250 bytes.

• FRMPayload Maximum Size (N): Also region-specific, with a max-
imum of 242 bytes in Europe.

The following figures depict how secure communication of uplink and downlink
messages occur in LoRaWANv1.0 and LoRaWANv1.1. The displayed mes-
sages contain both the application data for the Application Server or MAC
commands for the Network Server.
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Figure 2.7: LoRaWAN Message Structure [34]

2.5 LoRaWAN Vulnerabilities

Even though the LoRaWAN protocol was created with a security by design
mindset, it is not invulnerable to security risks. As technology progresses
and becomes more universally adopted, it often uncovers certain flaws that
might have been overlooked in the initial threat evaluations. These security
gaps have been documented in multiple papers. This section is dedicated to
systematically outlining these vulnerabilities, showing their characteristics, the
possible effects they could have on the network, the specific LoRaWAN versions
that are susceptible, and the preventive measures that have been integrated into
later protocol versions to lessen these vulnerabilities.

• Jamming Attack

– Description: Jamming in LoRaWAN takes advantage of the fact
that while Chirp Spread Spectrum (CSS) is inherently resistant to
interference, two devices can still cause significant interference to
each other if they transmit using the same frequency and spreading
factor. This can be exploited by a jammer intentionally transmit-
ting messages with these parameters, effectively creating a denial
of service. For more information about jamming LoRa signals, see
[36].

– Impact: Results in a denial of service (DoS) in the radio frequency
(RF) part of the communication and can facilitate other attack vec-
tors when jamming is employed strategically.

– Affected Versions: LoRaWAN 1.0 or 1.1.
– Countermeasures: The primary mitigation strategy involves in-

vestigating abnormal transmission patterns indicative of jamming
and employing anomaly detection systems.

• Physical Attacks on End Devices/Gateways

– Description: This category of attacks involves physical tamper-
ing with the end devices (ED) or gateways (GW). Tactics include
stealing, removing, or destroying the hardware; extracting sensitive
security parameters; or altering the device’s firmware.
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Figure 2.8: Communication in LoRaWANv1.0

– Impact: Compromises device availability and integrity and could
potentially lead to the unauthorized extraction and misuse of confi-
dential information or technology.

– Affected Versions: LoRaWAN 1.0 or 1.1.
– Countermeasures: Protective measures include the use of Hard-

ware Security Modules (HSM), firmware encryption, and secure phys-
ical security protocols.

• Lack of Device Decommissioning Process

– Description: LoRaWAN protocol does not define a standard pro-
cedure for the decommissioning of devices. This omission means that
previously used device addresses and IDs might not be reassigned
securely. This threat was described in [37].
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Figure 2.9: Communication in LoRaWANv1.1

– Impact: Potentially allows for the reuse of device addresses in a
malicious manner if no custom implementation is provided.

– Affected Versions: LoRaWAN 1.0 or 1.1.
– Countermeasures: Implement a custom decommissioning process

to manage device retirement securely.
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• Downlink Routing Vulnerability

– Description: When an end device sends an uplink message, it is
broadcast to all gateways in range. However, downlink messages are
sent to only one chosen gateway. If an attacker captures the uplink
message and transmits it from an alternate location, the network
server may select the attacker’s gateway for the downlink route.
This vulnerability is described in [38] and [39].

– Impact: Can be exploited to create a denial of service on downlink
communications or to hijack downlink traffic.

– Affected Versions: LoRaWAN 1.0 or 1.1.
– Countermeasures: Utilize advanced security measures to detect

and mitigate relay attacks.

• Missing End-to-End MIC Verification

– Description: The Message Integrity Code (MIC) is verified be-
tween the end device and the network server but not between the
network server and the application server. This process relies on the
transport layer security, which may not provide sufficient integrity
checks. This threat is described in [37].

– Impact: Leaves the system vulnerable to integrity corruption and
undermines the security of communications between network and
application servers.

– Affected Versions: LoRaWAN 1.0 or 1.1.
– Countermeasures: Implement end-to-end integrity checks beyond

transport layer security.

• Weak DevNonce Length

– Description: In LoRaWAN, the DevNonce is a short identifier in-
tended to make each join request unique. It’s only 2 bytes long,
which inherently limits its range. The network server is responsible
for remembering DevNonces to prevent join request replays. If it
remembers too few, an attacker can reuse an old DevNonce, causing
the network server to mistakenly initiate a new session. Conversely,
if it remembers too many, it may reject legitimate requests from
devices that have exhausted the DevNonce range, leading to a po-
tential lockout situation. For further reference, see [40].

– Impact: If the network server’s DevNonce list is not managed cor-
rectly, attackers could cause a denial of service by submitting re-
quests with previously used DevNonces. In addition, legitimate de-
vices could be denied access if all possible DevNonces are used up
and the server fails to forget old ones.

– Affected Versions: LoRaWAN 1.0.
– Countermeasures: LoRaWAN version 1.1 addresses this by im-

plementing an incremental DevNonce, which reduces the likelihood
of reuse
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• No AppNonce Reuse Check (Join Accept Spoofing)

– Description: In LoRaWAN’s establishment of secure communica-
tion between the end device (ED) and the network server (NS) is
the exchange of the JoinAccept message. This message includes an
AppNonce, a nonce value used once during the setup to generate
session keys. However, the protocol does not mandate the ED to
verify if an AppNonce has been used before, leading to a vulnera-
bility. If an attacker replays an old JoinAccept message, and the
ED does not check for AppNonce reuse, the ED and NS may com-
pute different encryption keys. While both believe a secure session
has been established, the mismatched keys render them incapable of
proper encryption and decryption of communications. For further
reference, see [40].

– Impact: The absence of AppNonce reuse checks can result in the
ED and NS having desynchronized session keys, which effectively
prevents any encrypted communication between them. This can
lead to a denial of service, where legitimate messages are rejected or
lost due to encryption key mismatches.

– Countermeasures: To strengthen this aspect of the protocol, sub-
sequent versions of LoRaWAN should ensure that both join requests
and accepts are tied to a unique identifier, preventing the replay of a
JoinAccept message. A mechanism to check and prevent AppNonce
reuse would also be crucial, mitigating the risk of such replay at-
tacks. Implementing these measures would ensure that each session
setup is indeed unique and secure.

• Frame Counter Reset without Re-Keying

– Description: LoRaWAN uses two frame counters, FCntUp for up-
link and FCntDown for downlink messages, which are essential for
maintaining the sequence of messages. These counters are also part
of the input to the AES-CTR encryption algorithm that secures
communications. However, if these counters are reset to zero with-
out simultaneously changing the encryption keys, it creates a vul-
nerability. An attacker could take advantage of this by intercepting
and storing messages with a high frame counter value, then replay-
ing them after the counter reset. The network server might accept
these replayed messages as valid if it cannot distinguish them from
new messages. For further reference, see [40].

– Impact: This vulnerability allows for two potential attacks. Firstly,
an attacker can replay old messages, causing confusion and poten-
tially incorrect actions as the server processes outdated or incor-
rect information. Secondly, a DoS condition arises for legitimate
messages that now have a lower frame counter value than the re-
played messages, leading the network server to reject them as out-
of-sequence.

– Affected Versions: LoRaWAN 1.0, particularly in scenarios where
counters may reset, such as with Activation By Personalization
(ABP) or counter overflows in Over-The-Air Activation (OTAA).
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– Countermeasures: A solution implemented in LoRaWAN 1.1 is
to ensure that frame counters are stored in a way that they do
not simply reset (e.g., in non-volatile memory), and a key renewal
process is mandatory whenever counters are reset. This preventive
measure ensures continuity in the sequence of frame counters and
maintains the integrity of encrypted message streams.

• ACK Spoofing Vulnerability

– Description: The network server (NS) sends an ACK message to
confirm the receipt of a message from an end device. However,
this ACK is not specific to the message it confirms. An attacker
can exploit this by recording the ACK and using it to spoof the
confirmation for another message. For this attack to be successful,
the attacker must jam the gateway downlink to prevent the genuine
ACK from reaching the end device. The recorded ACK can then
be played back to the end device to falsely confirm a subsequent
message, misleading it to believe the transmission was successful.
This attack is described in detail in [41].

– Impact: Since the end device thinks its message has been acknowl-
edged, it will not retransmit, potentially leading to the loss of critical
data. Additionally, if the attacker uses this technique selectively, it
can induce a denial of service as legitimate messages may be denied
due to the network server’s belief that they have already been con-
firmed. Note that the captured ACK messages can be spoofed only
once as it contains a frame counter that prevents the attack from
being successful more than one time for each message.

– Affected Versions: This issue primarily affects LoRaWAN version
1.0, where ACK messages are not tied to the frame count (FCnt) of
the message being acknowledged.

– Countermeasures: The vulnerability can be mitigated by imple-
menting a mechanism to tie the ACK directly to the message it
acknowledges, perhaps through an enhanced message integrity code
(MIC) that includes the frame count. Updating to LoRaWAN ver-
sion 1.1, where such measures are standard, is also a recommended
countermeasure.

It has been established that various vulnerabilities exist within the LoRaWAN
protocol. The subsequent sections will introduce detailed security testing pro-
cedures that have been developed to address these vulnerabilities.
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Chapter 3
Software Defined Radio

In this section, Software Defined Radio (SDR) is introduced, explaining its
functionalities and its potential uses. Attention is given to evaluating different
SDR systems to determine which are the most suitable for the purposes of
LPWAN security testing, taking into account factors such as functionality and
compatibility with LPWAN protocols.

SDR represents a type of radio that is capable of tuning to any frequency band
and supports various modulation and demodulation techniques and standards
within a single device through the use of adaptable hardware and software.
It offers versatile, upgradable, and durable radio solutions that cater to both
military and civilian communication systems. [42]

3.1 SDR Functionality and Components

It is a technology that utilizes a standard hardware platform but relies on
software to define its functionality. This software controls aspects such as fre-
quency, bandwidth, modulation, and error correction. Essentially, SDR acts as
a digital radio with a programmable core, allowing developers to create diverse
applications through software, offering greater flexibility and adaptability com-
pared to traditional fixed-function radios. [43]

The key SDR components as described in [44] are:

• Antenna: Captures radio frequency (RF) signals and converts them to
electrical signals for processing. Selecting the right antenna is important
for effective signal reception and transmission across various frequencies.

• Radio Frontend: This section processes the received RF signals using
components like amplifiers, filters, mixers, and local oscillators. Its pro-
grammability allows adaptation to different frequencies and protocols,
typically utilizing a superheterodyne architecture (radio receiver design
that uses frequency mixing to convert a received signal to a fixed inter-
mediate frequency (IF)) for tuning to the desired frequency.
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• Analog-to-Digital Converter (ADC) / Digital-to-Analog Con-
verter (DAC): Converts analog RF signals into digital data via ADC,
and digital to analog via DAC, preparing them for digital processing.

• Digital Backend: Here, the digital data undergoes channelization to
break the spectrum into manageable frequency channels and sample rate
conversion to adjust the digital signal’s rate for further processing.

• User-End Software: Allows users to select frequency bands, band-
widths, filters, modulation schemes, and manage decryption processes,
providing the interface for final user interaction.

3.2 SDR Comparison

SDRs vary in their specifications and capabilities, their cost, performance, and
application range. The cost of an SDR often reflects its complexity and capabil-
ities. Frequency range specifies the span of frequencies the device can handle.
Bandwidth determines how much of the frequency spectrum can be processed
at once, essential for handling high-data-rate communications. Sample rate
measures how often the signal is sampled per second, critical for capturing
higher frequency signals accurately. Finally, transmission capability distin-
guishes SDRs that can only receive signals from those that can also transmit.

Comparison summary of the most popular SDRs on the market based on [45] is
presented on the following tables. For more detailed information about various
SDR parameters, kindly visit [45].

Table 3.1: Specifications of Various SDRs

Model Frequency Range Bandwidth Sample Rate
Generic RTL-SDR Dongles 25 MHz – 1.7 GHz 2.4 MHz 3.2 MSPS
RTL-SDR Dongle v3 24 MHz – 1.7 GHz 3.2 MHz 3.2 MSPS
HackRF 1 MHz – 6 GHz 20 MHz 20 MSPS
LimeSDR Mini v2 10 MHz – 3.5 GHz 40 MHz 30.72 MSPS
BladeRF x40 300 MHz – 3.8 GHz 40 MHz 40 MSPS
LimeSDR 100 kHz – 3.8 GHz 61.44 MHz 61.44 MSPS
Ettus B210 70 MHz – 6 GHz 61.44 MHz 61.44 MSPS

Table 3.2: Transmit Capability of Various SDRs

Model Transmit Capability
Generic RTL-SDR Dongles No
RTL-SDR Dongle v3 No
HackRF Yes (Half-Duplex)
LimeSDR Mini v2 Yes (Full Duplex)
BladeRF x40 Yes (Full Duplex)
LimeSDR Yes (Full Duplex)
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Table 3.2 – continued from previous page
Model Transmit Capability
Ettus B210 Yes (Full Duplex)

3.3 Tooling

Here is a brief overview of of common SDR tooling used by security testing
teams including GNU Radio, GQRX, and Universal Radio Hacker.

GNU Radio
This is a free and open-source toolkit for building software radios. GNU Radio
provides a flexible framework that includes signal processing blocks to imple-
ment software radios. It can be used with readily available low-cost exter-
nal RF hardware to create software-defined radios, or without hardware in a
simulation-like environment to test and develop signal processing algorithms
[46].

GQRX
GQRX is a software-defined radio receiver powered by GNU Radio and the
Qt graphical toolkit. It is highly user-friendly and supports many of the SDR
hardware available on the market. GQRX offers features like a spectrum an-
alyzer and an oscilloscope, and it is capable of receiving and demodulating a
broad range of signals [47].

Universal Radio Hacker
URH is a tool for analyzing and manipulating signals. It allows users to record,
analyze, and replay radio signals just with a few clicks. Ideal for reverse engi-
neering of radio protocols, URH supports a wide range of common SDRs and
is invaluable for both hobbyists and security researchers working with wireless
protocols [48].

3.4 Requirements for LPWAN Security Testing

To effectively sniff LPWAN (Low Power Wide Area Network) protocols using
Software-Defined Radios (SDRs), certain key specifications must be met:

• Frequency Range: Must cover the specific frequencies used by LP-
WAN technologies, such as 868 MHz for Europe and 915 MHz for North
America, to capture relevant signals.

• Bandwidth: Should support at least a few kHz of bandwidth, suitable
for handling narrowband LPWAN transmissions like LoRa, which typi-
cally uses 125 kHz to 500 kHz.

• Modulation Capabilities: Must be able to demodulate the specific
modulation techniques used by LPWAN protocols, such as the propri-
etary spread spectrum technique used by LoRa.
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• Software Support: Requires software capable of decoding the specific
LPWAN protocol. This often means using specialized software tools that
can demodulate and decode signals from technologies like LoRa, Sigfox,
or NB-IoT. These tools may come from the SDR community or be devel-
oped internally. The software should provide features for signal analysis,
protocol decoding, and potentially automated scripting to handle data
collection and analysis tasks.

Software-Defined Radios (SDRs) are effective tools for security testing because
they can handle many different wireless protocols. They are particularly useful
for sniffing, which involves capturing wireless data traffic to identify potential
security vulnerabilities. Additionally, many SDRs can transmit signals, making
them capable of performing replay attacks. This feature allows security testers
to capture legitimate signals and retransmit them to test how well a system
can withstand such attacks.
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LoRaWAN Security Testing

Framework

This section outlines a comprehensive security testing framework for LoRaWAN
networks, designed to provide structured guidelines and scoping for systematic
security testing across various components and interactions within LoRaWAN
systems. The framework is intended to assist security professionals in sys-
tematically identifying and mitigating potential security vulnerabilities within
LoRaWAN deployments.

The guidelines cover various scope areas and testing phases, such as initial
reconnaissance and client engagement. This phase defines the boundaries of
the security assessment and gathers essential information about the network’s
architecture. Another area is physical security testing, which assesses the in-
tegrity and resilience of hardware components, including end devices and gate-
ways.

Note that while all scope areas are presented with guidelines, the framework
focuses particularly on testing RF communication between end devices (ED)
and gateways using Software Defined Radio (SDR) technology. These guide-
lines are based on previous security research and include methodologies for
intercepting, analyzing, and potentially exploiting communication channels to
assess their robustness against RF attacks.

This framework is structured to provide the comprehensive testing approach
outline of the entire LoRaWAN system. It’s worth mentioning, however, that
the RF testing protocols are particularly exhaustive, whereas other scope areas
aren’t as extensively addressed due to their exclusion from the scope of this
thesis.

4.1 Reconnaissance

Reconnaissance is an initial step in security testing, aimed at gathering key
information before the start of the assessment or early in the process. This
phase involves collecting a variety of details, either directly from the client—like
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the importance of system availability—or through more technical channels in
cases of gray or white box testing, which include specifics on implementations,
firmware files, and version information.

The following points outline the essential information to be gathered during
the reconnaissance phase of the security testing process:

• System Functionality: What is the general purpose of the system?
What functions and services does it provide?

• Network Topology and Architecture: Assess the physical placement
of end devices and gateways within the LoRaWAN network. Determine
whether the network utilizes third-party servers or if it relies on internally
managed, proprietary systems. This detail is important for evaluating the
trustworthiness of the network server and identifying potential security
risks associated with external dependencies.

• LoRaWAN Version Usage: Which versions of LoRaWAN are used by
the network server and end devices? Are different versions mixed, such
as a server on version 1.1 while end devices are on 1.0, and vice versa?
This information is important to assess whether certain attacks might be
feasible.

• Device Activation Methods: Are devices activated using ABP (Acti-
vation By Personalization) or OTAA (Over-The-Air Activation)?

• System Availability: How critical is the system’s availability? What
are the implications if devices are stolen or destroyed and consequent
Denial of Service?

• Confidentiality of Technology: How confidential is the technology
or firmware? What are the risks if it is stolen and subjected to reverse
engineering? How are devices physically secured against such threats?

• Message Delivery Criticality: How critical is the delivery of each mes-
sage? If critical, are confirmed message deliveries used? Also if critical,
focus more on ACK spoofing attack possibility.

• Protocol Implementation: Does the network use its own protocol
implementation or a third-party implementation? Is there going to be a
firmware sample available for the testing?

4.2 Physical Security Testing

Physical security testing focuses on protecting end devices and gateways in
LoRaWAN networks. It evaluates whether the security measures are strong
enough to prevent unauthorized access, tampering, or damage. The testing
should take into account how a compromised device would affect network op-
erations and the risk of exposing confidential technology through theft. These
considerations guide the depth and breadth of the security measures imple-
mented. Kindly note that this is a general evaluation of which tests should be
performed; specific testing procedures will depend on the concrete devices in
use.
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• Interface Security: Analyze the security measures for any physical
ports or interfaces that could be used to alter device configurations or
extract data. This might include measures to seal off USB ports or other
interfaces.

• Debug Port Security: Investigate the security of debug interfaces such
as JTAG, or other debug interfaces. Ensure there are physical lockout
mechanisms or settings that disable these ports unless specifically enabled
via secure internal procedures. Evaluate if authentication mechanisms or
encryption are used to protect access to debug commands and data.

• Cryptographic Key Storage Security: Assess the mechanisms for
securing cryptographic keys, particularly the use of Hardware Security
Modules (HSMs) to ensure keys are stored securely and are resilient to
physical and logical attacks.

• Tamper Detection: Check for the presence of tamper detection tech-
nologies that can alert system administrators if physical interference oc-
curs. This includes tamper switches or seals that trigger when unautho-
rized access is attempted. Evaluate the robustness of the physical casing
to resist unauthorized opening or tampering. Assess whether the casings
are tamper-evident and if they effectively protect against environmental
factors such as water, dust, and extreme temperatures.

• Access Control: Review physical access controls to the devices, such as
locks, security screws, or controlled access to the installation locations.
Assess how these controls prevent unauthorized physical access. Evaluate
the impact of stolen or destroyed devices.

• Power Supply Security: Evaluate the security of the power supply,
especially for devices that are solar-powered or use batteries. Check for
mechanisms that secure against power disruption or manipulation.

4.3 Radio-Frequency Testing

This section outlines detailed guidelines for RF testing of communications be-
tween end devices (ED) and gateways (GW) within LoRaWAN networks, uti-
lizing Software Defined Radio (SDR) technology. Building on vulnerabilities
identified in previous sections, a structured testing procedures designed to eval-
uate these vulnerabilities are presented. A specialized tool has been developed
to support these tests, providing essential utilities such as sniffing, packet cap-
turing, and replaying capabilities.

Throughout these guidelines, specific references will be made to this tool, guid-
ing testers on how to effectively use features like the sniffer utility to capture
specific messages. Detailed documentation of the tool and its functionalities
will be provided in a subsequent section.

4.3.1 Jamming
• Attack Description: Jamming in LoRaWAN involves transmitting ra-

dio signals that interfere with the communication between end devices

39



4. LoRaWAN Security Testing Framework

(ED) and gateways (GW). LoRa uses Chirp Spread Spectrum (CSS),
which is resistant to general interference, but effective jamming can oc-
cur if two devices transmit on the same frequency and spreading factor
(SF). Selective jamming is possible by reading the header of transmit-
ted messages to identify the target device address (DevAddr), allowing
the jammer to transmit on the same frequency and SF, making it less
detectable.

• Preconditions:

– The attacker must have a device capable of emitting signals at the
same frequency and SF as the target LoRaWAN communications.

– The jamming device should be positioned within a functional range
of the target end device or gateway to effectively disrupt communi-
cations. Note that Jamming module of the LoRaAttack tool
can be utilized for testing. For configuration details, follow the next
sections.

• Attack Steps:

1. Configure the jamming device to emit noise or signals at the fre-
quency and SF used by the target LoRaWAN device.

2. For selective jamming, monitor transmissions first, identify packets
with the targeted DevAddr, then transmit interference signals.

3. Position the jamming device within effective range and activate it
to disrupt the LoRaWAN communication, monitoring the impact on
signal reception and transmission.

• Impact Evaluation:

– Observe and record the effect on data transmission from the end
device to the gateway during the jamming.

– Assess how communication interference affects network performance,
including packet loss and the need for data retransmissions.

– Evaluate the impact based on the resources used and the level of
criticality of the system availability recognized during the recon-
naissance phase of the testing.

• Mitigation:

– Based on the assessed impact and application, consider implement-
ing channel hopping techniques or running the network devices in
protected environment.

4.3.2 Downlink Routing Attack
• Attack Description: This attack exploits the way LoRaWAN handles

uplink and downlink messages. When an end device (ED) sends uplink
data, it broadcasts to all gateways within range. However, the down-
link response from the network server (NS) is sent to only one gateway,
selected from a database. An attacker can capture the uplink data and
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replay it near a different gateway. If the network server selects this second
gateway for the downlink message, it can result in misrouted responses.

• Preconditions:

– Access to at least two gateways involved, which are not within range
of each other.

– The attacker must have the capability to jam signals from the ED
to the original gateway, can be done using an RF shielded box.

– The attacker must be able to replay messages, can be done using
LoRaAttack tool’s replay module.

– The network must utilize downlink messages as part of its commu-
nication protocol.

• Attack Steps:

1. Allow the ED to send an uplink data message.
2. Capture this message using the LoRaAttack tool’s sniffer module

while simultaneously preventing it from reaching the intended gate-
way, either by jamming or using an RF shielded box.

3. Replay the captured message to the second gateway, which is out of
range from the first.

4. Monitor the network to see if the downlink messages are routed
through the original gateway or the one where the attacker replayed
the uplink message.

• Impact Evaluation:

– Determine whether the downlink message is misrouted to the second
gateway.

– Evaluate the impact of temporary Denial of Service of downlink
messages. Note that the attack might be difficult to discover as
uplink data flow is not affected.

• Mitigation:

– Implement a strategy to send downlink messages through multiple
gateways that have previously been used by the end device, to reduce
the risk of successful routing attacks.

4.3.3 Weak DevNonce Length Exploitation
• Attack Description: In LoRaWAN 1.0, the DevNonce, which is only

16 bits long and generated randomly, can create vulnerabilities due to
its limited size. The network server (NS) keeps a record of previously
used DevNonces to prevent replay attacks. If an already used DevNonce
reappears in a Join Request and is not in the NS’s memory, the NS will
accept it, leading to a potential denial of service as the NS will have
incorrect session keys assuming a handshake has been completed.
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Figure 4.1: Downlink Routing Attack

• Preconditions:

– A functional setup with LoRaWANv1.0 consisting of an end device
(ED) and gateway (GW) must be in place.

– Ability to reset the device or force regeneration of the session con-
text, optional if happens frequently by design, depending on the
device configuration.

• Attack Steps:

1. Attempt to determine how many DevNonces the network server re-
tains in its memory.

2. Force the context regeneration and capture Join Request packets
using the LoRaAttack tool’s sniffer module.

3. After a sufficient number of resets, which depends on the estimated
number of remembered nonces, transmit another Join Request and
prevent it from reaching the gateway using jamming or RF shielding.

4. Replay a Join Request with a previously used but forgotten De-
vNonce.

5. Observe if the network server accepts the Join Request and sends
a Join Accept, indicating that the NS and ED believe a session has
been established with mismatched keys.

• Impact Evaluation:
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– Evaluate the impact of the Denial of Service resulting from mis-
matched session keys based on the criticality of availability for the
system.

• Mitigation:

– Upgrade to a newer version of LoRaWAN, such as 1.1, where De-
vNonces are generated incrementally.

Figure 4.2: Weak DevNonce Length Exploitation
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4.3.4 Join Accept Spoofing
• Attack Description: The Join Accept Spoofing attack exploits vulner-

abilities in the handling of Join Accept messages within LoRaWAN. If
an attacker can replay an old Join Accept message, the legitimate end
device (ED) may not verify if the AppNonce has been previously used
and will proceed to compute the session keys. Consequently, both the
network server (NS) and ED may think a session has been established,
but they will actually have mismatched keys, leading to encryption and
decryption failures.

• Preconditions:

– A functional setup with LoRaWANv1.0 consisting of an end device
(ED) and gateway (GW) must be in place.

– Attacker has the capability to capture and replay Join Accept mes-
sages.

• Attack Steps:

1. Sniff on the communication during the session generation process
(can be done using LoRaAttack’s sniffer module) and store a valid
Join Accept message.

2. Try resetting the end device or Wait for a new Join Request from
the same ED.

3. Jam the downlink communication or prevent the ED from receiving
the Join Accept message using a RF shielding. Replay the old Join
Accept message in response to the new Join Request.

4. Monitor the network to see if the ED and NS proceed with the ses-
sion setup, indicating they have accepted the replayed Join Accept.

• Impact Evaluation:

– Determine if the network accepts the replayed Join Accept and at-
tempts to establish communication using mismatched keys.

– Evalueate the impact of Denial of Service caused by the disruption
and the potential data loss due to encryption failures.

• Mitigation:

– Upgrade the network to LoRaWANv1.1, where AppNonce reuse
check is enforced and AppNonces are generated incrementally.

4.3.5 Frame Counter Reset without Re-Keying
• Attack Description: In LoRaWAN, the uplink (FCntUp) and downlink

(FCntDown) frame counters are used for creating the keystream for AES-
CTR encryption. If these counters are reset to zero without re-keying,
the same ciphertexts previously sent will be produced. An attacker can
exploit this by recording these ciphertexts and replaying them, which
the network server (NS) will accept as legitimate messages due to the
unchanged counter values.
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Figure 4.3: Join Accept Spoofing

• Preconditions:

– A functional setup with LoRaWANv1.0 consisting of an end device
(ED) and gateway (GW) must be in place.

• Attack Steps:

1. Monitor the network to determine the current frame counter values,
capture uplink packets using the LoRaAttack’s sniffer module.

2. Wait for or induce a situation where the counters are reset (in case of
ABP activation, the ED can be reset, in case of OTAA, the attacker
must wait for overflow).
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3. Capture traffic before and after the counter reset, focusing on mes-
sages encrypted with the old counters.

4. Replay the captured messages after the reset to see if the NS accepts
these as new, valid messages.

5. Replay the captured uplink packet with high frame counter number.
The NS should then reject valid messages with lower counter value
from the legitimate end device.

• Impact Evaluation:

– Message Spoofing: Evaluate the impact of the old spoofed mes-
sages acceptance by the Network Server.

– Denial of Service (DoS): Evaluate the impact of temporary Denial-
of-Service where the NS rejects legitimate messages due to the ac-
ceptance of a spoofed message with a higher counter.

• Mitigation:

– Upgrade to LoRaWAN v1.1, where frame counters are required to
be stored in non-volatile memory (NVM), preventing resets from
affecting security.

4.3.6 ACK Spoofing
• Attack Description:

– ACK Spoofing attack exploits the fact that ACK messages from the
Network Server (NS) are not related to a specific uplink message.
An attacker can capture these ACKs and use them to falsely con-
firm the receipt of different messages, disrupting communication by
preventing the real ACKs from reaching the End Device (ED).

• Preconditions:

– The attacker must be capable of intercepting ACK messages and
obstructing the downlink to stop actual ACKs from reaching the
ED. LoRaAttack sniffer and replayer modules can be utilized.

• Attack Steps:

1. Sniff on a traffic between the ED and GW and capture an ACK
reply to an uplink message using the LoRaAttack sniffer tool.

2. Jam the communication to prevent the uplink packets and the gen-
uine ACK from reaching the ED and vice versa.

3. Replay the captured ACK at the time of the ED’s next uplink trans-
mission.

• Impact Evaluation:

– Verify if the ED stops retransmissions, resulting in a disruption of
service due to believing the message was confirmed. Evaluate the
impact of ED believing that an uplink message was delivered suc-
cessfuly.
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Figure 4.4: Frame Counter Reset without Re-Keying

• Mitigation:

– Upgrade to LoRaWANv1.1, where message contents are included
into the MIC calculation.

4.4 Network and Server Security Testing

This section addresses the network security testing of non-RF components
within the LoRaWAN environment, emphasizing key aspects such as data con-
fidentiality and data integrity. The primary focus is on ensuring that the
network server maintains the confidentiality of sensitive data, particularly in
scenarios where it might not be fully trustworthy, as in LoRaWAN 1.0 setups.
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Figure 4.5: ACK Spoofing

Additionally, this testing seeks to evaluate the integrity of data transmitted
between the network server (NS) and the application server (AS), areas critical
to preventing data manipulation and ensuring secure communication across the
network.

• Network Security Testing: Conduct systematic penetration testing
of the gateway, network server, and application server to identify and
address vulnerabilities.

• Data Confidentiality Evaluation: For LoRaWAN 1.0 environments,
assess the implications of the network server having access to decrypted
data. This is due to the use of the same root key for deriving both the
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AppSKey and NwkSKey, enabling the network server to access sensitive
information.

• Communication Security:

– Gateway to Network Server (GW-NS): Evaluate the encryp-
tion and security protocols used in data transmission between gate-
ways and the network server, focusing on maintaining data integrity
and confidentiality.

– Network Server to Application Server (NS-AS): Examine the
integrity protection measures between the network server and the
application server. Given that the MIC is not verified between these
components and relies on the transport layer security (e.g., TLS),
assess:

∗ Whether additional security measures are implemented beyond
basic transport layer protection.

∗ The enforcement and effectiveness of secure protocols such as
TLS to safeguard data during transmission.

Should the integrity protections be inadequate, the network might
be vulnerable to bit-flipping attack, where packets communicated
between the Network and Application Server are tampered without
detection.
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Chapter 5
LoRAttack Tool

A specialized tool has been developed to automate and simplify the process
of LoRaWAN security testing, making it more accessible and efficient. This
tool is designed to complement the testing guidelines presented in the previous
sections, providing a practical means to apply those guidelines effectively.

Based on the previous research into the needs of security testing for LoRaWAN,
the tool incorporates several the following features:

• Multi-Channel Sniffing: Uses Ettus USRP SDR to capture LoRaWAN
traffic across various channels. A realtime packet decoding with auto-
matic key derivation is also performed.

• Session-Based Capture: Efficiently organizes and stores captured data,
including handshakes and communication exchanges, within designated
sessions. This feature enhances the management and analysis of collected
data, making it easier to track and review network interactions.

• Key Derivation: Generates cryptographic keys from captured hand-
shake data, enabling the decryption of communications for a specific ses-
sion.

• Wireshark Compatibility: Ensures that captured data is saved in
PCAP files compatible with Wireshark. This compatibility allows secu-
rity testers to utilize Wireshark’s features to conduct in-depth analysis
of the network traffic.

• Vulnerability Testing: Includes functionalities to replay specific pay-
loads against the network, testing its response to known vulnerabilities
and helping pinpoint areas where security improvements are needed. Ex-
perimental jamming feature is also implemented.

5.1 Tool architecture

The tool consists of several Python modules, each designed to facilitate different
aspects of LoRaWAN security testing:
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• GUI Manager: Provides a user interface that allows users to interact
easily with the tool, managing the setup and execution of SDR operations.

• Session Manager: Manages testing sessions, organizing captured hand-
shake data and communications within specific sessions for systematic
analysis and retrieval.

• Sniffer: Captures LoRaWAN traffic across multiple channels using SDR,
essential for monitoring network activity and identifying potential secu-
rity threats.

• Player: Facilitates the replay of captured traffic to test network re-
sponses, particularly useful for simulating attacks and testing network
vulnerabilities.

• Analyzer: Processes the demodulated data from the SDR, employing
cryptographic tools for decryption and decoding, providing a thorough
analysis of the security posture.

• Crypto Tools: Implements cryptographic functions to decrypt and ana-
lyze the security of network communications, supporting the other mod-
ules. This module is not directly accessible by the user.

Figure 5.1: LoRAttack architecture

5.2 Implementation

This section contains specifics about implementation of each module includ-
ing the issues encountered, third-party tooling used and highlights the tool’s
features.

5.2.1 GUI Manager
The GUI Manager module provides a user-friendly command-line interface that
allows users to interact efficiently with the tool’s various modules. It is achieved
through the Urwid library [49], which supports the development of CLI-based
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interfaces, facilitating easy navigation and operation of the security testing
features.

Figure 5.2: LoRAttack GUI

5.2.2 Session Manager
The Session Manager module manages session data for the security testing tool.
Users can start new sessions or select from existing ones. It also allows other
modules to access and update current session data, which is crucial for storing
critical information like handshake details and cryptographic keys. This en-
sures a streamlined workflow for effectively organizing and conducting security
analyses. The detailed session data description is present in 5.1

5.2.3 Sniffer
For the sniffer feature of the LoRaWAN security testing tool, the choice of
Software Defined Radio (SDR) had to be made. The USRP (Universal Soft-
ware Radio Peripheral) SDR by Ettus Research [50] was selected for its robust
performance characteristics, which are well-suited for LPWAN testing. The
USRP offers a broad frequency range, bandwidth, and high sample rate, mak-
ing it ideal for capturing LoRaWAN signals.

The demodulation of LoRa signals is handled using the gr-lora project [51],
which provides a GNU Radio implementation specifically for this purpose. This
project was chosen as the foundation for demodulating LoRa signals due to its
compatibility and efficiency in processing the unique characteristics of LoRa
modulation. The tool allows user to run GNU Radio based sniffer scripts
through the GUI. It also includes an option to configure the SDR parameters
that are used in the GNU Radio blocks such as center frequency, gain, sample
rate or bandwidth.

During the development of the sniffer feature, several challenges were encoun-
tered, particularly in dealing with the nature of LoRaWAN communications:
Channelization
It was noted that common LoRaWAN implementations employ channel hop-
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Field Description
AppKey Application Key used for encryption at the application

layer.
NwkKey Network Key used for securing network layer operations.
DevEUI Device EUI (Extended Unique Identifier) in the join re-

quest.
AppEUI Application EUI in the join request, identifies the applica-

tion.
JoinEUI Join EUI (formerly AppEUI) identifying the join server.
DevNonce Device nonce, a random value used once during the join

process.
AppNonce Application nonce in the join accept, deprecated in Lo-

RaWAN 1.1+.
JoinNonce Join nonce, a random number used in the join accept mes-

sage.
NetID Network Identifier assigned to the end-device after a suc-

cessful join.
DevAddr Device address assigned to the end-device upon joining the

network.
AppSKey Application Session Key used for encrypting application

payloads.
NwkSKey Network Session Key used for encrypting network payloads

(deprecated, replaced by FNwkSIntKey and SNwkSIn-
tKey).

NwkSEncKey Network Session Encryption Key used for encrypting cer-
tain MAC layer commands.

SNwkSIntKey Serving Network Session Integrity Key used for integrity
protection of network commands.

FNwkSIntKey Forwarding Network Session Integrity Key used for opera-
tions across forwarding networks.

Table 5.1: Session data description

ping techniques to mitigate interference and potential jamming. This adaptive
strategy enhances network resilience but requires the sniffer to monitor mul-
tiple channels simultaneously to ensure comprehensive coverage of all network
traffic. This feature is not implemented in gr-lora project by default and thus
had to be implemented by the tool itself.

To effectively manage multi-channel sniffing, a solution was implemented by
tuning the Software Defined Radio (SDR) to a center frequency positioned in
the middle of the channels being monitored. This approach allowed the SDR to
cover all the necessary channels simultaneously. To accommodate the range of
frequencies required for different channels, the Frequency Shift block in GNU
Radio was used. This block adjusted the sniffed signal by shifting it to the
designated center frequency, depending on the channel bandwidth.

After frequency adjustment, the shifted signal was then fed into the gr-lora
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receiver block, which is designed to demodulate LoRa signals. The processed
signals were subsequently directed to a message socket sink for further analysis
and handling. This setup ensured that signals from multiple channels could be
simultaneously captured and processed efficiently, enhancing the tool’s capa-
bility to monitor diverse network traffic effectively.

Figure 5.3: GNU Radio Sniffer Snippet

SF11 and SF12 demodulation
There were difficulties in demodulating SF 11 and SF 12 due to the need for
Low Data Rate Optimization (LDRO) and soft decision decoding. LDRO is
a setting within the LoRa physical layer that optimizes the receiver for low
data rate communications, enhancing its sensitivity and range. To address this
issue, an enhanced version of gr-lora by tapparelj [52], which supports these
features, was utilized.

Downlink sniffing
To handle bidirectional sniffing in LoRaWAN, downlink communications invert
the I and Q signals. Therefore, two gr-lora receiver blocks are used: one set
to conjugate the downlink signal (’Yes’) for the inverted signals, and another
set to ’No’ for uplink signals. This configuration ensures accurate decoding of
both uplink and downlink transmissions.

Wireshark compatability
Although Wireshark supports LoRaWAN dissection, the captured packets are
encapsulated in UDP, preventing direct analysis. To address this, the UDP
header must be removed, and the Data Link Type (DLT) of the capture needs
to be changed to 147, specific to LoRaWAN. The tool automates this process
using the Bittwiste utility [53], which adjusts the packet headers and DLT
settings to enable proper analysis in Wireshark.

5.2.4 Analyzer
The Analyzer module is designed for efficient packet processing and analysis
within the security testing tool:
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Figure 5.4: Modified LoRaWAN Packet analysis

• Packet Decoding and Key Management: This feature is respon-
sible for decoding packets captured by the Sniffer. It also handles key
cryptographic tasks; when it detects a handshake in the packet data, it
saves critical handshake values such as nonces into the active session. If
the configuration file contains root keys, the Analyzer works alongside
the Crypto Tools module to generate session keys, which are then used
to decrypt subsequent packets.

• Retrospective Analysis: Offers the capability to analyze previously
captured LoRaWAN pcap files, enabling detailed examination of past
network communications.

For packet dissection, the Analyzer module utilizes a Scapy dissector for Lo-
RaWAN, developed by Penthertz [54]. This layer is used for breaking down the
packet structures for in-depth analysis. Each packet, along with any session
values decoded from these packets, such as network keys and device addresses,
is systematically stored in the current session. This method ensures that all
relevant data is retained and organized.

Figure 5.5: Analysed LoRaWAN packets

5.2.5 Player
The Player module facilitates vulnerability and security testing in LoRaWAN
networks by enabling the replay of previously captured packets or the crafting of
new packets following LoRaWAN standards. It utilizes the gr-lora GNU Radio
blocks by tapparelj [52] for packet transmission via a USRP device. Users can
fine-tune transmission settings, including gain, center frequency, bandwidth,
and spreading factor, directly from the module’s configuration menu, ensuring
precise control over testing scenarios.

• Replay Features:
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– From PCAP: Allows users to select a pre-captured PCAP file from
which packets can be replayed to test how the network responds to
previously observed traffic.

– Edit Replay Sequence: Enables manual editing of the packet se-
quence within a chosen PCAP file before replaying, providing flexi-
bility in creating tailored testing scenarios.

• Crafting Packets:

– Spoof Join Request: Crafts a Join Request message using current
session values (JoinEUI, DevEUI) and transmits it using SDR. De-
fault values are used if necessary, with AppKey/NwkKey required
for MIC computation.

– Spoof Join Accept: Generates a Join Accept message based on
current session data (NetID, DevAddr) and sends it via SDR, using
defaults where needed. AppKey/NwkKey is required for both MIC
computation and encryption.

– Spoof ACK Message: Constructs an ACK message using session
data (DevAddr, FCnt set to 0xFFF0 to enhance DoS chances) and
transmits it using SDR, with NwkSKey needed for MIC computa-
tion.

5.3 Testing

To evaluate the developed tool, a real-world IoT application was set up using
a LoRa-enabled device connected to a community LoRaWAN gateway. An
USRP Software-Defined Radio was employed to assess the Radio-Frequency
related features of the testing tool. For the details, please follow this section.

5.3.1 Laboratory setup
Firstly, a functional laboratory setup was established, consisting of an End
Device, a community Gateway, and both Network and Application Servers.
The attacker’s station was equipped with a USRP Software-Defined Radio.
Further details are provided below.

5.3.1.1 LoRaWAN Environment

For the LoRaWAN environment, The Things Network (TTN), which runs on
The Things Stack—a widely recognized LoRaWAN Network Server essential for
LoRaWAN solutions was used. Managed by The Things Industries, it securely
manages applications, end devices, and gateways [55]. A key benefit of using
The Things Network is its support for community gateways, enabling testing
without owning a personal gateway and thus making the testing process more
accessible and practical.

5.3.1.2 End Device and Gateway

• End Device: The chosen end device was the LilyGO TTGO LoRa32
T3 V1.6 [56], which is built on the ESP32 and includes an SF1276 LoRa
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module. Firmware for this device was implemented using arduino-lmic
[57], a widely adopted LoRaWAN library ported for Arduino, ESP, and
PlatformIO. This firmware choice was driven by its extensive use and
compatibility, ensuring reliable performance across various development
environments.

Figure 5.6: LilyGO TTGO LoRa32 T3 V1.6

• Gateway: Community gateways from The Things Network (TTN) were
used for testing, with evaluations conducted in both an urban area in cen-
tral Kladno, Czech Republic, and a rural area at Prinknash Abbey Park,
Gloucester, UK [58]. This allowed for assessing the network’s adaptability
to different environmental conditions.

Figure 5.7: The Things Network community gateways map

5.3.1.3 Attacker equipment

For the attacker’s equipment setup, Ettus B205mini and Ettus B210 Software-
Defined Radios (SDRs) equipped with 868MHz antennas were utilized. These
devices were chosen for their ability to effectively handle the specific frequency
requirements of LoRaWAN operations, making them suitable for conducting
detailed and effective security assessments.
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Figure 5.8: Ettus USRP B205mini [59]

5.3.2 Scope limitations

One of the limitations encountered during the project was not having a physical
gateway in possession, which meant that testing had to be conducted within
a distance of about 1-2 kilometers from the community gateway. This limita-
tion affected the reliability of downlink signal sniffing. Although some packets
were captured, the distance constraint prevented stable and consistent sniffing,
thus limiting the effectiveness of downlink sniffing tests and complicating the
execution of certain attack tests that depended on reliable packet replay.

5.3.3 Testing results

The sniffer was tested for multi-channel sniffing, data demodulation accuracy,
and functionality across spreading factors from SF7 to SF12. Simultaneously,
the transmitter’s accuracy was assessed by running its flow graph and check-
ing if the signals were correctly received by the LilyGO device equipped with
receiver firmware. These tests ensured that the tool could reliably handle and
decode LoRaWAN communications, as well as accurately transmit signals for
effective security evaluations.

The multi-channel functionality of the sniffer was tested by transmitting 100
payloads consisting of characters ”a-z” and numbers ”1-9” across four channels:
868.3, 868.5, 868.7, and 868.9 MHz. For spreading factors SF8 through SF12,
the transmission was centered on a single frequency to test the robustness of
reception at different data rates. Sample rate of the USRP was set to 1Msps.
Specifically, for spreading factors 11 and 12, the testing was supplemented with
the enhanced gr-lora from tapparelj, as mentioned earlier, to accommodate the
lack of low data rate optimization. The effectiveness of these tests was quan-
tified by calculating the percentage of correctly demodulated bytes for each
scenario, with the results presented in the corresponding table.

The replay functionality was thoroughly tested and achieved 100% accuracy in
terms of packet demodulation by a second device. The replay module’s utility
for conducting jamming attacks was also evaluated. Although LoRa modu-
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Figure 5.9: Sniffer testing results

lation is generally resistant to interference, there is a potential for jamming
when two devices share the same spreading factor, frequency, and channel. To
test this, the USRP was configured to transmit at a high gain of 70 dB, using
the same parameters as the transmitting LoRaWAN device placed next to it.
Despite these conditions, no disruption occurred, and all transmitted messages
were successfully delivered to the TTN application server, indicating robust
resistance to interference under the tested settings.
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Conclusion

The goal of this thesis was to create a security testing framework for LoRaWAN
networks utilizing SDR technology. The framework shall be based on compre-
hensive research of LPWAN protocol security and tested with real-world Lo-
RaWAN envirnoment.

An analysis of various LPWAN protocols was conducted, detailing their de-
sign objectives and use-case applicability, laying a foundation for understand-
ing their broader context. Security analysis of the LoRaWAN protocol fol-
lowed, highlighting its security features, cryptographic measures, and potential
threats. This analysis prepared the ground for practical security enhancements.

The thesis further explored Software Defined Radio (SDR) technology for its
utility in sniffing and intercepting LPWAN communications, underscoring its
use in security testing.

Building on this research, a security testing framework for the LoRaWAN pro-
tocol was proposed. This framework includes an SDR-based tool – LoRAttack
– that features capabilities such as multi-channel sniffing, session-based packet
capture, automated packet processing, and decryption. Furthermore, it incor-
porates a replay module complemented by detailed guidance for vulnerability
testing of known issues in the LoRaWAN protocol. The modular design of this
tool ensures easy extendability, allowing the addition of new functionalities or
adaptation to other protocols in the future.

The practical application of this tool was tested in a real-world LoRaWAN
implementation using community gateways. This setup effectively simulated
an actual LoRaWAN IoT environment, providing insight into the tool’s effec-
tiveness.

To conclude, the developed LoRAttack framework is fully functional in terms of
defined requirements and utilizable for practical security testing of LoRaWAN
networks. Given the complexity of security testing, numerous potential en-
hancements exist. The proposed future work includes addition of fuzzing mod-
ule to expand testing capabilities and supporting more types of SDRs to in-
crease its versatility.
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Appendix A
Acronyms

IoT Internet of Things

M2M Machine-to-Machine

LPWAN Low Power Wide Area Network

LoRa Long Range

NB-IoT Narrowband IoT

LTE-M Long Term Evolution for Machines

SDR Software Defined Radio

QoS Quality of Service

ISM Industrial, Scientific, and Medical (band)

CSS Chirp Spread Spectrum

SF Spread Factor

MAC Medium Access Control

AES Advanced Encryption Standard

ECB Electronic Codebook

MIC Message Integrity Code

OTAA Over-the-Air Activation

ABP Activation by Personalization

DevEUI Device Extended Unique Identifier

AppEUI Application Extended Unique Identifier

AppKey Application Key

NwkKey Network Key

NwkSKey Network Session Key
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A. Acronyms

AppSKey Application Session Key

FNwkSIntKey Forwarding Network Session Integrity Key

SNwkSIntKey Serving Network Session Integrity Key

NwkSEncKey Network Session Encryption Key

DevNonce Device Nonce

AppNonce Application Nonce

JoinEUI Join Extended Unique Identifier

NetID Network Identifier

DevAddr Device Address

HSM Hardware Security Module

DoS Denial of Service

ACK Acknowledgment

RF Radio Frequency

NS Network Server

GW Gateway

ED End Device

JS Join Server

IP Internet Protocol

USRP Universal Software Radio Peripheral

PCAP Packet Capture

GUI Graphical User Interface

TTN The Things Network

LDRO Low Data Rate Optimization

UDP User Datagram Protocol

DLT Data Link Type

JTAG Joint Test Action Group (a debugging interface)

NVM Non-Volatile Memory

TLS Transport Layer Security
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Appendix B
Contents of attachments

README.txt....................the file with enclosed contents description
lorattack ............................... the LoRAttack tool repository
LoRa ............ directory with LilyGo firmware for sniffer measurements
measurements..................measurements data and evaluation script
thesis..................the directory of LATEX source codes of the thesis
simple lmicdirectory with the LilyGo firmware for LoRaWAN integration
thesis.pdf...............................the thesis text in PDF format
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