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Abstrakt

Tato bakalarska prace se zabyva
vytvorenim  akustického  detekéniho
systému zalozeného na principu dvou
mikrofonti. Cilem systému je monitoro-
vat okoli a po detekci akustické impulzni
udélosti tuto udélost zaznamenat a vy-
slednéd data odeslat na vzdaleny server.

Systém se skldada z hlavni DPS obsa-
hujici MCU, modul Wi-FI, GPS modul
a dvou mensich desek pro presné umis-
téni MEMS mikrofonti.

Po zaznamenani akustické udalosti
na obou mikrofonech a uréeni ¢asového
zpozdéni mezi dopadem akustické viny
na prvni a druhy mikrofon jsou data
odesldna pomoci Wi-Fi a TCP pro-
tokolu na vzdédleny server. Odeslana
data obsahuji nahrana akusticka data
a metadata obsahujici casové zpoz-
déni, polohu jednotky a ¢asovou znacku
ziskanou pomoci GPS.

Systém je zalozen na dvou mikrofo-
nech pro minimalizaci poc¢tu jednotek
pottebnych pro 2D lokalizaci akustikc-
kych udalosti. Jelikoz je kazda jednotka
osazena dvéma mikrofony staci pro
lokalizaci teoretiky jen dvé jednotky.

Klicova slova: detekce akustickych
udélosti se dvéma mikrofony, detekce
impulznich udalosti, detekce stielby,
MCU, Wi-Fi, GPS, MEMS mikrofony

/ Abstract

vi

This bachelor’s thesis focuses on de-
veloping an acoustic detection system
based on the principle of two micro-
phones. The system aims to monitor
the surroundings and, upon detecting
an acoustic impulse event, record the
event and send the resulting data to a
remote server.

The system consists of a main board
containing an MCU, Wi-Fi module,
GPS module, and two smaller boards
for precise placement of the MEMS
microphones.

After capturing the acoustic event on
both microphones and determining the
time delay between the impact of the
acoustic wave on the first and second
microphones, the data is transmitted
via Wi-Fi and TCP protocol to a remote
server. The transmitted data includes
recorded acoustic data and metadata
containing time delay, unit location,
and timestamp obtained through GPS.

The system is based on two micro-
phones to minimize the units required
for acoustic event localization. Theo-
retically, with each unit equipped with
two microphones, only two units are suf-
ficient for localization.

Keywords: acoustic event detection
with two microphones, impulse event
detection, gunshot detection, MCU,
Wi-Fi, GPS, MEMS microphones
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Chapter ]_
Introduction

Significant progress in sensor and processor technologies has been achieved in recent
years. Current sensors and processors are notably smaller, more efficient, and have
lower energy consumption. This progress allows easier integrating of acoustic detection
units into public spaces, enabling more efficient systems for acoustic signal detection
and environmental monitoring.

Historically, these systems were primarily used in the military sector. However,
with technological advancements and the growing need for public space security and
monitoring, their utilization has also significantly expanded into civilian spheres. Today,
they can provide valuable information not only for military operations but also for urban
monitoring, crime detection, traffic management, and other applications.

This bachelor’s thesis focuses on designing and implementing a system capable of
detecting impulsive acoustic events, with particular attention given to gunshot detec-
tion. The proposed system integrates a microcontroller, a communication unit enabling
internet connectivity, and a GPS unit for localization purposes. The system allows
simultaneous data processing from two MEMS microphones, enabling real-time moni-
toring of incoming acoustic impulses. The data is transmitted to a remote server upon

detecting an acoustic impulse signal.
Server
part

A

Signal data Signal data— ]

20 04
Node 1 @ @ Node 1

Node 1

—Signal data\‘

Figure 1.1. Expected layout of the acoustic detection system

The structure of this thesis is divided into three main chapters: Acoustic impulse
event theory background, Hardware implementation of acoustic impulse event detection
system, and Firmware.

The second chapter provides a detailed overview of the theoretical concepts and fun-
damentals essential for understanding the functional principles of the proposed system
for acoustic impulse detection. It includes a description of the acoustic signal and ex-
plores methods for detecting impulsive signals. The theoretical chapter provides the



necessary depth of knowledge to comprehend the functionality of this acoustic detection
system.

The main topic of the third chapter is the design and implementation of the printed
circuit board (PCB). This element is designed and created with regard to the functional
requirements of the system. The components integrated into the board include key
parts such as the processor, power circuits, Wi-Fi module for communication, and GPS
module for localization purposes. Additionally, MEMS microphones are integrated as
sensors for acoustic signal detection.

Afterward, the fourth chapter focuses on firmware development, which is necessary to
ensure the desired functionality of the entire system. This part of the work concentrates
on implementing software that enables the operation and control of individual system
components.

The final chapter of this thesis is devoted to the result presentation. It includes
evaluating achieved results in the context of set goals and system requirements. It also
provides a comprehensive overview of the designed system.



Chapter 2
Acoustic impulse event theory background

This chapter focuses on the theoretical background of impulsive acoustic events. The
basics of describing acoustic signals from firearm discharges are presented here, in-
cluding the description of individual components such as muzzle blast, shock wave,
and mechanical action. Furthermore, this chapter discusses the peak detection in the
acoustic signal based on robust peak detection using Z-score. Additionally, localization
based on the Angle of Arrival (AoA) method is explained in this section.

I 2.1 Signal theory

In order to correctly detect and describe the acoustic signal of a gunshot, it is necessary
to understand and comprehend the individual events that happen during the shot. The
resulting waveform is influenced by many factors, like the caliber of the gun, the type
of ammunition and the surrounding environment. Hence, detecting a gunshot acoustic
signal is a complex task, and this section will focus on the various aspects describing
or influencing the resulting signal shape.

B 2.1.1 Muzzle blast

At the moment of firing from a gun, an acoustic wave called muzzle blast is generated
and propagates through space in all directions. However, the majority of the acoustic
energy is expelled in the direction the gun barrel is pointing. [1]

The muzzle blast is one of the primary components of a gunshot signal. It refers
to the sound and pressure wave generated by the expansion of gases from the gun. In
Figure 2.1 it is possible to see that a muzzle blast typically lasts 3 ms, and it spreads at
the speed of sound. [2] In the figure, it can also be seen that it spreads through space
along with its reflection.

However, a system based on muzzle blast detection only is not necessarily robust.
The unreliability is basically due to the fact that most of the acoustic energy propagates
in the direction of the gunshot and decreases with increasing off-axis angle. In addition,
weapons equipped with a silencer have significantly reduced level of the acoustic signal
- muzzle blast.[3]

B 2.1.2 Shock wave

If a bullet is fired at supersonic speed (more than 343 m/s at 20 °C), a shock wave
is formed in addition to the muzzle blast. The shock wave propagates conically and
travels to the projectile’s trajectory with a GTM angle. The angle of this cone, denoted
as ©,,, depends on the speed of the bullet, denoted as v, and is related to the Mach
number M, which is defined as the ratio of the bullet’s velocity to the speed of sound

c. Specifically, the cone propagating angle can be expressed as
1
Oy=2- in(—). 1
M arcsin( M) (1)

Therefore, the faster the bullet travels, the smaller the angle of the cone, and vice versa.



2. Acoustic impulse event theory background

0.8 T T T T
-
061 T Muzzle blast b
\ Muzzle blast

0.4 F reflection .
= 02+ E
o
2
E‘ J
g 0 .
<

02+ J

0.4 -

0.6 ‘ . . .

0 5 10 15 20 25

t [ms]
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Figure 2.2. Acoustic wave of a supersonic bullet (Source: [4]).

B 2.1.3 Mechanical action

There are certain firearms that make audible mechanical sounds, such as the trigger and
hammer mechanism, the ejection of spent cartridges and the loading of new ammunition
by the weapon’s manual or automatic loading system. However, the noise generated by
these operations is generally much quieter than the sound of the shot and the shock wave
of the bullet for supersonic projectiles. Therefore, these sounds are only significant if a
microphone is placed close enough to the firearm to record them. This type of acoustic
signal may be present in recordings in certain cases, but is generally not suitable for
detection. [1]

I 2.2 Signal processing

As previously described, the shape of the acoustic signal generated by a gunshot could
vary significantly, making it difficult to detect and classify. The system would have to
use advanced signal processing to achieve accurate detection and classification, which
would place significant demands on each detection unit.
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Figure 2.3. Recorded acoustic signal corresponding to a 9 mm supersonic short gun gun-
shot (Source: [4]).

To implement this acoustic event detection system, an approach was chosen in which
the server will handle the advanced signal processing. On the other hand, the local
units will be responsible for monitoring the surroundings and detecting acoustic pulses
reliably.

If a high-energy acoustic signal is detected, the local unit will record the event and
transmit it to the server. This work focuses specifically on the local part of the system,
which monitors and sends recorded acoustic events that could indicate a gunshot.

B 2.2.1 Peak detection

The algorithm for acoustic event detection is a crucial element in this work. Its purpose
is to reliably detect signal peaks, even when the signal contains a large amount of noise
(SNR - signal-to-noise ratio around 20 dB). A suitable combination of methods and
algorithms must be used to achieve this goal. In addition to the robustness of the
detection, it is necessary to ensure the real-time applicability of the algorithm with the
lowest possible computation time.

Various methods were tested and considered for the accurate detection of peaks in
acoustic signals to achieve optimal results.

Among the naive approaches is a method based on pure signal thresholding. However,
it is unable to adapt to signal variability. Nevertheless, if the signal is pre-processed,
the functionality of this method can be significantly improved.

To enhance detection, pre-processing of the signal by accentuating rapid frequencies
using the power of two on signal difference diff(signal)* was applied before thresholding.
This technique enables the detection of higher frequencies, but unfortunately, it has
several disadvantages. One of these disadvantages is that this method is sensitive to
false detections at higher noise levels. Another drawback is the limited ability to adapt
to various conditions and types of signals.

Another used improvement was use Teager’s energy [5] of the signal instead of the
raw signal, which improved method. Although better results were achieved, the de-
sired detection accuracy was not reached. Additionally, the computational demand for
detection significantly increased.
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Several other methods for peak detection, including the Median Filter, Correlation
Against a Template, and Discrete Wavelet Transform, were also considered. However,
these methods were deemed excessively complex for the specific task of peak detection.
While they have shown efficacy and applicability in gunshot detection, as demonstrated
in [6], they were overly sophisticated for peak detection.

In the end, the Z-scores method was chosen, which proved to be the most suitable
choice for peak detection. Z-scores are characterized by sufficient adaptability to the
surrounding environment and their ability to adapt to various signals. Correct peak
detection was achieved up to a SNR value 15. This method is considered suitable for this
work as it allows accurate detection of peaks in time signals with sufficient reliability
and adaptability.
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Figure 2.4. Comparasion between acoustic pulse detection at SNR = 20 dB



B 2.2.2 Z-score robust peak detection

The Z-score, also known as the standard score, is a statistical indicator that shows how
far a given standard deviation value is from the mean in a given data set. It is the ratio
of the difference between the value and the mean to the standard deviation

X—p

7=, (2)

where X is the observed value, i is the mean, and o is the standard deviation of the
data set.

Z-score is often used to detect outliers and to identify extreme values in a data set.
The method is also suitable for real-time data processing because it is sufficient to store
a certain amount of historical data of the mean and standard deviation for calculating
the Z-score. Therefore calculating the current Z-score for the newly arrived value at
any point is possible.

For acoustic peak detection, Z-score proves to be a suitable method because at the
moment of the shot, there is usually a significant standard deviation in the time series
that indicates a peak.

A threshold is used to determine which values are classified as peaks. This threshold
is based on a multiple of the mean of the energy value in last few samples, e.g., 3 or 5.

I 2.3 Localization based on signal theory

Localization of the shot is an essential aspect of this system, in addition to detecting
and transmitting data to the server. There are various methods for determining the
location using a network of units that monitor the surrounding environment, namely
Angle of Arrival (AoA), Time of Arrival (ToA), Time Difference of Arrival (TDoA),
and many others.

Source

A C B

Figure 2.5. Angle of Arrival - wave aproximation by plane

The Angle of Arrival (AoA) algorithm was chosen for shot localization. The handling
of this algorithm will be performed on the server side and thus is not a part of this
work. However, it imposes hardware requirements on the detection unit.



B 2.3.1 Angle of Arrival

The Angle of Arrival (AoA) localization algorithm is a widespread technique employed
for identifying the position of a wireless device. AoA is predicated on triangulation
algorithms that necessitate knowledge of the locations of several reference points in
combination with the angle at which the signal arrives at these reference points. This
method involves determining the angles between the signal source and each reference
point, subsequently identifying the intersection point of these angular lines within a 2D
or 3D space.

B 2.3.2 Angle of Arrival derivation of the formula

To utilize the Angle of Arrival (AoA) method, it is necessary to derive the formula for
the acustic detection system based on two microphones. This formula is derived in this
section.
Assuming the distance of the acoustic signal source from the microphone is given by
the equation
2d* f

r> S (3)

where d represents the distance between the microphones, f is the frequency, and ¢
denotes the speed of sound. [7]

Under these conditions, the acoustic wave can be approximated as planar, which
significantly simplifies the computation required to determine the angle of arrival of the
acoustic signal at the unit.

DO
S Source

A& C B
. D]
X
d = |AB|

Figure 2.6. Angle of Arrival - computation visualization

Referring to Figure 2.6, two microphones, A and B, are assumed to be separated by
a distance d = |AB]|. Let the planar acoustic signal arrive at microphone B at time ¢,.
The distance |AB’| is denoted by d’. This distance is equal to d’ = ¢ - At, where c is
the speed of sound and At equals the difference in times, ¢; and t,, when the signal
reaches microphone A and B, respectively. At this point, the angle of arrival can be
expressed by the following equation
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cos(0) = C;, (4)

This formula can be rewritten to express 6 in the following form

/ ‘A
0 = arccos(%) = arccos(c pi t). (5)

B 2.3.3 Huygens’ principle

Huygens’ principle is a statement formulated by Dutch physicist Christiaan Huygens in
the 17" century that explains how waves propagate through space. According to this
principle, each point on the wavefront acts as a source of new waves that propagate
in all directions. As these secondary waves interact, they interfere with each other,
creating a new waveplate that propagates forward in a straight line.

This phenomenon is significant for the detection of acoustic signals because it allows
the signal to propagate even if there is an object between the microphone and the source
of the acoustic signal.

Hence, it also causes a variation in the distance traveled due to reflections and re-
fractions of the signal. This causes deviations in the calculation of the localization of
the acoustic signal source. A dense network of detection systems is needed to minimize
this calculation error. [4]

Built-up
Area

Forest

® Sensor

__________ Open field trajectory

—— Real trajectory

Figure 2.7. Sound propagation through different environments (Source: [4]).



Chapter 3
Hardware implementation of acoustic
impulse event detection system

The preceding section described the theoretical foundations of acoustic signal process-
ing, whereas this section is focuses on the hardware aspects of the system.

It is essential to ensure that each unit of the acoustic signal detection system satisfies
the required specifications to achieve the intended functionality. Several requirements
have been identified, namely device localization, precise timestamping, high-quality
acoustic signal processing, and reliable communication with the server. A block diagram
satisfying these requirements is shown in Figure 3.1. Each requirement is essential to
the system’s overall performance and was carefully considered during the design phase.

Power supply Wi-Fi module
circuits ESP32-C3
1 $ UART
STM32F406
128 T t UART
GPS module
U-BLOX NEO/LEA-M8T

MEMS microphones

Figure 3.1. Block diagram of the system

B 31 mcuU

The microcontroller unit (MCU) is the main component for signal acquisition, basic
signal processing, peripheral operation, and communication with the server. It was
crucial to select an appropriate MCU that meets the application requirements. Due to
the global chip shortage caused by the pandemic, finding a suitable processor for this
work was challenging. Almost all usable processors were bought out many weeks in
advance. The finally chosen processor was one of the few suitable for this work, which
was available on our faculty thanks to doc. Fisher.

The processor must possess adequate SRAM memory size to store data from two
microphones and support communication protocols compatible with GPS, Wi-Fi, and
MEMS microphones. The selected processor, STM32F407VGT6, provides 192 kB of

10



3.2 GPS localization

SRAM memory size, which is sufficient for storing microphone data for further pro-
cessing. Additionally, the processor supports UART and I2S communication protocols,
facilitating efficient communication with GPS, Wi-Fi, and MEMS microphones.

In summary, the STM32F407VGT6 processor fulfills the requirements for SRAM
memory size to store data from two microphones and supports both UART and 12S
communication protocols, enabling seamless and rapid communication with GPS, Wi-
Fi, and MEMS microphones.

I 3.2 GPS localization

For accurate localization of each unit, it is necessary to work with precise time (maximal
deviation of hundreds of ns) and position (with an accuracy of maximum units of
meters). The GPS module is the ideal solution for both requirements. It is possible to
choose from a wide range of available modules.

The most widely used are those from the Swiss company u-blox. The NEO/LEA-
MS8T module was selected with a time accuracy of up to 20 ns outside and up to 500
ns inside the building. Localization accuracy is quoted to be 2.5 meters. This module
is also claimed to be a low powered with a maximum current of 67 mA. The average
consumption is 28 mA. [8] The module is connected to the processor via a UART
interface.

During the development process, prototype boards were created for testing purposes
first, which helped with writing the firmware. The prototype boards allowed testing
and debugging of the GPS module and its integration with the processor. Finally, this
design was used for the final PCB. The board could then incorporate the improvements
made during the testing phase.

Figure 3.2. PCB prototype with NEO/LEA-M8T

I 3.3 W:i-Fi connection

Each acoustic event detection unit must be connected to the internet to send infor-
mation about individual events. When an acoustic event is detected, the unit must
send all data, including the entire time record of the event and additional data, such as
location and recording timestamp, via Wi-Fi to remote servers for further processing
and classification. LoRa technology was rejected due to low transmission speed and
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3. Hardware implementation of acoustic impulse event detection system

capacity, and the ZigBee protocol was also considered, but it has a lower range and less
developed infrastructure.

There are many Wi-Fi modules. The ESP32-C3 processor has been selected as the
Wi-Fi module from the examined alternatives, as it offers superior availability, extensive
support, represents a recent development, and remains cost-effective.

The ESP32-C3 processor, developed by Espressif Systems, is designed for low-power
applications with Wi-Fi and Bluetooth support. This module is equipped with a range
of peripheral devices and a rich set of features that make it an ideal solution for a
wide range of applications. In this work, the ESP32-C3 processor is used for system
communication via Wi-Fi with a TCP server as a Wi-Fi module.

This module communicates with the MCU through the UART interface. The utiliza-
tion of AT commands for this purpose facilitates efficient management of the module.
Employing these commands contributes to effective interaction between the module and
the MCU. A more comprehensive description of the communication between the MCU
and the module can be found in section 4.4.

A prototype board for the Wi-Fi module was also created during the development
process, similar to the GPS module. The original plan was to use the ESP8266 pro-
cessor, which was outdated and had a small amount of flash memory (1 MB) available
for uploading the AT commands firmware. A new processor was chosen after an unsuc-
cessful attempt to upgrade the flash memory to 4 MB. Insights from the development
of the test board were used in the design of the final board.

Figure 3.3. PCB prototype with ESP8266

I 3.4 MEMS microphone

It is required to select proper microphones to record acoustic events in high quality.
The requirements for high SNR (greater than 60 dB), high sensitivity (greater than
- 30 dBFS), frequency range 0 - 20 kHz, and directivity were key factors in the selection.
There are many types of microphones, such as dynamic, condenser, piezoelectric, and
MEMS microphones. Among those considered were electret and MEMS microphones.

The MEMS microphone was selected for the purpose of this work because this type
of microphone already has a digital output, eliminating the need for an external analog-
to-digital converter. As a result, the use of a MEMS microphone simplifies the circuit
design. It reduces the device’s power consumption by providing a simple connection to
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3.4 MEMS microphone

the processor without any other component. Compared to other types of microphones,
MEMS microphones provide greater flexibility and digital output that simplifies data
processing.

MEMS microphones use a microelectromechanical system to record audio signals.
This type of microphone consists of miniature mechanical structures integrated into
a silicon wafer. These structures are capable of generating electrical signals in response
to acoustic waves, thus enabling the conversion of audio signals into digital data. MEMS
microphones are characterized by their high sensitivity and low noise level, allowing even
very delicate sounds to be captured. Their characteristics make them suitable for this
application.

The digital MEMS microphone from STMicroelectronics MP23DB01HP was se-
lected, which has a very low power consumption (285 pA - normal mode, 800 pA - per-
formance mode), digital PDM output, SNR ratio of 65 dB, and sensitivity of -41 dBF'S.
Its characteristics make it ideal for small Always-on systems due to its small size, low
power consumption, and good acoustic properties. [9]

B 3.41 PDM signal

Pulse Density Modulation (PDM) is a form of modulation used for analog signal trans-
mission. A PDM signal is a binary data stream where a high pulse density in the signal
means a high signal amplitude, and a low pulse density means a low signal amplitude.
In this sense, a PDM signal is similar to ¥ — A modulation. It is pulse width modulation
(PWM), where the width of the individual pulses represents the signal’s amplitude.

The PDM signal allows digital transmission from the microphone with minimal signal
distortion without using an AD converter. The processing of the PDM signal on the
MCU is performed using digital signal processing. The PDM signal is transferred to the
MCU using the I12S audio bus, but other serial communications, such as SPI, DFSDM,
and SAI, can also be used. [10]

Figure 9. PDM signal

Analog signal
PDM signal

MS47154V1

Figure 3.4. PDM signal waveform from MEMS microphone converted to PCM signal
(Source: [10])
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I 3.5 Power

In order to ensure the proper functioning of the system, it is important to address the
power supply requirements effectively. Acoustic event detection systems need to be
placed in various locations, which can present challenges in providing a consistent and
reliable power source. As a result, Power over Ethernet (PoE) has been chosen as the
preferred power supply method, allowing the system to be powered by a single cable,
even over long distances (100 m for IEEE 802.3at [11]). The integration of additional
circuits with the Power over Ethernet (PoE) setup is necessary to ensure the reliable
operation of the device. A more detailed explanation of this process can be found in
the following sections of this chapter.

B 3.5.1 Power over Ethernet

PoE is a technology that allows the transmission of electrical energy and data through
standard Ethernet cables. This technology simplifies powering devices, even in places
where it would typically be challenging to provide a source of energy.

In this work, PoE is used solely as a means of power transmission and does not serve
for communication. Considering the future development of this system, a power supply
based on PoE has already been implemented. In the future, communication via Wi-Fi
could be complemented by Ethernet cables.

The PoE standard is defined according to IEEE standards, specifically IEEE 802.3af,
IEEE 802.3at, and IEEE 802.3bt.

It was selected to use the IEEE 802.3at (also PoE+) standard, which is newer and
offers several protective mechanisms that ensure the safety and reliability of power
transmission between PSE (Power Sourcing Equipment) and PD (Powered Device).

One of these is the detection mechanism determining whether the PD is compatible
with PoE. Furthermore, classification allows the PD to inform the PSE of its energy
consumption, which enables the PSE to manage power allocation and ensures higher
reliability for PD.

In addition to detection and classification, this standard also provides protection
against overloading and short circuits, which disconnects the device from power if an
overloading or short circuit is detected. This protection safeguards both PSE and PD
from damage and ensures safe operation.

Vpsg A

VcLass -

Detection
range

\ 4

Detection Classification =~ Power on t

Figure 3.5. PoE Detection and Clasification start-up for TPS2379 [12]
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Another advantage is the guaranteed backward compatibility with the 802.3af stan-
dard, making it possible to connect devices to these PSEs as well. [11]

To control the active PoE in this system, the integrated circuit TPS2379DDAR
was selected. This IC provides efficient and reliable power transmission, detection, and
classification mechanisms between the PSE and PD. Its selection ensures the stable and
safe operation of the PoE system, and its compatibility with the IEEE 802.3at standards
allows for flexibility in future upgrades and expansions, including the possibility of
communication over Ethernet.

B 36 rcB

The Printed Circuit Board (PCB) is this acoustic detection system’s primary hard-
ware component, containing the necessary components and modules for its operation.
This section provides explanation of the design of the PCB, which is split into two
subsections.

The first subsection focuses on the main board containing the system’s core compo-
nents. The second subsection is dedicated to a smaller board that holds the MEMS
microphone.

B 3.6.1 Main PCB

The main board is designed to accommodate all the modules mentioned earlier, which
are necessary for the system. Based on the experience earned from designing prototype
boards for the Wi-Fi and GPS modules, a similar configuration was adopted with minor
alterations to enhance functionality.

A significant feature of the main board is the power management section, which con-
tains a Power over Ethernet (PoE) and a DC/DC converter. The converter transforms
the supplied power to a 5 V level. A voltage regulator further ensures a stable 3.3V for
MEMS microphones, ESP32-C3, and U-BLOX module.

Furthermore, the main board is designed with connectors for two MEMS micro-
phones. These connectors serve as the interface between the microphones and the rest
of the system, ensuring proper signal transmission between the two microphones and
the main board.

B 3.6.2 Microphone board

The microphone board is a component of the system, primarily responsible for the
precise positioning of the MEMS microphone. It features a connector for interfacing
with the main board, ensuring communication and signal transmission.

The placement of the microphone is essential for determining the angle of signal prop-
agation of acoustic impulse events. By measuring the delay between the arrival times
of these events at each microphone, the system can accurately calculate the direction
from which the acoustic impulse wavefront is propagating. In this specific application,
the microphones are positioned 150 mm apart. This distance has been selected to pro-
vide an optimal balance between spatial resolution and the size of the system, ensuring
accurate detection and localization of the sound sources in the environment.

I 3.7 Case for Board

The enclosure is divided into four distinct parts. The primary section is designed to
contain the main PCB, which includes the processor, WiFi module, GPS module, and
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Figure 3.6. Main PCB for acoustic pulse detection system

Figure 3.7. PCB holder for MEMS microphone

power circuits. This design ensures that the core elements of the PCB are protected.
Additionally, the central part of the model is prepared to accommodate a sealing mech-
anism, providing an additional layer of protection against environmental factors such
as dust and moisture. Threaded inserts are used to guarantee that the PCB remains
stable and secure during operation.

A second module is designed specifically for PCB with microphones. This module,
connected to the bottom of the central part, positions the microphones optimally to
monitor their surroundings without barriers or unnecessary sound reflections.

The model of the enclosure is illustrated in Figure 3.8. It was designed using Autodesk
Inventor. The design has been prepared for 3D printing, ensuring ease of production and
assembly. Detailed drawings of each part of the model can be found in the appendices,
providing further insight into the design.
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3.7 Case for Board

Figure 3.8. Enclosure
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Chapter 4
Firmware

The aim of this chapter is to provide a detailed overview of the firmware architecture
designed for the proper functioning of the gunshot detection system. Key functions
and techniques used for processing the acoustic signal, such as signal processing, robust
peak detection, and transmission to a remote server, are described.

Additionally, an overview of the firmware architecture, its components, and their
descriptions, including the interaction between the firmware and individual peripherals
such as the MEMS microphone, Wi-Fi module ESP32-C3, GPS module NEO/LEA-
MS8T, and MCU is provided.

Furthermore, the algorithms used for gunshot detection and sound signal processing
are described in this section.

Finally, the section discusses testing and validation methods used to verify the func-
tionality of the firmware. The methods used to test the firmware’s functionality are
described, and the results of these tests are presented.

I 4.1 Acustic signal processing

Acoustic signal processing is crucial for accurate and reliable gunshot recognition in var-
ious environments and situations. It is necessary to ensure proper acquisition, analysis,
and processing of acoustic signals using several techniques and algorithms to achieve
this goal.

This section describes the process of acquiring data from MEMS microphones and
converting this data from PDM to PCM format, which is an essential step for further
analysis and processing of the acoustic signal.

Following, peak detection in the signal using Z-score is discussed, a statistical method
that helps identify critical parts of the signal associated with gunshots. This method
requires the windowing technique, which is also described here. It is widely used for
analyzing acoustic signals because it allows dividing the signal into smaller parts, which
are then analyzed separately, significantly improving the system’s ability to detect gun-
shots in various environments and under different conditions.

B 4.1.1 Acustic signal data acquisition

For the system’s proper functioning, it is necessary to obtain accurate acoustic signal
data. For this purpose, a MEMS microphone was chosen, described in subsection 3.4.
Its output is a PDM (Pulse Density Modulation) signal, which needs to be converted
to PCM (Pulse Code Modulation) format for further analysis and processing. Acoustic
data are acquired using the I12S (Inter-IC Sound) interface, which allows reading PDM
data from the MEMS microphone. The Direct Memory Access (DMA) method is used
for efficient data reading, which minimizes the processor load during data transfer.
Specifically, the HAL I25 Receive  DMA function from the HAL library is used.
Frstly one half of the buffer PDM__buff is filled with data, while the other half remains
empty and ready for further filling. Once the first half of the buffer is filled, a callback

18



function is called, which processes this data and stores it in a larger circular buffer,
where the data is stored for following processing. In the meantime, more data starts
to be stored in the second half of the buffer. After processing the first half, it starts
to be filled again, and the second half is processed. This process alternates, thereby
achieving efficient data processing.

PDM data is converted to PCM format using the pdm2pcm.h package provided by
STMicroelectronics. Specifically, the PDM__ Filter function is used in the callback.
This function processes the data stored in the buffer PDM buff and converts it to
PCM format, which is suitable for further acoustic signal analysis.

void HAL_I2S_RxHalfCpltCallback(I2S_HandleTypeDef *hi2s) {

}

// Define temporary arrays for PDM and PCM data
uint16_t AppPDM[128 / 2];
uint16_t AppPCM[16];

// Change of endianness and store it in AppPDM array
for (int index = 0; index < 128 / 2; index++) {
AppPDM[index] = HTONS(PDM_buff [index]);

// Apply PDM filtering to convert PDM data to PCM data
PDM_Filter (AppPDM, (uint16_tx) (AppPCM), &PDM1_filter_handler);

// Push the processed PCM data into the PCM_data structure
push_to_pcm_data(PCM_data, AppPCM);

The acquired PCM data are stored in the PCM_ data structure, the definition of
which is shown below. The structure includes the necessary variables for the circular
buffer, pointers, and counters used for windowing and the calculation of z-scores.

typedef struct

{

uintl6_t *pcm_data;
intl16_t head;
intl6_t tail;

bool recording;

// window function
intl16_t win_idx;
intl6_t win_tail;

// z-score

float *energy_data;
float *z_score_lap;
intl16_t zscr_head;

} pcm_data_t;

The pdm2pcm.h library package contains functions that convert a PDM data stream
from MEMS microphones to PCM. The PDM2PCM library has the function to decimate
and filter a PDM data stream from a digital microphone, which is converted into an
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4. Firmware

output PCM signal. The output PCM stream is implemented with 16-bit resolution.
Various decimation factors can be configured to adapt to different PDM clocks. The
library also offers a configurable high-pass filter and digital volume. [13]
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Figure 4.1. Acoustic data acquired from MEMS microphone

B 4.1.2 Windowing function

The windowing method is used for peak detection, which allows for detecting peaks in
individual segments of the acoustic signal in real time. In this work, this method is
applied with a strong emphasis on efficiency.

When storing PCM data in the buffer, a variable that tracks the amount of data
needed to fill one window is incremented.

When applying the windowing method, only a pointer to the start of the window in
the circular buffer data structure is retained, from which the data is then read. After
processing, this pointer is incremented by the window length W - O, where W is the
window length in N samples, and O is the overlap in N samples. The system then waits
for the next window to be filled.

This method is essential for subsequent processing, as described in the following
chapter. Once this length is reached, a window is prepared for processing.

The window length was chosen to be 20 ms with a 25 % overlap (5 ms). For a sampling
frequency of 16 kHz, the window length in samples is given by N = fs * t and amounts
to W = 320 samples. The overlap length in samples is equal to O = 80.

The window length was determined based on the typical duration of the acoustic im-
pulse signal of a gunshot. This signal typically has a peak duration of a few milliseconds
[2]; thus, the window should contain the entire peak recording.

B 4.1.3 Z-score peak detection

The z_score function is used for peak detection in the acoustic signal using the Z-score
calculation, which has already been mentioned in subsection 2.2.2. For the purpose of
the calculation, the signal energy value is computed using the energy(pem__data) func-
tion. Subsequently, the zscr _head pointer in pem_ data is updated, and the computed
energy value is stored in the circular buffer zscr_energy. The average value and stan-
dard deviation of the energy in the zscr_energy buffer need to be calculated. Then, the
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Figure 4.2. Acoustic signal processing using the windowing method in a ring data buffer

Z-score for the current energy value is calculated as (energy_val - mean_val) / std_val,
and this result is stored in the zscr_lap circular buffer.

The average Z-score value for the zscr_lap buffer is then computed. The function
checks whether the current Z-score is greater than twice the average Z-score value. If
this condition is met, a peak is detected.

Therefore, the z score function represents a crucial part of the gunshot detection
algorithm, focusing on the Z-score calculation and identification of significant signal
parts associated with gunshots.

FUNCTION z_score(pcm_data)
// Update the head of the circular buffer
UPDATE zscr_head in pcm_data

// Calculate the energy of the acoustic signal
energy_val <- COMPUTE energy(pcm_data)
zscr_energy [zscr_head] <- energy_val

// Calculate the mean and standard deviation of the energy data
mean_val <- COMPUTE mean of zscr_energy buffer
std_val <- COMPUTE std of zscr_energy buffer and mean_val

// Compute and store the Z-score value
z-score <- (energy_val - mean_val) / std_val;
zscr_lap[zscr_head] <- z-score

// Compute mean value of z-score
zscr_mean <- COMPUTE mean of zscr_lap buffer

// Peak detection

IF z-score > 2 * zscr_mean THEN
DETECT peak

END IF

END FUNCTION
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B 4.1.4 Time difference of signals

After capturing peaks on both microphones, it is possible to calculate the time delay,
which is determined by the distance expressed in the number of samples between indi-
vidual peaks. The program evaluates this distance and, assuming a sampling frequency
of 16 kHz subsequently determines the delay. This procedure ensures the precise de-
termination of the delay between the two microphones. Accurately established delay
enables the server-side evaluation of the angle of incidence on the unit and subsequently
performs the localization of the acoustic impulse event.

I 4.2 Comunication protocols

This section aims to describe the communication protocols utilized with the periphery,
complementing the information provided in the previous section and contributing to
the completeness of this thesis. The communication protocols discussed include the
Universal Asynchronous Receiver-Transmitter (UART) and the Inter-IC Sound (I2S).
These protocols are employed to effectively communicate between components within
the system, ensuring its overall reliability.

B 4.2.1 UART

The UART is an asynchronous serial protocol that enables data transfer between de-
vices. This protocol consists of two signals, TX (transmit) and RX (receive), to carry
out data transfer. The microcontroller sends data using the TX signal and receives
data using the RX signal. Each device handles the timing of the signal and therefore
the baud rate must be selected at the beginning. Furthermore, a synchronous USART
variant is also exist.

The transmitting device sends a data frame which is sent serially bit by bit. Each data
frame contains a start bit, followed by 5-9 data bits and one or two stop bits. A parity
bit can also be added before the stop bits. The start bit signals to the receiving device
that new data is forthcoming and is succeeded by the data transmitted with the least
significant bit first.

The UART communication protocol used for communication between the MCU and
the GPS and Wi-Fi modules.

B 422 125

The I2S communication protocol is widely used for communication between MCU and
peripherals. 12S was initially developed by Philips Semiconductors (NXP Semiconduc-
tors now) and is a synchronous, serial communication protocol designed primarily for
transferring digital audio data between integrated circuits in an electronic device [14].
Unlike the previously discussed UART protocol, which is designed for asynchronous,
bidirectional communication, 12S is optimized explicitly for the needs of digital audio
systems.

Within the scope of this thesis, I12S serves as the communication medium between
the processor and the MEMS microphone. The data transmitted using I2S are in Pulse
Density Modulation (PDM) format. In the section 3.4 and 3.4.1 the MEMS microphones
and the PDM signal are described in more detail.

The 12S protocol employs three separate lines for communication: a clock line (SCK),
a word select line (WS), and a data line (SD) [14]. The clock line synchronizes the data
transfer, while the word select line indicates the beginning of a new data word and
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distinguishes between left and right channels in a stereo audio system. The data line
carries the actual digital audio data. With support for various data word lengths and
sampling rates, the 125 protocol is a flexible choice for various audio applications.

Furthermore, in the implementation of the I2S protocol within the MCU of this
project, DMA is utilized to efficiently transfer data without overloading the MCU. The
system utilizes a 16-bit data word length within a 16-bit frame, which allows for the
effective transmission of high-quality digital audio data. The chosen audio frequency
for this application is 32 kHz, providing a suitable sampling rate that balances audio
quality and resource consumption.

B 43 GPS module

The GPS module communicates with the processor through the UART (Universal Asyn-
chronous Receiver-Transmitter) interface. The communication is performed using two
protocols, which are described below. Additionally, the EXTINT pin is used for precise
timing, which allows requesting a timestamp. This is discussed in subsection 4.3.3.

B 4.3.1 NMEA

The communication protocol used by the GPS module to communicate with the pro-
cessor is NMEA 0183 or UBX. NMEA 0183 is a standardized protocol for transmitting
position data. This protocol defines the message format and rules for their exchange.
The message format is defined in [ublox-protocol]. The attached log of messages demon-
strates examples of messages in the NMEA 0183 format that the processor continuously
receives. These messages contain information about the geographical position, time, ve-
locity, and other relevant data.

$GNGSA,A,3,01,04,31,17,19,28,,,,,,,15.70,4.38,15.081F
$GPGSV,3,1,09,01,47,149,41,03,81,024,14,04,53,202,37,17,37,264,1673
$GPGSV,3,2,09,19,34,293,25,21,26,149,21,25,00,019,,28,24,051,1976
$GNGLL,5005.01244,N,01426.79060,E,180732.00,A,A72

$GNRMC, 180733.00,A,5005.01238,N,01426.79072,E,0.441,,200523,, ,A65
$GNVTG, ,T, ,M,0.441,N,0.816,K,A33
$GNGGA,180733.00,5005.01238,N,01426.79072,E,1,06,4.38,347.0,M,44.3,M, ,44

These messages provide information about:

GNGSA: Satellite constellation and fix precision.

GPGSV: Information about visible satellites and signal quality.

GNGLL: Geographic position in latitude and longitude.

GNRMC: Recommended minimum GNSS data, including position and ground speed.
GNVTG: Course over ground and ground speed.

GNGGA: Position data, including latitude, longitude, altitude, and time.

In this work, only the GNGLL message is decoded to obtain information about the
unit’s position.

B 4.3.2 UBX Protocol

The UBX (u-blox Extended) protocol is a proprietary serial communication protocol
developed by u-blox for interacting with their GPS/GNSS modules. The UBX protocol
is designed to be efficient and easy to use. It utilizes a binary message format optimized
for efficient data transmission between the GPS module and an external device. Each
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message in the UBX protocol consists of a header, data, and a checksum for data
integrity verification.

The TIM-TIM2 message, used for precise timestamping, is part of the UBX protocol.
This message provides a synchronized time reference for accurate time measurements.

B 4.3.3 Precise Timing

The GPS module features the capability of precise timing with an accuracy of tens of
nanoseconds using an external interrupt. The reference time can be selected by setting
the time source parameter to UTC, GPS, GLONASS, BeiDou, and Galileo using the
UBX-CFG-TP5 message. The processor receives the precise timestamp in the UBX-
TIM-TIM2 message when the UBX-TIM-TIM2 message is enabled, or a falling or rising
edge is triggered on the EXTINT pin. It is through handling the EXTINT that the
system generates an interrupt and requests the precise timestamp. [15]

I 4.4 Wi-Fi module

As section 3.3 mentions, the ESP32-C3 processor can operate as a Wi-Fi module con-
trolled by AT commands. For this purpose, firmware named AT Command Set has
been loaded into the processor. The firmware developed by the manufacturer supports
a set of text commands used for communication with the module via a serial interface.

AT commands (AT standing for attention) were originally developed by Hayes Mi-
crocomputer Products for analog modems and have since become the standard for
communication with modems and other devices. Nowadays, the Hayes AT command
set includes commands for data, fax, voice, and SMS communications. [16]

With the firmware provided by Espressif Systems, the ESP32-C3 can be configured to
operate as a Wi-Fi module controlled via the UART interface. In the following section,
the steps involved in configuring the module to connect to a Wi-Fi AP and a TCP
server will be outlined. These example will cover the necessary commands for setting
up the Wi-Fi and TCP connectivity, while functionality checks and other details will
be omitted. A complete overview of the AT Command Set is available on the Espressif
Systems website [17].

B 4.4.1 Module settings

To establish a Wi-Fi and TCP connection using the AT Command Set for ESP32-C3,
follow these steps.
Firstly, enable the configuration saving to the NVS area using the command

AT+SYSSTORE=1.
Next, set the Wi-Fi mode of the ESP32-C3 using the command
AT+CWMODE=<mode> [ ,<auto_connect>] .

Set the <mode> parameter to station mode with an automatic connection.
Connect to the desired AP using the command

AT+CWJAP=[<ssid>], [<pwd>] [,<bssid>] [,<pci_en>] [,<reconn_interval>]
[,<listen_interval>] [,<scan_mode>] [,<jap_timeout>] [,<pmf>].

Once connected to the Wi-Fi network, set up the TCP server using the Single Con-
nection mode (AT+CIPMUX=0) command, followed by
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AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>]
[,<"local IP">].

The <type> parameter specifies the type of connection (TCP/v6, UDP/v6, SSL),
while <remote host> and <remote port> define the remote IP address and port,
respectively. Additional parameters, such as the keep-alive interval and local IP, can
also be specified.

Note that these settings can be configured before connecting to the system, allowing
the module to connect automatically to the specified AP and TCP server. This passive
setup enables seamless connectivity without the need for manual intervention.

B 45 TCP

The TCP (Transmission Control Protocol) protocol is used for communication between
the MCU and the TCP server. TCP is a transport protocol within the Internet protocol
family that enables reliable communication between network devices.

The first subsection focus on data transmission from the MCU. It describes the
MCU’s principles and procedures to create data frames transmitted via the TCP pro-
tocol. The frames contain sound data, metadata, and other necessary information for
an accurate evaluation on the server side.

The second subsection briefly describes the functionality of the TCP server, which
receives data and metadata from the MCU.

B 4.5.1 Sendig data

As mentioned before, this work uses a Wi-Fi module for data transmission from the
MCU. The MCU communicates with the Wi-Fi module through the UART interface. To
facilitate communication over UART, transmitting data in the form of ASCII characters
is necessary. Therefore, the measured values are converted as noted below.

PCM DATA TRANSMISSION FRAME

<0:byte> <1:byte> <2-5:byte> <6-9:byte> <10-13:byte> | <13-frame_size:byte>
Magic‘glyte 1: Magic'g'yte 2: Packet number Number of values Reserved PDM Data
L J L J L J L J L J
Y Ag Ag Y Ag

Two-byte number, 'PD' (PDM Four-byte value  Four-byte value Reserved for PDM data container.
Data), which identifies the start that identifies the  that indicates future use.

of the frame. sequence number  the number of

of the current values in the
frame. frame.

Figure 4.3. Structure of data transmission frame containing acoustic signal data after
peak detection

After detecting peaks and calculating the time delay between microphones, the data
is gradually sent within data frames. The schema of such a frame is illustrated in Figure
4.3. The frame consists of a header and data. The header for transmitting PDM data
includes the identifier PD, followed by the frame number and the number of values
in a single frame. Each item in the header is encoded into 4 bytes. The header also

25




contains four reserved bytes for future use. Currently, these reserved bytes hold the
value "XXXX".

Following the header, the measured values are stored in hexadecimal format in ASCII
representation within 4 bytes. The measured data, which is of type uint16_ t and ranges
from 0 to 65535, is stored in this format.

After successful data transmission, metadata labeled as MD is sent. These metadata
include information about the angle and time delay between microphones.

B 4.5.2 TCP server

The TCP server is implemented in Python using the standard socket module. It serves
as the receiving part for data transmission and utilizes socket communication to estab-
lish client connections.

The server is configured to listen on a specific address and port. It starts listening for
incoming connections once the socket is successfully bound to the designated address
and port.

When a client connects to the server, a connection is established. The server then
receives data from the client using the recv function. The received data is stored in
a file for further processing and analysis. The server continuously receives data until
all the data is received.

Upon completion, the server closes the connection with the client and properly ter-
minates the connection.

The received data is further processed and stored in a file, where the data is format-
ted for easy processing. Specifically, the hexadecimal values are converted to decimal
format, and commas separate individual values.

This server implementation covers the essential aspects of TCP communication, in-
cluding socket initialization, connection establishment, data reception, and control ter-
mination. It provides a foundation for processing data sent from a microcontroller.

Waiting
for connection
v

Receiving data

v
Receiving
metadata
v

Close
connection
\ 4
Data
processing
\ 4

—— Storing data

Figure 4.4. TCP server architecture diagram for receiving data from an acoustic detection
unit
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I 4.6 Program flow overview

In previous sections, individual parts of the firmware, which controls the system for
acoustic detection, were described. This section describes the whole principle without
going into deeper details. Those are described in the previous sections. This section
combines individual information and connects them into a comprehensive overview of
how the program works.

The unit constantly monitors its surroundings using MEMS microphones and records
acoustic signal data. These data are stored in a structure used for proper storage and
processing. Every time data is saved a check if the window used for peak detection is
filled.

Peak detection is based on the z-score calculation, which is used to identify significant
signals. If a peak is detected, a time stamp is recorded. After detecting a peak on both
microphones, a time difference between these microphones is calculated, which allows
for calculating the angle of the acoustic signal’s incidence on the serves side. This
information is necessary to determine the direction of the sound source.

After acquirement the timestamp, the system waits for the data buffer to be filled
with PCM acoustic data to the required record length. Once this state is reached, the
data acquisition from the MEMS microphone is terminated, and the process moves to
the next phase. The buffer is filled to 3/4 of its size. 1/4 remains for data preceding the
acoustic event. The processed data is gradually sent in predefined frames. These frame
structures ensure the correct arrangement and formatting of the data for transmission.
Each frame contains specific information, such as the frame number, the number of
values, and the actual data in ASCII/hex format.

After successfully transmitting all data, the reception of new data is restarted, and
the entire program runs in a continuous loop, which allows for the monitoring and
processing of sound signals in real-time. In this way, it is ensured that the unit operates
continuously and provides relevant information about the sound environment. The
entire process is designed to be reliable, efficient, and capable of correctly processing
and transmitting the necessary data.

Surveillance
monitoring

Z-Score peak
A detection

Peak detection

v

Get time difference

v

Send recording

v

L———  Send metadata

—>

Figure 4.5. Acoustic detection unit architecture diagram
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Chapter 5
Results

This chapter is dedicated to the presentation of results achieved throughout the realiza-
tion of this bachelor’s thesis. The forthcoming subsections elucidate the development
of a system capable of detecting impulsive acoustic events, the technical challenges
met and subsequently overcame, and the proposed solution. Examining these results
is necessary to evaluate the overall accomplishment of this thesis, and it enables the
identification of areas that could be subjected to future research and development.

I 5.1 Hardware

Throughout this study, the components necessary for the development of this system
were carefully selected. These individual components were tested on specially designed
prototype boards, which expedited the development and helped verify the functionality
of the design. The insights collected from prototype boards facilitated the creation
of the main PCB, which handled previous limitations. The main PCB houses the
processor, a Wi-Fi module, a GPS module, connectors for MEMS microphones, and
power circuits. Regrettably, due to the late delivery of the main PCB, the system was
tested exclusively on prototype boards.

A small board and a casing were designed to ensure the accurate positioning of
microphones at precise distances from each other. The case was developed as part
of prototype development to be easily 3D printed while meeting the requirements for
airtightness and resistance to water and dust in outdoor environments.

BP-nodel01

Figure 5.1. Assembled main PCB for the acoustic detection unit
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5.2 Firmware

I 5.2 Firmware

The firmware was developed considering the desired characteristics and the components
utilized. During testing, particular attention was given to the peak detection algorithm
based on the z-score method that assesses the energy of individual windows of the
acoustic signal. This technique proved reliable during testing in Matlab and implemen-
tation on the device. This algorithm demonstrates robustness and yields reliable results
with correct settings. Furthermore, the necessary program elements for operating the
MEMS microphones through the I2S bus using DMA were written.

Consequently, data are continually stored in a structure where they are processed
and evaluated. After the peak detection and acquisition of the acoustic signal, methods
were established to acquire a timestamp from the GPS module, determining the delay
between the microphones. This information is subsequently used to determine the angle
of arrival of the acoustic signal. The final segment of this chapter saw the development
of a mechanism for transmitting data to the server. Figure 5.2 illustrates the record of
an acoustic event captured by the device, which was then sent to a TCP server. The
server received and processed the data into the final form visible in the figure.

7><104 T T T T T T T T T

PCM data

Amplitude [-]

0 1 1 1 1 1 1 1 1 1
0 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.

t[s]

Figure 5.2. Record of an acoustic event captured by the device
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Chapter 6
Conclusion

This bachelor’s thesis focused on the design of a system capable of detecting acoustic
impulse events. The development process can be partitioned into three distinct stages.

Firstly, it was necessary to understand the given problem and comprehend the topic
of gunshot detection. This is discussed in the first chapter of this thesis.

In the subsequent chapter, the task was to design the hardware component of the
system. The assignment required a device containing a communication unit, a GPS,
and a microcontroller capable of simultaneously processing data from two MEMS mi-
crophones. This device was designed and tested on prototype boards devised at the
beginning of the development process. Unfortunately, due to a delay caused by the
supplier, the final PCB board, which combined individual boards and improved their
functionality, was not tested. Therefore, the functionality was tested only on prototype
boards with a similar design to the final PCB. As per the requirements, the hardware
allows MEMS microphones through the MCU, connects the board to a remote server
via Wi-Fi, and locates the unit using GPS, including the ability to record an accurate
timestamp.

In the last chapter, the firmware was developed, which served as an essential part
of the system’s functionality. According to the requirements, it should be able to
detect acoustic impulses and subsequently transmit the recorded data to a server. This
data also include information about the time difference between the microphones for
determining the angle of arrival of acoustic signal according to AoA. Although the
system was not tested on gunshots, it was tested on impulse signals (clapping, hitting
an object, popping a balloon) and accurately detected acoustic peaks.

Thus, all the parts of the assignment were fulfilled. A system that detects impulsive
acoustic events was designed and implemented, incorporating prescribed components
and functionalities.
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Appendix A
Glosary

ADC e Analog-to-Digital Converter
AoA e Angle of Arrival

DMA e Direct Memory Access

FEE e Faculty of Electrical Engineering
GPS e Global Positioning System

HAL e Hardware Abstraction Library
128 e Inter-IC Sound

MCU e Microcontroller

MEMS e Micro Electro Mechanical Systems
PCB e Printed Circuit Board

PCM e Pulse-Code Modulation

PD e Powered Device

PDM e Pulse Density Modulation

PoE e Power over Ethernet

PSE e Power Sourcing Equipment
PWM e Pulse Width Modulation

RX e Receiver

SCK e Serial Clock

SNR e Signal-to-Noise Ratio

TCP e Transmission Control Protocol
X e Transmitter

UART e Universal Asynchronous Receiver-Transmitter
UBX e u-blox Extended
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Appendix C
PCB Gerbers

43



]
O

-
L

Top Layer

O
C
C
O
O
C
O
O
C
C
C
O
O
O
O
C

¢lololololate|elolololololololololololololololo]e)

44




1.
(]
xr
0
-
£
o)
-
ps
o]
[a1]

45



46

Panel outline



Top Solder

47



Bottom Solder

48



Top Pasete

49



J1

J8

JS

ué

cs
R/
O F1
BR2 |,q I
el e
[m] N _
(0 4

L1 C36

Cl4
C13
QEI —
U2 cs- "l
[
R6 RS
R8 R3
C34
C12
C33

us

" C35

D4 R

9
I

50

S1

C4
. C3
| R18
| R17
ct
‘C2

MM 10-05-23
BP-node001

Top Overlay



Appendix D
Enclosure

51



130,00 ‘

B
i

};]

:[1':1

|

|
]
i::::"._ﬁ r;‘
| =
l_

q<3

[

|

;‘L':_:_.Ei’ﬂ

Drawing title: BP-main_bot

Autor: Martin Maxa

Version: 001

Date: 13.05.2023

Organisation: CVUT FEL




ey

170,00

Drawing title: BP-main_top

Autor: Martin Maxa

Version: 001

Date: 13.05.2023

Organisation: CVUT FEL

53




188,00

Drawing title: BP-holder

Autor: Martin Maxa

Version: 001

Date: 13.05.2023

Organisation: CVUT FEL




uy

188,00

Drawing title: BP-holder-case

. ‘ Autor: Martin Maxa Version: 001

Date: 13.05.2023 Organisation: CVUT FEL

55




Drawing title: BP-enclosure_assembly

Autor: Martin Maxa

Version: 001

Date: 13.05.2023

Organisation: CVUT FEL

56




	TITLE
	Specification
	Acknowledgement/Declaration
	Abstrakt/Abstract
	Contents
	/Figures
	Introduction
	Acoustic impulse event theory background
	Signal theory
	Muzzle blast
	Shock wave
	Mechanical action

	Signal processing
	Peak detection
	Z-score robust peak detection

	Localization based on signal theory
	Angle of Arrival
	Angle of Arrival derivation of the formula
	Huygens’ principle


	Hardware implementation of acoustic impulse event detection system
	MCU
	GPS localization
	Wi-Fi connection
	MEMS microphone
	PDM signal

	Power
	Power over Ethernet

	PCB
	Main PCB
	Microphone board

	Case for Board

	Firmware
	Acustic signal processing
	Acustic signal data acquisition
	Windowing function
	Z-score peak detection
	Time difference of signals

	Comunication protocols
	UART
	I2S

	GPS module
	NMEA
	UBX Protocol
	Precise Timing

	Wi-Fi module
	Module settings

	TCP
	Sendig data
	TCP server

	Program flow overview

	Results
	Hardware
	Firmware

	Conclusion
	References
	Glosary
	Schematic
	PCB Gerbers
	Enclosure

