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Abstrakt

Dostupnost’ IoT zariadeńı za posledné roky vzrástla a uživatelia implemen-
tujú čoraz časteǰsie smart home prvky do domov. Popularita týchto zariadeńı
vychádza z použitia nových technologíı a protokol, ktoré ul’ahčujú control
domácnosti. Smart home je jedna z kategóríı IoT zariadeńı, kedže smart home
ekosystém spája všetky zariadenia do jednej siete. Bezpečnost’ súčasných IoT
zariadeńı ale ešte nebola dostatočne preskúmaná. Preto je dôležité vyhod-
notit’ bezpečnost’ smart home zariadeńı, ktoré kontroluje zásadné a citlivé
aspekty domácnosti. Posledný populárny zoznam IoT zranitel’nosti vyšiel v
roku 2018. Ciel’om práce je vyhodnotit’ bezpečnost’ smart home zariadeńı a
porovnat’ výsledky s existujućımi štúdiami. Práca obsahuje návrh metodológiu
pre rýchlu identifikáciu IoT zranitel’nost́ı vo forme minipentestu. Vybrané ka-
tegórie smart home zariadeńı boli chytré kamery (Tapo C200, Tapo C320WS),
chytré kontrolné jednotky (Tesla Zigbee Hub), chytré zámky (Danalock, Da-
napad) a chytré senzory (Tesla smart smoke detector). Dokopy bolo analy-
zovaných šest’ zariadeńı - dve kamery, jedna kontrolná jednotka, dve zaria-
denia pre chytré zámky a jeden sensor. Analýza odhalila zranitel’nosti, ktoré
boli porovnané s OWASP IoT Top 10 a s výsledkami súčasne prebiehajúceho
výskumu, ktorý navrhuje nový zoznam najčasteǰśıch IoT zranitel’nost́ı.

Kĺıčová slova IoT, Smart Home, bezpečnostná analýza, OWASP, modely
hrozieb
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Abstract

Smart home device availability has risen in the last few years, and users widely
implemented smart home elements into their houses. The popularity of these
devices stems from the usage of new technologies and protocols, which make
the control of the house more convenient. The smart home is one of the cat-
egories of IoT devices, as the smart home ecosystem connects all devices into
one network. Nevertheless, the security evaluation in IoT devices remains
unknown. Therefore, it is vital to examine the security state of smart home
devices, which controls crucial and sensitive aspects of a house. The last
popular overview of IoT devices was released in 2018. The thesis aims to eval-
uate the security of smart home devices and compare the results with existing
overviews. A methodology for the quick identification of vulnerabilities in IoT
devices was proposed in the form of a minipentest. The selected categories
of smart home devices were smart cameras, smart locks, smart hubs, and
smart sensors. In total, six devices were analyzed - 2 smart cameras (Tapo
C200, Tapo C320WS), one smart hub (Tesla Zigbee Hub), two smart lock
appliances (Danalock, Danapad), and one smart smoke (Tesla smart smoke
detector). The analysis uncovered vulnerabilities compared with OWASP IoT
Top 10 and with simultaneous research proposing a new list of top IoT vul-
nerabilities.

Keywords IoT, Smart Home, Security Analysis, OWASP, threat model
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Introduction

Over the past decade, IoT devices have been on a surge. Its usage has been
widespread, from medical appliances to the automotive industry. The smart
home is another category where IoT devices are implemented increasingly.
A smart home allows users to remotely or effortlessly control many func-
tions, from lights to temperature to door unlocking. However, it has become
apparent that the security of IoT devices is only sometimes adequately im-
plemented, and sometimes, they contain vulnerabilities that can be trivially
exploited. The smart home poses an even greater risk since compromising any
of the devices can threaten the safety of users in their homes.

The topic was chosen because there has yet to be an overview of vulner-
abilities in contemporary smart home devices, and it is essential to identify
common threats as developers can use such knowledge to enhance the secu-
rity of their devices. Therefore, the thesis aims to practically review the state
of current IoT security, propose a methodology for IoT security testing and
confront the results with an existing list of vulnerabilities. The analysis will fo-
cus on selected devices from hardware, firmware, and wireless communication
perspective. The analysis consists of the following:

• Gather information about the device

• Model potential threats

• Describe the vulnerabilities and exploits

• Document the output and compare the results with the existing overview
of IoT vulnerabilities

The structure of the thesis is as follows: the first chapter introduces the
concept of IoT and smart homes and identifies possible threats. The second
chapter defines methodology, technologies, and protocols. The next chapter
reviews the market, selects categories of devices with high value for adver-
saries, and selects devices for testing. The fifth chapter analyzes the selected
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Introduction

device based on a previously defined methodology. The sixth chapter com-
pares results with the existing list of IoT vulnerabilities. The final chapter
concludes the thesis.
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Chapter 1
State-of-the-art

1.1 IoT

Technological advancements in semiconductor technology in the last years
have made the size of chips and microcontrollers increasingly compact. Such
improvements have resulted in implementing modern technology into a broader
spectrum of devices, leading to the rise of Internet of things (IoT). As a result,
vendors implemented modern technologies and protocols into devices such as
household compliances, cars, medical devices, or embedded devices. The in-
ception of IoT dates back to 1980 when a modified soda drink machine that
was connected to the internet and could tell the number of drinks and temper-
ature was introduced [1]. In 1990, a remotely controlled toaster was developed
as another example of proof of concept for IoT. In the following ten years, re-
searchers developed a system based on Radio Frequency Identification (RFID)
to identify devices [2]. Since then, the rise has been rapid. IoT is a concept of
a global network based on machine-to-machine communication. IoT allows an
autonomous and secure connection between real-world devices. These devices
can exchange data for performing defined actions or providing information [3].
IoT comprises devices, sensors, cloud infrastructure, and network communica-
tion protocols. Users can remotely control or receive information from various
devices, making life easier and, to some extent, even more ecological and eco-
nomical. IoT can be described from a high-level perspective as a five-layer
architecture [1]:

• Coding layer

• Perception layer

• Network layer

• Middleware layer

• Application layer

3



1. State-of-the-art

• Business layer

The coding layer defines the identification of each device - in forms such as
MAC address or unique ID. Each device contains a set of sensors or actuators
in the perception layer. Sensors gather information from the environment,
and actuators execute actions affecting the physical world. The perception
layer sends information from sensors or data from executed actions to the
network layer. The network layer is responsible for the transmission of data
- it is sometimes called the transmission layer. Network and radio protocols
are defined in this layer - such as WiFi, Zigbee, or 5G. The middleware layer
contains a system where the data from sensors and actuators are processed.
The system can be, for example, a cloud computing system. The application
layer manages applications and devices based on information and type of ap-
plication [1]. Previous works additionally defined the business layer. However,
the application layer already contains the functionality of the business layer.

As the market of IoT is proliferating, there are four significant domains of
application [2]:

• Industrial Internet of Things (IIoT)

• Internet of Medical Things (IoMT)

• Smart Cities

• Smart Homes

1.1.1 Industrial IoT

IIoT implements modern technologies in production lines. The base for in-
dustrial IoT is machines that communicate with each other. The goal is to
create a network where machines can share data to optimize workload and
distribute tasks effectively. Also, in IIoT, effective data sharing can prevent
failures, provide real-time production data, and ensure constant production
[2].

1.1.2 Medical IoT

The main goal of medical IoT devices is to provide a constant flow of infor-
mation. This information can cover sleep patterns, vital data such as blood
pressure or heart rate, or physical activity. They also should allow remote
configuration to adjust functionality based on data analysis. A doctor can
adjust a pacemaker based on patients’ vital information and prevent severe
medical conditions [2]. In this category, security is a vital aspect of design as
a possible security incident can lead, in the worst case, to the endangerment
of a patient’s life.
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1.1.3 Smart cities

The smart city category defines IoT’s very influential application in society.
With the growth of urbanization, citizens and building fill the cities rapidly.
Advanced technologies in IoT can help manage urbanization. As a simple
example, IoT can help with traffic optimization by leveraging data from a
sensor on traffic lights. Another example can intelligent garbage collection.
Sensors placed into garbage bins can help determine how much each bin is
filled and optimize the garbage collection road [2].

1.1.4 Smart Home

There is an extensive scale of IoT products for the smart home - usually labeled
as smart devices - ranging from smart thermostats to smart TVs or blinds. As
the mentioned example of remotely controlled toasters, houses and household
systems can also implement technological advancements of IoT. The options
are virtually limitless.

1.2 Threats

The growth of IoT devices on the market has been extremely rapid in the
last few years. Estimates show that in 2025, there are going to be around
75.44 billion devices available [4]. While the growth is remarkable, it is worth
considering what it means. Manufacturers will make new devices as fast as
possible and focus on functionality. Which in turn could result in neglected
security in design. At the same time, compared to other cybersecurity areas,
IoT security gets less attention than web security. For web security, there is a
list of the most common vulnerabilities every year, whereas, for IoT security,
the latest list made by organizations such as OWASP was released in 2018.
The list is the following [5]:

• Weak, Guessable, or Hardcoded Passwords mean using easily
brute-forced, publicly available, or unchanged credentials. Includes back-
doors in firmware or software, which can grant access to the system.

• Insecure Network Services is running insecure network services on
the devices. More severe are even services exposed to the internet, mean-
ing an attacker does not have to be on the same network to access and
possibly exploit them. Insecure Ecosystem Interfaces include insecure
web, backend API, or cloud/mobile interfaces outside the device, which
could allow compromising the device or related components.

• The lack of a Secure Update Mechanism allows an attacker to
exploit already identified vulnerabilities because the manufacturer does
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not have a mechanism for updating and fixing the vulnerabilities. Insuf-
ficient update mechanisms might include a lack of firmware validation
or insecure delivery.

• The use of Insecure or Outdated Components occurs when a
device is using insecure or deprecated software components or libraries.
If the components or libraries contain a vulnerability, an attacker could
exploit it to access the device.

• Insufficient Privacy Protection means insufficient protection of per-
sonal information stored on a device.

• Insecure Data Transfer and Storage allows for sniffing or gaining
sensitive data in any other way while they are being transferred or ac-
cessing them from an insecure storage mechanism.

• Lack of Device Management is a lack of security support for deployed
devices in production.

• Insecure Default Settings occur when the manufacturer ships a de-
vice or a system with insecure default settings. The device might stay
insecure because users are not guaranteed to change the default settings
or know how to change them appropriately.

• A lack of Physical Hardening means a lack of physical hardening
measures in the device. If the attacker can access the board, they can
gain sensitive information to help with further attacks.

Such thought is not only a prediction, but in many cases, it is reality. Vul-
nerabilities in IoT devices occur often, and they are often severe as well. To
mention a few, in August 2021, researchers disclosed vulnerability in Realtek
SDK. This vulnerability could result in unauthenticated remote command ex-
ecution [6]. Another example is a series of security vulnerabilities in multiple
smart home hubs, which could lead to remote code execution, data leaks, or
man-in-the-middle attacks [7]. Even though researchers responsibly disclosed
discovered vulnerabilities, there are many others, which are exploited in the
wild before even researchers discover them. Botnet RedGoBot was exploiting
the previously mentioned vulnerability in Realtek SDK to gain control [8].
Another of the examples can be the Mirai botnet, which was in its function-
ality simple but still managed to wreak havoc. Mirai botnet exploited weak
and hardcoded credentials in IoT devices, compromising many IoT devices
[9]. Security is a crucial concern as IoT becomes increasingly intertwined with
everyday life. As mentioned in the previous section, a security incident can
have a more significant impact than in other segments of the information tech-
nology industry. A vulnerability in IoT can not only jeopardize users’ privacy,
but it can represent actual harm to the users - ranging from medical devices
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to heavy industrial machinery. Security concerns also pose an issue for man-
ufacturers. An adversary can gain knowledge about the internal network or
database of the manufacturer and access users’ information, leading to dan-
gerous reputational damage. The interconnectivity of IoT devices has other
security implications, as compromising one device can lead to compromising
others in the same network [2]. That does not only mean compromising other
IoT devices but also other systems in the network. An insecure IoT device
connected to a corporate network can provide a pivot point for an adversary
to compromise other devices or systems. IoT security differs from traditional
IT security; most obviously, it differs in the ecosystem. Typically, the IoT
ecosystem comprises embedded devices or sensors, cloud infrastructure, and
mobile apps - all communication through various protocols. Such an ecosys-
tem contains many attack vectors, and securing all of them is challenging
[10].

An example of such an ecosystem is a smart home system controlling lights.

Figure 1.1: IoT Ecosystem Example

In this example, the gateway controls the lightbulb via ZigBee protocol.
Gateway communicates with users’ phones and the cloud at the same time.
The examples assume the phone and gateway must exist on the same WiFi.
User is logged in with their credentials to the gateway. API requests from
the user to the gateway can change the lightbulb status. If the user sends
the correct API request, the gateway will send a ZigBee message to the light-
bulb, which will, in turn, act as desired. Even a simple example like this can
contain multiple possible threats. For example, an attacker can capture and

7



1. State-of-the-art

replay a ZigBee message. If a replay attack works, an attacker can control the
lightbulb with the correct command. Another option is to explore network
communication between the phone and gateway. If there is no authentication
between both devices, an attacker can send the same HTTP request to the
gateway. Alternatively, the gateway has its credentials to the cloud. An at-
tacker can extract firmware and memory from the gateway and then access
the cloud, posing as the gateway.

Setting security objectives of IoT can help evaluate security mechanisms
implemented in IoT devices. From the manufacturer’s perspective, it can help
solve potential security issues during design and development, and for security
researchers, it can help identify potential attack vectors. In [2], the proposed
security objectives are the following:

• Identification

• Authentication, authorization

• Integrity

• Confidentiality

• Privacy

• Availability

• Non-repudiation

Identification ensures the identification of other devices or participants
in the network - not only identifying participant presence but distinguishing
between malicious and benign. Authentication and authorization mean that
before the device allows another device or user to access restricted resources,
it first verifies identity and access rights. The data and messages cannot be
modified, altered, or destroyed during transmission, which is what integrity
is. Confidentiality is protecting confidential data from unauthorized disclo-
sure. To ensure privacy is to protect the personal information of individuals
correctly. Availability ensures that the system and its services are available
whenever required. Finally, non-repudiation ensures that some entities can
deny the existence of transition [2].

Identifying security threats for any system is vital to any threat assessment.
As mentioned before, the IoT ecosystem can be split into layers. Since each
layer can use various technologies and protocols, they also contain various
threats. Some of the threats for each layer are listed in the following [11]:

• Coding layer: node capturing, node spoofing

• Sensing layer: malicious code injection, side-channel attacks, booting
vulnerabilities
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• Network layer: denial-of-service, routing attacks

• Middleware layer: Man-in-the-middle (MITM), SQL injections

• Application layer: sniffing attacks, access control attacks
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Chapter 2
Methodology

2.1 Penetration testing methodology

The penetration testing methodology defines a structure for testing the se-
curity of the chosen target. Any relevant analysis should use some defined
penetration testing methodology as a base for more thorough research. Many
penetration testing methodologies exist - such as the more popular Penetra-
tion Test Execution Standard (PTES) or Open Worldwide Application Secu-
rity Project (OWASP). IoT security testing differs from regular penetration
testing, for example, web penetration testing. It differs because IoT consists
of many technologies and protocols. It is an important fact to keep in mind
when choosing the correct methodology. Popular PTES consists of the follow-
ing steps [12]:

• Pre-engagement Interactions

• Intelligence Gathering

• Threat Modeling

• Vulnerability Analysis

• Exploitation

• Post Exploitation

• Reporting

PTES defines each step more abstractly. IoT smart home security has
many possible attack vectors, and addressing these vectors in a defined method-
ology is essential.
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2.2 CVSS

When the vulnerability is discovered, it also needs to be adequately evaluated.
Some vulnerabilities are less severe than others, and quantitative evaluation
helps identify the most severe ones. One of the standard scoring systems
is the Common Vulnerability Scoring System (CVSS). It is a framework for
quantitative measurement of vulnerabilities [13]. It counts the measure based
on the factors such as the complexity of the attack, if it requires high privileges,
or if an attacker needs to be close to the target. The CVSS generates three
types of score: base score, temporal score and enviroment score. The base
score ranges from zero to ten. The CVSS has two main versions: version v2
and v3. The discovered vulnerabilities will be rated with CVSS v3 base score
during the security analysis an.

2.3 OWASP methodology

OWASP is a non-profit organization working to improve security. It is a
source of information for developers and technologists to secure mainly the
web [14]. It offers penetration testing methodologies for web, mobile apps, or
IoT. They also list the top 10 vulnerabilities in each information technology
security segment. However, only some of these lists are up-to-date, as the
primary domain for OWASP is web security. Nevertheless, the methodology
for IoT security can serve as a strong base for research. Defining extensive
methodology allows for research to be precise and comprehensive. It also helps
identify attack vectors that researchers can examine. OWASP published IoT
device penetration testing methodology, which serves precisely this purpose.
In the IoT device penetration testing methodology, the following attack vectors
are defined [15]:

• Hardware

• Firmware

• Network

• Wireless communication

• Mobile and web application

• Cloud API’s

Each of the vectors mentioned should be tested for vulnerabilities or for
information about a device that reveals the workings of a system. Testing
hardware vector means opening the device and examining the printed cir-
cuit board (PCB) and implemented chips. From a hardware perspective,
an adversary can try various attacks. To mention less complex ones, chips
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on PCB can use internal communication protocols such as Universal asyn-
chronous receiver-transmitter (UART) protocol or Serial Peripheral Interface
(SPI) protocol. If the adversary can communicate with chips using mentioned
protocols, they can either discover some crucial information about the system
or get direct control over the device. From another perspective, an adver-
sary can try to extract firmware from these components if a PCB contains
Electrically Erasable Programmable Read-Only Memory (EEPROM) or flash
memory [15]. For firmware testing, an adversary has to have access to
the firmware. They can obtain it from hardware components and protocols
or network communication. Accessing firmware means accessing the code or
filesystem present on the device. Some microcontrollers might not run an
operating system (OS) with the filesystem. However, they are still running
code that might contain vulnerabilities or have sensitive information such as
keys, certificates, or credentials. Furthermore, if an adversary can also write
firmware to memory, they can modify it to perform malicious actions or add
a backdoor [15].

In a typical design, devices communicate through a network, for example,
through WiFi. Some devices run a web interface for configuration, or various
network services run on a device. Therefore, the network vector is vital to
test. If the running services are outdated or vulnerable, an adversary might
use them to gain access [15]. From this perspective, IoT testing seems more
like regular penetration testing of network services.

Wireless communication vector is another approach to testing IoT
devices. In the IoT ecosystem, devices often use wireless protocols to transfer
data or to communicate with other devices. Attacks can range from sniffing,
modifying, or jamming packets to exploiting protocol implementation directly
in the device [15].

In an IoT ecosystem, users can often control the system through an ap-
plication on their mobile phones. Mobile application vectors can uncover
vulnerabilities to exploit mobile apps, help discover the system’s inner work-
ings, or disclose API keys or credentials to the cloud [15].

Cloud vector targets the control mechanism for the whole ecosystem. If
the attacker gains access to the cloud, they can virtually control any device
connected to that cloud. In a simple example, an adversary can gain users’
credentials to the cloud and therefore has complete control [15].

In this thesis, a modified methodology of OWASP IoT methodology will be
used. As the goal is to test multiple devices, the methodology will be modified
to focus on hardware vector, firmware vector, and wireless communication
vector - namely, Bluetooth Low Energy (BLE). The following sections will
describe these vectors, technologies, and protocols discovered in the research.
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2.4 Hardware chain of trust

The very first act is to examine the chips and components. To test IoT devices
from a hardware respective, a researcher examines the PCB of the device. It
allows an understanding of how the board works and its functionality. Iden-
tification of board functionality involves reading out the chip description and
discovering what kind of chip it is. After identifying each chip on the board,
a researcher can look for PCB pins.

Figure 2.1: PCB Pin [16]

They serve for serial communication with some components of the board.
There might be some labels for these ports, which help identify their protocol.
If no label exists, their functionality can be identified with a logic analyzer (like
Salea, for example) or with a voltmeter. To identify protocol or functionality
with a voltmeter, a researcher can use the resistance mode of the voltmeter
to find out where the connection from the pin leads. It can lead to one of the
pins on the chip. If the datasheet for the chip is available, it is trivial to find
the pin assignment from the datasheet and determine functionality. After the
protocol identification, a researcher can try to communicate through a pin to
gain information about the system and get direct control over the device. In
the following paragraphs, standard communication protocols will be described.
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2.4.1 UART

Universal Asynchronous Receiver-Transmitter (UART) protocol is a serial pro-
tocol. UART is used for serial data transmission. Serial protocol means the
data are transferred between components one bit at a time [10]. It is one of
the most common serial interfaces used. As an asynchronous protocol, com-
municating components must agree on clock speed or baud rate. The baud
rate sets the maximum number of bits that components can transfer by UART
protocol in a second. The typical baud rate for UART is 115200 bits per sec-
ond [17]. UART typically uses 3 or 4 wires. The first three wires are ground
(GND), transmit (TX), and receive (RX). The optional fourth wire is Voltage
(VCC), which sets the voltage level for the logical one. A typical reference
voltage for UART is 3.3V [17].

2.4.2 SWD

Serial-wire debug (SWD) is a two-pin interface designed for communication
with ARM processors. ARM processors are increasingly popular in IoT de-
vices, and therefore, SWD is one of the standard pins on PCBs. SWD offers
bidirectional data connection. SWD allows control and debugs of the pro-
cessor, which means that with SWD, an attacker can control the flow of the
processor [10]. SWD requires two pins. SWDIO pin transfer data between
devices bidirectionally, and SWDCLK transfers information about the clock.
Therefore, it provides a separate clock connection and allows data transfer
synchronously [18].

Figure 2.2: SWD Pins [19]
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2.5 Firmware

Firmware links hardware components to the main software layer of the de-
vice. It is software providing communication and control over hardware com-
ponents. Often, firmware first boots up the operating system of the device.
Then it provides specific services for communication with hardware [10]. The
range of operating systems on devices varies. They might run complex oper-
ating systems (such as Windows 10 IoT Core) or less complex like Blackberry
QNX. However, bare-metal IoT devices do not have a typical operating sys-
tem; instead, they execute assembly instructions on hardware without the
overlay of the operating system [10]s . In firmware analysis, firmware from
devices has to be acquired first. A simple way is to extract firmware from the
hardware debug interfaces, flash memory, or EEPROM. Another approach is
to obtain firmware by sniffing out network packets from an over-the-air up-
date. If a device is updated remotely by downloading firmware files from a
web server, sniffing out the communication can lead to obtaining firmware.

If the filesystem of an operating system is a part of the firmware, it can be
extracted and analyzed. Alternatively, obtained firmware can then be reverse-
engineered to uncover software vulnerabilities inside. Software vulnerabilities
range from remote code execution through buffer overflow to hardcoded cre-
dentials and secrets. The Unix-based filesystem can have files like passwd or
shadow, from which hashes can be extracted and cracked.

IoT devices support various computer architectures, but ARM architecture
is prevailing. The following section describes ARM architecture.

2.5.1 ARM architecture

ARM is a reduced instruction set computing (RISC) architecture. It exists
in 32-bit and 64-bit modes. One of the differences between, for example,
x86 architecture is that ARM is a load-store architecture. It means that
performing some operations directly on memory is impossible. The processor
first loads value from the memory address into a register modifies it, and
then writes it back into the memory address. Another feature of ARM is the
possibility of adding a coprocessor, which can execute specific functions like
encryption. ARM instructions can be executed in three modes: ARM mode,
Thumb-1 mode, and Thumb-2 mode. ARM mode has 4-byte instructions,
Thumb-1 uses 2-byte instructions, and Thumb-2 can use either 2-byte or 4-
byte instructions. During execution, a processor can switch between the ARM
mode and Thumb mode. When BLX or BX instructions are executed, the least
significant bit defines whether the operating mode will be Thumb or ARM -
value 0 represents ARM mode, and value 1 represents Thumb mode [20]. ARM
uses 16 basic registers. Some of them have special functionality: R7 is used for
the syscall number, R11 is the frame pointer, R13 is the stack pointer (SP),
R14 is the link register (LR), and R15 is the program counter (PC). The link
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register is GPR, which holds the return address when executing the function
[20]. ARM does not use instructions like CALL or RET. Instead, it uses
branching instruction with linking. Branching with linking means that before
jumping to the target address, the processor will save the return address to
the LR register. ARM also has an interrupt vector table. It usually starts at
address 0x00. The first value at address 0x00 is the initial value of the stack
pointer. Next, it contains handling functions for events like a reset [20].

2.6 Network

In the IoT ecosystem, users often use their phones to receive sensor data or
control devices. However, devices can use various protocols, and smartphones
do not support them. Therefore, smartphones often communicate with gate-
way devices in the ecosystem through a network connection, i.e., WiFi. Gate-
way devices can send and accept HTTP/HTTPS connections. Based on the
request, it can communicate with other devices in an ecosystem through its
preferred protocol. Such configuration makes the gateway act like a standard
HTTP server. From a security perspective, discovering how the gateway pro-
cesses the information can lead to exciting results and investigating whether
it runs other, possibly insecure services.

2.7 Wireless communication

Wireless protocols allow devices to communicate and transmit data to each
other. Manufacturers often use short-range radio technologies, meaning the
devices usually have low-powered transmitters and receivers. Implementation
of protocols and technologies is often up to the manufacturer; therefore, se-
curity parameters and secure implementation are also in the manufacturer’s
hands. Testing wireless communication is, therefore, an option to gain control
over devices or force them to perform some action [10]. Typically, testing
wireless communication involves specialized hardware, either software-defined
radio (SDR) or a specialized sniffer. Sniffing can help uncover sensitive data
being transmitted between devices. More interesting attacks involve replay
attacks or jamming attacks. In a replay attack, an adversary tries to record a
wireless signal transmitted to the destination device and then replay the same
signal later, hoping that the device will perform the same action. The device
should include a mechanism to discard repeated messages, such as adding an
increment to the end of a message, to prevent replay attacks. The following
section will describe one of the standard technologies used in IoT: Bluetooth
Low Energy (BLE).
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2.7.1 Bluetooth Low Energy

Bluetooth Low Energy (BLE) was introduced in Bluetooth 4.0 core specifica-
tion. One of its perks is low-power consumption. It transmits small of data
efficiently; it does not use power constantly but receives and transmits data
only when required. BLE uses 40 channels and frequencies from 2400 to 2483.5
MHz - classical Bluetooth uses 79 channels [10].

BLE devices operate in two modes: broadcasting and communication modes.
A device in broadcasting mode sends advertisement packets, indicating its
presence to nearby devices. Communication mode serves for data transmis-
sion between devices [21].

BLE defines roles for devices: central or peripheral. In communication
mode, the peripheral device uses sensors or actuators, and the central device
reads data from sensors or instructs the peripheral device to perform some
action through the actuator. In broadcasting mode, peripheral devices send
advertising packets, and central devices listen to them and initiate the pairing
procedure [21].

A peripheral device uses Generic Attribute Profile (GAP) protocol to pro-
vide a central device to read data and write instructions for commands. GAP
is a service framework defining reading, discovering, and formatting charac-
teristics. It also defines a way to store data on a peripheral device [21].

Figure 2.3: GATT hierarchy example [22]

The topmost layer defines the profile, which consists of one or more ser-
vices. Service contains characteristics or references to other services. Services
and characteristics store data, which are used for reading a value from a sensor
or writing a value, after which a device will perform some action. Services can
be categorized as primary and secondary. Primary services define the main
functionality of the device. Secondary services define additional functionali-
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ties that reference primary service or perform additional action for primary
service[21].

2.8 Proposed methodology

As the thesis aims to confront the security of contemporary IoT devices, fol-
lowing all steps from OWASP methodology would take much time, and it is
not feasible to perform a complete analysis for every device. Therefore, a new
penetration testing methodology is proposed for the thesis - minipentest. A
minipentest is a less comprehensive penetration test to gain control over the
target device as fast as possible. The methodology is based on PTES, aiming
to examine the target device quickly and identify exploitable vulnerabilities.
Minipentest consists of the following steps:

1. Information gathering

• Analysis of the target device and collect information about its func-
tionality, technologies, and services

2. Threat modeling

• Based on the analysis, describe possible threats which can lead to
vulnerabilities for the target device

3. Vulnerability analysis and exploitation

• Use information from the analysis to identify vulnerabilities and
propose exploits

4. Reporting

• Report the results in the form of discovered vulnerabilities and
mitigations

Furthermore, the methodology should also be specified for IoT. The IoT
methodology selects the domain of interest from the OWASP Methodology.
The main focus will be on hardware and firmware security; network and wire-
less communication security will also be examined. Only simpler technologies,
such as Bluetooth Low Energy, will be examined in wireless communication.
The methodology for IoT used in the thesis is defined as follows:

1. Information gathering

• Examine the PCB from the perspective of possible hardware inter-
faces and identify them

• Acquire the firmware through the hardware interface or network
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• Analyze the network communication
• Analyze the wireless communication, namely BLE

2. Threat modeling

• Model threats based on the technologies and functionality of a tar-
get device

3. Vulnerability analysis and exploitation

• Analyze the information from the first point and identify the vul-
nerabilities stemming

• Propose an attack exploiting the vulnerabilities

4. Reporting

• Summarize the discovered vulnerabilities and their impacts
• Propose mitigations for the vulnerabilities
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Chapter 3
Smart Home Devices

The smart home is a category of IoT ecosystems in which IoT concepts and
technologies connect appliances to a unified network. As IoT devices have
become more available, smart homes have rapidly risen. This chapter identifies
the most valuable categories of smart home devices and selects devices for
testing based on proposed parameters.

The goal of a smart home is to connect appliances and machines on one
network, from which the user can perform control and read data remotely.
Smart home networks can contain devices ranging from white goods such as
washing machines or fridges through entertainment systems like television to
lights or temperature sensors. Compromising each device can pose a risk
and at least discomfort to the user. However, some categories have a higher
value to an adversary. These categories can lead to accessing the user’s house,
disrupt privacy, or pose a safety risk.

As smart home networks can use multiple protocols for communication,
the typical setup has a gateway that can use various protocols to communicate
with end devices. The gateway communicates with the users, providing sensor
data and ways to execute actions remotely. So the gateway is a desirable target
for an adversary because compromising it can provide complete control over
the smart home.

Smart locks are one of the main categories where security should be part
of the design. One of the goals of a smart home is to reduce the need to
carry items like keys every day. Smart locks are becoming more popular, as
they can be unlocked through the phone instead of using the key. Users can
open the doors even when they are not close to the house because they can
unlock doors virtually anywhere with the correct network design. However,
mentioned functionality can also be a huge security risk. Compromising the
security of smart locks can effectively allow an adversary to enter the house
physically.

Among other features, a smart home monitors the house remotely through
cameras. The camera can connect to the network and become part of the
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ecosystem. They can be installed inside the house and monitor different rooms,
or they can be placed outside. The risk is, however, apparent. Gaining control
over the camera can have a significant impact on privacy and can also cause
significant damage to the manufacturer. For example, EZVIV IoT cameras
contained a chain of vulnerabilities that could lead to complete control of the
device [23].

The vital part of a smart home is sensors. They can range from tempera-
ture and humidity sensors to motion detectors. Some sensors, like temperature
detectors, provide data that are not valuable to an adversary. Motion sensors,
however, can be another goal in an attack on a smart home once the attacker
gains access to the house. Furthermore, vulnerabilities in sensors like smoke
detectors can cause significant property damage or even put life at risk. The
security of sensors should have the great attention of manufacturers.

Mentioned categories of smart home devices are valuable targets for the
attacker; therefore, evaluating their security is essential. The final list of
categories is following:

• smart sensors

• smart cameras

• smart locks

• smart sensors

For the thesis, devices from selected categories will be analyzed. The
following section describes the selection parameters and identifies specific de-
vices.

3.1 Smart cameras

The selected smart camera should offer the functionality of control over Wi-Fi,
reasonable resolution, and additional features which would make it attractive
for the users. As a first task, the manufacturer should be selected. After
looking through the list of products from popular shopping websites (alza and
czc), TP-Link is a popular manufacturer.

TP-Link is a widespread manufacturer of network devices such as cameras,
routers, and switches. It offers a wide range of smart cameras. From the list of
available devices, Tapo C200 and Tapo C320WS are viable candidates. Tapo
C200 is a home security camera with rotation both vertically and horizontally.
It supports Google Assistant and Amazon Alex and is controlled over Wi-
Fi [24]. Tapo C320WS is an outdoor security camera with a resolution of
2560x1440 pixels. It has built-in night vision and support for Google Assistant
and Amazon Alexa [25] The Tapo C200 and Tapo C320WS will be tested in
the following chapters.
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Figure 3.1: Market with smart cameras

3.2 Smart locks

Among smart locks, a reputable manufacturer is Danalock. Danalock offers
a smart lock [26], which is installed on the door, and also it offers keypad
[27], which can be placed for example, outside of the house and by entering
the correct pin, it will unlock the door. They approach the security of their
devices very seriously, and generally, there is very little publicly available
information about the security incidents of Danalock [28]. It is, therefore, a
fascinating target for testing. The analysis will test both the smart lock and
keypad from Danalock.

3.3 Smart gateways

A gateway acts as a central unit for the smart home network. It is a part
of a network that connects all devices. For more technical users, there are
ways how to build a gateway from scratch, but for many users, it is more
convenient to buy an already-built device. The market offers many choices for
consumers. Among popular brands are Tesla and Immax. Looking through
online shopping websites, Immax and Tesla cost reasonably.
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Figure 3.2: Tesla ZigBee Hub

While the gateway from Immax supports Zigbee and Bluetooth, the re-
views for Tesla Hub are more optimistic, even though it supports only Zigbee.
The TesSmart Home Devices Vulnerability Analysisla brand is more popu-
lar than Immax so the average user could prefer a more know manufacturer.
Therefore, in the thesis, Tesla Smart Zigbee Hub will be analyzed.

3.4 Smart sensor

A sensor should contain functionality that can advance the house’s or the
user’s safety. It could be, for example, a smoke detector or motion detector.
A compromised smoke detector can pose a bigger risk than a compromised
motion detector, as a smoke detector can fail to report an ongoing fire and can
cause damage. There is an available smoke detector from the same brand as
the previously mentioned gateway. It communicates through Zigbee. From a
security perspective, choosing the same manufacturer can help with common
mistakes in manufactured devices and instruct the manufacturer to avoid such
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mistakes. In the thesis, the tesla smart smoke detector will be analyzed

25





Chapter 4
Analysis

4.1 Smart Cameras

This section describes the analysis of smart cameras Tapo C3200 and Tapo
C320WS.

4.1.1 TP-Link Tapo C200

Tapo C200 is a smart home camera with horizontal and vertical rotation. It
uses Wi-Fi to communicate with the user’s phone. Tapo C200 has Full HD
resolution and allows even night vision.

Figure 4.1: TAPO C200 [24]
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4.1.1.1 Information gathering

Tapo C200 is a smart camera that is reasonably simple to disassemble. The
PCB after disassembly is shown in 4.2.

Figure 4.2: Printed circuit board

The main chip on the board is Realtek RTS3903N SoC. This chip acts as
the central processor of the board. After a close look at the PCB, there are
a lot of pins. Most hardware communication protocols have a ground point
(GND) somewhere close, so looking for the ground is a good start. A voltmeter
in resistance mode can help with ground identification. In resistance mode,
the voltmeter will send a small current to one of the probes. If there is a
connection between pins, a resistor inside the voltmeter will trigger a small
current. An even better approach is setting the voltmeter to sound mode,
which will beep after detecting the connection.

From voltmeter analysis, the pin in 4.3 is ground. The next step is de-
termining the other pins and possibly the protocol used. An obvious way is
using a voltmeter again. This time, the voltmeter should measure voltage
between pins. The discovered ground can serve as a ground reference. Mea-
suring with a voltmeter shows around 3.3 volts on all three points. That does
not tell much, but it clearly shows it is worth exploring more. Connecting
the pins to the logic analyzer is a more straightforward way. A logic analyzer
can convert a signal from pins to a digital signal and help identify incoming
communication. A few seconds after start, the third pin gets very noisy -
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Figure 4.3: Ground pin

some communication is taking place on that pin. Assuming the interface is
UART, the third pin could be the transmit pin (TX). If the third pin is the
UART TX pin, Salea can decode the signal into readable. First, the baud rate
of communication needs to be identified. Baudrate is the highest number of
transmitted bytes in a second. Therefore, finding the shortest time interval
between the change between logical one and logical zero can help identify the
baud rate, as 4.4 shows.
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Figure 4.4: Baudrate

In this case, the shortest interval is 17.3 microseconds, 0.0000173. The
baud rate would be inverted value of 17.3 microseconds, which results in 57803
bits per second. Looking through standard baud rates for UART, a compara-
ble value is 57600. After decoding the communication with the baud rate set
to 57600, there are visible ASCII characters in the Salea software, as shown
in 4.5.

Figure 4.5: Data transferred through UART

The next step is correctly identifying the RX pin. It is safe to assume that
the third pin is the TX pin for UART. RX can be either of the remaining two,
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so both can be tested. After trying both pins, the second is working correctly.

Figure 4.6: UART ports

During the research, TP-Link released an update for their cameras. The
update includes software changes, which can introduce some software bugs.
The next step is to obtain the latest firmware. One of the ways to obtain it
is to capture the request from the communication between the phone and the
camera. A typical approach is to use Burpsuite, a tool used for web application
testing. It can act as a proxy through which communication between target
devices goes.

After examining the request for firmware check, the camera responds with
JSON containing the URL for new firmware. From that URL, new firmware
can be downloaded, as in 4.8.

Figure 4.8: Firmware file

From the network perspective, the camera can be viewed as a target of
network penetration testing. It can have services running on different ports,
which can contain vulnerabilities. Port scanning is the first step of network
analysis. There are various tools for port scanning; a typical one is Nmap.
First, TCP ports will be scanned as shown in 4.9.
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Figure 4.7: Firmware update

There are four open TCP ports - 443,554,2020 and 8800. The critical
ports are 443 and 554. Port 443 is the webserver used for communication
with the phone. Port 554 is Real-Time Publish-Subscribe (RTPS) protocol,
which streams the camera image to the user. To access the stream, a user
has to access the stream on a specific URL and with username credentials.
Looking back at the UART port, it prints out a logging message while booting
up after rebooting. One of the messages is RTPS addresses (4.10).
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Figure 4.9: TCP scan

Figure 4.10: RTPS addresses

It is also vital to examine UDP ports. Nmap can also scan UDP ports;
however, in this case, reviewing all possible UDP ports would take a long
time, so it is more effective to check only standard ports. In this, the first
20 common ports will be scanned. The Nmap command for scanning is the
following:
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Figure 4.11: UDP scan

4.1.1.2 Threat modeling

There are a few layers of threats that can compromise the device. As the
UART interface is available in the camera, it can access the shell or root shell,
which gives an adversary complete control over the device. Another threat
is the availability of firmware. The firmware analysis can uncover software
vulnerabilities, ranging from information disclosure to remote code execution,
or the firmware might contain some hard-coded secrets, which can then com-
promise the device. The leading service responsible for communication with
the phone is the HTTPS server on port 443. The misconfigurations in the
server can lead to typical web application vulnerabilities. An adversary can
access the user account or read files through local file inclusion (LFI) if the
session management is misconfigured. Furthermore, the camera contains mul-
tiple TCP/UDP ports. If these ports run vulnerable or misconfigured services,
the vulnerabilities can even allow the attacker to get remote access.

4.1.1.3 Vulnerability analysis and exploitation

During the analysis, the UART interface was identified on the board. A
device called a TTL-to-USB adapter can help with communication through
this interface. The next step is examining the functionality of the UART
interface. After pressing enter, the interface shows a login prompt. It would
be fair to assume that the user is the root. Therefore, some default passwords
can be tested. Unfortunately, neither of the typical passwords like root, toor,
or 123456 does not work. However, after searching for some information about
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the camera, one of the GitHub pages contains the password. The password is
slprealtek. The username root and password slprealtek allows accessing the
root shell. However, TP-Link released an update for the camera during the
research. After updating the device, a password for the UART shell does not
work anymore, but for the newly bought camera, the update is not a part of
the default build, so it is possible to use the UART shell still.

New firmware is packed as a binary file. It can be either firmware for
the bare-metal processor, which is stored in memory or the instructions will
be executed directly on the processor after reset. It can also be packed with
firmware containing a filesystem. The UART interface shows that the camera
has an entire Linux filesystem, it is worth exploring this option. Binwalk is a
tool that can detect files and structures inside the binary file. It can help see
what information the firmware contains.

Figure 4.12: Parsing the content of binary file

Binwalk successfully managed to identify the filesystems inside the binary.
Firmware contains two squashfs filesystems. There are a few reasons why
there could be two filesystems. A simple explanation could be to have two
filesystems; one has read/write permissions, while the second is read-only. But
the implementation details are unnecessary; what matters is the information
they contain. Binwalk can extract the data from a binary file for further
examination. The data are extracted to the local directory. Inside, there are
squashfs-root and squashfs-root-0, as in 4.13.
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Figure 4.13: Filesystems in the firmware

The first one contains more data and includes all standard Linux directo-
ries; it is safe to assume it is the primary filesystem. It contains passwd and
shadow files, which contain root hash.

Figure 4.14: Hashes in passwd file

The credentials can allow accessing the UART shell. The next step is
to look for intriguing binaries. Going through extracted firmware, a binary
uhttpd located in squashfs-root-0 is a binary running the web server on the
camera. The web server acts as the primary communication source between
phone and camera functionalities. It is also the main input point for the user
so that it can be used as an input point for possible software vulnerabilities.

Figure 4.15: Tapo C200 uhttpd binary

The binary is MIPS binary. MIPS is RISC architecture that is very simple
and scalable [29]. The obvious step is to try to reverse engineer it and see what
it does and how it works. IDA is a standard tool for reversing engineering;
IDA Pro 8.2 is used in this analysis.
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Figure 4.16: Main function in uhttpd binary

From a first look, many functions already have names, so the binary con-
tains some debug information, which makes reverse engineering more acces-
sible. The binary can use strings as printable characters, which can either
help uncover some functionality or discover some helpful information. IDA
can look for them inside the binary and print them out.

Figure 4.17: Strings in uhttpd binary

There are a lot of strings, so it makes sense to look only for interesting ones.
One of the valuable strings can be some hardcoded credentials. Therefore, a
common approach is to look for strings such as admin or root.
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Figure 4.18: Admin strings in the binary

The first occurrence looks interesting, and after exploring it more, the
following function references the string.
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Figure 4.19: Factory reset function

After further examination, the credentials in the function are default cre-
dentials for the camera when it is unpaired. Another interesting function is
uh slp proto request. It is responsible for processing the requests coming from
the user. IDA can decode instructions, and based on the architecture, it can
create pseudocode for the binary.
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Figure 4.20: Parsing request data in JSON

The camera and the phone send the data in the form of JavaScript Object
Notation (JSON). JSON data in requests have two primary keys - method
and params. The former defines an action to perform; the latter contains
parameters for the activity. Supported actions include login or setLanguage. A
more interesting method is setLanguage. When the camera receives a request
with a method set to string setLanguage, it will look for a parameter with name
language. If the parameter is present, it will call the function set language.
The reason why the function is interesting is the calling of popen. Popen is
a function that will run a system command supplied as a string. It is worth
exploring because it might lead to code execution.
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Figure 4.21: set language function

As shown in 4.21, the language parameter is converted to the string and
used as a parameter in the command. The language is placed between single
quotes, which should prevent simple code injection. The only way to gain
command execution is to insert a single quote inside the parameter and escape
the containment of single quotes. However, before calling the set language
function, the code checks whether the language parameter contains a single
quote with the function strchr. A quote can be encoded as 39 in the decimal
number system, and strchr looks for that number inside the parameter. The
control with strchr prevents an adversary from injecting the commands and
gaining command execution.

From UDP scan, an attractive port is port 69, also a trivial FTP server.
It is a much simpler version of FTP, which only allows data download and
upload. After trying to connect to the port, the connection is successful.
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4.1.1.4 Reporting

The identified vulnerabilties in Tapo C200 are summarized in the following
table:

Vulnerability CVSS Mitigation

UART shell with weak
password 5.4

Disable UART shell
and set password to
the cryptographically
strong one

Insecure firmware
download 3.2

Secure firmware down-
load through mutual
TLS

Filesystem with criti-
cal files 3.2 Encryption of firmware

TFTP server Informational Disable unnecessary
service

Table 4.1: Table of vulnerabities in Tapo C200

4.1.2 TP-Link Tapo C320WS

Tapo C320WS is an outdoor security camera with night vision up to 30 meters.
It has a resolution of 2560x1440 pixels and supports Google Assistant and
Amazon Alexa.

Figure 4.22: TAPO C320WS [25]
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4.1.2.1 Information gathering

The first task is to disassemble the camera. It has no unique defense mecha-
nism against disassembling, so it is relatively easy to access the PCBs.

Figure 4.23: First PCB

There are two separate PCBs. The camera contains two main chips -
RTL8192EU and STAR SSC337. The former is a single-chip integrating LWAn
and network USB interface, the latter ARM-based System-on-chip (SoC) pro-
cessing image from the camera. The only labels describing functionality are
D- and D+ on one PCB and DN and DP on the other. These are USB ports.
There are, however, additional pins that could have more functionality. The
first task is to find ground pins. Ground pins can be identified with a voltmeter
using resistance mode.
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Figure 4.24: Second PCB

Figure 4.25: Ground pin

There are three additional pins close to the ground pin. The next step is to
measure the voltage on the other pins and identify possible protocols. All pins
have around 3.3 volts, which could mean UART based on the previous research
in Tapo C200. A logic analyzer can definitely identify whether the suspected
ports are actually UART. Connecting ports to the Salea logic analyzer will
result in the output as shown in 4.26.

From the behavior of the signal, it looks like UART. However, decoding
requires knowledge of the baud rate. The shortest interval of logic one is 8.8
microseconds. Therefore, the inverse value is around 113636 bits per second.
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Figure 4.26: Digital signal decoding

The value is very close to 115200, which is one of the most common baud rates
for UART. Decoding the communication with the baud rate set to 115200 will
allow seeing transferred ASCII characters.

Figure 4.27: UART decoding

As with the previous camera, a new update was released during the re-
search. Intercepting the update and downloading the firmware file was still
possible.
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Figure 4.28: Firmware update in JSON

The camera is running HTTPS server to communicate with the user, but
it is not the only service running on the camera, and it is worth exploring
what other services it offers. For port scanning, the Nmap command can be
used.

The important port is 443 and 554. Port 2020 just redirects everything to
port 443, and port 8800 does not respond to HTTP or HTTPS requests. The
port 554 Real-time Streaming Protocol (RSTP), which transfers camera video
stream to the phone. However, the video streams are not accessible without
credentials.

4.1.2.2 Threat modeling

Tapo C320WS has very similar functionality from the threat perspective as
the Tapo C200. With disclosed firmware, an adversary can reverse engineer
it and discover software vulnerabilities, or as seen in the previous section, can
read the whole filesystem with critical files like passwd. A UART interface is
also available, which can give access to the shell and allow it to read memory
or write to the memory.
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Figure 4.29: TCP scan
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4.1.2.3 Vulnerability analysis and exploitation

Figure 4.30: UART interface

To communicate with UART, a TTL-to-USB adapter is used. After connect-
ing the adapter to the computer, a root shell is prompted without a password.

Figure 4.31: UART shell

The firmware update is he binary file that can contain a filesystem, which
might be similar to the previous camera. Binwalk can help to analyze the
file further. The firmware contains two filesystems, which can uncover some
valuable information. They can be extracted through binwalk.
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Figure 4.32: Binwalk analysis

There are two filesystems - squashfs-root and squashfs-root-0. As both are
Linux filesystems, they might contain passwd or shadow files.

Figure 4.33: Filesystems in firmware

Filesystem contains a passwd file, which does hold the hash of the root.

Figure 4.34: Hashes in passwd file

Similar to the previous camera, the main point for communication is the
HTTPS server running on port 443. The binary for the service is located at
squashfs-root/usr/sbin/uhttpd. The structure of the HTTPS server is very
similar to the Tapo C200. The user authenticates through JSON request with
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his username and password. The server returns a response with a token named
stok.

Figure 4.35: Authentication token

To receive further data from the camera, the user sends a POST request
to URL /stok=/ds, where stok is set to a token received in the login response.
The available methods are the same as in Tapo C200.

4.1.2.4 Reporting

The following table includes the vulnerabilities in Tapo C320WS:

Vulnerability CVSS Mitigation

UART shell without
password 6.4

Set the password for
UART or disable it en-
tirely

Insecure firmware
download 3.2

Secure firmware down-
load through mutual
TLS

Filesystem with criti-
cal files 3.2 Encryption of firmware

Table 4.2: Table of vulnerabities in Tapo C320WS

4.2 Smart Gateways

This section describes the analysis of the smart gateway Tesla Zigbee Hub.

4.2.1 Tesla Zigbee Hub

Tesla Zigbee Hub is a control gateway for the smart home ecosystem, allowing
control through Zigbee. It communicates through the Tuya network and can
be controlled through Android and iOS phones.
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4.2.1.1 Information gathering

After disassembling, the hub consists of one PCB, as in 4.36.

Figure 4.36: Printed circuit board

It contains two main modules - the first is labeled as WRG1, and the
second is labeled as TYZS3. WRG1 is a Tuya Wi-Fi module, and TYZS3
is an embedded Zigbee module made by Tuya. Searching these names in
searching engine will result in a datasheet for both modules. The main chips
on both modules are covered with metal foil, which can be removed.

Figure 4.37: Uncovered modules

51



4. Analysis

After foil removal, the main chips for both modules can be identified.
The WRG1 contains RTL8711AM, an ARM-based low-powered single chip
for WLAN communication. The TYZS3 module has an EFR32 Multi-Gecko
System-on-chip (SoC) capable of radio communication. The device contains
labeled hardware pins, which makes analysis easier.

Figure 4.38: Marked interfaces

WRG1 contains more interfaces: UART for logging, Serial-Wire Debug
(SWD), I2C, and UART. TYZS3 contains only SWD. Of mentioned interfaces,
the most interesting are UART and SWD. SWD allows to control CPU and
directly debug instructions that are being executed. The UART for logging
has RX pin disabled, meaning it only prints out system information, which
can be helpful for further knowledge.

The part of configuration is connecting the hub to local Wi-Fi. Therefore,
network scan is the next step. The first task is to determine the IP address.
One of the options is to scan the entire network, where the gateway is con-
nected, and identify which IP address belongs to it. The scan shows that IP
address 192.168.8.104 belongs to the gateway. The next step is to scan all the
ports and identify which could lead to further access.
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Figure 4.39: UART interface

Figure 4.40: TCP scan

From TCP ports, the only opened port is 6668. The port does not contain
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any obvious functionality and does not support an HTTP connection. Ex-
amining network traffic from the phone, it also does not connect to that port
during communication. The port may be used for gateway communication
with the cloud. However, as the cloud is outside the scope of the analysis, this
port will not be examined further. The next step is to examine UDP ports.
Upon inspecting them, all of the UDP ports are closed.

4.2.1.2 Threat modeling

The PCB contains few hardware interfaces, which can lead to vulnerabilities.
An adversary can have a shell if the UART is enabled, as with smart cameras.
Another interface is SWD, which can control CPU, read, or write memory. An
adversary can exploit the control over the instructions or read sensitive parts
of memory. Furthermore, the services running on the hub can be vulnerable
or misconfigured.

4.2.1.3 Vulnerability analysis and exploitation

One of the identified interfaces in analysis was SWD. The SWD port controls
the processor in real-time, giving complete control over the device. In this
case, an adversary can control Zigbee or Wi-Fi communication. To access
SWD, an adversary can use, for example, a JLink debugger.

Figure 4.41: Connecting to SWD
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One of the options is to run the JLink GDB server and connect to the
processor through IDA. IDA allows connecting to remote GDB servers and
debugging in real time. To connect to SWD, an adversary has to know the type
of CPU and frequency of the CPU. For example, the WRG1 documentation
specifies that this module uses ARM cortex-m3 [30]. After searching for the
typical frequency for an ARM cortex-m3 processor, the results say that the
typical frequency is 72 MHz. After connecting JLink to SWD ports and JLink
to the computer, JLink can connect to SWD and start GDB server, which
allows debugging processor in real-time. The next step is to connect IDA
to the remote process. After a successful connection, an adversary can start
debugging the processor and control the flow. An adversary can debug the
processor in real-time or download the firmware through SWD, as SWD allows
to write or read memory. The documentation for RTL8711AM is available
online and it describes the memory map of the modules - the focus will be on
WRG1. The code section of memory is located from 0x0000000 to 0x1fffffff.
The memory can be downloaded through JLink.

Figure 4.42: Reading memory through SWD

The code section can be loaded into IDA and analyzed.
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Figure 4.43: Firmware analysis in IDA

During the gateway configuration, a user sets up a Wi-Fi name and pass-
word to allow the gateway to connect to the network. The WRG1 module
contains a section of memory called Inter-RAM, where the firmware stores
the data it uses during execution in the code section. It would be fair to
assume that somewhere in the code section, the device will run instructions
that connect the device to the Wi-Fi. As the parameters for connection will
be stored in the Inter-RAM, an adversary can read the Inter-RAM and locate
the credentials. The Wi-Fi name and password will be used simultaneously to
be placed close together in the memory. Therefore, after locating the Wi-Fi
name in the RAM section, a string located closely will be the password. The
RAM section can be saved into the file with the command SaveBin.

Figure 4.44: Saving RAM through SWD

If an adversary knows the Wi-Fi name, they can locate it inside the file.
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Figure 4.45: Wi-Fi password in the RAM

4.2.1.4 Reporting

This subsection summarizes the vulnerabilities in Tesla Zigbee Hub. The
results are presented in the following table:

Vulnerability CVSS Mitigation

Accesible SWD port 5.3
Disable unnecessary
interfaces in produc-
tion

Wi-Fi password accesi-
ble in the memory 6.0

Restrict memory ac-
cess for hardware inter-
face

Table 4.3: Table of vulnerabities in Tesla Zigbee Hub

4.3 Smart Locks

In this section, Danalock V3 and Dapanad V3 will be analyzed.

4.3.1 Danalock

Danalock is a smart lock using Bluetooth Low Energy (BLE) or Zigbee. It
allows control of the lock remotely and shares access between users.

4.3.1.1 Information gathering

The disassembling requires more effort for the smart lock. After removing the
case, the device contains one PCB.

The smart lock contains one chip - N52832. The full name of the chip is
nRF52832, which is Bluetooth 5.3 SoC capable of connecting with Bluetooth
Low Energy. At first sight, there is little information about the structure of
PCB. There are no labels and six visible testing points. The N52832 has an
available document containing much interesting information. Among other
things, it includes pin mapping, which describes the functionality of each pin
on the chip. One of the ways to determine functionality is to use a voltmeter
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Figure 4.46: Printed circuit board

and assign each testing point to the chip’s pin. Neither pins may be connected
to the chip, but it can contain some hidden functionality if they are.

Figure 4.47: N52832 Pinout [31]

Voltmeter can help to identify SWD pins on the board. However, the
testing points only contain SWDIO, SWDCLK, and GND. There is no VCC
pin on the pins. One way to approach this is to find a voltage pin with the
same voltage level as the highest value of SWDIO or SWDCLK can gain.
Another way is to find a VCC pin anyway. VCC from the chip can lead to
other places on the board, and one of the candidates is the stack of pins.

After further testing, the VCC pin is present on one of the pins on the pin
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Figure 4.48: VCC pin

stack.

Figure 4.49: SWD interface

The BLE communication is a vital part of the functionality, therefore, it
is crucial to examine. The first step is to identify the Bluetooth address of
the device. One approach is to try to sniff for incoming connections, which
will capture BLE addresses, among other information. Danalock uses BLE to
communicate with the phone and send the lock and unlock commands. Such
a tool is, for example, Btlejack.

After trying to send a lock command from the phone, Btlejack will capture
the request and print out information. Right now, the important part is that
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Figure 4.50: Btlejack sniffing

Danalock has Bluetooth address fe:87:92:bd:92:e8. Another helpful hint is that
the phone connects to the smart lock, meaning Danalock acts as a peripheral
device and, therefore, can contain GATT service. An adversary can read or
write data to the critical parts if the GATT is misconfigured. Gattool is a
script that allows connecting to and exploring the GATT service.

Figure 4.51: Gattool connection

There are three primary services, two of which are standard BLE services,
and the third is custom service. The first two services start with 00001800
- a common prefix for routine services. The third one begins with bce90001,
which is not included in common prefixes for BLE services. Therefore, the
main characteristics are 0x000d and 0x000f. As the Btlejack also allows
capturing the communication and saving it to a pcap file, these two handles
are often present.

From the Wireshark output, it would be fair to assume that 0x000d is a
handle for writing data and 0x000f serves for reading the data out. Using the
Gattool, reading or writing to the mentioned handles is possible.
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Figure 4.52: Wireshark capture

Figure 4.53: Write request in Gattool

But, the data written into these handles are encrypted and change with
every communication. The first step is to capture advertising packets, which
are later used to advertise malicious peripheral devices. The next step is to
try to perform an MITM attack. Such an attack allows further analysis and a
way to modify incoming data. One such tool for MITM is a gattacker. It will
enable using two Bluetooth cards as peripheral and central and inspect the
traffic incoming from target devices. In the testing setup, a virtual machine
with one Bluetooth card will act as a peripheral, and native Linux with a
second Bluetooth card will work as central.

The second step is to scan the GATT service and its structure. The
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Figure 4.54: Gattacker scan

scanned GATT service is saved into a JSON file. All this information are
then used to spoof the central and peripheral device and try to sniff the com-
munication.

Figure 4.55: MITM in Gattacker

The scanned GATT service is saved into a JSON file. All this information
are then used to spoof the central and peripheral device and try to sniff the
communication. However, the MITM is impossible because whenever the user
wants to unlock or lock, the devices create a new connection and perform a
pairing procedure.

4.3.1.2 Threat modeling

The only identified hardware interface is SWD. That still can be dangerous;
at the very least, it allows an adversary to read the firmware and modify reg-
isters in the CPU. The BLE communication is the most necessary to secure,
as the interface controls the locking mechanism. Danalock acts as a periph-
eral device, meaning it runs the GATT service. The GATT service is used
for data exchange between peripheral and central. It should be secured not
to allow unauthenticated users to read or write commands for unlocking or
locking, or the GATT should be used in a fashion where even writing data
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into GATT services does not pose a risk. This can be achieved by encrypting
the commands and including a counter in the message.

4.3.1.3 Vulnerability analysis and exploitation

The SWD interface allows the control of the CPU, reading and writing to the
memory. To try to communicate to SWD with JLink, for example, an ad-
versary needs to know the processor type and frequency. All this information
is available in the document: the processor type of ARM Cortex M4 and its
frequency is 64 MHz. From here, an adversary can try to connect to the chip
and control its functionality. All this information allows us to communicate
with SWD.

The next step is to connect to the GDB server with IDA and control the
flow of the CPU. Besides debugging in real-time, an adversary can download
the code and try to reverse-engineer it. However, downloading the whole
memory is very time-consuming and inefficient. The better approach is to
download and analyze only the code section of memory. Such an approach
requires knowledge of the memory map, also available in the datasheet.

Figure 4.56: Memory map of N52832 [31]

The valuable part of memory is from address 0x0000 to 0x00810000.
JLink also offers a command-line utility for SWD. Running JLinkExe will
prompt the connection setup and command line, where an adversary can con-
trol the CPU and send SWD commands. To save the memory to the file, an
adversary can use the SaveBin command.

The downloaded firmware can be further analyzed with IDA.
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Figure 4.57: Firmware download through SWD

Figure 4.58: Firmware analysis in IDA

In ARM binaries, an interrupt vector table is present from address 0x00.
This table contains memory addresses for various interrupt events, such as
reset. The address 0x00 has an initial stack pointer (SP) value. With access to
the documentation and processor, additional interfaces can also be analyzed.
Access to the running CPU makes it possible to read the memory. The chip
also contains UART, and the adversary can look for the part of the code where
UART is being handled. In the memory, the UART configuration starts at
0x40002000. The configuration for the pins lies between 0x40002508 and
0x40002514. If there is a value of 0xfffffff between these addresses, the UART
is disabled and has no mapping to any pins.
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Figure 4.59: UART configuration

4.3.1.4 Reporting

The following table summarizes the results of security analysis of Danalock:

Vulnerability CVSS Mitigation

SWD interface 3.2 Disable unnecessary
hardware interfaces

Table 4.4: Table of vulnerabities in Danalock

4.3.2 Danapad

Danapad is an additional device that controls the lock with a keypad. The
user setups the pin code, and after typing the correct pin, it can lock or unlock
the smart lock.

4.3.2.1 Information gathering

Danapad contains one PCB, which has all the needed functionality. There is
a keypad from one side, and from the other is a chip and other components.
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Figure 4.60: Printed circuit board

The device contains the same chip as Danalock - nRF52832. It also has
multiple pins, many with labels. But they do not tell much about the func-
tionality. But, with access to the datasheet, it is again possible to enumerate
the pins with the voltmeter and pin assignment from the datasheet.

Figure 4.61: SWD interface

Danapad sends the BLE commands between a phone or Danalock. It offers
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exciting options to analyze communication and possibly gain control over it.
The first is to identify the Bluetooth address. The address can be identified
while sniffing the communication during pairing - for example, with Btlejack.

Figure 4.62: Btlejack sniffing

The Bluetooth of Danapad is e4:c9:ec:d9:1a:de. From the nature of com-
munication, Danapad is a peripheral device. Therefore, the next step is to
enumerate the GATT service.

Figure 4.63: Gattool connection

The structure of the GATT service is very similar to Danalock. The dif-
ference, however, is that while setting up the pin code, it is not saved into
Danapad but rather to Danalock. From the wireshark communication, it is
again clear that 0x00d serves for writing the data and 0x000f for reading the
data.
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Figure 4.64: Setting up pin through BLE

At the same time, a typed pin from Danapad is sent to Danalock through
BLE.The previous chapter defined the problem with MITM of Danalock. Due
to the same reason, this analysis, it is not possible to capture the communica-
tion and replay the code, nor is it possible to inject the pin code into Danalock
without further research and advanced attacks.

4.3.2.2 Threat modeling

Danapad serves as the middleman between the user and the lock. The user
enters the pin, and if correct, Danapad locks or unlocks the Danalock. With
the SWD interface present, if the PIN is saved into the Danapad, an adver-
sary can read the correct pin through the interface. As the Danapad can be
placed outside the house, it can allow the attacker to access the house. Or
an adversary can find the function which sends the unlock command and,
through SWD, opens the lock. BLE can also be a threat. An adversary can
try spoofing the unlock communication, or if the GATT service contains the
correct PIN, they can read out the PIN through GATT.

4.3.2.3 Vulnerability analysis and exploitation

Same as in previous sections, Danapad also supports SWD. As the chip is
the same as the Danalock, the same procedure can be used to connect to the
CPU. The processor type and frequency stay the same.
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4.3. Smart Locks

Figure 4.65: Connecting to SWD with J-Link

From now, it is again possible to control the CPU with SWD. With SWD,
it is possible to download the data from memory. The datasheet contains infor-
mation on where the code section of memory is located, and such information
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can be used to extract that memory.

Figure 4.66: Firmware download through SWD

The memory can be again loaded into IDA and analyzed.

Figure 4.67: Firmware analysis in IDA

As in the previous case, the configuration of UART is on the address
0x40002000. To see if UART has mapped to some of the available pins, the
memory from 0x40002508 to 0x40002514.

Figure 4.68: UART configuration
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Like Danalock, the UART has no mapping to the pins and is, therefore,
disabled.

4.3.2.4 Reporting

The identified vulnerabilties in Danapad are summarized in the following ta-
ble:

Vulnerability CVSS Mitigation

SWD interface 3.2 Disable unnecessary
hardware interfaces

Table 4.5: Table of vulnerabities in Danapad

4.4 Smart Sensors

In this section, Tesla smart smoke sensor will be described.

4.4.1 Tesla Smart Smoke Sensor

The smoke detector is a smart home sensor compatible with the smart Zigbee
hub mentioned in the previous sections. It uses Zigbee for communication and
has a very low consumption of energy.

4.4.1.1 Information gathering

The smoke detector consists of only one PCB.

Figure 4.69: Printed circuit board

The main module is TYZS5is., which is a low-powered Zigbee module. The
main chip of the module is EFR32 - the Mighty Gecko Multiprotocol SoC. It

71



4. Analysis

contains a few pins, which are all labeled. Two could be UART based on the
labels; the third could be the Joint Test Action Group (JTAG), a protocol for
verifying designs and testing PCBs.

Figure 4.70: Marked interface in Tesla smoke sensor

However, neither of the supposed UART interfaces has some communica-
tion. In the first case, some data are transferred, but the RX pin does not
respond to any data, which could mean it is disabled.

Figure 4.71: First UART interface

The second UART interface does not transfer data, which could mean the
whole interface is disabled.
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4.4. Smart Sensors

Figure 4.72: Second UART interface

Typically, in the JTAG interface, there are five pins - Test Clock (TCK),
Test Mode Select (TMS), Test Data Input (TDI), Test Data Output (TDO),
Test Reset (TRST) [32]. However, on the PCB, there are labels only for
reset pin (R), Mode select (MS), and clock (CK). The remaining pins might
be located elsewhere on the PCB, so one approach is to try to find them.
Another method is to use a voltmeter and identify where the pins lead. With
the technique with a voltmeter, the MS and CK pins show to the TYZS5
module. For the module, the datasheet is available online. The datasheet
indicates that the MS is an SWDIO pin and CK is an SWDCLK pin. The
next step is identifying the processor type and frequency - all the information
is available in the datasheet. The processor is ARM Cortex-M4, and the
frequency is 40 MHz.
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Figure 4.73: SWD connection failed

However, the connection fails after connecting with JLink to SWD, which
can mean that the SWD and both UARTs are disabled in the production
version.
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Chapter 5
Discussion

The previous chapters analyzed the security of chosen smart home devices.
Four of them contained vulnerabilities. In most cases, the initial vector
was hardware interfaces. This chapter will compare the results to existing
overviews and rankings of IoT vulnerabilities. The most notorious publicly
available list of IoT vulnerabilities is OWASP’s Top 10 IoT. In this list, the
most common vulnerabilities are [5]:

• Weak, Guessable, or Hardcoded Passwords

• Insecure Network Services

• The lack of a Secure Update Mechanism

• The use of Insecure or Outdated Components

• Insufficient Privacy Protection

• Insecure Data Transfer and Storage

• Lack of Device Management

• Insecure Default Settings

• A lack of Physical Hardening

In all of the analyzed devices, the lack of physical hardening was an issue
because, in all cases, it was trivial to access the PCB and analyze the board.
In the category of smart cameras, both of them contained opened UART
ports. Both cameras contained insecure default settings. In Tapo C200, the
password for UART was easy to find from the public information, which can
be classified as a weak password. Tapo C320WS had a UART shell accessible
without a password, which means no device management exists. During the
research, TP-Link released an update for the cameras, which was, however,
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easy to intercept, and an adversary can download the update and analyze it
even before the device is updated. This shows the lack of a secure update
mechanism. The firmware update contained an easily extractible filesystem,
which contained files like shadow and passwd, resulting from insecure data
storage. The network analysis showed an open TFPT port in Tapo C200,
which did not lead to exploitation during the analysis, but it is a bad practice
because it might be exploited with further research.

The smart gateway has easily accessible SWD ports for Zigbee and Wi-
Fi modules, which shows the lack of device management. As a result, an
adversary can then exploit insecure data storage, as the SWD allows reading
the memory, and the password for Wi-Fi is stored in the RAM section.

The smart locks also had an accessible SWD port, which was more chal-
lenging to find but still manageable due to the lack of device management.
The attacker can read the memory and write to the memory.

The following table summarizes the comparison between discovered vul-
nerabilities and OWASP IoT Top 10 and its mitigations:

OWASP IoT Top 10 Vulnerability Mitigation

The lack of physical
hardening Easy access to PCB

Device design, where
disassemble can dam-
age PCB

The lack of device
management

Open interfaces such as
SWD or UART

Disable interfaces or
restrict their function-
ality

The weak passwords
Weak password or
no password used for
UART

Password for criti-
cal interface should
be cryptographically
strong

The lack of a secure up-
date mechanism

Intercepted update of
firmware

Update mechanism
uses secure mechanism
like mTLS

The insecure data stor-
age

Credentials stored in
the accessible parts of
memory or firmware

Store credentials in se-
cure or encrypted part
of memory

Table 5.1: Table of comparison between vulnerabilities and OWASP IoT Top
10

While writing this thesis, research took place simultaneously—the research
aimed to classify IoT vulnerabilities and propose a new list of the most com-
mon vulnerabilities. As the list consists of research on IoT vulnerabilities from
recent years, the results from this thesis will also be compared to the newly
proposed list. The the thesis identified the following vulnerabilities as the
most common in IoT [33]:
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• Overflow

• Improper use of memory

• Access control problem

• Execution of malicious code

• Problematic password management

• Problematic authentication/session handling

• Improper input validation

• Denial of service

• Problematic cryptography/certificate manipulation

• Insecure design/design flaw

In the category of smart cameras, the UART interfaces can be classified
as an access control problem, as they are easily accessible and either use weak
passwords or no password in the default state. Problematic password manage-
ment leads to accessible hashes in filesystems.

The SWD interfaces in smart gateways can be classified as insecure design,
as the interface is not disabled in the production version. The access control
problem allows the attacker to read the Wi-Fi password from memory through
the SWD interface.

The smart locks also suffer from insecure design, as the SWD port on
Danalock and Danapad is accessible.

One of the leading security issues is insecure design or lack of device man-
agement. In most cases, it meant access to hardware interfaces and protocols,
which provided control over the device or the possibility to further exploita-
tion. As a possible solution, manufacturers can disable the interfaces not
needed in production devices or secure them enough, making it challenging
for an adversary to access them. For the UART interface, they can be ei-
ther disabled or protected with a strong password. In the case of the SWD
interface, there can be mitigations in the form of restricted access to the
memory or disabling it entirely if it is not needed. As for the password to the
UART shell in Tapo C200, the mitigation of weak passwords is to use crypto-
graphically strong passwords accessible only to vendors who need them. The
insecure update mechanism in TP-Link cameras allows an adversary to in-
tercept communication between the phone and target devices, and therefore,
they can download and analyze the firmware. The update mechanism can be
secured by receiving the information about the update from the cloud and
downloading the update from the cloud. That way, an adversary has a more
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complicated scenario to intercept the communication. Protocols such as Mu-
tual TLS (mTLS) can be implemented to make the interception even more
challenging. A lack of physical hardening allows an adversary to access and
examine the PCBs of the device. It is difficult for IoT devices to harden de-
vices, so it would be challenging to access PCB. Nevertheless, it is possible to
implement a secure mechanism against manipulation and access to the PCBs.
Furthermore, the passwords for critical services should be stored securely and
hashed with a robust hashing algorithm. The following table summarizes the
compared vulnerabilities and its mitigations:

IoT List Vulnerability Mitigation

Access control problem
Insecure settings in
UART/readable RAM
through SWD

Restrict fuctionality or
implement strong pass-
word protection

Problematic password
management

Extractable user
hashes from firmware

Usage of encrypted
firmware

Insecure design Accessible SWD inter-
face

Disable unnecessary
interface in production

Table 5.2: Table of common vulnerabilities
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Conclusion

The goal of the thesis was mainly to analyze the current security state in smart
home devices and compare the results with the existing list of IoT vulnerabili-
ties. Chapter 4 introduced the categorization of smart home devices based on
the potential value for an adversary and the selection of the devices from the
categories. The selected devices were analyzed in Chapter 5. Chapter 6 com-
pares the results with OWASP IoT Top 10 and a list of IoT vulnerabilities from
Exploring Vulnerabilities of the Internet of Things Devices [5]. The analysis
uncovered some common vulnerabilities among smart home devices - a lack
of physical hardening, insecure default settings, secure update mechanisms,
device management, or insecure data storage. The vulnerabilities allowed an
attacker either to compromise the device or to access the information, which
helps to analyze the device further. The analysis followed the structure of
minipentest, which aims to explore a target quickly and uncover relatively
easy exploitation. The research results in a review of the current state of
smart home devices. The goals of the thesis are, therefore, fulfilled. The miti-
gations of vulnerabilities can serve as a fundamental source of information for
manufacturers and customers. The thesis results can provide information for
manufacturers to avoid implementing vulnerabilities into their devices, which
are easy to exploit. Security researchers can also benefit from the results, as
the methods in the analysis can help with small-scale penetration testing of
IoT devices. However, it is still necessary to examine devices from selected
categories more deeply, as it may uncover complex but severe vulnerabilities.
The future progress of the research is to analyze the devices more deeply and
publish the full results as an article.
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Appendix A
Acronyms

IoT Internet of Things

RFID Radio Frequency Identification

IIoT Industrial Internet of Things

IoMT Internet of Medical Things

MiTM Man-in-the-middle

PTES Penetration Test Execution Standard

OWASP Open Worldwide Application Security Project

PCB Printed circuit board

UART Universal asynchronous receiver-transmitter

SPI Serial Peripheral Interface

EEPROM Electrically Erasable Programmable Read-Only Memory

OS Operating system

BLE Bluetooth Low Energy

SWD Serial Wire Debug

RISC Reduced instruction set computing

SDR Software-defined radio

GAP Generic Attribute Profile

RTPS Real-Time Publish-Subscribe

LFI Local File Inclusion
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A. Acronyms

JSON JavaScript Object Notation

SP Stack Pointer

JTAG Joint Test Action Group

TCK Test Clock

TMS Test Mode Select

TDI Test Data Input

TDO Test Data Output

TRST Test Reset

mTLS Mutual TLS

SOC System-on-chip
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Appendix B
Contents of enclosed CD
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B. Contents of enclosed CD

readme.txt ....................... the file with CD contents description
artifacts....................the directory with artefacts from analysis

Tapo C200................the directory with artefacts for Tapo C200
nmap TCP scan.nmap..........output of Nmap scan of TCP ports
nmap UDP scan.nmap..........output of Nmap scan of UDP ports
passwd....................passwd file from Tapo C200 filesystem
uhttpd..............binary running HTTPS server on Tapo C200

Tapo C320WS .......... the directory with artefacts for Tapo C320WS
nmap TCP scan.nmap..........output of Nmap scan of TCP ports
nmap UDP scan.nmap..........output of Nmap scan of UDP ports
passwd.................passwd file from Tapo C320WS filesystem
uhttpd .......... binary running HTTPS server on Tapo C320WS

Tesla Zigbee Hub .. the directory with artefacts for Tesla Zigbee Hub
firmware wrg1.bin..................firmware for WRG1 module

Danalock .................. the directory with artefacts for Danalock
GATT service enumeration.json .. Enumeration of GATT service
firmware.bin Firmware from Danalock

Danapad ...................the directory with artefacts for Danapad
firmware.bin Firmware from Danapad

src.......................................the directory of source codes
thesis...............the directory of LATEXsource codes of the thesis

text..........................................the thesis text directory
thesis.pdf............................. text práce ve formátu PDF
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