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ABSTRACT

The publication subject is to show the risk management of complex technical facilities at a
stage involving the design, construction, outfit by technology equipment, testing and commis-
sioning. In harmony with the present knowledge, it is respected the "Sendai Framework", in
which there is a strong emphasis on risk management from all possible disasters connected
with technical facilities and their surroundings. Technical facilities belong to the administration
of the various sectors and include physical, cyber, organizational and social systems, i.e. indi-
vidual devices, machines, components, systems, or the entire production or the service units.
Their character is socio-cyber-technical (physical). Large technical facilities represent the sys-
tems of systems, i.e. a number of open and mutually interconnected systems. From this rea-
son, their behaviour is dynamic and depends on a number of factors. The problems” solution
way is based on the simultaneously preferred concept, in which the safety is preferred over
the reliability.

The safety of a technical facility is related to the entire technical facility because, as a result of
the interconnections among different parts, the set of the safe parts is generally not safe. The
safety also considers the dynamic evolution of the world. Therefore, it is going on managing
the risks caused by all possible causes in time and space. Management of technical facility
safety is not easy and requires the application of specific engineering tools for coping with the
expected risks. Due to complex architecture of majority of present technical facilities, their be-
haviours are sometimes unforeseeable, and therefore, the special engineering tools need to
be used at their designing, manufacturing and commissioning.

For creating the top-quality safety management tools, they are firstly summarised the current
knowledge and experience and they are given proven tools by which it is possible to identify,
analyse, manage and control the risks associated with technical facilities and their surround-
ings. Based on the original database of failures and accidents of technical facilities, which also
included weaknesses in the area of design, building, construction, testing and commissioning,
they are determined the basic categories of risk causes. Through the procedures of advanced
risk disciplines, there are developed the tools for working with risks in the monitored stage of
the technical facility aimed at ensuring the technical facility safety throughout its life time,
namely: decision support system; and risk management plan. Both tools are in two versions.
The first one is connected with the process, the result of which is building permit. The other
one is connected with whole process including designing, manufacturing and testing, the result
of which is operation permit. Tools are determined for both, the investor (manufacturer), who
is responsible for the safety of the manufactured technical facility, which also includes the pro-
tection of the surroundings and inhabitants, and the public administration, which supervises
activities in the territory with aim to ensure the safety of territory and citizens. To increase the
book validity, three attachments are added; the first one explains the integral safety; the sec-
ond one describes the risk sources for technical facilities; and the third one shows advanced
hazard assessment procedure.

The book shortly summarizes results of specific research performed in project “Rizeni rizik a
bezpecnost slozZitych technologickych objekti (RIRIZIBE)“ CZ.02.2.69/0.0 /0.0/16_018/0
002649”. The detail results are in original Czech monograph, which is cited. At the request of
the CTU Rectorate and the Ministry of Education, Youth and Sports, the submitted version of
the book was supplemented in 2022 with data related to the RIRIZIBE project and the format
was modified to keep the original pagination.

Key words: technical facility; designing; terms of references; risk-based design; risk;
safety; risk sources; risk management; integral risk; risk acceptability.



1. INTRODUCTION

In research, the results of which we will hereafter describe, we concentrated to tech-
nical facilities, which have been created by human activities and have been provided
products or services relevant to human life. Important stage of each technical facility
life cycle is its designing, construction, outfit by technology equipment, testing and
commissioning. The aim of this stage is to make resilient grounds for co-existence of
technical facilities with their surroundings during their operations.

From human society security and development, they are necessary such technical fa-
cilities that ensure products and services and are safe, i.e. they fulfil well their functions
and do not threaten themselves and their surroundings, namely not under their critical
conditions. To ensure the coexistence between technical facility and its surrounding,
it is necessary to begin with measures against relevant risk at preparation of terms of
references, designing, building, testing and commissioning. To consider all possible
risk sources, the decision support system is created on the basis of present knowledge
and known risk sources.

Due to world dynamic development, each technical facility needs to be during the life
cycle also prepared for possible non-demanded situations. In face of it, the risk man-
agement plan for complex technical facilities during the life cycle stage involving the
design, construction, outfit by technology equipment, testing and commissioning is pre-
pared.

The publication deals with the risk management of complex technical facilities in a
phase that includes designing, construction, outfit by technology equipment, testing
and commissioning. In line with the knowledge, the currently acknowledged “Sendai
Framework” is respected, with a strong emphasis on risk management from all possi-
ble disasters. It is about ensuring the safe technical facilities, which also ensures the
coexistence of the technical facilities with the surrounding throughout their lifetimes.
The way of solving the problem [1] is based on the currently preferred concept in which
safety is superior to reliability.

With regard to publication extent, all technical, legal, organizational, personnel and
financial issues are not subject to a thorough analysis; details are in [2] and in its cita-
tions. This publication aim is to show verified tools for risk management in the followed
technical facility stage. The technical facility is considered as a part of territory in which
it is inserted, and the model of which is the human system. This system is composed
of three basic systems: environmental one; social one, which is related to human so-
ciety; and technological one, which is represented by technical facilities that humans
consistently create for their lives quality improvement. These systems are open and
mutually interconnected, and therefore, they are interdependent. Some systems’ inter-
actions are beneficial for humans and other ones adverse and highly unacceptable
[3,4].

It is considered the integral technical facility safety management because due to inter-
connections among different parts, the set of safe parts is generally not safe; and ex-
pected changes of parts with time at given space are not synergic due to development.
The aim is to show the proactive tools, which ensure the sufficient level of technical
facility prevention and are prepared for solution of both, the possible emergency



situations induced by serious risks origination and the possible conflicts at response
to emergency situations that can occur [5]. Figure 1 shows the basic idea of problem
understanding, the target of which is the human security and development during
whole life cycle, and especially at designing, manufacturing and commissioning.

Human Space <_i_= Technical Facility

Process — jﬁte_< Pracess# F_“T—é_i\j@ir

1
1
I
I
1
[
I
1
1
i
1
[ —_— Hazard F—
: @ - Public asset
1
[
I
1
[
I
1
1
[
I
1

1
|
]
1
|
|
|
I
I
I
I
|
I
I
I
I
]
I

— .
blic asset o ublic asset Public asset
vulnerabilit esilience vulnerabilit resilience

Risk

L — ——

Mo o o B B B s s

[
|
\

T bl
1

> Prevention E

I

Safet\( of Mltlgatlon :

technical I

facility |

Renovation !
i

1

i

i

1

Response

Conflicts
Management

Figure 1. Idea of risk management that needs to be considered during the technical
facility designing, manufacturing and the commissioning.

As it was given above, this publication focuses on the early stages of the technical
facility life cycle, namely: project; fabrication; tests; trial operation; and commissioning.
It should be noted that the process in question [4,6,7] is significantly affected by:

- knowledge and experience of designers, investors and contractors (manufactur-
ers),

- the characteristics of the territory in which the technical facility is located,
- the financial capacity of the technical facility investor,

- the level of public administration supervision under the technical facility safety in
sense of public interest during this phase.

In next chapters, we show:

- the current situation in knowledge and experiences in the followed domain, i.e. at
the stage involving the technical facility design, construction and commissioning,



- the causes of the risks that led to the failure of the technical facility due to design
or construction errors, namely immediately during the manufacturing or later at op-
eration,

- the appropriate tools from the toolbox used by disciplines that work with risks that
ensure the quality work with the risks associated with the design, construction and
start of operation of the technical facility.

As information technology is now increasingly affecting the humans” lives, the risks
involved need also to be considered. Therefore, the problems presented are followed
in the book and references are provided for detailed understanding and deeper study.

As mentioned above, the present work focuses on the design, construction and com-
missioning of a technical facility. Therefore, attention is focused on the dominant risks
in this phase of the life cycle of a technical facility. In the light of current knowledge
[4,5,7,8], it holds that the particulars given hereafter do not:

- deconstruct existing norms and standards because the authors have both, the
knowledge and the experience of practice, from which it implies that without stand-
ards and legislation, the professionals and the professional community would be
doomed to repeat mistakes from the past,

- debar to use in designing models and software that facilitate and speed up work.
However, on the basis of the experience and practical experiences summarized in
[5,9], it is apparent that by their application they can be neglected some uncertain-
ties, i.e. knowledge uncertainties due to the fact that the real conditions are re-
placed by idealized conditions that do not respect the inhomogeneities of the envi-
ronment and material, anisotropy of environment and material, and temporal
changes of environment and material. Therefore, where important facilities or their
important elements are concerned, the results of models and simulations need to
be complemented by expert studies, so the result technical facility may be provided
by sufficient safety margin.

With the proposed risk management procedures, the authors demonstrate their con-
viction that without proper safety-related risk management we do not have the capa-
bility to sustainably respond to unexpected events, i.e. we will not be prepared for the
future because real conditions are not normative and change over time, which is in
accordance with current knowledge.

The monograph is the summary of results of research project ,Rizeni rizik a
bezpec€nost slozitych technologickych objektd (Management of risks and safety of
complex technological facilities - RIRIZIBE)* CZ.02.2.69/0.0/0.0/16 _018/002649. It
summarizes the most important present facts. Detail data and lists of all used refer-
ences are in book [2] and in given cited sources. It is necessary to give that some new
facts followed from research are more stressed than in [2] due to lessons learned from
discussions with specialists to this book. The terms used are explain in [1,5].

For recommendations and comments authors thank to reviewers Prof. Ing. Tomas
Cechak, PhD. and Assoc. Prof. Jaromir Novak, PhD. For working condition creating,
the authors thank to the Czech Technical University in Prague, the Faculty of Mechan-
ical Engineering, namely to the Energy Department.



2. FINDINGS ON TECHNICAL FACILITIES PLANNING, DESIGNING,
BUILDING AND COMMISSIONING

Technical facilities are created by objects or networks, and complex technical facilities
are represented by a model called “system of systems — SoS” [1,2,4,10-20]. They in-
clude physical, cyber, organizational and social systems (i.e. they are socio-cyber-
technical SoS), i.e., individual devices, machines, components, systems, or entire pro-
duction or service units, organizational systems, personnel.

Knowledge and experience show that technical facilities are put in a certain environ-
ment, which in any case reacts to located technical facility, namely immediately or later.
From safety and coexistence reasons, these reactions need to be revealed in advance
and considered in design to ensure human security and technical facility safety.

2.1. Technical facility design concept

Each technical facility is located in an area in which there are many sources of risk, the
manifestation of which may damage both, the technical facility and its surroundings. In
strategic management, the risk is a measure of losses, damages and injuries [1,5].
The size of the risk depends on the real disaster that is the source of the risk and on
the vulnerability of the site-specific assets under review, namely both, the public ones
and the technical facility ones [1,5,8].

The strategic management [1,5,21] defines to basic quantities:

- the hazard, which is defined as normative quantity expressing the probable size of
a disaster occurring once in a given time interval (a so-called project or design dis-
aster) [1,5,7,8],

- the risk, which is defined as the probable size of losses, damages and harms to the
assets under review at a design disaster, calculated per unit of time (typically 1
year) and unit of territory [1,5,7,8].

The public interest is the security and development of humans, and for its fulfilment,
both, the safe environment and the safe technical facilities located there, are important.
From this reason, the safety is understood to be a system-level characteristic that hu-
mans form through their actions and activities [1,5-8,21,22]; safe system is a system
that, under its critical conditions, does not endanger itself or its surroundings. The
safety of the territory and its subparts in the above-described context is specifically
monitored in the work [21]. The safety of the technical facilities is monitored in the
works [4,7,23,24].

It is true that the risk and safety variables are not complementary variables, because
the safety of both, the territory and each technical facility can be also increased by
organizational measures, e.g. by introduction of warning systems and backup solutions
without reducing the size of the risk; An additional term to safety is the criticality
[1,5,7,8].
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Current knowledge shows that the world in which humans live (the human system)
needs to be in such condition that the interconnected systems as the environment, the
social system and the technological system coexist.

Coexistence generally means common existence and its concept is followed for exam-
ple in the work [25]. It is about ensuring such conditions in the human system in the
design and construction of a technical facility that ensures the coexistence of intercon-
nected systems, i.e. social, environmental and technological [26]. The need and im-
portance of coexistence is today considered in many technical fields; e.g. telecommu-
nications work [27-33]. The works in question show that technical facilities cannot be
designed as closed systems, but their surroundings needs always to be considered,
which confirms the requirements gathered in the works [4,7,24,34].

The safety of each technical facility is determined by many factors. At the design stage,
it is a question of setting the right terms of references (tender conditions), which need
to respect the characteristics of the territory in which the technical facility is inserted.
Furthermore, they are important measures inserted into the project to facilitate the
technical facility safety management at operation. Since the late 1970s, we have been
talking about introducing the principles of inherent safety [7]; the inherent safety will be
characterized later. The principles in question need to be followed at designing the
buildings, construction and installation of buildings, networks and equipment.

In line with current knowledge, the “Sendai Framework” [35] is respected in developing
tools for practice, with a strong emphasis on risk management from all possible disas-
ters. From the public interest viewpoint, the variants of project and the construction of
a technical facility that have a risk lower than a specified level of risk can be accepted.
However, each selected variant needs to be a subject to regular monitoring of the level
of risk in the light of the dynamic development of the world during the manufacturing
and operation [4,7,21].

When deciding whether or not to issue a building permit to manufacture a technical
facility, the other options need either to be excluded or their parameters adjusted and,
if necessary, measures should be taken to mitigate the worst impacts on public pro-
tected assets in the case of a risk realization [4,7,8]. According to the data in works
[2,5,7,8], in the design and implementation of the optimal variant of the technical facility
in the real case, the role plays:

- the achieved level of safety of the technical facility and its surroundings,

- the technical feasibility of measures to ensure a safe technical facility, considering
the suitability of the measures for the given system, i.e. the technical facility and its
surroundings,

- material demandingness and energy demandingness of the technical facility,
- speed of implementation of the technical facility,
- claims of operation of the technical facility on qualified personnel,

- technical facility demands on transport and information provisions, i.e. communica-
tion networks,

- claims of the technical facility for finance during the construction and operation,
- claims of a technical facility for safety responsibility,

- management / organization requirements in the territory associated with the tech-
nical facility.
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The first important aspect associated with the design of a technical facility is the choice
of the concept of itself technical facility and its economic framework. According to cur-
rent knowledge, there are today used two concepts, hamely: reliability management;
and safety management.

Safety and reliability are important features of technical facilities. Both are associated
with risk and use the same risk management methods and procedures [4,5]. Their
interrelationship has changed as a result of major-accident analyses of technical facil-
ities performed in the late 1970s and early 1980s [4,6,7,36-38]. The consistent appli-
cation of systems theory and the introduction of the concept of integral safety in 1994
[39] also contributed significantly to this; a more detailed interpretation is given in An-
nex 1.

It is true that level of safety and level of reliability depend on the work with risks [4].
The aims of work with risks in mentioned concepts are different, and therefore, their
results of work with risks are not the same. It should be borne in mind that there are
currently three distinct concepts that work with risks:

- reliability management and engineering, where risk management for technical fa-
cility is aimed at reliability, e.g. [40],

- security management and engineering, where the risk management of technical
facility is targeted to a secured technical facility, e.g. [41],

- safety management and engineering where risk management is aimed at safe tech-
nical facility, e.g. [42].

All three concepts use the same procedures, methods, tools and techniques. Practice
shows that there are sometimes conflicts between them. In accordance with the “Sen-
dai Framework” [35], the solution below focuses on the overall (integral) safety of the
technical facility; and it can be only ensured by safety management and engineering
[4,6,7].

2.2. Risk sources for technical facilities

For human security and development, it is needed, so surroundings reactions through-
out technical facility lifetime may be adequate and during the technical facility life cycle
the coexistence with its surrounding may exist. Ground needs to be inserted in initial
technical facility life stage, i.e. at designing, construction, outfit by technology equip-
ment, testing and commissioning. Firstly, it is necessary to consider sources of all risks
according to generally accepted concept “All-Hazard-Approach” defined in [43] and
derived for Europe in work [44]; details are in Annex 2. To this set they belong de-
structive phenomena that are results of all mutual reactions inside and outside tech-
nical facilities under, normal, abnormal and critical conditions and manifestations of
human factors [2,4,7].

The identification of internal technical facilities sources of risks associated on the one
hand with individual technical equipment, their arrangement into components and sys-
tems, and on the other hand with production processes and their management, is a
site-specific activity which requires the risk identification at several levels [2,4,7,45,46],
namely:

- technical conditions of equipment, components and systems,
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behaviour of technical, organizational and cyber interconnections under normal op-
erating conditions,

behaviour of technical, organizational and cyber interconnections under abnormal
operating conditions,

behaviour of technical, organizational and cyber interconnections under critical op-
erating conditions,

and for high-important technical facilities such as nuclear power plants, dams, etc.,
behaviour of technical, organizational and cyber-operation interconnections under
extreme operating conditions.

When identifying the technical facilities risk sources, it is very important to consider all
stable and mobile sources of risk inside and outside the technical facility [2,4,5,7] as:

fires (flash, pooal, jet, fireball),

explosions (mechanical, electrical, chemical, explosion of a cloud of gases —
BLEVE or VCE, dust and, or nuclear),

leakage of hazardous substances, because the damage will cause both, their im-
pacts and their possible domino effects.

Each dangerous phenomenon can have different sizes and different occurrence prob-
abilities, and therefore, it is important the hazard determination for each one. Because
extreme dangerous phenomena occur rarely and irregularly, the hazard determination
is one of principal steps at risk determination [5]; details are in Annex 3.

To reveal all internal sources of technical facility, the followed technical facility time
cycle needs to follow a wide range of problems in which the risk sources are contained

[2], e.Q.:

theoretical analysis of critical processes, equipment and their locations, and to de-
sign the practical implementation of technically and financially available counter-
measures,

selection of: materials, technical principles, construction procedures, determination
of critical construction and mounting processes etc.,

experimental verification of installed fittings and their operability under normal, ab-
normal and critical conditions,

ensuring: the durability, tractability of equipment and processes, required service
life,

guality and sufficient human resources, costs in the required amount, technical ser-
vices,

necessary services,
and realization of buildings, structures and equipment under given conditions, etc.

2.3. Hazard determination

As it was given above, the hazard is the probable size of a disaster occurring once in
a given time interval (a so-called project or design disaster) [1,5,7,8]. The hazard
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determination is technical-methodological method of determining the maximum ex-
pected disaster” size. Because severe events occur randomly and irregularly and world
dynamically develop in space and time (which also leads to changes in conditions that
lead to disasters, and, of course, to changes in the very disasters’ characteristics),
simple statistical methods could not be used (their assumptions requiring stable pro-
cesses are not fully fulfilled). Since we do not have enough knowledge of this area, we
need to consider existence of uncertainties, both random and knowledge-based, and
to use methods based on the theory of extremes, e.g. [5,8,47]. The verified procedure
for hazard determination is shown in Annex 3.

According to hazards curves we determine so call the design disaster, which is dan-
gerous phenomenon size, the occurrence probability of which is once during the time
interval determined by legislation [5].

The parameters of design disasters are used at technical facility project, construction,
outfit by fittings, equipment components, systems and system of systems design. They
create the base for technical facilities terms of references.

2.4. Terms of references

Technical facilities terms of references are key part of technical facility” design docu-
mentation. They contain the technical, financial, time and other data determining the
safe, reliable and functional technical facility. Their respecting ensures that technical
facility has incorporate measures to prevent, mitigate and respond to unacceptable
situations caused by internal, external and organizational sources of accidents and
failures of elements, components and systems, namely for disasters” sizes lower than
design disasters. The terms of references of the technical facility specifying it and they
are a document that reflects the risk management process shown in Figure 2.
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According to data in [5,15], it is necessary to have in terms of references creation:

1.

Knowledge of:

regulations, norms and standards,

risks in the site to which the technical facility is placed,
technical system, which constitutes a technical facility,
models and theories associated with expected accidents,
methods of analysis, management and settlement of risks,

management of enterprise (finance, human resources, organization, technol-
ogy, innovation...).

Competencies for:

the application of results of methods of risk analysis and evaluation,

implementation of methodology of analysing and assessing the risks adapted to
the problem,

emergency and crisis management,

analysis of situations / activities / accidents,

transformation of policy into real actions,

the conversion of accident statistics into action plans,
strategic planning,

determination of hierarchy of problems,

capability to find right information and apply lessons learned,
execution of critical analyses,

designing the right solutions,

communication,

carrying out the synthesis and adapting the wording intended for the pubilic,
and ethics.

In terms of reference creation, in the light of possible disasters in site and in connection
with coexistence of technical facility with surroundings, it is necessary [7,45] to spec-

ify:

for each relevant disaster, size of threat (expected impacts) according to given
standards,

critical tasks of technical facility from integral safety viewpoint,

tasks and causes of their criticalities and to understand them,

possible human failures,

measures for safety ensuring with regard to variable conditions.

Critical technical facility tasks from integral safety viewpoint are physical activities, by
which operator contributes to:

triggering the non-committed and unacceptable phenomenon,
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- detection and prevention of phenomenon in question,
- management and mitigation of phenomenon in question,
- and response to emergency situation.

From these reasons, at terms of references creating, it is necessary to consider that to
technical facility criticality [2,4,6,7,45] they also contribute:

- lack of communication (errors and interruptions in the flow of information),

- routine approach (certainty resulting from long-term practice in combination with
risk awareness loss caused by frequent repetitive activities and tired work),

- lack of knowledge (ambiguity or misunderstanding),
- distraction (confusion, mental chaos),

- lack of team collaboration (inconsistent efforts of a group of people due to a lack of
belonging, fear of other mistakes, inappropriate leadership style or inappropriate
communication),

- fatigue (it is ignored because people perceive it after it is excessive),

- lack of means (lack of resources, tools and materials, outdated documentation, in-
appropriate working conditions),

- coercion (from superiors or colleagues, lack of time, incorrect task settings),

- lack of self-esteem (inability to refuse to perform tasks resulting from lack of self-
esteem, anxiety or complexes),

- stress (nervousness caused e.g.: time pressure, new methodology, change in the
range of tasks, competitions or private factors),

- negligence (incorrect assessment of the possible consequences of action caused
by e.g.: coercion, lack of experience or lack of knowledge),

- acceptability of a large number of deviations from instructions and standards in or-
der to facilitate work.

From above, it follows that technical facility terms of reference are result of expert team
that selects parameters, which ensure the sufficient safety margin for technical facility
operation.

In total, the terms of reference need to include documentation of how the risks associ-
ated with both, the territory, where the facility is located, and the facility itself, and the
expected reactions and conflicts in given territory in the manufacturing and operation
of technical facility.

2.5. Technical facility project

Project preparation, project design, construction and commissioning of a technical fa-
cility is a complex area, with constantly changing processes and activities. It involves
many actors, who are interdependent, and therefore, they should work together. At the
same time, it is also influenced by a number of external factors [2,4,7], such as:

- market situation,
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- other engineering projects in same area,

- size of the technical facility,

- availability of resources,

- competence and experience of designer, managers and employees.

The aim of technical facility project is to create a production process that is profitable,
economic, safe and does not threaten public assets, especially humans and environ-
ment. This can be achieved by optimizing the safeguard, economic and functional cri-
teria. Technical facility project covers a wide range of problems [2,4,7,45], e.g. selec-
tion of:

- materials,

- technical principles,

- construction procedures,

- framework procedures,

- determination of critical construction and framework processes,
- protection ways in domains physical, cyber etc.

It, therefore, requires the participation of many different knowledge fields, i.e. the par-
ticipation of a number of specialists from different fields. It should be remembered that
here the human factor manifests in great rate. The low cooperation of experts leads to
errors that will occur later at operation, e.g. they lead to:

- occurrence of organizational accidents [48],
- maintenance problems [2,4,45],
- impossibility to repair important parts [2,49] etc.

From the particulars in [49], it follows that impressive and low robust designs often fall
sooner or later. The same holds for design that suits for very narrow interval of condi-
tions.

2.5.1. Technical facility project requirements for design disasters withstanding

To increase the safety of technical facilities, the results of analytical and heuristic pro-
cesses are increasingly interconnected - and experience databases are being created.
In practice, it is necessary to apply the interconnection of principles [2,4,5]:

- All-Hazard-Approach,

- Defence-In-Depth,

- inherent safety,

- passive safety,

- active safety,

- and those for a safety management system over time.

The basic principle of safety management is a qualified interconnection of technical,
organizational, financial, personnel, social and knowledge areas; and clear roles and
responsibilities of all involved. The safety management system of critical facilities
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(SMS) thus covers a number of areas, namely technical, military, legislative, financial,
economic, social, environmental, educational, research, etc. The roles of individual
stakeholders and their interconnection in different situations need to be determined by
law, moral and other standards and norms.

Since the fact is that we are unable to identify knowledge uncertainties, we need at
management of technical facility safety to rely heavily on the response; i.e. the drafting
the operating rules in the event of significant changes in conditions and, if unsuccess-
ful, on the response applying the safeguards to essential public assets. Therefore, to
ensure the safety of complex objects and to protect people, we are looking for a re-
sponse solution also for possible cases that cannot be detected by probabilistic ap-
proaches [1,5], and we need to build alternative water and energy sources, specific
response systems and specific rescue training for them [4].

Options for performing a good response need to be already created in the technical
facility project. E.g. the arrangement of the equipment and its interconnections shall
make it possible in critical items to set up:

- aprogram to continuously improve the safety of critical items,

- measures for assessing the level of safety in terms of the effectiveness of the safety
system (indicators),

- aprogram for continuous safety improvement consisting of interconnected projects,
- and projects that are filled with interrelated processes.

As with the terms of reference, so at the project development, the models are used,
i.e. preferably in the form of available software. These tools are usually based on tree
models and use linearized relationships. According to the data summarized in [5],
these instruments do not consider external disasters, attacks and the human factor
which usually affect many fittings and system in one stroke. Therefore, when designing
the critical elements, equipment and systems of a technical facility for safety reasons,
they need to be pursued impact assessments of the mentioned disasters and into the
project, the measures for prevention, mitigation and response need to be imple-
mented; e.g. IEC requirements [50].

The point is that already in the technical facility project itself [2], there would be
measures for:

- ensuring the inherent safety,

- technical protection,

- ensuring that fittings and components fail safely,

- activity of quality reserves (backups),

- ensuring the integrity of measures for risk management,

- informing the operator about the condition of the equipment, especially on its big
sudden change.

There are now a number of safety standards; for machinery e.g. standards ISO 16090,
ISO 12100, ISO 1384911 [51-53] are important. The standards” analyses [49] show
that they concentrated to equipment safety and not to operation safety (and also not
to whole (integral) technical facility safety). Due to changes in time, the critical equip-
ment monitoring is necessary inserted in project. In the project itself, equipment and
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tools need also to be built to enable the response to major failures and accidents, such
as the requirements of the EU Directive [54].

2.5.2. Requirements on project

Designing the technical facilities is a very complex activity, and in each country is reg-
ulated by national legislation and in some cases by international ones [55-58]. The
real design of a technical facility depends on the complexity of the proposed technical
facility and the requirements laid down in the public interest. From the safety point of
view, the design of each technical facility [2] requires to follow:

- durability,

- manageability of equipment, components and processes,

- lifespan,

- human resources,

- costs,

- technical services,

- additional services,

- safety of employees,

- safety of humans in surroundings and safety of environment.

Consideration and good provision of requirements in question determines the future
costs of ensuring the safety and coexistence of technical facility with surrounding area.
For example, non-provision of human resources for operation leads to limitation of
production or service that is provided by the technical facility [2].

The consideration and good assurance of the requirements in question determine the
future costs of ensuring the safety and coexistence of the technical facility with the
surrounding. For example, failure to provide human resources for operators leads, for
example, to a reduction in production or service to be provided by the technical facility.

The primary task of the designer is to identify all possible hazards by application of the
All-Hazard-Approach approach, which has been explained above and to divide them
into acceptable, conditionally acceptable (tolerable) and unacceptable. In the case of
the second and third, the designer needs to think in the following way:

1. Can | eliminate the hazard? In case yet, how?
2. Can | reduce the size of this hazard? In case yet, how?

3. Cannot | create a new hazard by the measures proposed to deal with the hazard?
In case yet, what measures are better?

4. What technical and control systems are required to manage the residual hazard?

According to [2,4,45,55-60], for the technical facility safety during the lifetime, it is nec-
essary at designing to consider at each critical process the problems connected with:

- agiven process,
- designing the process,
- process management,
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operating personnel and its condition indication,

safety management system,

other technical systems promoting the safety,

external active and passive systems to mitigate the risk of process failure,
emergency response of the technical facility,

the emergency response of the site where the technical facility is located.

Research results summarized in [2] show:

1.

From safety viewpoint, the main goal is to avert unwanted combinations of incidents
that have potential to cause accidents accompanied by major damages. To do this,
proactive indicators or safety functions are used to control the safety under border
conditions, thereby reducing the possibility of unlikely severe accident. Seven prin-
ciples of resilience are used:

- backup,

- to insert ability of sleek and controlled degradation,

- toinsert ability to return from degraded state,

- flexibility in both, the system and the organization,

- toinsert ability to control limit conditions close to the performance interface,
- toinsert optimal management models,

- to reduce complexity; and to reduce possible undesirable couplings.

It is necessary to ground for program for safety increase that ensures:

- safety and functionality of all fittings that correspond to their missions,

- identification, evaluation, elimination or regulation of potential risks at accepta-
ble level for important installations, systems and their various parts,

- risk management, which includes all possible disasters with resources inside
and outside the technical facility that cannot be eliminated,

- protection of personnel, humans in the vicinity, fittings, equipment and property,

- use of new materials or products and test techniques only in a way that is only
associated with minimal risk,

- insertion of safety factors that ensure the corrective measures that lead to im-
provement,

- consideration of all appropriate historical data on ensuring the safety generated
by similar safety-enhancing programs.

From engineering viewpoint, the conditions and limits of operation are established,
safety systems (active, passive and hybrid) are installed and appropriate backups
are ensured; it is solved:

- what safety systems are appropriate and what need to be their backups,
- where / in which places safety systems operate most effectively,

- why they need to be used just there and not elsewhere, in what limits they work
reliably.
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It is a fact that, at technical facility designing there are often used software based on
tree models. As it was said above, based on the current knowledge summarized in [5],
it should be remembered that tree models do not create a basis for mastering all pos-
sible disasters that affect the technical facility, because they start on one point in the
technical facility, i.e. they do not consider impacts of external disasters, attacks and
human factor.

Due to dynamic development of technical facility and its surroundings, it is necessary
for ensuring the integral safety and coexistence to insert into project sufficient safety
margin. This safety margin enables to overcome expected risks.

It is a fact that an engineering project with high safety is costly and that the aspiration
of every investor or operator for the least possible cost of a technical facility leads to a
reduction in safety, i.e. the costs of the technical facility. to narrow the interval of con-
ditions that a technical facility can handle. Figure 3 shows that, in reality, the cost of
reducing the risk and the costs of the measures taken, i.e. the cost of reducing the risk,
should be compared. application of the CBA method [61] with compliance with safety
requirements. Because each entity has only limited sources, the optimum solution from
safety viewpoint (sufficient safety margin) is such, in which total costs are round the
total costs curve minimum.

O

o

@ Costs on Costs on

(7] measures and preventive
activities measures

Risk

Figure 3. The total cost interval in which safety is ensured; processed in [62]; the area
of optimal costs for safety margins is marked in blue.

The outputs from the risk management process to ensure safety according to [63],
based on total quality management, are as follows:

1. Risk assessment document - all information on the risks involved is recorded here.

2. Toprisks list, i.e. the list of risks, the solution of which has the highest demands on
resources and time (for technical facilities these are risks that need to be monitored
and, according to the results of the monitoring, the measures and activities leading
to safety [4,6,7] applied. These risks need to be given in the project documen-
tation and need to be systematically managed during the operation by help
of operating rules and tools for maintenance and improvement safety of tech-
nical facility in time.
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3. Retired risk list - serves as a historical reference for future decision-making in
changes and upgrades (e.g. not to remove barriers, which have been placed in the
system for prevention or mitigation [2,4,6,7].

According to knowledge summarized in [2,4], it is important so that the processes for
risk management strategy use: principles of inherent safety; passive safety systems;
active safety systems; different barriers types; procedural procedures that are proven
or thoroughly tested in such a way that they do not contain latent sources of danger
under possible conditions.

2.5.3. Inherent safety

The term "inherent safety” was introduced in 1977 by the English engineer Kletz in the
chemical industry. This is a fundamental approach to managing the hazards from
harmful phenomena (i.e. disasters of all kinds) by reducing its size, thereby reducing
their danger. It is the way in which the hazard is managed, i.e. the risk is precluded. Of
course, it is not possible in natural disasters, because they are not yet controlled by
humans.

Inherent safety is a specific feature of components and processes of technical facility,
which is determined by physical and chemical laws and characteristics, i.e. not by hu-
man measures. It is a principle that allows the self-regulation of dangerous processes.
This means that the inherent (inner, own) safety of the device or system is the ap-
proach to which the device or system acquires the capability to have a low level of
danger even under unacceptable conditions. It is a way of thinking when designing a
technical solution that seeks a principle that reduces risk in a different way than risk
management.

Based on the data in [2,64-69], the incorporation of inherent safety into a technical
facility is carried out, for example by:

- reducing the amount of hazardous substances (use of hazardous substances in
smaller quantities),

- using a less dangerous substance instead of the very dangerous one (substituting
substances, if possible, e.g. cleaning not with a flammable solvent but with water
and possibly scrubbing),

- use of the substance in another state or at a different temperature,
- the use of equipment to reduce the impact of a dangerous substance,

- reducing the number of unsafe operating processes - reducing the complexity of
equipment,

- application of the principle of error tolerance (e.g. design of a device to withstand
the maximum pressure possible),

- limiting the impacts (e.g. setting the traps for hazardous substances),
- special operating the equipment to ensure:

e avoiding the shocks,

e impossibility of moving the device to an unstable position,

e aclearly defined position and condition of the equipment; easy operation of the
device,
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e flawless control instructions and software.

The concept of inherent safety is a dynamic, subjective and holistic concept. It requires
thinking and experience from the designer. For example, it is necessary to decide
whether it is better to have large stocks of dangerous substances or often to import
dangerous substances by train (in both cases they are dangers, i.e. in the particular
case it is necessary to choose the one with lower risk). The problem with the imple-
mentation of inherent safety is that the principles are descriptive and not prescriptive.

Since the insertion of inherent safety can also be a cause of destruction [49], for ex-
ample, using one refrigerant in a refrigerator suffices less than another refrigerant, but
the use of the former is harmful to the environment, so one should always think about
what is worse.

2.5.4. Elements and systems of passive safety

Passive safety elements are physical elements or devices that operate only at the mo-
ment of the accident. This is a design device designed to minimize the consequences
of an accident. Examples are the safe construction of the vehicle body or steering col-
umn, head restraints, seat belts, belt pretensioners, airbags, etc.

Passive safety systems are physical systems that control the hazards of a process or
device by means of device elements without intervention from the control centre. The
best-known applications of passive safety are:

- protective walls,
- protective nets; etc.

2.5.5. Elements and systems of active safety

Active elements for ensuring the safety are technical devices, systems and features of
a technical facility that help to prevent and to avert incidents and accidents. E.g. for
vehicles, the most important elements of active safety are:

- effective brakes allowing for safe deceleration or stopping of the vehicle,
- good visibility from the vehicle,

- good tires,

- precise and reliable steering,

- good quality shock absorbers ensuring the sufficient contact between the tires and
the road,

- and lighting.

Other elements of active safety include modern electronic systems such as ABS, ESP,
TCS, EBA, ACC and others. For other machines and equipment, active safety means
especially:

- significant marking of dangerous places,

- covering the dangerous parts of the machine (uninsulated electrical conductors,
rotating parts,...),

- significant light and sound signalling of the machine operation,
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- and safety fuses stopping the machine operation after opening the cover.

Active safety systems control the hazards of a process or device by means of device
elements based on a command from the control centre, which is realized based on
monitoring data. An example is the fall of safety rods in a nuclear reactor in the event
of a rapid reactor shutdown. The control and safety rods contain neutron absorbing
material (e.g. boron or cadmium compounds). The inserted rods absorb neutrons and
the fission reaction is inhibited. The rods in the upper position hold the electromagnets.
If the control system evaluates the need for rapid insertion of the rods into the core, it
disconnects the power supply to the electromagnets, and the absorption rods are grav-
itationally attracted to the earth's surface and thereby slide into the core. Other exam-
ples are:

- early warning systems,

- fire alarms,

- sensors,

- equipment condition control and / or reaction systems.

2.5.6. Selection of elements, procedures and fittings

From a safety point of view, it is good practice to select elements, procedures and
equipment that are proven or thoroughly tested so that they do not contain latent
sources of danger under possible conditions. In cases, where there is a high risk, care
should be taken accent on prevention, for example, to install pressure relief valves,
sprinklers, walls to absorb pressure waves, etc., even if they are costly.

In practice, there is often a reference to BAT (Best Available Technology), which refers
to the best available technique that is codified or standards-based to reduce unac-
ceptable impacts on public and corporate assets. The concept was introduced in 1984
in European Economic Community law by Directive 84/360 / EEC, which was aimed at
reducing emissions to air from large industrial installations. An overview of current BAT
in the EU is at work [70]; for details see [70-72].

In accordance with European legislation, the term BAT denotes:

- technique means both, the technology used and the way in which the equipment is
designed, built, operated, maintained and decommissioned,

- available technique means technique developed to the extent that they can be im-
plemented in the relevant industry under economically and technically acceptable
conditions, considering the costs and benefits, provided that they are available to
the operator of the equipment under reasonable conditions, without in which coun-
try they are manufactured,

- best techniques are the most efficient techniques to achieve a high level of protec-
tion for the environment as a whole.

At selection of equipment, procedures and fittings it is necessary to consider their ro-
bustness with regard to working conditions and their variability. From the particulars in
[49], it follows that impressive and low robust designs often fail sooner or later. It is
evident that low robust equipment, procedures and fittings may not be used for critical
ones. The same holds for design that suits for very narrow interval of conditions; inter-
face “limits and conditions” determines safety margins of each entity.
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2.5.7. Princip Defence-In-Depth

In order to ensure the protection (under concept directed to safety or to reliability or to
security) of important technical facilities, it is used the principle of Defence-In-Depth,
which is described, for example, in [2,6,7,73]. The principle was already used in the
military in the Middle Ages, and therefore in the English text is used the word "defence".
It is a comprehensive approach that ensures that humans and the environment are
protected even under critical conditions in a technical facility. It is a comprehensive
philosophy of safety that began systematically in technical domain to apply in the
1980s. Today, it is very broadly used in different technical domains, e.g. energy,
transport, protection of workers, medicine etc.

The principle in question for critical complex facilities having five protection degrees is
shown in Figure 4 [4,7]. It is implemented by using a combination of several subse-
guent dearly independent levels of protection. The basic condition is - when one level
of protection or barrier fails, the subsequent level needs to be available to fulfil its func-
tion. When approach is well applied, so individual technical, human or organizational
failure should not lead to devastating impacts, and a combination of several failures
leading to devastating impacts should have a low occurrence probability.

4, System for safety management
for critical conditions

3. System for safety
management for abnormal
operation

1. Safe building
and equipment

2, System for safety
management for
normal operation

5. System for safety management for extreme conditions

Figure 4. Five steps model for complex critical technical facility safety management.

It is understandable that it would be good if the individual layers of safety management
would be independent, which is de facto impossible because there are physical link-
ages. Therefore, it is necessary to pay attention to these linkages and either to limit
them or to treat them so that they cannot cause failure or an accident of important
components of the technical facility. For example, the “fail safe” principle is used to
ensure that the equipment is safely stopped quickly when dangerous conditions are
detected, i.e. the equipment is brought into a stable state that does not dangerously
disrupt other systems and notifies the operator.
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The principle in question needs to be correctly inserted into the technical facility safety
management system (SMS) and it has very special requirements of the information
and control system (I & C) designing and execution. Due to knowledge and experience
from practice, a special attention needs to be paid to pressure equipment with danger-
ous substances [2,7,45,49,56]. The execution of followed principle uses the systems
of barriers and regime measures to ensure a safe technical facility (understood as a
system of systems).

Barriers are devices that have different purposes and different characteristics [73,74].
These are devices that are always designed to prevent any risk, i.e. to protect human
lives, the environment or to ensure operation continuity. The aim of barriers is:

- to compensate human and technological failures,

- to maintain effective barriers that to prevent damage to equipment and barriers
themselves,

- to protect humans and the environment when barriers do not fulfil their tasks.

It is true that barriers are a measure that in many cases also contributes to the safety
of a technical facility. In line with the work [38], it should be pointed out that the appli-
cation of barriers in complex technical facilities is being contested among engineers,
who advocate reliability theory (they claiming that the safety of the engineering work
can be assured by continuously increasing reliability by adding barriers) and engineers
who prefer to focus on the safety of the technical facility (they argue that barriers in-
crease the complexity, which is the cause of unexpected behaviour at conditions that
were not considered in design, which in many cases leads to unacceptable impacts).

The concept of barriers has several interpretations that depend on the sector or state
in which they are used. Details are, for example, in standards and standards, such as
IEC 61508 (2002), IEC 61511 (2003), Seveso Il Directive (1996) and Machinery Di-
rective (1998), etc. These standards imply that when considering the safety barriers, a
distinction should be made between safety management function and safety manage-
ment system function.

Barriers having a function in safety management are intended to prevent the develop-
ment of an accident [2]. Barriers having a function in the safety management system
consist of one or more different elements and are designed to ensure that an activity
is performed. This means that for each barrier, the purpose and action need to be
specified. The purpose is either to prevent unwanted phenomena such as technical
failures, human errors, external phenomena or combinations thereof that may lead to
potential hazards, or to the development of accidents that result in damage to people,
the environment or equipment. Therefore, we divide the barriers into two types:

1. Barriers used for prevention. They are built into the fittings and they need to be in
continuous operation.

2. Barriers aimed at protection. They are triggered only after the occurrence of non-
demanded phenomenon.

The quality and safety of barriers is assessed according to:
- efficiency, i.e. how well the barrier fulfils its intended function for safety,

- the resources required, i.e. what costs are necessary for designing, developing and
maintaining the barrier for ensuring the safety,
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- robustness, i.e. how the barrier is related to reliability (how the barrier can withstand
the variability of operating conditions),

- start-up delay, i.e. how much time does the barrier require to start the activity,

- accessibility, i.e. whether it can fulfil its role whenever it is needed,

- assessing how easy it is to determine that the barrier is working as expected,

- independence, i.e. whether or not its activity is dependent on human intervention.
The ARAMIS procedure [75] proposes 3 criteria for assessing the barriers:

- efficiency — the capability of the safety barrier to perform a safety-oriented function
under specified conditions for a specified period of time in good quality; it is meas-
ured as a percentage or probability of failure,

- response time — it refers to the time taken by the barrier work to achieve the required
safety level,

- the level of barrier confidentiality — it depends on:
e the independence of the barriers from regulatory systems,
e Dbarriers” architecture,
e concept and periodic tests of barriers.

For the operation of barriers in the project of technical facilities, sufficient capacity
spare electricity and refrigerant sources needs to be built into the project.

Due to the safety of the technical facility and its surroundings, in particular its reliability
and resilience, in many critical systems according to the works [4,7,76,77], barriers are
inserted, i.e. they are inserted devices or systems with aim to prevent or mitigate harm-
ful impacts; for example, various means of signalling. At their proposals is according
to the work [76] to proceed cautiously, because poorly selected barriers can under
certain conditions more harm technical facility.

Figure 5, borrowed from work [76], shows the basis for placing and assessing the bar-
riers. Where it is possible to insert barriers into a technical facility and it is cost-effective
in terms of resources and means needed, barriers to ensure prevention are applied.
Otherwise, safeguards are applied to protect both, the public and the technical assets.
For reasons of economy, a combination of the two barrier types, which is optimal in
terms of purpose and cost, is logically sought. The division and method of classification
of barriers by work [77] is shown in Figure 6.

In the project processing, they are determined the regime measures for operation, i.e.
a management mode is established which ensures:

- method of controlling the socio-cyber-technical system under normal conditions,
i.e. the method of preventing the abnormal operation and failure,

- method of controlling the socio-cyber-technical system under abnormal conditions,
i.e. the method of controlling the abnormal operation and failure detection,

- the way of controlling the socio-cyber-technical system under critical conditions, i.e.
the control of accidents by means of project measures,

- method of controlling the socio-cyber-technical system in extreme (beyond design)
accidents, including prevention of further development of the accident and mitiga-
tion of the impacts of the accident outside.
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Figure 5. Bowtie diagram for the assessment of activity of barriers at major hazards;
processed according to [76].
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Figure 6 Classification of barriers to ensure the safety of a technical facility; processed
according to [77].

2.5.8. Coexistence

Coexistence generally means a common existence. The importance of coexistence is
now under consideration in many technical fields [10-20,26-33]; the problem was dis-
cussed in detail in previous work [25,78]. In the reference case, it goes on ensuring
such conditions at technical facility designing, construction, outfit by technology equip-
ment, testing and commissioning that enable continuously to control the reactions
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between conditions of technical facility and its surroundings (Figure 1) and immediately
solve originated conflicts .

The coexistence of technical facility with its surrounding is ensured by the way that in
the technical facility design are included special elements and systems. These items
are interconnected into safety management system, which enables the continuous
management of integral safety of technical facility. The scheme for such procedure is
shown in Annex 1. In practice, this concept is realized by | & C systems of technical
facility [4].

The technical facility | & C system main part is the safety management system (SMS).
The SMS ensures data for safety management in time by the way shown in Figures 7
[4,7]. The safety management system (the so-called SMS) based on the process man-
agement includes the organizational structure, responsibilities, practices, rules, proce-
dures, and resources for determining and implementing the prevention of disasters, or
at least mitigating their unacceptable impact in the territory.

Security for TF
and its vicinity

Monitoring
T————- the integral riskand | . _ . _ .
I important partial risks [=+s=seseeeees I
3 . -
| Monitoring the internal and external processes 1 I
| Splitting the tasks to stakeholders « |
: PROGRAMME <+ 2
: FOR TF SAFETY IMPROVEMENT
K 2 3|4l ]s 6
a1 1 Determination of tasks for TF safety ensuring
. | and their co-ordination =
TF SAFETY MANAGEMENT PROCESS
> TF SAFETY CONCEPT

Figure 7. Model of the technical facility (TF) safety management in time. Processes: 1
- concept and management; 2 - administrative procedures; 3 - technical matters; 4 -
external cooperation; 5 - emergency preparedness; and 6 - documentation and the
investigation of accidents. Feedbacks that are used to control when the risk is unac-
ceptable - the numbers in the yellow circle.

In Figure 7 the black block indicates basic decisions to ensure a safe entity (i.e. the
technical facility) — specification of the essential processes of a technical facility, that
predispose a safe technical facility, i.e. its existence, safe operation and development.
Then there follow the sequential steps aimed at the security and development of the
technical facility.
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As the technical facility and its surrounding dynamically develop it considers correc-
tions and changes. In case of the need for corrective measures there are indicated the
basic feedbacks, by which it is corrected the set of measures and activities; the dotted
line — feedback 1, dash-dot line — feedback 2 dashed line-feedback 3, full line —feed-
back 3. From Figure 7 it is evident the vital role of monitoring the internal and external
processes and phenomena, which is followed by an assessment of the impacts of pro-
cesses on a critical facility and by determination of optimal measures and actions to
ensure safe critical facilities. In the event that the limits and conditions are not complied
with, it is necessary to make changes, as indicated on the feedbacks in Figure 7. Be-
cause the changes require resources, forces and means, on the basis of ensuring the
cost-effectiveness, there is realized in the first the feedback 1, and only when not de-
sirable, it realizes the feedback 2; after the feedback 3, and when, even after it is not
a desirable outcome, so feedback 4. In the case of the occurrence of extreme phe-
nomena with disastrous impacts, it is immediately implemented the feedback 4.

The SMS refers to a number of questions, inter alia, the organization, workers, the
identification and assessment of hazards and risks resulting from hazards, the man-
agement of the organization, the management of changes in the organization, emer-
gency and crisis planning, monitoring the safety, audits and reviews [4-7,56,58]. On
the basis of the cited works, the SMS of critical facility consists of six main processes
that have sub-processes:

1. Process of concept and management, which is further divided into sub-processes,
which ensure: the overall concept; partial safety objectives; leadership / manage-
ment of safety; the safety management system; the staff, which is further divided
into sections: human resources management, training and education, internal com-
munication/awareness, working environment; and review and evaluation of the im-
plementation of the objectives in the safety.

2. Process of administrative procedures, which are further divided into sub-processes,
which ensures: identification of hazards from potential disasters and risk assess-
ment; documentation; procedures (including work permits); the changes; safety in
conjunction with the contractors; and supervision under safety of products.

3. Process of technical issues, which are further divided into sub-processes, which
ensures: research and development; design and assembling; inherently safer tech-
nical and technological processes; industry standards; storage of dangerous sub-
stances; maintenance of the integrity and maintenance of equipment and buildings.

4. Process for external cooperation, which is further divided into sub-processes, which
ensures: cooperation with the administrative authorities; cooperation with the public
and other stakeholders (including academic institutions); and cooperation with
other enterprises.

5. Process of the emergency preparedness and response, which is further divided into
sub-processes, which ensures: planning of internal (on-site) preparedness; facili-
tating the planning of external (off-site) preparedness (to which the public admin-
istration corresponds); the coordination of the activities of the departmental organ-
izations at emergency preparedness and response.

6. Process of reporting and investigation of accidents / accidents almost, which is fur-
ther divided into sub-processes, which ensures: reports on accidents, incidents,
near-misses and other lessons learned; investigation of near-misses, incidents and
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accidents; and responses and follow-up after the incidents and accidents, including
the application of lessons learned and information sharing.

Processes need to be coordinated so that they are targeted to the objectives set, i.e.

the

safe operation of critical facilities.

The safety management system (SMS) of a technical facility is based on the concept
of prevention of disasters, or at least their serious impacts, which includes the obliga-
tion to establish and maintain a management system in which they are considered the
following issues:

roles and responsibilities of persons participating in important hazards manage-
ment on all organising levels and in ensuring the training,

plans for systematic identification of important hazards and risks connected with
them that are connected with normal, abnormal and critical conditions, and for as-
sessment of their occurrence probability and severity; plans and procedures for
ensuring the safety of all components and functions, namely including the object
and facilities maintenance,

plans for implementation of changes in territory, objects and facilities,

plans for identification of foreseeable emergency situations by systematic anal-
ysis including preparation, tests and judgement of emergency plans for response
to such emergency situations,

plans for continuous evaluation of harmony with targets given in safety concept and
in the SMS, and mechanisms for examination and performance of corrective activ-
ities in case of failure with aim to reach determined targets,

plans for periodic systematic assessment of safety concept, effectiveness and con-
venience of the SMS and of criterions for judgement of safety level by top workers

group.

The SMS design needs to ensure the coordination of processes targeted to the safe tech-
nical facility under the conditions of normal, abnormal and critical by the way shown in

Figures 8 [4,7].
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The quality of the | & C systems depends on quality of parley of behaviours of critical
interfaces at different conditions; especially those which are connected by sudden big
dynamic changes either in the technical facility or in its surrounding. It goes on collec-
tion of quality particulars from monitoring (correct prompt information) and on quality
principles for decision-making which are included in the | & C system.

2.5.9. Resilience engineering

Resilience is the potential of the system, which is in a specific arrangement of the system,
which keeps the functions and feedbacks of system, which include the capability of system
to reorganize itself on the basis of changes induced by disorders. Its relations with other
technical facility characteristics [23,79] are shown in Figure 9. From this it follows that the
management of sustainability needs to be based on management of resilience, which has
two objectives:

RESILIENCE
|
| ] 1 |
ROBUSTHESS REDUNDANCY INVENTIVENESS SPEED

System System works System is System is

withstand outer during the capable to capable to

load without break. System identify problem reach the
loss of is due to back and to mobilise target and 50
functionality. up functional SOUrCes. to avert future

during the damages.

break.

Figure 9. Context of resilience of system with robustness, redundancy, inventiveness and
speed.

1. To avert the non-demanded system conditions in the consequences of external disturb-
ances and external load.

2. To keep the elements that trigger system reorganization and reconstruction in the wake
of massive changes.

Resilience management process takes place in three steps, namely:

Step 1: Resilience who, what? It proposes a conceptual model of system based on specific
guestions:

- what are the spatial boundaries of the system?
- what are the key system services used in the system?
- what are the stakeholder groups?

- what are the key components of the system, how to characterize what is their importance
and dynamism?

- whatis the historical profile system?
- what environment variables act as driving forces key system products and services?
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- which factors are controllable and manageable?

Step 2: Resilience in relation to what? (scenarios). They are analysed the external and de-
velopment processes (processes of sustainable development) and described the de-
manded arrangements, which are resilient. The scenarios need to avoid primarily uncon-
trollable and ambiguous external driving forces.

Step 3: Analysis of resilience. There are exploring the interactions among the external ex-
posure and resilient folders and finding the processes in the system, that control the dynam-
ics of the system. A key element of the analysis of resilience is the determination of the
threshold values.

It is a fact that ensuring the integral (overall) safety of a technical facility is very difficult
because there is:

- either limited knowledge of all possible conditions in which the technical facility may
be, causing unacceptable temporary links or unacceptable temporary couplings
leading to an accident or failure,

- or measures are too costly or unavailable for other reasons (e.g. embargo, political
intentions, etc.), which means that they are not applicable.

Therefore, a completely specific field, i.e. resilience engineering, has evolved over time
[80,81]. It is about creating the internal capability of the system to adapt its function to
changed conditions, so that the operation is maintained. The feature in question has
to be introduced into the system at the time of its design, and therefore, in system
design it is ensured [78] the system capability to:

- anticipate,

- monitor,

- respond,

- and learn.

System resilience depends on:

- the capability of the system to sense and respond to a major change in conditions
before losses and damage occur, i.e. system:

e has procedures in place to handle with non-normal conditions,

e includes human factor, human-machine linkage, training, safety culture and ex-
perience,

e has the capability to recognize that:
= adaptation is deteriorating,
= the silencer or reserve is depleted,
= acompromise or change of priorities is needed,
= roles, activities or goals need to be changed,
» and itis needed to look for a new method for customization,

- robustness, i.e. how the system is able to detect deviations from the expected state
(conditions) and adjust its operation,

- adaptation, i.e. how the system is able to detect deviations from the expected state
(conditions) and adjust its operation appropriately.
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The safety of critical systems is affected by new technologies such as the Internet of
Things based on the interconnection of various technical devices over the Internet
[82]. The technology in question has a number of advantages, but also disadvantages,
which have the potential to significantly undermine the safety of technical facilities,
and therefore, the safety of technical facilities needs to be carefully considered in their
use; their non-use is conservative and provides greater security, but it means that their
advantages are not used.

Safety and resilience of the | & C systems is present problem, the solution of which
has been searched; only sector-specific standards are to disposal.

2.5.10. Summary of requirements on project ensuring the technical facility safety
The basic means for ensuring the technical facility safety during the designing, are:
- conservative design for the building and high quality of construction and operation,

- installation of control, restriction and protection systems and other typical features
of surveillance under operation,

- insertion of (inherent) safety-enhancing properties,
- alternative measures and accident management for internal response (in-site) plan,
- means for external response (off-site) plan.

Since the monitored SoS are the basis for the life and development of humans, it is
necessary to ensure that the objects can be put into operation in the foreseeable future,
even under beyond design conditions.

In the design, building and construction it is necessary to use safe design principles,
i.e.:

- All-Hazard Approach,
- proactive approach,
- Defence-In Depth principle,

- systemic approach based on application of integral risk, as well as significant partial
risks associated with material, energy, financial and information linkages and flows
in and across subsystems,

- correct risk management,
- monitoring, in which corrective measures and actions are inserted.

It is important to draw up the technical facility terms of reference associated with the
territory in question, which express the way in which local vulnerabilities to all relevant
disasters that may affect the site are valued, as well as the valuation of all site-specific
features that may cause specific impacts. Based on recent knowledge summarized in
the works [4,7,24], critical and complex objects need to consider random and
knowledge uncertainties, i.e. vagueness in data for prevention of atypical accidents
that are resulted from unpredictable phenomena that cannot be detected by common
stochastic methods.

The technical facility information and control system (I & C) shall have basic operator
functions, alarms and operator responses processed to maintain the technical facility
in a normal (stable) state under normal conditions.
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The technical facility needs to have special safety-oriented control systems and pro-
tective barriers to keep it safe even when the operating conditions change significantly
(i.e. abnormal conditions) and prevent the occurrence of non-demanded effects, which
means that it has good resilience. These systems maintain the safe operation even
under changing conditions or have the ability to ensure normal operation after applying
remedial measures (cleaning, repairing...).

In the event that critical conditions occur that result in the loss of control of the facility,
the facility shall have a system of internal emergency response, mitigation of impacts,
and return to normal operation (continuity and internal emergency / in-site plan) .

In the event that the impacts of the loss of control of the system affect the surroundings
of the technical facility, the facility shall also have measures for external response,
mitigating measures to prevent losses in the facility; and the capacity to overcome the
difficulties to be able to restore the object.

In the technical field, the above-mentioned layers are considered as protective barriers
(so-called defence-in-depth protection) and when distinguishing technical facilities
from the safety point of view, the safety characteristic is used that the object facility
has one- or five-level depth protection. Individual systems of control of safety ensure
the application of technical, operational and organizational measures and actions that
are designed to either prevent or stop the initiation of a chain of harmful phenomena
[83].

Since the deterministic approach to defence in depth does not explicitly consider the
probability of occurrence of challenges or mechanisms, nor does it include quantifica-
tion of the probability of success associated with the implementation of elements and
systems at each defence level in depth, the deterministic approach is complemented
by probabilistic safety analysis (PSA) in the area system reliability, probable targets
etc. in order to ensure an adequate level of safety that ensures a well-balanced project.

Because of the knowledge uncertainties that cannot be captured by the stochastic ap-
proach [80], stochastic procedures are currently combined with expert data obtained
by evaluating a number of case studies [24].

For the successful management of risks in complex technological systems, according
to [84]:

- to maintain technical facility operation in moderate operating conditions, which can
be ensured by measures that operating personnel:

e is properly trained,
e has the necessary skills,
e and understands the essence of managing basic operational functions,

- to ensure safe technical facility operation under variable conditions, which can be
ensured by the measures that operating personnel:

e is properly trained,
e knows operating rules under variable conditions,
e and respects the requirements of a safety culture,

- to control the critical state of equipment through preventive mechanisms (e.g. criti-
cal safety systems), which can be ensured by:
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e applying the working procedures to certain accepted standards,
e and personnel training to deal with deviations from normal operations,

in the event of loss of control, it is necessary again to obtain control under the
system with the training of staff to be able to:

e (gain awareness of the situation,

e understand the nature of the problem,

e understand the limitations of basic as well as preventive control functions,
e improvise,

in the event of inability to handle equipment, staff needs to be educated in order to
be able to:

e shut down the technology by ensuring the least possible loss of technology,

e and activate an external emergency plan (i.e. apply protective measures and
actions, release reserves, evacuate).

Grounds for application of this procedure need to be inserted in the technical facility
project; especially in designing the | & C system as a part of the SMS.

It follows from the above that the higher the design disasters we choose for the design
(i.e. by other way we ensure passive protection), the higher technical facility safety we
reach, because the effectiveness of organizational measures in the field of manage-
ment is always lower than for technical measures, for which it reaches up to 80% [7] .

The recommendation to all designers is to consider the following knowledge:

a critical analysis of data in [49,83,85-87] shows that the requirements for equip-
ment, systems and components of critical facilities do not systematically consider
cascading failures,

not an application of the best current concept (system of systems safety manage-
ment) for ensuring the safety of facilities has not negligible criticality (i.e. some
sources of risk remain after its application) due to cascading failures caused by
knowledge uncertainties [24],

too much reliance on the PSA efficiency, which assesses the risks associated with
the production process model and does not consider the failure of safety features,
i.e. protective barriers show that despite all the measures applied so far, there are
sources of risks that can have extreme impacts. In addition, many examples show
that many experts are affected by operational blindness, they are relieved of meet-
ing the requirements of standards and standards, and do not see the risks associ-
ated with various linkages and couplings with the surrounding. Again, a simple com-
parison of the intervals used in probabilistic assessments shows that according to
the findings in the paper [24]: the interval (u-0, p + 0) covers 68.5% of cases; the
interval (u-20, u + 20) covers 95.4% of cases; and the interval (u-30, p + 30) covers
99.8% of cases - where j is the median and o the standard deviation.

Considering these recommendations means to favour conservative and robust designs
of technical facilities and their critical fittings, components and systems, and pay atten-
tion to their sufficient safety margins.
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2.6. Technical facility manufacturing

The technical facility manufacturing [2,55] means:

- to complete and impeccable implementation of all construction and assembly works
and structures, including the supplies of necessary materials and equipment, nec-
essary for facility proper completion,

- to carry out all activities related to supply construction works and structures, which
are necessary for proper facility completion, e.g.:

e construction of site equipment,

e security measures and site safeguard against access of third parties,
e provision of communication,

e provision and design of engineering networks,

e routing network establishment,

e control measurements during the construction,

e focus of actual implementation,

e drawing up the geometric plans of completed construction,

e transport engineering measures,

e all revisions, tests, certifications and declarations of conformity related to the
subject matter selection procedure,

e payment of local and administrative fees, provision of further discussions and
operations related to the production of the subject of performance, etc.).

Legal requirements are governed by the Building Law and other laws, because these
are financial, relationship, liability, environmental, insurance, information protection,
etc.

At technical facility manufacturing the great attention needs to be given to all technical
works quality (to respects valid norms, standards and rules of good engineering prac-
tice). Special attention needs to be concentrated to critical technical operations [2]
as:

- construction and location of pressure vessels and their fittings,
- connections of structural and machinery parts,

- connections of different machinery parts, especially to quality of welding, gasket,
screwing etc.

- connections of structural and machinery parts with cyber elements enabling the
guality of control,

- etc.

To archive safe, i.e. reliable and functionable installations (elements, machines, fit-
tings, components, systems etc.) and safety of their interfaces, the regular tests and
inspections need to be carried out. Their aims are judgement of fulfilment of demands
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of standards and norms in harmony with the project and rules of good practice. They
are used the non-destructive tests methods [2,55,57,88,89].

2.7. Trial operation

The aim of trial operation of the technical facilities is to verified the functionality and
properties of the executed construction and structure according to the project docu-
mentation [2,55,57]. The attention is concentrated not only to whole operation process
but also to behaviour of critical fittings, components and systems (especially pressure
vessels, sealing, welds etc.) and their interfaces of all kinds. Especially, there are fol-
lowed behaviours of critical fittings, components and systems in relation to particulars
on limits and conditions given in project documentation (from the safety reasons, their
robustness’s are verified). Special attention is also concentrated to the | & C behaviour
and to quality of its reactions to conditions” changes.

Testing operations shall be authorized by the building authority at the reasoned request
of the investor / manufacturer or ordered at the request of the authority concerned or
in another justified case. The decision shall specify, in particular, the duration of the
trial operation of the technical facility and, if necessary, lay down the conditions, or
conditions for the smooth transition of the trial operation to the use of the technical
facility.

The investor / manufacturer shall attach the evaluation of the results of the trial opera-
tion to the application for the final building approval. Trial operations may only be au-
thorized on the basis of a favourable binding opinion or, where appropriate, a decision
by the authority concerned [2,55,57].

2.8. Technical facility commissioning

The requirements for technical facility commissioning are set out in legislation [2]. The
applicant for the commissioning needs to demonstrate that technical facility was car-
ried out in accordance with all applicable technical norms and standards, acts, follow-
up decrees, regulations of manufacturers of individual designed materials or equip-
ment, regulations on the buildings and technical equipment safety. It needs to be
demonstrated that all hygiene and fire protection rules as well as OSH (personnel
health and safety) requirements have been complied with during implementation. From
safety viewpoint, specific safety documentation provided for by the laws cited must be
processed.

The final safety document needs to contain:

- basic information about the technical facility,

- technical description of the technical facility,

- information about environmental components in the vicinity of the technical facility,

- assessment of the risks of major accidents,

- a description of the principles, objectives and policies for the prevention of major
accidents,
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a description of the safety management system,

a description of the preventive safety measures to limit the occurrence and conse-
guences of major accidents,

a final summary for safety management,

namely those legal and natural persons who participated in the preparation of the
safety report.

From a professional viewpoint [2,55,57], the safety document shall contain answers to
guestions:

what may break down,

what may not work (hazard identification and its analysis), how serious conse-
guences (risk assessment) can be,

what measures need to be taken to avoid this (risk management),
what needs to be done when this occurs (emergency measures).

The structure of the safety report is determined by the legislation in force. The safety
certificate is summarized in the safety documentation of the technical facility, which
we call the safety report for complex technical facility [2,55,57]. It is base document
for operation permit issue.

2.9. Summary of important matters

Legal requirements related to the authorisation of final approval decision are codified
by the Building Act and related legislation. Because of the focus of the book, they are
not the subject of analysis here. We only briefly present important facts:

the decision on the location of the facility defines the building plot, places the pro-
posed construction, lays down its type and purpose, the conditions for its location,
for the processing of project documentation for the issue of a building permit, for
the declaration of the building and for connection to public transport and technical
infrastructure,

for technical facilities, a territorial decision with an environmental impact assess-
ment is required for a construction project subject to environmental impact assess-
ment under the Environmental Impact Assessment Act. In a joint permit, the Build-
ing Authority approves the construction plan, defines the land for its implementation
and lays down the conditions for the location and execution of the building, where
appropriate, laydown the conditions for the division or coaling of the land, and, if
necessary, also for its use. In the case of a set of buildings, common or specific
conditions are laid down for the location and authorisation of the construction of
main and secondary buildings in the set of buildings. The conditions shall ensure
the protection of public interests and provide, in particular, for other conditional
buildings and installations, compliance with general construction requirements or
technical standards. As necessary, it shall determine which stages of construction
the builder shall notify for the purpose of carrying out inspections of the building
site.

by issuing a building permit, the Building authority lays down the conditions for the
construction and, if necessary, for its use. The conditions shall ensure the

39



protection of public interests and provide, in particular, for other conditional build-
ings and installations, compliance with general construction requirements, including
requirements for barrier-free use of the building or, where appropriate, technical
standards. It shall determine, as appropriate, which phases of construction the
builder shall notify for the purpose of carrying out inspections of the building; may
also provide that the construction can only be used on the basis of final approval.
For facilities containing technological equipment for which eligibility for safe use
must be verified, compliance with the conditions of a building permit or integrated
permit under the specific legislation, the Building authority may impose in a building
permit the test operation. In such a case, the period of the test operation shall be
discussed with the builder in advance,

- by issuing the final approval decision (operation permit), the building authority shall
authorise the operation.

The legislative analysis shows that the Building authority has professional and legal
supervision of the safety of the technical facility during the design, construction, con-
struction and testing operation. After the final approval of a technical facility, the State
exercises continuous supervision of safety only for technical facilities falling under spe-
cial laws, namely: Atomic Act, Act on the prevention of major accidents caused by
selected hazardous substances or chemical mixtures. In other cases, it addresses the
safety of technical facilities only after an accident or failure; no supervision by the State
is yet to be carried out on technical facilities falling within critical infrastructure [23].

Due to the complexity of the problem of technical facilities in views of the needs of
human society, i.e. the public interest, it is not ideal for human society, so that technical
facilities, object and network oriented only on their performance. If public assets and
critical assets of a technical facilities are not taken into account, and accidents of
failures of technical facilities occur, so the examples in the works [4,7,24] show that
there are often losses on human lives inside and outside the technical facility, losses
on property, environmental damages and, in the case of critical technical facilities also
large economic losses in the territory of a smaller or greater dimension, which are often
medium to long-term, i.e. significantly influence the development of human society and
the affected territory. Therefore, the management of technical facilities should be taken
primarily into account for the prevention of losses [7], which can only be achieved
through targeted qualifying risk management.

The principles for quality of technical facility risks” management need to be inserted in
terms of references and in project. They need to be respected during the manufactur-
ing, testing and commissioning. Only by this way it may be ensured safe operation of
created technical facility. The work [5] sets out the factors to be monitored in the stra-
tegic management of the safety of technical facilities; Figure 9.

Furthermore, the area of production and services depends on technical equipment,
operators, conditions and production processes, which are again interconnected open
systems. The very condition of the technical equipment depends on the material from
which the equipment was made, the method of manufacture and construction, the op-
erating conditions and the way in which it is treated, i.e. the type of equipment. quality
and method of maintenance and repair. Figure 10 shows that technical facility man-
agement cannot be focused solely on the performance of technical equipment, but it
is also necessary to ensure the management of risks in public interest.
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In the case of technical fittings, components and whole technical facilities, this is about
ensuring their safety in an integral sense, which can only be achieved by purposefully
managing all priority risks, including:

- the risks associated with the material from which they were made,

- risks associated with the architecture of technical equipment, their control, etc.,
whose resources are diverse, and therefore, they are required specific methods
and approaches at work aimed at managing risks [4,5,7,24].

Production
or service
Management Finance
and trade-off
with risks
Items for
technical Quality of
facility product
strategic or service
Environment management

Human

sources
Competitiveness

Figure 10. Items that need to be followed in strategy management targeted to tech-
nical facility safety.

In order to ensure the integral safety (i.e. overall safety of the technical facility), the
care needs to be also paid to the safety of sub-parts, i.e. risks of subparts need to be
also managed. The principles need to be inserted into technical facility project and in
instructions for technical facility operations; according to legislation the designer is
forced for very detail and precise technical description of ways of mastery of equip-
ment, components, systems and whole technical facility at normal, abnormal and crit-
ical conditions.

According to [7,24] and experience from practice, it is advisable to use a five-step scale
when assessing the criticality of a technical fitting:

- very good condition of technical equipment: the technical equipment is in perfect
physical condition and performs thoughtful functions. Maintenance costs are in line
with norms and standards. The technical equipment is new or has recently been
restored. The requirements for the operation of the technical equipment correspond
to the project, the operational problems of the technical equipment are not. All pro-
gram is implemented efficiently and efficiently,

- good condition of technical equipment: the technical equipment is physically in
good condition and performs thoughtful functions. The maintenance costs of tech-
nical equipment are in line with norms and standards, but they are growing. The
technical equipment is about half its service life. The requirements for the operation
of the technical equipment correspond to the project, the operational problems of
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the technical equipment are only occasionally. All programme is implemented in an
acceptable way,

- acceptable condition of the technical equipment: the technical equipment shows
signs of wear and lower performance than thought. Some parts of the technical
equipment are inadequate. The maintenance costs of technical equipment exceed
the amounts set by norms and standards and increase. The technical equipment
has long been used or worked in adverse conditions and is therefore at the last
stage of its service life. The requirements for the operation of the technical equip-
ment correspond to the project, the operational problems of the technical equip-
ment are common. All programme is mostly implemented, but there are ineffective
and inefficient,

- poor condition of technical equipment: the technical equipment shows significant
signs of wear and performs thoughtful functions at a low level. Many parts of the
technical equipment are inadequate. The maintenance costs of technical equip-
ment significantly exceed the amounts of norms and standards. The technical
equipment is close to the end of its life. The requirements for the operation of the
technical equipment exceed the data in the project, the operational problems of the
technical equipment are obvious. All programme is implemented only to a very lim-
ited extent,

- critical condition of technical equipment: the technical equipment is in poor condi-
tion and does not work as it should. There is a high probability of failure. The cost
of maintaining technical equipment is highly unacceptable compared to norms and
standards, the reconstruction of technical equipment is not cost-effective. An ex-
change is required. The requirements for the operation of the technical equipment
are significantly higher than those in the project; operational problems of the tech-
nical equipment are serious and permanent. The specified programme is not ful-
filled.

When working with risks, the risk should be identified, analysed, evaluated, assessed,
managed and dealt with in favour of the stated objective; there are a number of factors
in a complex world that determine the size of the risk [5]; Figure 7 above shows the
factors that decide on the relationship between risk and safety of the technical facility.

An essential role in working with risks plays risk assessment, and mostly available data
for its implementation [90] plays. The risk assessment is a process that is an essential
component of management and regulation of technical facilities and an important com-
ponent of decision-making, and therefore, its accuracy and credibility are important. Its
feasibility needs to be inserted in the project and critical fittings, components and sys-
tems need to have sufficiently robustness, redundancy, inventiveness and speed (Figure
6), SO expected priority risks might be mastered by professional ways, i.e. without dan-
gerous impacts on assets of technical facility and public assets.
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3. RISK ENGINEERING METHODS

Both logical methods, i.e. analysis, synthesis, deduction, evaluation and assessment,
as well as the specific heuristic methods described in [1,5,61] are used to obtain the
results of the presented monograph. At this point we will give only the methods on
which the following results are based. These are: what, if, checklist, fishbone graph;
case study; decision support system; and a risk management plan.

3.1. What, If

The What, If method is the most general method for detecting the impacts of a disaster
by which the risk of a disaster can be determined. We use it in the form of filling the
table; Table 1 [1,5,61] using the data from experts obtained by brainstorming or panel
discussion.

Table 1. Standard model for applying the What, If method.

Asset The potential impact of a disaster on an asset

Human lives and health

Human security

Property

Welfare

Environment

Infrastructures and technolo-
gies

Energy supply sector

Water supply sector

Sewerage sector

Transport sector

Communication and in-
formation sector

Bank and finance sector

Emergency services

Basic territory services
(industry, agriculture,
supply service, health
service, waste
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management, social ser-
vices, funereal services)

Public administration

Technical facility:
- critical fittings
- critical components
- critical links
- critical infrastructures
- critical couplings
- critical stocks
- critical personnel

- critical processes man-
agement

3.2. Checklist

The checklist is an engineering discipline tool that allows a multi-criteria assessment
of the nature of the problem being observed [1,5,61]. Checklists are aimed at risk or
safety of a technical facility and they are an essential tool for managers because they
clearly identify risks in areas that are well-known and for which the development of
knowledge and experience are defined by the limits of individual activities, actions,
behaviours, etc. To ensure safety and development, it is necessary to eliminate the
immediate, evident and recognizable risks. For their identification, the checklists serve
very well. Then, it is necessary to reveal and to cope with the risks that are hidden in
the chains of possible events, delayed in time using the specific methods and specific
and qualified data.

3.3. Ishikawa (Fishbone) diagram

Fishbone diagram (Ishikawa diagram) is a tool used at causal analysis of the observed
problem [1,5,61]. The cause-and-consequences analysis helps to thoroughly under-
stand the nature of the problem by forcing us to address all possible disaster causes.
The procedure for its application is:

- identification of the problem (it means to answers to the questions:
e where does the problem occur?
e what is the nature of the problem?

e when did it occur?
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e how often did it occur?
- enumeration of significant problem factors (factors are fish bones),
- identification of possible causes (small lines on 'fish' bones),
- diagram analysis.

To create a diagram, it is necessary to collect and organize data about the causes that
cause the problem and their impacts. This means that the processes associated with
the problem to be solved need to be described in detail by data, while the random and
knowledge uncertainties [1,5,61] need to be clarified. Collecting the data is a first step
and is time and knowledge consuming, as many resources need to be used to make
the data files representative [1,5,61,90], i.e.:

- to be complete,
- to contain the correct particulars,
- to have sufficient particulars number,

- particulars need to be spread homogeneously throughout the observed interval and
to be validated.

The tool under review supports the analysis of the causes and consequences of a
particular process, phenomenon, objects and facilitates the search for solutions to the
problems that have arisen. The aim of the method is to identify all possible causes or
sources of the problem (or areas that affect the problem) and to structure them graph-
ically.

The problem-solving organizer draws a "fish skeleton". In a group discussion, the con-
sequences are placed on the respective skeleton sites according to their kinship and
then causal chains of causes and consequences are searched for on the basis of dis-
cussion (brainstorming). The method can be used, for example, in the creation of ob-
jects or department concepts, in identifying the starting state (condition) and in defining
the starting points. Data that can be detected with considerable effort by routine data
collection or measurement can also be quickly obtained. However, the knowledge and
experience (i.e. qualifications) of the discussers is a drawback of the method; further
details are in [61].

3.4. Case study

A case study that relates to a specific decision, is associated with certain work models
or simulations of processes that take place over time and territory or in an entity. The
case study describes and justifies the real experience gained from life in the subject
area, thus broadening the knowledge of the problem and its aspects. The quality of the
case study, i.e. the quality of the results presented in the case study, is based on the
knowledge and life experience of the case study processor [61].

The case studies are based on both qualitative and quantitative data. Their result is a
gualified locally and time-specific solution to a particular problem / case, and therefore,
they are a suitable tool to support decision-making and management at the site. They
are used when the knowledge of the problem in the system conception is unstructured,
i.e. in connection with the problem in which for a number of elements, links and flows
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of the assessed system there are not only uncertainties that can be assessed by math-
ematical statistics, but also vagueness (epistemic / knowledge uncertainties), the esti-
mation of which requires highly qualified data sets and demanding theoretical proce-
dures. In other words, the problem and context data in the system in question do not
meet the requirements for a generally valid solution. Therefore, either expert methods
or case studies are used in these cases [61].

The case study methodology is, according to the knowledge gathered in [1,5,61], a tool
to obtain a set of knowledge about the problem. It combines theory with practice while
requiring the practical skills: identifying and recognizing the problem; understanding
and interpreting the data and information; distinguishing the facts from the assump-
tions; analytical and critical thinking; understanding the random and epistemic uncer-
tainties (data is never complete); improving the judgment; ability to communicate is-
sues with experts with a different opinion. It is a problem-solving technique under var-
ious conditions (therefore, multi-criteria analysis of the system and its surroundings is
important). It allows to solve unstructured problems, which are almost all failures and
all complex systems accidents. It does not assume random distribution of solution var-
iants [61].

It is de facto a historical scenario of a process, i.e. a model of the course of a certain
process that takes place under specific conditions, i.e. at a certain place and at a cer-
tain time. From a methodological point of view, it is a process model that is compiled
on the basis of real data. It is used in project and process management, if the
knowledge of the problem in the system conception is unstructured, i.e. in connection
with a problem in which many elements, links and flows of the assessed system are
not only random uncertainties that can be assessed by mathematical apparatus. sta-
tistics, but also knowledge uncertainties, which require highly qualified data sets and
demanding theoretical procedures. In other words, the problem and context data in the
system in question do not meet the requirements for a generally valid solution.

The processing of a case study, as well as the processing of an expert opinion, requires
both, the multidisciplinary and the interdisciplinary theoretical and practical knowledge,
at least in the field of management and systems safety management, as well as con-
siderable practical experience. In addition, it teaches justifying decisions to solve a
problem.

In original monograph [2], they are used two forms, namely the evaluation case study
and the prognostic case study. The evaluation study evaluates the potential risks and
their impacts on the safety of the technical facility being prepared in a specific territory.
When compiling it, the following questions are used:

1. What is the problem of the proposed technical facility and its surroundings?

2. What are the aspects and impacts of the problem on the conditions and develop-
ment of the proposed technical facility and its surroundings?

3. What is the root cause of the safety damage of the proposed technical facility and
its surroundings?

4. How could be averted the accident or failure of proposed technical facility and its
surroundings?

5. What should be done to prevent a proposed technical facility and its surroundings
from occurring safety the damage of during the lifetime?

Process of case study compilation is in Figure 11.
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Figure 11. Process of case study compilation.

3.5. Decision support System

The Decision Support System (DSS) [1,5,61] is a special technique for obtaining data
for deciding the complex problems. It generally consists of the following components:
data management module; model of management modules (model library); module for
management of dialogue with user; and knowledge core (Knowledge engine). There
are different DSSs, or they have different conceptual starting points:

model-based DSS (it using statistical simulation),

communication DSS (it is for cooperation on a number of decisions),
document DSS (it uses different types of documents to support decisions),
knowledge DSS (it contains defined rules).

The decision support system (DSS) helps to solve the problem by supporting an ana-
lytical style of decision making against heuristic decision making. This means that:

it organizes information for decision-making situations,
it interacts with the decision-maker at various stages of decision-making,
it extends the information horizon of the decision-making body,

it facilitates multi-criteria evaluation, because it has built-in multi-criteria methods
without the user knowing their mathematical structure.

Decision support systems use a general model for the certain case, reflecting the real
situation. When specific parameter variables are substituted, they provide results for
the given problem. The aim is to ensure that the result corresponds to the optimal
solution. In their creation and application are used:

47



- knowledge and data from experts who know the technical parameters, limits and
conditions of the technical facility and the local vulnerabilities,

- the principle of maximum utility theory [91], i.e. "the greater, the better" or "the
greater, the worse".

Decision support systems are divided into special ones that provide support for solving
the specific problems; and general, which are based on adaptive and flexible decision-
making models. Obviously, the use of a specific DSS is only possible when verification
establishes that the conditions for technology transfer are met [92]. Otherwise, the
method needs to be adapted to local conditions. It should be noted that the adaptation
of the method to specific conditions cannot be done by IT specialists, but by technical
experts, who know the technical parameters, limits and conditions of the technical fa-
cility and local vulnerabilities.

Applications of sophisticated DSS based on multi-criteria evaluation give good solu-
tions. In our case, we will compile a DSS in the form of a checklist [1,5,61] supple-
mented by a rule for evaluating questions in terms of [92] and assigning a logical value
scale.

DSS application aims are:

- identifying, managing, eliminating or minimizing the unforeseen events that have
adverse impacts on critical elements, critical components, critical processes, critical
functions, critical infrastructure and critical technologies in the technical facility,

- the process of comparing the estimated risks against the benefit and / or cost of
possible countermeasures and establishing an implementation strategy in the con-
text of integral (systemic, overall) safety,

- determining:

e to which disasters (harmful phenomena) is the technical facility exposed,

e what are the risks from individual harmful phenomena,

e what damage may arise,

e which measures will eliminate or minimize the occurrence of harmful events,
- the procedure consists of:

e the assets are defined and their safety requirements are defined,

e identification of vulnerabilities, potential impacts and risks,

e estimated: the amount of potentially caused damage; and the cost of appropri-
ate safety measures,

e adequate safety measures are selected.

For critical items, limit values (limits) shall be established to ensure acceptable secu-
rity. This means that the task of their managing is to ensure compliance with the limits,
and therefore, the basis is thorough monitoring and qualified DSS.
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3.6. Scoring the variables using the decision matrix

The method of scoring the variables according to [1,5,61] makes it possible to classify
the problem described by two mutually incommensurable variables into several cate-
gories according to established preferences. The method itself does not set or recom-
mend classification criteria. In practice, it is very often used to classify risks into ac-
ceptable, conditionally acceptable and unacceptable risk [1,5,61] or to categorize ob-
jects according to their criticality [4,21,34]. The method will be further used to assess
the benefits and risks of the proposed technical facility.

3.7. Risk management plan

The risk management plan is based on the TQM facility management method [63], i.e.
in the monitored facility they are considered priority risks that could not be settled and
that have the potential to significantly damage a technical facility at their realization.
The plan itself is drawn up in the form of a table [1,5] that considers the risks of:

technical facility,

internal sources of risk of the technical facility related to its construction, construc-
tion, equipment and operation,

technical facility personnel,
external sources of risk of technical facility associated with natural disasters,

external sources of technical facility risks related to public administration behaviour,
competition, market, etc.,

attacks on technical facility,
cybernetic risk sources associated with networks,
war.
For each risk area, the table shall indicate:
causes of risk,

the probability of risk realization occurrence and the expected sizes of the impacts
of the risk on the protected assets (basic public assets should also be considered
based on legislative requirements),

risk management measures, or at least for risk mitigation, which are clearly identi-
fied, and at each of them it is given responsible person for their implementation.

The risk management plan is also recommended by ISO 31000 [93].

To develop a risk management plan that meets the management requirements re-
qguired by the TQM, it is necessary to know in detalil:

- disasters, i.e. sources of risks,

- local vulnerabilities that determine the severity (criticality, relevance) of critical sit-
uations,

- and ways and possibilities of response to critical situations.
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As is has been shown, that the risks are associated with itself work with the risks, a
checklist (Table 2) for assessing the criticality of the risk management plan has been
developed and tested in practice; the scale of which was used to assess each item:

0 point - fulfilment of the criterion has negligible shortcomings in the monitored area
(less than 5%), i.e. it has negligible criticality,

1 point - fulfilment of the criterion has low deficiencies in the monitored area (5-25%),
i.e. it has low criticality,

2 points - fulfilment of the criterion has medium deficiencies in the monitored area (25-
45%), i.e. it has medium criticality,

3 points - fulfilment of the criterion has high shortcomings in the monitored area (45-
70%), i.e. it has a high criticality,

4 points - fulfilment of the criterion has very high deficiencies in the monitored area
(70-95%), i.e. it has a very high criticality,

5 points - fulfilment of the criterion has extremely high deficiencies in the monitored
area (higher than 95%)), i.e. it has extremely high criticality.

Table 2. Checklist for judgement of quality of risk management plan.

Question Rating

Is the risk management plan guided by a clear vision and the objec-
tives pursued?

Does the risk management plan apply the principle of integrity (i.e.
consideration of the welfare of the social, ecological and economic
subsystem; expression of costs and benefits; impacts and benefits of
economic activity using the both, the monetary and the non-mone-
tary values)?

Are substantial elements considered in the risk management plan
(e.g. fair distribution of resource use between present and future gen-
erations; over-consumption and poverty; human rights; environmen-
tal conditions conditional on life; prosperity permitted by economic
development and off-market activities)?

Is the risk management plan adequate in scope (e.g. appropriate time
and space measure)?

Is the risk management plan practically focused (e.g. explicitly de-
fined categories that link the idea with indicators and criteria; a limited
number of key objectives; a limited number of indicators; a standard-
ized way of measuring and benchmarking; benchmark values,
thresholds, development trends)?

Is the risk management plan open (e.g. generally accepted methods
and databases; explicit plausibility, elimination of uncertainty)?

Is effective risk management communication included in the risk
management plan?
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Is the general public involved in the risk management plan?

Does the risk management plan provide for a follow-up assessment
(e.g. specifying the progressive targets due to system development)?

Are the institutions' capacities ensured in the risk management plan
(e.g. identification of responsibility for meeting the decision-making
process objectives, data collection and storage, documentation)?

TOTAL

The scale for overall criticality of the risk management plan is determined in analogy
to the principles used since the 1980s in technical standards. The resulting criticality
rate, assuming all criteria have the same weight, can range from 0 to 50; the thresholds
for the criticality level of the risk management plan corresponding to the scale used are
given in Table 3.

Table 3. Value scale to determine the level of criticality of the risk management plan.

Criticality rate of the Values in % Number of points for
risk management plan all criteria

Extremely high— 5 Over 95 % Over 47.5

Very high — 4 70 - 95 % 35-47.5

High — 3 45 - 70 % 22.5 —35

Medium — 2 25 -45% 12.5-22.5

Low—1 5-25% 25-125

Negligible — 0 Lessthan 5% | Lessthan 2.5
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4. RISK SOURCES

For research, it was compiled the original database of technical facilities accidents and
failures [49] from world data collecting from sources givenin [2]. In last cited publication
several case studies are shown in great details. The database contains 7829 events
from the whole world sources that were accessible in last 35 years to authors; 521
events originated due to mistakes in designing, construction and commissioning (we
denote them as stage specific).

To reveal the event causes (risk realized), the collected data were processed by risk
engineering methods: e.g. What, If; Checklist; Fishbone diagram; Case studies; Event
Tree; FMECA,; etc. [61]. Their results were critically assessed and separated into clas-
ses according similarity of causes. By this way we create the basis for Decision Support
System enabling to multicriterial assessment of possible technical facility risks [2]. The
obtained results on lessons learned from the risk impacts suppressions were also
critically assessed and separated into classes according similarity of response tools
and create the basis for Risk Management Plan.

The causes of stage specific technical facilities failures and accidents in database
[49] were split up into categories: matter of facts issues connected with technical
facilities at designing, building, outfit by technology equipment, testing and commis-
sioning; public administration supervision; legislation deficit; and other. These cat-
egories were further subdivided; e.g.: the first one was designated into: errors in
terms of references (e.g. omitting the critical disaster); errors in design (e.g. mis-
takes in concept of barriers; omitting of important norms and standards etc.); or leg-
islation deficits into: low authority of public administration supervision; very general
requirements on design, construction, outfit by technology equipment, testing and
commissioning, etc.

The specific identified causes of technical facilities failures and accidents found in a
process involving the design, manufacturing and commissioning are omissions, errors
and deficiencies in:

1. Designing the technical facility:
- errors in terms of references, e.g.:
e not used the All Hazard Approach,
e incorrectly determined hazard sizes of disasters,
e not applied defence-In-Depth principle,
e further ones in [2],
- errors in the project, e.g.:

e an inappropriate building model used for calculations with regard to the con-
ditions in the site, either too theoretical or general or not to settle uncertainty
and uncertainty,

e not properly used principle defence-In-Depth principle,

e wrongly used principles of inherent safety,
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e further ones in [2],

omitting the site vulnerabilities as e.g.:

e large populations,

e existence of objects such as hospitals, schools, etc.,

e insufficient capacity sources of energy, water and sewerage,
e insufficient capacity of transport routes,

e lack of staff to operate,

e further ones in [2],

the non-determination of critical building sites, which led to omission of
measures for risk management towards safety at:

e normal operation conditions — as barriers, on the basis of an assessment of
the risks to their safety, i.e. barriers, backups,

e at abnormal operation conditions, — on the basis of an assessment of the
risks to their safety, i.e. the risk assessment of their safety, i.e. barriers, back-
ups,

e critical operation conditions — as barriers, on the basis of an assessment of
the risks to their safety, i.e. barriers, backups,

not to identify critical points of technology and production processes, which led
to omission of measures for risks management to safety, protection and de-
pendability under abnormal and critical conditions - barriers, advances, princi-
ples to increase safety,

not considered and adequately addressed critical points of technology (pressure
vessels and their equipment in which dangerous substances are or carry out
hazardous reactions or pressured pipes, mainly those with hazardous sub-
stances) and places in which there is a risk of operator failure from the point of
view of potential risks,

failure to comply with good practice standards or the application of erroneous
standards (which has led to the project being designed:

e inappropriate materials,

e inappropriate technical principles,

e inappropriate construction procedures,
e inappropriate design procedures,

e critical construction and construction processes have not been established
and specific measures have been proposed for their quality design,

e equipment, machines, components and systems did not meet the safety, re-
liability and long-term functionality requirements, i.e.:

= the safety, reliability and long-term functionality of the equipment, ma-
chinery, components and systems,

= durability and easy handling of equipment and processes,
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= ergonomic requirements of the operator,
= service requirements,
= maintenance and financial costs associated with them are not respected,

= inappropriate placement of protective equipment and safety support sys-
tems,

= inappropriate technologies of building, construction and assembly, etc.

in creation of design of automatic and semi-automatic control systems, there
were deficiencies caused by insufficient knowledge or lack of cooperation of
specialists from different disciplines or the use of faulty or imperfect IT tools,

non-incorporation of technical measures for the basic physical and cyber pro-
tection of technical facility;

and not considering the possibilities of changes in:

e laws during construction,

e system of taxation during the construction,

e interest system during construction,

e market situation — inflation, deflation, demand changes, etc.,

e support for technical facility by the State (e.g. when changing political repre-
sentation),

e supplies of essential materials and technologies and relied on only one sup-
plier, leading to problems in construction and operation — e.g. due to the lack
of finance or unavailability of the material, some buildings and equipment
were then ripped off.

2. Technical facility construction of technical facility - factual area:

construction started without sufficient preparation,

failure to comply with standards and approaches of good practice, which caused
the choice of faulty construction technology (inappropriate material; inappropri-
ate schedule of work, which led to frequent work breaks; lengthening the con-
struction and increasing financial costs; chaos in the workplace),

poor execution of construction works in critical buildings caused by lack of re-
sources such as:

e |ack of tools and materials,

e o0bsolete documentation or inappropriate working conditions.

3. Outfit and assembly of technical facility - factual area:

assembly started without sufficient preparation (e.g. the distribution of cable
heads on the wall was not intended),

failure to comply with standards and approaches of good practice (which al-
lowed faulty or defective procedures to be caused by: faulty designs of pressure
vessels, valves and connections,

used poor design of tight connection screws,
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faulty welds,

false work schedule, which led to frequent breaks, the extension of outfit and
assembly, financial costs increase and workplace chaos.

. Testing of buildings and technology - factual area:

not to draw up an accurate works schedule,
not to drawn up scale to criticality assessment of critical equipment,

not specifying the precise conditions for starting and switching off the critical
equipment, such as pressure equipment, safety support systems, safety sys-
tems, etc.,

poorly performed tests of critical machines, equipment, components and sys-
tems, e.g. omissions of leak tests for pressure equipment or pipe systems pres-
surized by hazardous substances,

use of erroneous or inappropriate methods for tests necessary for reliability and

safety verification (e.g. selection of incorrect methods for non-destructive test-
ing; failure to comply with standards and approaches of good practice (lack of
knowledge, omissions, human failure),

use of faulty or imperfect IT tools in verifying test results (e.g. tree models that
do not have the ability to assess the size of specific risks, e.g. failure of the
technological process due to simultaneous multiple failures several critical com-
ponents e.g. as a result of external disasters).

. Trial operation of technical facility - factual area:

the use of erroneous procedures,
not to draw up accurate work schedule (chaos, haste),

failure to comply with standards and approaches of good practice (lack of
knowledge, hastiness), i.e. poorly performed test operation of machinery, equip-
ment, components and systems,

missing the safety certificates, i.e. it was not verified that measures of all critical
equipment for expected failures management are functional and effective suffi-
ciently.

. Start-up (commissioning) - factual area:

failure to comply with standards and approaches of good practice (lack of
knowledge, hastiness),

not to draw up accurate work schedule (chaos, haste).

. Supervision of public administration over technical facility design and manufactur-
ing - organizational area:

lack of public administration supervision, e.g. it did not ask for documentation
on certification of technical facility safety in all important six stages of the tech-
nical facility referred to above,

neglecting the solution of sufficient capacity of local sources of energy, water
and sewerage, transport routes and personnel in technical facility sitting and
design,
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permission of significant environmental contamination and long-term disruption
of local residents” lives during the construction,

neglecting the assessment of investor financial capacity in granting the relevant
authorizations.

8. Supervision of contractor or investor over design and manufacturing - organiza-
tional area:

lack of supervision (i.e. failure to draw up safety documentation proof in all im-
portant six stages followed above),

underestimating the safety management,

underestimating the economic factors (finances),

underestimating the environmental factors,

underestimation of social factors (the needs of the local population).

9. Inadequate legislation:

insufficient public administration supervisory power,

insufficient legislation governing the design, construction and commissioning re-
quirements of technical facilities (too general, incomplete, allows for several in-
terpretations),

insufficient enforceability of the right to safety, employee protection, public pro-
tection and the environment.

10.0Other:

the State has not professional institution which has been able to professionally
assess the process of making the technical facility in all respects,

haste in design and construction due to pressure from politicians,

the State has not developed a system of supervision under design and con-
struction of technical facilities,

the State did not have criteria for assessing the accuracy of the design and
production of technical facilities,

contractor and investor did not cooperate with the public administration during
the design and production of the technical facility,

during phase realization the occurrence of disasters as: earthquake; landslide;
flood; fire; corruption; insider.

The causes of the coexistence disruption caused by a technical facility by a faulty im-
plementation of the design, construction and commissioning process of the technical
facility are illustrated in Figure 12.

Above listing the causes of accidents and failures and Figure 12 show that great role
in risk sources plays the human factor manifestation, namely at organization and man-
agement (i.e. it goes on organizational accidents). The human errors at designing,
commissioning and manufacturing were summarized in Chapter 2; the heaviest errors
are some errors in designing or in terms of references; e.g. selection of bad ground
conditions or low robust concrete fundament under heavy rotative machine or weak
anchor of heavy tall machines and tall narrow buildings [49].
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Figure 12. Basic categories of risk sources associated with the technical facilities de-
sign, building, construction, testing and commissioning which lead to the failures of
coexistence of technical facilities with surrounding areas during their operation.
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5. TOOL - DECISION SUPPORT SYSTEM FOR ENSURING THE
COEXISTENCE AT TECHNICAL FACILITY DESIGNING,
BUILDING AND COMMISSIONING

In order to ensure the safe technical facilities during their design, construction and
commissioning, it is, therefore, necessary to assess the possible risks for the technical
facilities also from the perspective of the dynamic development of the technical facility
and its surroundings including the material wear and tear due to working load and con-
ditions Therefore, to this task solution, it is necessary to use both, the historical data
and the models of possible processes based on predictive case studies or analogies
in similar technical facilities and expected working conditions [4,7,45].

From the point of view of knowledge for projected and manufactured technical facilities,
it goes on:

- determining the size of the priority risks, which can be properly influenced in the
given phase from the point of view of safety and coexistence of the technical facility
with its surroundings throughout the lifetime of the technical facility,

- categorization:
e acceptable risk,

e conditionally acceptable risks for which the necessary preventive, mitigating,
reactive and recovery measures need to be proposed,

e and unacceptable risks that need to be either removed, where possible (e.g.
selection of other material, other technology, etc.) or reduced by other measures
that mitigate their occurrence frequencies or their impacts as insertion of:

= inherent safety principles, safeguards, barriers, etc.,

= systems and equipment that ensure effective response to critical situations
(e.g. shower systems, fire extinguishers etc.),

= requirements that they need to be respected during the operation, and there-
fore, they need to be properly given in technical facility safety documenta-
tion. During the operation they will create the ground for emergency and
continuity plans [7]. Due to problem complexness, it is adjured to apply
higher knowledge, higher technical equipment, higher costs, higher human
resources readiness, so to reach safe operation.

When establishing the criteria for assessing the risk associated with a technical facility,
provided that the coexistence of the technical facility with the surroundings needs to
be ensured throughout the lifetime of the technical facility, as shown in Figure 1, we
consider both, the risk management principles outlined in the work [4] and the respon-
sibility principles, which are common in Europe [94], which means that responsibility
for the safety of a technical facility, i.e. for the level of work with risks associated with
a technical facility safety, lies at the time of design, construction, testing and commis-
sioning on both, the investor (including the designer and manufacturer) and the public
administration that is obligated for supervision in the frame of public interest. This re-
quirement is logical also because the problems of the technical facility mean not only
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the loss of products or services, but also the loss of taxes for public administration,
expenditures caused by unemployment and other social problems, e.g. also increased
crime.

With regard to the requirement of the most legislations, which considers two mile-
stones:

- granting a building permit on the basis of project documentation of a technical fa-
cility,

- issuance of the final permit or operation permit allowing the permanent operation
based on the documentation for the technical facility operation,

we divide the coexistence level assessment based on safety assessment (or risk as-
sessment) into two cases. The first one is kept as a basis for granting a building permit
and the second one as a basis for final approval of operation —i.e. the operation permit.
In both cases, tools are designed so that both, the investor (i.e. also the designer and
the manufacturer) and the public administration can use them. In the face of facilitating
the reader understanding the procedure, some of tables are repeated.

5.1. DSS for building permit

Based on the collected knowledge, it was constructed the Decision Support System —
DSS for the evaluation of risks associated with the proposed technical facility [2]; Table
4. The criterions are evaluated by scale (0-5) with the philosophy “the higher number,
the higher risk, i.e. the lower technical facility coexistence with the surroundings” [91].
For the DSS application in practice, they are processed two scales, namely the auxil-
iary scale in Table 5 derived in [95], and the second scale for the evaluation of the
entire checklist based on the principle that was introduced into technical standards in
the 1980s, Table 6.

The assessment of Table 4, hereafter given, assumes that all criteria have the same
weight. Practical examples [49] show that in many cases some criteria are more im-
portant than others, and therefore, it is necessary to assign them higher weight, and to
change data in Table 6 by appurtenant way. It means that the procedure is site and
sector specific.

Table 4. Checklist for assessing the risk connected with coexistence of the proposed
technical facility and its surroundings for needs of Building permit; A — assessment;
number of criteria n = 32; N — note.

Criterion A N

The rate in which the terms of references of the technical facility are
processed by a legal entity which has:

- knowledge of: regulations; risks in the site to which the technical fa-
cility is placed; technical system, which constitutes a technical facil-
ity; models and theories associated with accidents and failures;
methods of analysis, management and settlement of risks;
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management of the enterprise (finance, human resources, organi-
zation, technology, innovations...),

- knowledge and capabilities for: the application of the results of
methods of risk analysis and evaluation; implementation of the
methodology for analysing and assessing the risks adapted to the
problem; emergency and crisis management; analysis of situations
[ activities / accidents; the transformation of policy into actual ac-
tion; the conversion of accident statistics into action plans; strategic
planning; hierarchy of problems; finding the right information and
learning; critical analysis; designing the right solutions; written and
spoken communication; carrying out the synthesis; and adapting
the wording intended for the public,

- ethic.

The rate in which the terms of references of the technical facility have
clearly defined assets and include public assets.

The rate in which the terms of references of the technical facility con-
sider the impacts of disasters that are possible in the territory under
the All-Hazard-Approach.

The rate in which the terms of references of the technical facility are
based on well-defined hazards to all disasters that are possible in the
territory and have harmful potential; e.g. in the case of natural disas-
ters due to the sparse and irregular occurrence of large phenomena,
historical data need also to be used. In particularly serious disasters, it
is not only limited to probabilistic approaches and it is complemented
by the results of appropriate methods that have the ability to detect ex-
treme phenomena.

The rate in which the terms of references of the technical facility con-
sider local vulnerabilities and, where is necessary also regional ones:

- anomalies and non-homogeneity of geological structure,
- large number of inhabitants,

- reality that in territory there are hospitals, schools or other public
buildings nearby,

- reality that in territory there are sources of domino effects, i.e. ware-
houses or product lines with hazardous substances, fuel stations,
etc.

- reality that in territory it is insufficient capacity of energy sources,
- reality that in territory it is insufficient capacity of water sources,

- reality that in territory it is insufficient capacity of wastewater drain-
age (sewerage),

- reality that in territory it is lack of transport service,
- reality that in territory it is protected nature reserve.

60




The rate in which the terms of references of the technical facility con-
sider all risks associated with major disasters and all vulnerabilities in
the territory.

The rate in which the terms of references of the technical facility clearly
define the fittings and systems for which risks need to be addressed in
order to ensure:

- reliability,
- security
- safety.

According to the specified objective, they set the limits and conditions
for the operation of the fittings and systems and their reserves in suffi-
cient number.

The rate in which the terms of references of the technical facility are
assessed by qualified experts.

The rate in which the technical facility project considers the results of
the expert assessment of the terms of references.

The rate in which the technical facility project is organized clearly so
that it would be possible to simply control the technical facility and
have a safety management system.

The rate in which the technical facility project respects the size of the
criticality associated with priority disasters (a combination of hazard
size, vulnerability and sizes of impacts on assets), including the human
failures, and proposes measures to ensure safety; at the same time it
is based on an assessment of whether the proposed measures cannot
be a source of new dangers and where they cannot be dealt with (e.qg.
ignorance or too much costs), it proposes technical measures, in man-
agement systems organizational ones.

The rate in which the technical facility project considers protecting the
public assets and technical facility assets.

The rate in which the technical facility project is based on valid legisla-
tion and standards. It goes on a selection of materials, selection of
computational methods, design of technical principles and procedures
in building, construction and assembly, as well as commissioning.

The rate in which the technical facility project used in cases that are
not codified by standards approaches of good practice in building, con-
struction and assembly.

The rate in which the technical facility project when selecting and join-
ing equipment with regard to safety, follows the requirements of: dura-
bility; manageability; service life; human resources; costs; technical
utilities; and service.

The rate in which the technical facility project with regard to safety
uses: principles of inherent safety; passive safety systems; active
safety systems; procedural procedures that are proven or thoroughly
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tested in such a way that they do not contain latent sources of danger
under possible conditions.

The rate in which the technical facility project with regard to safety has
measures that triggers the emergency shutdown of critical devices and
it reassign to a safe state, e.g. systems with emergency disconnection
or stopping the reaction.

The rate in which the technical facility project establishes critical pro-
cesses of building or construction and proposes measures to reduce
their criticality. It contains technical and organisational measures to en-
sure sufficient resilience.

The rate in which the technical facility project proposes, in accordance
with the terms of references, requirements for equipment and systems
for which risks need to be addressed in order to ensure:

- reliability,
- security,
- safety.

The rate in which the technical facility project is based on a proper as-
sessment of the risks targeted at the safety of the entire technical facil-

ity.

The rate in which the technical facility project is based on the system
concept of technical facility and its surroundings, and therefore, in en-
suring the safety of all assets, it considers linkages and couplings be-
tween assets, both in demand and not-demanded and in the light of
the management of unacceptable interconnections that can be ex-
pected when conditions are very different from normal ones, has an ar-
ranged architecture to allow Defence-In-Depth protection access to be
applied in control.

The rate in which the technical facility project considers critical sites of
building structure and includes the right measures based on an as-
sessment of the risks targeted to their safety, i.e. to ensuring the relia-
bility and operation ability under abnormal and critical conditions (barri-
ers, reserves, back-up).

The rate in which the technical facility project considers the critical
sites of technology and production processes, and shall take measures
on the basis of an assessment of the risks directed to their safety, i.e.
to ensuring the reliability and operation ability under abnormal and criti-
cal conditions (barriers, reserves, back-up and principles for safety up-
grade).

The rate in which the technical facility project considers highly critical
fittings (pressure vessels, pressured pipes — especially those with
highly hazardous substances) and for ensuring their safety it uses spe-
cial measures, special protection systems (safety systems and safety
related systems) and proposes specific limits and conditions for opera-
tion.
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The rate in which the technical facility project considers all risks asso-
ciated with major disasters and all vulnerabilities in the territory in the
systemic concept (i.e. the risks associated with the interconnections
demanded, both permanent and temporary, and even non-demanded,
which may occur only under certain conditions (e.g. at external disas-
ters or operator errors or insider attacks). It contents appropriate tech-
nical and organisational measures to reduce the potential impacts.

The rate in which the technical facility project pays from ensuring the
safety and performance reasons special attention of the management
system. The control system in the form of manual, semi-automatic and
automatic based on IT is hierarchical and risk-based, possibly under
normal, abnormal and critical conditions — it is more level-level and re-
spects the Principle of Defence-In-Depth. It also includes proposals for
measures to manage emergency and critical situations.

The rate in which the technical facility project contains technical
measures for physical and cyber protection of the technical facility.

The rate in which the technical facility project considers the property
rights of third parties; possible changes in the laws or system of taxes
and market situations (e.qg. it is dangerous to rely on the supply of criti-
cal items by only one supplier) during the making of a technical facility,
and for these cases it contains reserves to reduce any causes thus
created future losses and damages.

The rate in which the technical facility project contains financial costs
of the production of the technical facility are adequate.

The rate in which the public administration has ensured an assess-
ment of the technical facility project required by the legislation in force.

The rate in which the technical facility project considers the results of
professional assessment of the technical facility project by experts.

The rate in which the technical facility project considers results of the
public's comments on the technical facility project.

Table 5. Auxiliary scale for determination of rate of risk that planned technical facility
means for its surroundings (rate of coexistence disruption); by analogy to scales in
[95]; p — annual insurance, ABT-the annual budget of territory governance.

Domain Risk rate Classification criterion
Social By accident or failure of technical facility, it is affected:
0 less than 50 humans
1 50 - 500 humans
2 500 - 5000 humans
3 5 000 — 50 000 humans
4 50 000 — 500 000 humans
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5 more than 500 000 humans

Technical Accident or failure of technical facility causes damages:
and

less than 0.05 p

Economic
equal to p

between p and 0.05 ABT
between 0.05 ABT and 0.075 ABT
between 0.75 ABT and 0.1 ABT.
higher than 0.1 ABT.

g b~ W N [k O

Environment | Accident or failure of technical facility causes:

0 very low damages of environment

1 damages of environment with which the
nature cope during the acceptable time

2 moderate damages of unrenewable re-
sources of nature and natural reserva-
tions.

3 medium damages of unrenewable re-
sources of nature and natural reserva-
tions

4 unreturnable damages of unrenewable
resources of nature and natural reserva-
tions

5 devastation of landscape, unrenewable
resources of nature and natural reserva-
tions

Table 6. Value scale for determining the rate of the coexistence of the planned tech-
nical facility and its surroundings; N = five times the number of criteria in Table 4; N =
160.

The level of coexistence disruption Values in % N
(risk) between technical facility and

surrounding

Extremely high — 5 More than 95 %
Very high — 4 70 - 95 %

High — 3 45-70%
Medium — 2 25-45%
Negligible — 0 Low than 5 %

64



The evaluation of real cases according to the Table 4 needs to be performed by a team
of specialists from the different fields independently; in practice, according to [23,95],
it works the team consisting of:

- worker of public administration responsible for the land use planning,
- worker of public administration responsible for the territory development,
- representative of planned technical facility,

- competent representative of the professional institution for the technical facility
safety assessment, for example from the state technical inspection,

- and representative of the Integrated rescue system.

The resulting value is the median for each criterion, and in cases of great variance of
the individual values in the one criterion it is necessary, so that the worker of public
administration responsible for land use planning may ensure further investigation, on
which each assessor shall communicate the grounds for his / her review in the present
case, and on the basis of panel discussions or brainstorming session, the final value
is determined.

The appreciation of the benefits of a technical facility for the territory is done again
using a checklist. On the basis of the knowledge gathered above, a checklist is drawn
up to assess the contribution of the technical facility to the territory [2], Table 7. The
criterions are evaluated by scale (0-5) with the philosophy “the higher number, the
higher risk, i.e. the lower technical facility coexistence with the surroundings” [91]. For
application in practice they are processed two scales, namely the auxiliary scale in
Table 8 derived in [95], and the second scale for the evaluation of the entire checklist
based on the principle that was introduced into technical standards in the 1980s, Table
9.

Table 7. Checklist for assessment of the technical facility return for territory. A- result
of assessment; number of criteria n = 10; N - note.

Planned | Criterion A Note
technical
facility

It increases education of the population in the ter-
ritory

It increases the possibility of employment of the
population in the territory

It increases the level of services in the territory

It increases welfare in territory

It contributes to the development of basic infra-
structure in the territory.

It raises the prestige of the territory

It contributes to the cultural development of the
territory

It improves the situation in the social sphere in
the territory — Table 8
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It improves situation in technical and economic
spheres in territory - Table 8

It improves the situation in environment protection
and welfares in territory - Table 8

Table 8. Value scale for determining the rate of benefits that the technical facility
means for the territory; it is designed by analogy to the scales set out in the work [95],
ABT — the annual budget of the territory.

Domain Benefit rate Criterion
classification

Rate Technical facility benefits:

o

less than 50 humans

50 - 500 humans

500 - 5000 humans

5 000 — 50 000 humans
50 000 — 500 000 humans

more than 500 000 humans

Social

(W IN|P

Rate Technical facility gives to territory
budget:

less than 0.005 ABT
0.005-0.01 ABT
0.01-0.025 ABT
0.026-0.05 ABT
0.05-0.075 ABT
higher than 0.075 ABT

Rate Technical facility contributes to environ-
ment protection and welfare increase
per year by sum of money:

less than 50 EUR

50 — 500 EUR

500 — 5 000 EUR

5 000 — 50 000 EUR

50 000 — 500 000 EUR
more than 500 000 EUR

Technical
and eco-
nomic

gl (b~ W |N |k O

Environment

g (b~ (W N |k O
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Table 9. Value scale for determining the rate of return of the technical facility for its
surroundings; N is quintuple of criteria in Table 7 (N=50).

Level of technical facility benefits for territory | Values in % N
Extremely high -5 More than 95 %
Very high - 4 70-95%

High — 3 45 -70 %
Medium — 2 25-45%
Low—-1 5-25%
Negligible — 0 Less than 5 %

At the technical facility risk management based on data in Table 9 we consider the
responsibility principle that is general in Europe [94]. It means that in the followed tech-
nical facility phase both, the developer and the public administration are responsible
for the technical facility safety.

Considering:
- the ALARP principle as in works [94,96-98],
- the integrated approach as in works [99,100],

- and the assumption that all risk sources have the same occurrence probability, we
obtain the requirement for tolerable risk (with respect to the UN and the Swiss Re
[24] limits) measured by the technical facility maximum annual losses RZTD

k; HTD
RZTD < 0.1%}% =

(1)

where HTD is the technical facility utility value given in technical facility document (of-
ficial approved budget for designing, manufacturing and commissioning), ki are result
evaluations of risk sources in Table 4, n is the number of risk sources (in our case 32)
and T is the technical facility lifetime in years. When this condition is not fulfilled, so the
proposed technical facility may not be accepted for realisation because the coexist-
ence will be violated. It means that either a new option or other risk reduction measures
should be requested, followed by a further assessment of the proposal. In other case
the evaluation process continues.

In order that the losses caused by the technical facility at its operation might be also
acceptable for the territory, it is calculated the benefit that the technical facility opera-
tion gives rise to territory. Using the data in Tables 7 - 9 and the principles for expected
return [101] and the same assumptions on data processing as in the previous case,
the expected annual technical facility return caused by the technical facility operation
PRZTD is
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k; CPTD
PRZTD = 0.7 ¥, ~—

(2)

where CPTD is the total utility technical facility return during the lifetime T, k; are result
evaluations of return sources in Table 7 (assessed by experts with help of data in Ta-
bles 8 and 9) and n is the number of benefit sources (in our case 10). The expected
pure annual technical facility return RPTD is given by

RPTD = PRZTD — A — RPNTD (3)

where A is annuity and RPNTD is operating costs. Difference R of allowed maximum
annual technical facility losses RZTD, Eq. (1), and of expected pure annual technical
facility return RPTD, Eq. (3)

R = RZTD — RPTD (&)

is used as the quantitative property for decision-making. They are used the boundaries
of acceptability of risk that used the UN and the Swiss Re [24], namely:

- amount of annual premium for protected assets in territory (PRTD),
- one-tenth of annual territory budget (ABT).

On the basis of results of scoring, they are determined the categories to which in a
given case, the risk associated with technical facility belongs:

Ris less than PRTD, risk is acceptable,
R is between PRTD and 0.1 ABT, risk is conditionally acceptable,
R is higher than 0.1 ABT, risk is unacceptable.

In the first case, the technical facility benefits will outweigh the technical facility disad-
vantages, it means the expected losses are acceptable and the coexistence of the
technical facility with its vicinity is ensured. It can be done building permit for the tech-
nical facility realization.

In the second case, the effective technical facility safety management is required; it
means to include additional preventive measures in the technical facility design and to
ensure the mitigation, reaction and renovation measures for coping with risk realiza-
tion.

In the latter case, unacceptable risk, it should be thorough reflection on conclusion —
either to reject the proposed technical facility variant, or to ask for further measures
associated with an increase of technical facility safety (it is necessary to require appli-
cation of: higher knowledge; a better technical equipment; the higher costs for protec-
tive systems; ensuring the greater human resources readiness, etc.) and after this new
coexistence judgement.
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The tool was tested in five real cases with success. The tests showed that it is pernick-
ety on expert knowledge and moral, however, it ensures the coexistence the technical
facility with its vicinity during the technical facility lifetime.

5.2. DSS for operation permit

Based on the collected knowledge, it was constructed the Decision Support System —
DSS for the evaluation of risks associated with the proposed technical facility [2]; Table
10. The criterions are evaluated by scale (0-5) with the philosophy “the higher number,
the higher risk, i.e. the lower technical facility coexistence with the surroundings” [91].
For DSS application, the auxiliary scale Table 11 derived in [95], and the second scale
for the evaluation of the entire checklist based on the principle that was introduced into
standards in the 1980s, Table 12.

The assessment of Table 10, hereafter given, assumes that all criteria have the same
weight. Practical examples [49] show that in many cases some criteria are more im-
portant than others, and therefore, itis necessary to assign them higher weight, and to
change data in Table 12 by appurtenant way.

Table 10. Checklist for assessing the risk connected with coexistence of the proposed
technical facility and its surroundings; A — assessment; number of criteria n = 90; N -
note.

Criterion A N

Designing

The rate in which the terms of references of the technical facility are
processed by a legal entity which has:

- knowledge of: regulations; risks in the site to which the technical fa-
cility is placed; technical system, which constitutes a technical facil-
ity; models and theories associated with accidents and failures;
methods of analysis, management and settlement of risks; man-
agement of the enterprise (finance, human resources, organization,
technology, innovations...),

- knowledge and capabilities for: the application of the results of
methods of risk analysis and evaluation; implementation of the
methodology for analysing and assessing the risks adapted to the
problem; emergency and crisis management; analysis of situations
/ activities / accidents; the transformation of policy into actual ac-
tion; the conversion of accident statistics into action plans; strategic
planning; hierarchy of problems; finding the right information and
learning; critical analysis; designing the right solutions; written and
spoken communication; carrying out the synthesis; and adapting
the wording intended for the public,

- ethic.
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The rate in which the terms of references of the technical facility have
clearly defined assets and include public assets.

The rate in which the terms of references of the technical facility con-
sider the impacts of disasters that are possible in the territory under
the All-Hazard-Approach.

The rate in which the terms of references of the technical facility

are based on well-defined hazards to all disasters that are possible in
the territory and have harmful potential; e.g. in the case of natural dis-
asters due to the sparse and irregular occurrence of large phenomena,
historical data need also to be used. In particularly serious disasters, it
is not only limited to probabilistic approaches and it is complemented
by the results of appropriate methods that have the ability to detect ex-
treme phenomena.

The rate in which the terms of references of the technical facility con-
sider local vulnerabilities and, where is necessary also regional ones:

- anomalies and non-homogeneity of geological structure,
- large number of inhabitants,

- reality that in territory there are hospitals, schools or other public
buildings nearby,

- reality that in territory there are sources of domino effects, i.e. ware-
houses or product lines with hazardous substances, fuel stations,
etc.

- reality that in territory it is insufficient capacity of energy sources,
- reality that in territory it is insufficient capacity of water sources,

- reality that in territory it is insufficient capacity of wastewater drain-
age (sewerage),

- reality that in territory it is lack of transport service,
- reality that in territory it is protected nature reserve.

The rate in which the terms of references of the technical facility con-
sider all risks associated with major disasters and all vulnerabilities in
the territory.

The rate in which the terms of references of the technical facility clearly
define the fittings and systems for which risks need to be addressed in
order to ensure:

- reliability,
- security
- safety.

According to the specified objective, they set the limits and conditions
for the operation of the fittings and systems and their reserves in suffi-
cient number.
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The rate in which the terms of references of the technical facility are
assessed by qualified experts.

The rate in which the technical facility project considers the results of
the expert assessment of the terms of references.

The rate in which the technical facility project is organized clearly so
that it would be possible to simply control the technical facility and
have a safety management system.

The rate in which the technical facility project respects the size of the
criticality associated with priority disasters (a combination of hazard
size, vulnerability and sizes of impacts on assets), including the human
failures, and proposes measures to ensure safety; at the same time it
is based on an assessment of whether the proposed measures cannot
be a source of new dangers and where they cannot be dealt with (e.qg.
ignorance or too much costs), it proposes technical measures, in man-
agement systems organizational ones.

The rate in which the technical facility project considers protecting the
public assets and technical facility assets.

The rate in which the technical facility project is based on valid legisla-
tion and standards. It goes on a selection of materials, selection of
computational methods, design of technical principles and procedures
in building, construction and assembly, as well as commissioning.

The rate in which the technical facility project used in cases that are
not codified by standards approaches of good practice in building, con-
struction and assembly.

The rate in which the technical facility project when selecting and join-
ing equipment with regard to safety, follows the requirements of: dura-
bility; manageability; service life; human resources; costs; technical
utilities; and service.

The rate in which the technical facility project with regard to safety
uses: principles of inherent safety; passive safety systems; active
safety systems; procedural procedures that are proven or thoroughly
tested in such a way that they do not contain latent sources of danger
under possible conditions.

The rate in which the technical facility project with regard to safety has
measures that trigger the emergency shutdown of critical devices and
it reassign to a safe state, e.g. systems with emergency disconnection
or stopping the reaction.

The rate in which the technical facility project establishes critical pro-
cesses of building or construction and proposes measures to reduce
their criticality. It contains technical and organisational measures to en-
sure sufficient resilience.

The rate in which the technical facility project proposes, in accordance
with the terms of references, requirements for equipment and systems
for which risks need to be addressed in order to ensure:
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- reliability,
- security,
- safety.

The rate in which the technical facility project is based on a proper as-
sessment of the risks targeted at the safety of the entire technical facil-

ity.

The rate in which the technical facility project is based on the system
concept of technical facility and its surroundings, and therefore, in en-
suring the safety of all assets, it considers linkages and couplings be-
tween assets, both in demand and not-demanded and in the light of
the management of unacceptable interconnections that can be ex-
pected when conditions are very different from normal ones, has an ar-
ranged architecture to allow Defence-In-Depth protection access to be
applied in control.

The rate in which the technical facility project considers critical sites of
building structure and includes the right measures based on an as-
sessment of the risks targeted to their safety, i.e. to ensuring the relia-
bility and operation ability under abnormal and critical conditions (barri-
ers, reserves, back-up).

The rate in which the technical facility project considers the critical
sites of technology and production processes, and shall take measures
on the basis of an assessment of the risks directed to their safety, i.e.
to ensuring the reliability and operation ability under abnormal and criti-
cal conditions (barriers, reserves, back-up and principles for safety up-
grade).

The rate in which the technical facility project considers highly critical
fittings (pressure vessels, pressured pipes — especially those with
highly hazardous substances) and for ensuring their safety it uses spe-
cial measures, special protection systems (safety systems and safety
related systems) and proposes specific limits and conditions for opera-
tion.

The rate in which the technical facility project considers all risks asso-
ciated with major disasters and all vulnerabilities in the territory in the
systemic concept (i.e. the risks associated with the interconnections
demanded, both permanent and temporary, and even non-demanded,
which may occur only under certain conditions (e.g. at external disas-
ters or operator errors or insider attacks). It contents appropriate tech-
nical and organisational measures to reduce the potential impacts.

The rate in which the technical facility project pays from ensuring the
safety and performance reasons special attention of the management
system. The control system in the form of manual, semi-automatic and
automatic based on IT is hierarchical and risk-based, possibly under
normal, abnormal and critical conditions — it is more level-level and re-
spects the Principle of Defence-In-Depth. It also includes proposals for
measures to manage emergency and critical situations.
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The rate in which the technical facility project contains technical
measures for physical and cyber protection of the technical facility.

The rate in which the technical facility project considers the property
rights of third parties; possible changes in the laws or system of taxes
and market situations (e.g. it is dangerous to rely on the supply of criti-
cal items by only one supplier) during the making of a technical facility,
and for these cases it contains reserves to reduce any causes thus
created future losses and damages.

The rate in which the technical facility project contains financial costs
of the production of the technical facility are adequate.

The rate in which the public administration has ensured an assess-
ment of the technical facility project required by the legislation in force.

The rate in which the technical facility project considers the results of
professional assessment of the technical facility project by experts.

The rate in which the technical facility project considers results of the
public's comments on the technical facility project.

Manufacturing

The rate in which the building structure of the technical facility was
started after sufficient preparation — documentation, material, technical
equipment, sufficient quality staff were available.

The rate in which the timetable of building structure of the technical fa-
cility is complete, clear and sufficiently detailed.

The rate in which the building works on the technical facility respects
standards setting out material, working procedures, protection of em-
ployees and contractors.

The rate in which the contractor regularly follows financing during
building activities and in case of deficiencies (e.g. jump in prices of
important items) or substantial changes in legislation or taxes or inter-
est rates the contractor takes effective measures to reduce these pos-
sible causes of future losses and damages; and with the reserves set
out in the project shall be treated economically.

The rate in which at the building works on the technical facility, safety
procedures are respected.

The rate in which at the building works on the technical facility is used
only qualified staff.

The rate in which the building structure supervision of the contractor
and the investor perform regular checks of material, technical design of
buildings, compliance with OSH.

The rate in which public authorities carry out regular supervision of the
construction of buildings from the point of view of OSH, environmental
protection and, where in the case of, use of public money.

The rate in which public administration (including supervisory inspec-
tions) comments on construction gaps are settled.
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Construction and assembly

The rate in which the construction and assembly in the technical facility
were started after sufficient preparation — documentation (e.g. precise
distribution of the technical elements used), material, technical equip-
ment, sufficient quality staff are available.

The rate in which the schedule of construction and assembly in the
technical facility was complete, clear and sufficiently detailed.

The rate in which standards setting materials, working procedures,
protection of employees and contractors are respected in construction
and assembly works in the technical facility.

The rate in which the contractor regularly follows financing during the
installation of equipment and, in the event of deficiencies (e.g. jump in
prices of important items) or substantial changes in legislation or taxes
or interest rates, takes effective measures on reduction of any causes
of future losses and damages; reserves are handled economically.

The rate in which safety procedures are followed during the construc-
tions and assembly works in the technical facility.

The rate in which only qualified personnel are used in construction and
assembly works on critical objects of technical facility (pressure ves-
sels, dangerous substances storage tanks, product pipes).

The rate in which, with regard to the safety of the technical facility, spe-
cial attention is paid to the installation of equipment to trigger an emer-
gency shutdown and transfer to a safe state, e.g. systems for emer-
gency disconnection or stopping the reaction.

The rate in which the supervision of the contractor and the investor
carries out regular checks of material, technical design, OSH compli-
ance.

The rate in which quality changes in the material used, technical
equipment due to market shortages, price increases, etc. have been
made.

The rate in which an assessment of the technical suitability of the
changes applied is carried out in the case of critical installations.

The rate in which public authorities carry out regular supervision of the
installation of critical equipment, from the point of view of OSH, envi-
ronmental protection and use of public money.

The rate in which public administration comments on construction and
assembly deficiencies are settled.

Testing

The rate in which in the technical facility was started after sufficient
preparation — there is documentation, which defines e.g. methods of
non-destructive testing, scale of criticality for assessing the method re-
sults, computational procedures, technical equipment, sufficiently qual-
ified personnel.
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The rate in which the test schedule in the technical facility is complete,
clear and sufficiently detailed.

The rate in which norms and standards setting the materials, work-
flows, protection of employees and contractors are respected when
testing in a technical facility.

The rate in which special attention is paid to tests of critical elements,
critical equipment, critical components (e.g. pressure vessels), critical
networks (energy, water, product lines with hazardous substances, IT),
safety systems, safety related systems and protective systems (e.g.
emergency shutdown equipment and systems, shower systems, power
supply systems for own consumption — need for control, emergency
coolant supply).

The rate in which safety procedures are followed when tested in a
technical facility.

The rate in which only qualified personnel are used in testing critical
equipment of a technical facility (pressure vessels, dangerous sub-
stances storage tanks, pipelines).

The rate in which the supervision of the contractor and the investor
carries out regular checks on the technical execution of tests, the cor-
rectness of the calculations carried out, the OSH compliance.

The rate in which quality, the changes are made based on the test re-
sults.

The rate in which quality, the draft of new measures and the assess-
ment of their technical suitability are in the case of critical installations.

The rate in which quality, a test of the effectiveness of physical and
cyber protection of a technical facility is conducted.

The rate in which the public authorities carry out regular supervision of
testing, from the point of view of OSH, environmental protection and,
use of public money.

The rate in which public administration comments on testing deficien-
cies are settled.

Trial operation

The rate in which the trial operation of the technical facility is started
after sufficient preparation — documentation, technical equipment, suffi-
ciently qualified personnel are available.

The rate in which the trial schedule in the technical facility is complete,
clear and sufficiently detailed.

The rate in which at trial operation the norms and standards setting the
working procedures, protection of employees and contractors are re-
spected.

The rate in which with technical facility safety, it is special attention
paid to tests of fittings and systems connected with safety function
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(they are disconnected or overwhelmed and the eligibility of organisa-
tional measures to cope with the situation is verified).

The rate in which, with regard to the technical facility safety, it is veri-
fied the functionality of the equipment, detecting the disturbances of
important equipment or systems, noise level, temperature level, fire,
leakage of dangerous substances, large vibrations of the equipment,
external disasters or disturbances.

The rate in which the special attention is paid to the operation of critical
elements, critical equipment, critical components (e.g. pressure equip-
ment including joints of all kinds), critical networks (energy, water,
product lines with hazardous substances, IT), safety systems, safety
related systems and protection systems.

The rate in which safety procedures are followed during the trial opera-
tion of a technical facility.

The rate in which only qualified personnel are used in the trial opera-
tion of critical equipment of a technical work (pressure equipment, haz-
ardous substances tanks, pipelines).

The rate in which the supervision of the contractor and the investor
carries out the control of the technical performance of the trial opera-
tion, the correctness of the measures taken, the OSH performance.

The rate in which quality, the changes are made based on the trial op-
eration results.

The rate in which the draft of new measures and the assessment of
their technical suitability are made in the case of critical installations
based on results of trial operation.

The rate in which the verification of the effectiveness of physical and
cyber protection of the technical facility is carried out at trial operation.

The rate in which public authorities carry out regular supervision of the
installation of trial operation critical, from the point of view of correct
function of critical fittings, OSH , environmental protection and use of
public money.

The rate in which public administration comments on trial operation de-
ficiencies are settled.

Commissioning

The rate in which the technical facility commissioning is started after
sufficient preparation — it is to disposal documentation (aimed to inte-
gral safety during the life cycle), technical equipment, sufficiently qual-
ified personnel are available.

The rate in which quality, the documentation of the technical facility for
commissioning from a safety point of view includes:

- answers to the following questions:
e what can break down,

e what may not work (identification and analysis of danger),
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e how serious the consequences can be (result of risk assess-
ment),

e what measures have been taken to avoid this (risk manage-
ment),

e what needs to be done when this occurs (disaster response and
failure response measures),

- in the case of complex technical facilities, the proof of safety is the
result of extensive theoretical analyses and evaluation of tests.
Safety certificate contains:

e references to previous use,

e references to validated procedures,

e compliance data with standards,

e certification,

e calculations,

e test results,

e simulation results,

e results of analytical methods (e.g. HAZOP, FMECA, FTA, etc.),

e the results of expert examinations.

The rate in which the commissioning schedule in the technical facility
is complete, clear and sufficiently detailed.

The rate in which at technical facility commissioning the norms and
standards setting the working procedures, protection of employees and
contractors are respected.

The rate in which at technical facility commissioning is special attention
paid to operation of critical elements, critical components (e.g. pres-
sure vessels), critical networks (energy, water, product lines with dan-
gerous substances), safety systems, safety related systems and pro-
tection systems.

The rate in which safety procedures are followed during the technical
facility commissioning.

The rate in which only qualified personnel are used in the technical fa-
cility commissioning trial at critical equipment (pressure equipment,
hazardous substances tanks, product lines).

The rate in which the supervision of the contractor and the investor
carries out the control of the technical performance of the commission-
ing, the correctness of the measures taken, the OSH performance.

The rate in which at technical facility commissioning, the physical and
cyber protection means are carried out in operation.

The rate in which public authorities carry out regular supervision of the
technical facility commissioning, from the point of view of correct
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function of critical fittings, OSH , environmental protection and use of
public money.

The rate in which public administration comments on technical facility
commissioning deficiencies are settled.

Table 11. Scale for determination of rate of risk that planned technical facility means
for its surroundings (rate of coexistence disruption); by analogy to scales in [95]; p —
annual insurance, ABT- the annual budget of territory governance.

Domain Risk rate Classification criterion

Social By accident or failure of technical facility, it is affected:

less than 50 humans

50 - 500 humans

500 - 5000 humans

5 000 — 50 000 humans

50 000 — 500 000 humans
more than 500 000 humans

g~ (W N |k O

Technical Accident or failure of technical facility causes damages:
and

less than 0.05 p

Economic
equal to p

between p and 0.05 ABT
between 0.05 ABT and 0.075 ABT
between 0.75 ABT and 0.1 ABT.
higher than 0.1 ABT.

Environment | Accident or failure of technical facility causes:

gl (b~ (W |N |k O

0 very low damages of environment

1 damages of environment with which the
nature cope during the acceptable time

2 moderate damages of unrenewable re-
sources of nature and natural reserva-
tions.

3 medium damages of unrenewable re-
sources of nature and natural reserva-
tions

4 unreturnable damages of unrenewable
resources of nature and natural reserva-
tions
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5 devastation of landscape, unrenewable
resources of nature and natural reserva-
tions

Table 12. Value scale for determining the rate of the coexistence of the planned tech-
nical facility and its surroundings; N = five times the number of criteria in Table 10; N
= 270.

The level of coexistence disruption Values in % N
(risk) between technical facility and

surrounding

Extremely high -5 More than 95 %
Very high — 4 70-95%

High — 3 45-70 %
Medium — 2 25-45%
Negligible — 0 Low than 5 %

The evaluation of real cases according to the Table 10 needs to be performed by a
team of specialists from the different fields independently; in practice, according to
[23,95], it works the team consisting of:

- worker of public administration responsible for the land use planning,
- worker of public administration responsible for the territory development,
- representative of planned technical facility,

- competent representative of the professional institution for the technical facility
safety assessment, for example from the state technical inspection,

- and representative of the Integrated rescue system.

The resulting value is the median for each criterion, and in cases of great variance of
the individual values in the one criterion it is necessary, so that the worker of public
administration responsible for land use planning may ensure further investigation, on
which each assessor shall communicate the grounds for his / her review in the present
case, and on the basis of panel discussions or brainstorming session, the final value
is determined.

The appreciation of the benefits of a technical facility for the territory is done again
using a checklist. On the basis of the knowledge gathered above, a checklist is drawn
up to assess the contribution of the technical facility to the territory [2], Table 13. The
criterions are evaluated by scale (0-5) with the philosophy “the higher number, the
higher risk, i.e. the lower technical facility coexistence with the surroundings” [89]. For
the DSS application in practice, two scales are assigned to the checklist: the auxiliary
scale Table 14 derived in [95], and the second scale for the evaluation of the entire
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checklist based on the principle that was introduced into standards in the 1980s, Table
15.

Table 13. Checklist for assessment of the technical facility return for territory. A- result
of assessment; N — note.

Planned | Criterion A Note
technical
facility

It increases education of the population in the ter-
ritory

It increases the possibility of employment of the
population in the territory

It increases the level of services in the territory

It increases welfare in territory

It contributes to the development of basic infra-
structure in the territory.

It raises the prestige of the territory

It contributes to the cultural development of the
territory

It improves the situation in the social sphere in
the territory — Table 14

It improves situation in technical and economic
spheres in territory - Table 14

It improves the situation in environment protection
and welfares in territory - Table 14

Table 14. Value scale for determining the rate of benefits that the technical facility
means for the territory; it is designed by analogy to the scales set out in the work
[23,95], ABT — the annual budget of the territory.

Domain Benefit rate Criterion

classification

Rate Technical facility benefits:
Social 0 less than 50 humans

1 50 - 500 humans

2 500 - 5000 humans

3 5 000 — 50 000 humans

4 50 000 — 500 000 humans

5 more than 500 000 humans
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Rate

Technical facility gives to territory
budget:

Technical
and eco-
nomic

less than 0.005 ABT

0.005-0.01 ABT

0.01-0.025 ABT

0.026-0.05 ABT

0.05-0.075 ABT

g (b~ W N |k O

higher than 0.075 ABT

Rate

Technical facility contributes to environ-
ment protection and welfare increase
per year by sum of money:

Environment

less than 50 EUR

50 — 500 EUR

500 — 5000 EUR

5 000 — 50 000 EUR

50 000 — 500 000 EUR

gl (b~ W |N |k O

more than 500 000 EUR

Table 15. Value scale for determining the rate of return of the technical facility for its

surroundings; N is quintuple of criteria in Table 13 (N=50).

Level of technical facility benefits for territory | Values in % N
Extremely high — 5 More than 95 %
Very high — 4 70 - 95 %

High — 3 45 -70 %
Medium — 2 25-45%
Low—-1 5-25%
Negligible — 0 Less than 5 %

At the technical facility risk management based on data in Table 10 we consider the
responsibility principle that is general in Europe [94]. It means that in the followed tech-
nical facility phase both, the developer and the public administration are responsible
for the technical facility safety.

Considering:

- the ALARP principle as in works [94,96-98],
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- the integrated approach as in works [99,100],

- and the assumption that all risk sources have the same occurrence probability, we
obtain the requirement for tolerable risk measured by the technical facility maximum
annual losses RZTD

k; HTD
RZTD < 0.1%% - (5)

where HTD is the technical facility utility value given in technical facility document (of-
ficial approved budget for designing, manufacturing and commissioning), ki are result
evaluations of risk sources in Table 10, n is the number of risk sources (in our case
90) and T is the technical facility lifetime in years. When this condition is not fulfilled,
so the proposed technical facility may not be accepted for realisation because the co-
existence will be violated. It means that either a new option or other risk reduction
measures should be requested, followed by a further assessment of the proposal. In
other case the evaluation process continues.

In order that the losses caused by the technical facility at its operation might be also
acceptable for the territory, it is calculated the benefit that the technical facility opera-
tion gives rise to territory. Using the data in Tables 11 — 13 and the principles for
expected return [101] and the same assumptions on data processing as in the previous
case, the expected annual technical facility return caused by the technical facility op-
eration PRZTD is

k; CPTD
PRZTD = 0.7 L} ~—— (6)

where CPTD is the total utility technical facility return during the lifetime T, k; are result
evaluations of return sources in Table 11 (assessed by experts with help of data in
Tables 12 and 13) and n is the number of benefit sources (in our case 10). The ex-
pected pure annual technical facility return RPTD is given by

RPTD = PRZTD — A — RPNTD (7)

where A is annuity and RPNTD is operating costs. Difference R of allowed maximum
annual technical facility losses RZTD, Eq. (5), and of expected pure annual technical
facility return RPTD, Eq. (7)

R = RZTD — RPTD (8)

is used as the quantitative property for decision-making. They are used the boundaries
of acceptability of risk that used the UN and the Swiss Re [24], namely:

- amount of annual premium for protected assets in territory (PRTD),
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- one-tenth of annual territory budget (ABT).

On the basis of results of scoring, they are determined the categories to which in a
given case, the risk associated with technical facility belongs:

Ris less than PRTD, risk is acceptable,
R is between PRTD and 0.1 ABT, risk is conditionally acceptable,
R is higher than 0.1 ABT, risk is unacceptable.

In the first case, the technical facility benefits will outweigh the technical facility disad-
vantages, it means the expected losses are acceptable and the coexistence of the
technical facility with its vicinity is ensured. It can be done permit for the technical fa-
cility realization.

In the second case, the effective technical facility safety management is required; it
means to include additional preventive measures in the technical facility design and to
ensure the mitigation, reaction and renovation measures for coping with risk realiza-
tion.

In the latter case, unacceptable risk, it should be thorough reflection on conclusion —
either to reject the proposed technical facility variant, or to ask for further measures
associated with an increase of technical facility safety (it is necessary to require appli-
cation of: higher knowledge; a better technical equipment; the higher costs for protec-
tive systems; ensuring the greater human resources readiness, etc.) and after this new
coexistence judgement.

The tool was tested in five real cases with success. The tests showed that itis pernick-
ety on expert knowledge and moral, however, it ensures the coexistence the technical
facility with its vicinity during the technical facility lifetime.
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6. TOOL - RISK MANAGEMENT PLAN FOR ENSURING THE
COEXISTENCE AT TECHNICAL FACILITY DESIGNING,
BUILDING AND COMMISSIONING

The risk management plan is based on the TQM management method [63], I.e. in given
entity, they are considered priority risks that could not be get over and which have the
potential to significantly damage the technical facility and its surrounding (e.g. beyond
design disaster occurrence, human error, intent attack etc.). The plan itself is pro-
cessed in the form of a table that considers risks from the following areas: technical
facility management; internal sources of risks in technical facility related to its design,
construction, outfit by equipment and commissioning; technical staff; external sources
of risks linked to natural disasters; external sources of risks related to the supervision
of public administration, competition, market, etc.; terrorist attacks; cyber sources of
network-related risks; war.

For each risk area, the table shall state: causes of risk; occurrence risk probability and
expected risk impact size on protected assets (based on the legislation requirements
basic public assets should also be considered); and measures to get over or at least
mitigate the risk impacts that are clearly identified and at each one responsible person
for its implementation is given. The risk management plan is also recommended by
ISO [93].

The facts in works [1,2,4,5,10-20,24,45,49] imply that each technical facility needs to
have a plan to increase the safety of the technical facility over time in order to ensure
that it fulfils the specified tasks in the required quality and time and it is competitive;
on-side plan; data for off-side plan in the event of an accident or failure of the technical
facility; a technical facility continuity plan to overcome critical conditions; crisis plan;
and a disaster recovery plan. A very effective plan for rapid problem management is
the priority risk management plan [93].

The risk management plan is based on identified sources of the causes of accidents
or failures of technical facilities, the results of which were losses of human lives, finan-
cial and other damage, and therefore, they need to be considered as priority. In the
interest of safety, they need to be monitored and timely response and recovery need
to be ensured. This plan helps to resolve conflicts because, in the event of an expected
conflict of interest, the objectives of addressing the problem caused by the realization
of the risk can be agreed in advance. It can be also determined in advance the re-
spective responsibilities and codified the procedures for responding to the problem. As
it was given above, the risk management plan contains four basic items, namely:

- domain of risk causes (technical, organizational, internal, external, cyber),
- description of the causes of the risk,

- probability of occurrence and evaluation of risk impacts,

- risk and liability mitigation measures.

In Europe, it is promoted the good governance [21]. The governance type in question
is based on the openness, accountability and efficiency of institutions and public par-
ticipation in decision-making and other processes. In practice, it means transparency,
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accountability, integrity, appropriate type of governance, efficient and affordable ser-
vices, a commitment to partnership and the continuous development of public admin-
istration institutions. The adopted territorial management strategies need to have a
clear link with the specific activities of the authorities. Good governance has five basic
features: openness; public involvement in decision-making; responsibility; efficiency;
and the coherence of strategies and real activities. In other words, states, regions or
cities, the political and institutional governance of which does not show the mentioned
five basic features cannot achieve the sustainable development.

Each entity management has certain hierarch. In every case it holds that the manager
(officer) on higher position has higher power and also higher responsibility on solving
the problems connected with the organizational and public matters.

Good governance means applying an optimal management system based on problem
diagnosis and problem-solving measures. The essence of good governance lies in the
combination of different levels of decision-making as opposed to the almost exclusive
role of the State. As a result, decision-making shifts to multi-level structures, i.e. to
regional structures. Another stage of good governance is the application of project and
process management, which is based on the strategic development plan [24].

In book [4] summarizing the principles for managing the risks of complex technical
facilities, it is shown that, in addressing tasks in the division of tasks and establishing
responsibilities, the account needs to be taken of the possibilities that exist at the man-
agement level in question. The possibilities are determined by both, the powers and
the availability and amount of available resources, forces and means that needed for
problem solution:

- well-structured problems can be successfully solved at the operational level of tech-
nical facility management.

- structured and poorly structured problems that are not associated with high risks
for the technical facility can be successfully solved at the middle level of technical
facility management,

- at the top level of technical facility management, both complex and unstructured
problems that have risks that can be controlled using the tools available only to the
top management of the technical facility can be successfully addressed,

- only the mutual cooperation of the public administration and the top management
of the technical facility can solve complex and unstructured large-scale problems
with high risks.

For transnational technical facilities, international cooperation is still necessary.

In complex world, the technical facility management represents the hierarchical inter-
connected system. According to [94], the responsibility principle paid in Europe means
that for risk management are responsible both, the technical facility management and
the public administration that gives permit and supervise the provision of public inter-
est.

Results of research given in [4] has shown that in terms of humans” safety and devel-
opment, risk management of complex technical facilities is important in two areas:

A. Domain connecting the public administration and management of complex tech-
nical facility.
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B. Domain of technical facility dealing with data, methods, material and technical mat-
ters, organizational, legal, financial and personnel matters directly in a complex
technical work.

The model risk management model plan is drawn up by analogy to the situation in the
developed countries [2]. When designing, manufacturing and commissioning the tech-
nical facility, responsibilities are considered for the following functions:

- mayor of the municipality,

- chairman of the Building Authority,

- responsible public administration officer for the territory safety,

- responsible public administration officer for the territory development,
- the responsible representative of the investor of the technical facility,
- responsible representative of the future operator,

- responsible representative of the relevant professional institution responsible for
the safety of technical facilities (Technical Inspection, Environmental Inspection,
Nuclear Inspection, State Office for Occupational Safety, etc.),

- responsible representative of civil protection (the Integrated Rescue System),
- Parliament chairman.

For creating this top-quality safety management tool, they are considered both, the
current knowledge and experience on risks associated with technical facilities and their
surroundings summarized in [2], and the new real knowledge, which were obtained
from study of compiled original database of technical facilities failures and accidents,
among the causes of which they were found defects in the area of design, building,
construction, testing and commissioning; totally 521 cases were identified.

The aim of risk management plan is to ensure the technical facility coexistence with
surroundings. Two actors are considered - public administration, which supervises ac-
tivities in the territory with aim to ensure the safety of territory and citizens, and maker
(contractor), who is responsible for the safety of the manufactured technical facility,
which also includes the protection of the surroundings and inhabitants. It is prepared
in the form of table as it is given in chapter 3:

1. Table 16 shows the risk management plan for designing.

2. Table 17 shows the risk management plan for construction, mounting, testing a
commissioning; complete tables are in [2].

There is no distinction between the risk management plan for technical facility of local
to regional importance, and for technical facility of national to transnational importance,
since building documents in both cases are issued by the locally competent municipal
authority, which has the authority of the building authority.

Table 16. Risk management plan for technical facility designing directed to coexistence
of operated technical facility with its surrounding.

Risk Risk description Occurrence | Measures for risk
domain probability | mitigation
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Impacts

uoReAsIUIWPE dl|gNd

As a result of the absence of a state | Probability: | Measures:
Ztra_tegy fotn trr\]e _ma}r}ag_?:nen; of thed great To develop new
esign ot technical faciiities focuse Impacts: strategy and modify
on safety, priority of current political o
. ) great building law
interests, the promotion of the re-
quirements of coercive groups or Execute:
the failure to cope with extreme po- Government chair-
litical situations (war, terrorist at- man
tacks), which in turn leads to a re- o
duction in the standard of living and Responsibility:
security of citizens, economic insta- Parliament chairman
bility, etc.
As a result of the weak state support | Probability: | Measures:
?lrr_llﬁ,\tc_i at quall';y d?SIgh o; t_echnlcal great To modify legisla-
actiities, construction 1S being ex- Impacts: tive, especially build-
tended and the costs of construction .
L S great ing law
are being increased, which in turn
leads to a reduction in living stand- Execute:
ards, economic instability, etc. Minister of interior +
minister of economy
Responsibility:
Government chair-
man
As a result of poor-quality technical | Probability: | Measures:
educa}tlon alme_d at qgallty deglgn of | great Modify education
technical facilities, which considers )
. Impacts: system
not only standards, but also possible great
risks, it goes on prolongation of Execute:
cpnstructlon, problems in commis- Minister of education
sioning or accidents accompanied .
by enormous expenditure from pub- Responsibility:
lic budget, disruption of citizens' se- Government chair-
curity and state stability, which in man
turn leads to a reduction in living
standards, economic instability, etc.
As a result of erroneous legislation Probability: | Measures:
Ee% |.na|c?ur<_5|1.tte rqulr?mgtr;]ts fqr a |great Modify laws on tech-
echnical tacility project with a view Impacts: nical facilities safety
to ensuring the coexistence of a great

technical facility with the surround-
ings (it is possible to use faulty or
unverified technologies; there is no
emphasis on the use of quality
equipment and their connection over
a lifetime; it is the absence of a re-
quirement for the inclusion of

Execute:
Minister for economy
Responsibility:

Government chair-
man
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inherent safety measures for haz-
ardous technologies; it is not pro-
cessing of operating regulations for
normal, abnormal and critical condi-
tions and ensuring response to acci-
dents and accidents) there is an ex-
tension of construction, commission-
ing problems or accidents accompa-
nied by enormous expenditure from
the public budget, disruption secu-
rity of citizens and the stability of the
state.

Due to the lack of competence of Probability: | Measures:

:Ee gub_llc auft?orlﬁy_ln Is;Jpgn{lsmn of | great Modify law on com-

the esign o tec nica faC' ! |tes, Impacts: petences and re-

NEre IS an extension ot construc- great sponsibilities

tion, problems in commissioning or

accidents accompanied by enor- Execute:

mous expenditure from the public Government chair-

budget, disruption of the security of man

citizens N
Responsibility:
Parliament chairman

When large technical facilities do Probability: | Measures:

not prowde a professional body with | medium Modify building law

sufficient competences to ensure a Impacts:

guality project and the construction great ' Execute:

of a technical facility, the construc- Minister of economy

tion is prolonged, problems in com- .

missioning or accidents accompa- Responsibility:

nied by enormous public budget ex- Government chair-

penditure, disruption of citizens' se- man

curity and national stability.

When there is a lack of a data base | Probability: | Measures:

;)n [_)trope;[]les an.d L;her;)or.lllena in the | great Modify strategy of

errll ic<)ry, | edprOJecd Ids ul otn gen- Impacts: research — include

eral knowledge and does not re- great duty to ensure data

spect local conditions, which sooner
or later will disrupt the construction
or operation of the technical facility
and lead to accidents accompanied
by enormous expenditure from pub-
lic budget, disruption of citizens' se-
curity and state stability.

and their processing
for public needs

Execute:

Government chair-
man

Responsibility:
Parliament chairman
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As a result of the finding that the Probability: | Measures:
technical _facility project is based on | medium Ask investor for
poor quality of the terms of refer- Impacts: terms of references
ences, docum_entatlon and technol_o- great correction according
gies used, which sooner or later will to building |
: : : g law
disrupt the construction or operation
of the technical work and lead to ac- Execute:
cidents accompanied by enormous Building office chair-
expenditure from public budget, dis- man
ruption of citizens' security and state .
stability. Responsibility:
Mayor or at specific
technical facilities
minister of economy
As a result of not finding that the Probability: | Measures:
te_chnical facility project ha_s not con- medium Ask investor for pro-
s_lde’red_whether_t_he technical facili- Impacts: ject correction ac-
ties cl_a_lms to critical infrastructure great cording to building
capacities and personnel corre- law
spond to the conditions in the site, it
will be sooner or later disrupted the Execute:
construction or operation of the Building office chair-
technical facility with enormous ex- man
penditure from the public budget, o
the disruption of the security of citi- Responsibility:
zens and the stability of the state. Mayor or at specific
technical facilities
minister of economy
Failure to find that the technical fa- Probability: | Measures:
c!lity proje_ct has neglected.to con- medium Ask investor for pro-
§|der the impact of a techmcal facil- Impacts: ject correction ac-
ity on thg safety of the tgrrltqry (not great cording to building
considering or underestimating the law
impacts of accidents and failures)
will occur sooner or later in the con- Execute:
struction or operation of the tech- Building office chair-
nical facility and lead to accidents man
accompanied by disruption of citi- o
zens' security, expenses on re- Responsibility:
sponse and recovery expenses, in- Mayor or at specific
cluding expenses from the public technical facilities
budget. minister of economy
As a result of not finding that the Probability: | Measures:
technical facility project is not of great .
good quality in terms of financing Impacts: As.k investor f.or pro-
(underfinancing) and the construc- ' Ject correction ac-
great cording to building

tion schedule, construction will be

law
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extended and the costs originally
determined will increase.

Execute:

Building office chair-
man
Responsibility:

Mayor or at specific
technical facilities
minister of economy

Aj1oe) [eodluyoal Jo J101SaAul

Due to the lack of investor compe- Probability: | Measures:
tence in _t_hfa fie_ld of design of tech_— medium Modify building law
nical facilities, it comes: construction Impacts:
is being extended; commissioning great Execute:
problems, enormous expenditure Minister of economy
and later other problems in opera- o
tion, financing, safety, etc. Responsibility:
Government chair-
man
As a result of errors in the selection | Probability: | Measures:
o_f an authorised designer (@nsuffi- medium Change of author-
cient knoyvle_dge and experience Impacts: ized designer
from all disciplines that must be con- great
sidered in the project), the project is Execute:
of poor quality, which sooner or later Competent investor
will disrupt the construction or oper- worker
ation of the technical facility and o
lead to accidents accompanied by Responsibility:
enormous expenditure, disruption of Investor director
the security of citizens and problems
with public administration.
As a result of the lack of quality of Probability: | Measures:
technical facility terms of references | medium Modify terms of ref-
and requirements for the protection Impacts:
. . pacts: erences
of the surrounding territory, the pro- great
ject does not consider the local Execute:
specificities and local risks, which Competent investor
sooner or later will disrupt the con- worker
struction or operation of the tech- o
nical facility and lead to accidents Responsibility:
accompanied by enormous expendi- Investor director
ture, disruption of the security of citi-
zens and problems with public ad-
ministration.
As a result of wrong supervision on | Probability: | Measures:
the design of the technical facilit)./ _(it medium Change of investor
did not find that there were used: in- Impacts: check and inspec-
approprlatg methods, incorrect data great tion system
on the territory, incomplete data on
Execute:
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technology, incomplete set of stand-
ards, principles and procedures en-
suring safety; experts from tech-
nical, IT, legal, OSH did not cooper-
ate with each other; etc.), which
sooner or later disrupts the con-
struction or operation of a technical
facility and will lead to accidents ac-
companied by enormous expendi-
ture, disruption of citizens' security
and problems with public admin-
istration.

Competent investor
worker

Responsibility:
Investor director

Due to not ensuring an expert as- Probability: | Measures:
tsessmefnt c]:f the technlgaI_I?c(;lléy medium Execute correction
tﬁm;ls orre ere_rlllces submitted by Impacts: on the basis of ex-
I fr ef'%?‘erf th giﬁur sonor::ar ?.r N great pert judgement of
ater 1o gisruption the constructio terms of references
or operation of the technical facility
that lead to accidents accompanied Execute:
by enormous expenditure, disruption Competent investor
of security of citizens a_nd th_e prob- worker
lems with public administration. o
Responsibility:
Investor director
Due to non-detection that the tech- | Probability: | Measures:
nlc?l ;amhty grolec? hats g\{ﬁres;u-. medium Execute correction
rr}a et ohr un Iefreslzllltma N 't'e (lzglfms Impacts: and negotiate with
ofa technical facility on critical infra- great public administration
structure capacities and the staff at
the site will occur sooner or later to Execute:
c!isruption the cqnstruct.ipn or opera- Competent investor
tion of' the technical fac!llty that lead worker
to accidents accompanied by enor- N
mous expenditure, disruption of se- Responsibility:
curity of citizens and the problems Investor director
with public administration.
Due to non-detection that the tech- | Probability: | Measures:
nical farl]c;hty project is nlot clear medium Order to authorized
E.T.?ugf tk? etnSLrJ]rg S'mp (—?-I.Tane:jgea- Impacts: designer to ensure
ity of the technical facliity and a great corrections on its

well-organised safety management
system will lead sooner or later to
disruption the construction or opera-
tion of the technical facility that lead
to accidents accompanied by enor-
mous expenditure, disruption of se-
curity of citizens and the problems
with public administration.

costs and in fix time
interval

Execute:

Competent investor
worker

Responsibility:
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Investor director

Due to non-detection that at selec- Probability: | Measures:
tlr?ntof ];Ilttl'nglsfan'lqtth?r: interfaces |rt| medium Order to authorized
considered requirements on: dura. | 'TP2CS | - designer (o ensure
bilitv- fitti quj - du great corrections on its
Mty, TitiNgs and process managea- costs and in fix time
bility; service life; human resources; .
: e . interval
costs; technical utilities; and service
will lead sooner or later to disrup- Execute:
tion the construction or operation of Competent investor
the technical faC|I|t_y that lead to ac- worker
cidents accompanied by enormous N
expenditure, disruption of security of Responsibility:
citizens and the problems with pub- Investor director
lic administration.
Due to non-existence of proof on the | Probability: | Measures:
te_(lzlf}nlcgl facility pr(I)J?ct fteazl_blllty medium Order to authorized
\t,iv(l)n tehae ci)onor:re rc?iror?l c?rro oer:iirgr? -of Impacts: designer to ensure
the techni slfu ity that FI) dt great corrections on its
1€ technical facility that -lead to ac- costs and in fix time
cidents accompanied by enormous interval
expenditure, disruption of security of
citizens and the problems with pub- Execute:
lic administration. Competent investor
worker
Responsibility:
Investor director
Due to non-ensuring the complete Probability: | Measures:
Eeghnlcal facility techn;ca:}lI docprpen- great Order to authorized
6]1 |o”nt,he.%‘.tt_an aCClér?he esgrlp |c;n Impacts: designer to ensure
oralfthe fitings and the modes o great corrections on its

their operation will lead sooner or
later to disruption the construction
or operation of the technical facility
that lead to accidents accompanied
by enormous expenditure, disruption
of security of citizens and the prob-
lems with public administration.

costs and in fix time
interval

Execute:

Competent investor
worker

Responsibility:
Investor director
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or later to disruption the construc-
tion or operation of the technical fa-
cility that lead to accidents accom-
panied by enormous expenditure,
disruption of security of citizens and
the problems with public administra-
tion.

Execute:

Due to non-consideration of cross- Probability: | Measures:
sectional risks (connected with inter- | great Order to authorized
fe;lqes of flttrt]mgs,fl'tl' and lma”'mf’?‘l] Impacts: designer to ensure
chine) in the safety ana yses wi great corrections on its
lead sooner or later to disruption costs and in fix time
the construction or operation of the interval
technical facility that lead to acci-
dents accompanied by enormous Execute:
expenditure, disruption of security of Competent investor
citizens and the problems with pub- worker
lic administration. o
Responsibility:
Investor director
Due to non-monitoring changes in Probability: | Measures:
legislative, norms, standards, taxes | medium Order to authorized
et;}:_., r']t lvwlldotccurr fllnﬁnc;a_ %ro?limﬁd Impacts: designer to ensure
which fead to prolongation ot ‘butid- great corrections on its
ing, loss of public administration costs and in fix time
support and may be to non-finishing interval
the building.
Execute:
Competent investor
worker
Responsibility:
Investor director
a Due to incorrectly assigned require- | Probability: | Measures:
c ments on the technical facility, the medium -
® project poorly resolves the local ASK 10 mvestqr o
S i hich will lead Impacts: ensure corrections
& specificities, which will lead sooner great
2
o

Competent future
operator worker

Responsibility:

future operator di-
rector
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Due to wrong co-operation of inves- | Probability: | Measures:
tor, pUbt“hC atdmkllnl_strﬁuonl_?nd d_e- t medium Ask to investor to
signer, ¢ € elc nica %ﬁ' 'ty pzc?Je;C Impacts: ensure corrections;
May ot resolve possible contlicts great pertinently ask the
of the technical facility with the sur- o : ,
: : . building office chair-
roundings, which will lead sooner or -
later to disruption the construction man of director of
1STUup NSIrUcta technical inspections
or operation of the technical facility
. ) for help
that lead to accidents accompanied
by enormous expenditure, disruption Execute:
of secu_rity of c_itizens_ a_nd th_e prob- Competent future
lems with public administration. operator worker
Responsibility:
future operator di-
rector
Due to wrong estimation in domain | Probability: | Measures:
;)h rr}el_atul)? sm_JI_;:pller-_sutb_sctrJlber,dthe medium Ask to investor to
echnical facility project 1S based on Impacts: ensure corrections
unrealistic data, which will lead great
sooner or later to disruption the Execute:
construction or operation of the Competent future
technical facility 'Fhat lead to acci- operator worker
dents accompanied by enormous L
expenditure, disruption of security of Responsibility:
citizens and the problems with pub- future operator di-
lic administration. rector
Due to wrong estimation of de- Probability: | Measures:
mands otf the tect:hnlctal faC|I|t3|/ on medium Ask to investor to
energy, ranspc;r ,l_wa.g:r t.suppt%/, Impacts: ensure corrections
sewerage, waste fiquiaation, the great and to negotiate with

technical facility project is based on
unrealistic data, which will lead
sooner or later to disruption the
construction or operation of the
technical facility that lead to acci-
dents accompanied by enormous
expenditure, disruption of security of
citizens and the problems with pub-
lic administration.

public administration
with aim to solve
problem

Execute:

Competent future
operator worker

Responsibility:

future operator di-
rector
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Due to wrong estimation on person-

Probability:

Measures:

the construction or operation of the
technical facility that lead to acci-
dents accompanied by enormous
expenditure, disruption of security of
citizens and the problems with pub-
lic administration.

nel needs, the technical facility pro- | medium Ask to investor to
ject is based on unrealistic data, Impacts: ensure corrections
w_hlch Wlll lead sooner or later to great and to negotiate with
disruption the construction or opera- public administration
tion of the technical facility that lead with aim to solve
to accidents accompanied by enor- problem
mous expenditure, disruption of se-
curity of citizens and the problems Execute:
with public administration. Competent future
operator worker
Responsibility:
future operator di-
rector
£ | Due to designer insufficient Probability: | Measures:
S ) :
§ Iknowlg_dge, |_t wﬂlfozcur sooner or medium Refuse commission
5 | 'ater disruption of the construction |, e or to take on experts
Q | or operation of the technical facility great
§ that lead to accidents accompanied Execute:
@ | by enormous expenditure, disruption Competent designer
@ | of security of citizens and the prob- worker
o lems with public administration. o
" Responsibility:
D
S Designer director
>
S Due to low-class or non-cooperating | Probability: | Measures:
o |team of the technlcgl facility project | medium Ensure correction,
© | processors, the project has bad Impacts: i.e. to create rules
< | quality, which will lead sooner or great for working team co-
later to disruption the construction operation
or operation of the technical facility
that lead to accidents accompanied Execute:
by enormous expenditure, disruption Competent designer
of security of citizens and the prob- worker
lems with public administration. o
Responsibility:
Designer director
Due to ignorance or non-ensuring Probability: | Measures:
the quality data, the technical facil- | medium Ensure correction
ity project has bad quahty, Wh'.Ch will Impacts: i.e. to ensure correc"t
lead sooner or later to disruption great data or ask investor

for their delivery
Execute:

Competent designer
worker

Responsibility:
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Designer director

Due to ignorance or non-ensuring Probability: | Measures:
the_queftllty nlzethtcr)]ds rl?amtlﬁ/ frtomhdo- medium Ensure correction,
”?a"l‘fo \_/:/_?r wit ?‘?’] S b g ec I'-t Impacts: i.e. either use cor-
n'ﬁ.ahac.'"' Iy perOJec N arls i ?t qruf“ Y, great rect methods or en-
which will 1ead sooner or fater 1o sure appropriate ex-
disruption the construction or opera- pert, who does it
tion of the technical facility that lead ’
to accidents accompanied by enor- Execute:
mous expenditure, disruption of se- Competent designer
curity of citizens and the problems worker
with public administration. o
Responsibility:
Designer director
Due to ignorance or non-ensuring Probability: | Measures:
trtle r()jostjllJlatetglJI Iegéslatlve, norgjs,_ medium Ensure correction,
s_aln arfs and modus-operan 't.p”n' Impacts: i.e. either by own re-
ciples of good engineering practice, great sources or by spe-
the technical facility project has bad - .
. ! . cial commission
quality, which will lead sooner or
later to disruption the construction Execute:
or operation of t_he technical facilif[y Competent designer
that lead to accidents accompanied worker
by enormous expenditure, disruption N
of security of citizens and the prob- Responsibility:
lems with public administration. Designer director
Due to short time interval or limited | Probability: | Measures:
finances on project processing, medium Ask investor for cor-
non-detection that the technical fa- : :
. i . . Impacts: rection
cility project has bad quality, which great
will lead sooner or later to disrup- Execute:
tion the cpnstruc_ti_on or operation of Competent designer
the technical facility that lead to ac- worker
cidents accompanied by enormous N
expenditure, disruption of security of Responsibility:
citizens and the problems with pub- Designer director
lic administration.
Due to unclear and uncomplete Probability: | Measures:
schdedule of Wodr_kshon Elroie;: |ntforhm medium Create clear sched-
mo lufs-qlc_)teran ! Ctic IkS)’d € eﬁ " | Impacts: ule of works, their
nical facility project has bad quality, great quality, aims and

which will lead sooner or later to
disruption the construction or opera-
tion of the technical facility that lead
to accidents accompanied by

deadlines
Execute:
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enormous expenditure, disruption of
security of citizens and the problems
with public administration.

Competent designer
worker

Responsibility:
Designer director

Due to insufficient knowledge or fi- Probability: | Measures:
nances, s_p_ecmc survey of site-spe- medium Ask investor for cor-
cific conditions was ignored, which : -
) . Impacts: rection
will lead sooner or later to disrup- great
tion the construction or operation of Execute:
the technical facility that lead to ac- Competent designer
cidents accompanied by enormous worker
expenditure, disruption of security of o
citizens and the problems with pub- Responsibility:
lic administration. Designer director
Due to insufficient legislative, the Probability: | Measures:
techtn!cal facility pr]?Ject dtoe?_ notth medium Ask investor for cor-
Cogl?"” me?sulfe&?t or p(;o ec(;'.‘tg € Impacts: rection, pertinently
public assets, imrs and conditions great ask public admin-
for critical fittings operation, reserve istration for support
resources for pulling off the emer-
gency and critical situations, which Execute:
will lead sooner or later to disrup- Competent designer
tion the construction or operation of worker
the technical facility that lead to ac- o
cidents accompanied by enormous Responsibility:
expenditure, disruption of security of Designer director
citizens and the problems with pub-
lic administration.
Due to insufficient knowledge of the | Probability: | Measures:
technical facility project processor medium To top up team by
ang Wr(t))?g Sgpgr\./'?'o? of |rt1vestor Impacts: specialists and in co-
and public administration, it was great operation with inves-
used the bad technology, which will tor to do correction
lead sooner or later to disruption
the construction or operation of the Execute:
technical facility that lead to acci- Competent designer
dents accompanied by enormous worker
expenditure, disruption of security of L
citizens and the problems with pub- Responsibility:
lic administration. Designer director
Due to incomplete documentation Probability: | Measures:
on allowable operation modes, it will | medium To top up team by
;)hccur so;)ne[_ or later to (:.'SrUp]f'fhn Impacts: specialists and in co-
e construction or operation of the great operation with inves-

technical facility that lead to acci-
dents accompanied by enormous
expenditure, disruption of security of

tor to do correction
Execute:
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citizens and the problems with pub-
lic administration.

Competent designer
worker

Responsibility:
Designer director

Ignorance of technical facilities be- Probability: | Measures:
ing in surrounding the designed great
technical facility which can be Impacts: S gg;ﬁggg;gﬁrsg
sources of domino-effects, will lead reat P , ith i ]
sooner or later to disruption the g operation with inves
construction or operation of the tor to do correction
technical facility that lead to acci- Execute:
dents accompanied by enormous Competent designer
expenditure, disruption of security of worker
citizens and the problems with pub-
lic administration. Responsibility:
Designer director
Ignorance of occurrence of situa- Probability: | Measures:
tions which can require higher costs | great To top up team by
(e.g. increase of taxes, change of Impacts: specialists and in co-
public administration support, occur- great operation with inves-
rence of natural or other disaster) tor to do correction
will lead sooner or later to disrup-
tion the construction or operation of Execute:
the technical facility that lead to ac- Competent designer
cidents accompanied by enormous worker
expenditure, disruption of security of o
citizens and the problems with pub- Responsibility:
lic administration. Designer director
f I Probability: | Measures:
Wrong separation of invest complex reat . .
into stages will lead sooner or later ? s In. co-operatlcc)ln with
to disruption the construction or op- mpacts: Investor to do cor-
eration of the technical facility that great rection
lead to accidents accompanied by Execute:
enormous expenditure, disruption of Competent designer
security of citizens and the problems worker
with public administration.
Responsibility:
Designer director
Due to unclearly defined the tech- Probability: | Measures:
nical facility safety objectives and great In co-operation with
tools for ensuring the safety, the Impacts: investor to do cor-
project does not obtain instruction medium. rection

for correct risk management, which
will lead sooner or later to disrup-
tion the construction or operation of

Execute:
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the technical facility that lead to ac-
cidents accompanied by enormous
expenditure, disruption of security of
citizens and the problems with pub-
lic administration.

Competent designer
worker

Responsibility:
Designer director

ufacturing and even technical facility
operation, will lead to extension of
manufacturing deadline and with
this connected additional costs and
cause disruption of security of citi-
zens, harms on environment and
damages on employee health’s or
humans in technical facility sur-
rounding, and also problems with
public administration.

QZ, Due to natural disaster or fire occur- | Probability: | Measures:

5 rence, the wo_rks on project W!|| be low In co-operation with

= disrupted, which will lead to disrup- Impacts: investor to do cor-

2. tion deadline or to reduction of pro- - -

0 : X . P medium rection

o ject quality, which will disrupt further

@ stages of technical facility manufac- Execute:

o manufacturing deadline and with worker

> this connected additional costs and L

2 additional works (e.g. maintenance Responsibility:

g and physical protection of occupied Designer director
territory).

& & &' | Due to occurrence, the works on Probability: | Measures:

cC o5 = . . . . .

8 = % Iorogjetct \év_lll bet_dlsrgptedoll_, whlcrt1 will low In co-operation with
s 2 o |'cadlodisruplion ceadiin€ ortore- ., o investor to do cor-
» £ = | duction of project quality, which will i i

ST | turther st t technical fa- | 9762 rection

o © isrupt further stages of technical fa

o g cility manufacturing and will lead to Execute:

=2 extension qf manufacturing Q¢adllne Competent designer

g>_, © | and with this connected additional worker

= & | costs and additional works (e.g. N

= % | maintenance and physical protec- Responsibility:

' tion of occupied territory). Designer director

§ Due to occurrence, the errors in pro- | Probability: | Measures:

% Jecttwlllé)cc(ljjlr_, WhIC? Wllldleatq to deS- low To build the safety
ruption deadliine or to reduction o Impacts: culture and to moti-
project quality, which will disrupt fur- medium to vate workers for
ther stages of technical facility man- great work targeted to ful-

filment of tasks
Execute:

Competent designer
worker

Responsibility:
Designer director
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nical facility manufacturing and even
technical facility operation, will lead
to extension of manufacturing dead-
line and with this connected addi-
tional costs and cause social prob-
lem (unemployment, disruption of
security of citizens), harms on envi-
ronment and problems of public ad-
ministration (costs on social allow-
ances, fight against criminality etc.).

p Due to occurrence, the errors in pro- | Probability: | Measures:
5 ject will occur, which will lead to dis- | low In co-operation with
@ ruption deadiine or to reduction of |y investor to do cor-
2 project quality, which will disrupt fur- | 0 4 oy 4 rection; i.e. to en-
E!,T ther stages of technical fac_:lllty man- great sure response and
x ufacturing and even technical facility renovation and to
operation, will lead to extension of improve the physical
manufacturing deadline and with protection and guard
this connected additional costs and of workplace
cause disruption of security of citi-
zens, harms on environment and Execute:
damages on employee health’s or Competent designer
humans in technical facility sur- worker
rounding, and also problems with o
public administration. Responsibility:
Designer director
%"- Due to occurrence, the lacks of fi- Probability: | Measures:
) ' ' i . .
e e oot | 2| Incooperaton it
2 reduction o’f project quality, which Impe_lcts: nvestor _and pUb“C
%) will disrupt further stages of tech- medium to administrative to
7 great carry out protective

measures and en-
sure the acceptable
solution of tasks

Execute:

Competent designer
worker

Responsibility:
Designer director
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Tep

Due to occurrence, the lacks of fi-
nances, personnel, change in state
priorities (e.g. finance and other
support of investors) which will lead
to project works stop, disruption
deadline or to reduction of project
quality, which will disrupt further
stages of technical facility manufac-
turing and even technical facility op-
eration, will lead to extension of
manufacturing deadline and with
this connected additional costs and
cause social problem (unemploy-
ment, disruption of security of citi-
zens), harms on environment and
problems of public administration
(costs on social allowances, fight
against criminality etc.).

Probability:
low

Impacts:
great

Measures:

In co-operation with
investor and public
administrative to
carry out protective
measures and en-
sure the acceptable
solution of tasks

Execute:

Competent designer
worker

Responsibility:
Designer director

Table 17. Risk management plan for technical facility construction, mounting and com-
missioning directed to coexistence of operated technical facility with its surrounding.

Risk Risk description Occurrence prob- | Measures for risk
domain ability mitigation
Impacts
& | Due to absence of a state Probability: great Measures:
U -
o strategy on t{lefdt?]maln OI Impacts: great To develop new
2 management ot the construc- strategy and modify
tion and commissioning of o
3 . o building law
5 | technical facilities focused on
2 | safety, itis possible prefer- Execute:
2 | ence of current political inter- Government chair-
S ests, enforcement of the re- man

guirements of coercive
groups or failure to cope with
extreme political situations
(war, terrorist attacks), which
in turn leads to a reduction in
living standards, economic in-
stability, etc.

Responsibility:
Parliament chairman

Due to weak support of a
state strategy targeted to
guality manufacturing and
commissioning the technical
facilities, it goes to

Probability: great
Impacts: great

Measures:

Modify competence
law and building law

Execute:
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prolongation of construction
and to enormous costs on the
manufacturing, which in turn
leads to a reduction in living
standards, economic instabil-
ity, etc.

Government chair-
man

Responsibility:
Parliament chairman

Due to absence of quality
technical education targeted
to quality construction and
commissioning, which would
consider not only norms but
also possible risks; it comes
up to prolongation of con-
struction, problems at com-
missioning or to accidents ac-
companied by enormous ex-
penses from public budget,
disruption of security of citi-
zens, economic instability,
etc.

Probability: great
Impacts: great

Measures:

Modify laws on edu-
cation

Execute:

Minister for educa-
tion

Responsibility:

Government chair-
man

Due to wrong legislative in
the domain of management
of the construction and com-
missioning the technical facili-
ties (it is possible to use
wrong or non-verified technol-
ogies at construction or com-
missioning) it goes to prolon-
gation of construction and to
enormous costs on the manu-
facturing, which in turn leads
to a reduction in living stand-
ards, economic instability,
etc.

Probability: great
Impacts: great

Measures:

Modify laws on tech-
nical facilities and
law on education

Execute:

Minister for educa-
tion

Minister for economy
Responsibility:

Government chair-
man

Due to insufficient authority of
public administration at su-
pervision under the technical
facilities, it comes to prolon-
gation of construction and to
problems at commissioning
or operation or to accidents
accompanied by enormous
expenses from public budged
and to disruption of security
of citizens.

Probability: great
Impacts: great

Measures:

Modify laws on com-
petence, laws on
state administration

Execute:

Minister for interior
Responsibility:
Parliament chairman

When large technical works
do not provide a professional
body with sufficient

Probability: me-
dium

Impacts: great

Measures:
Modify building law
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competences to ensure qual-
ity construction and the com-
missioning the technical facil-
ity, it will origin prolongation
of construction, problems in
commissioning or accidents
accompanied by enormous
expenditure from the public
budget, disruption of the se-
curity of citizens and the sta-
bility of the territory.

Execute:
Minister for economy
Responsibility:

Government chair-
man

Non-detection of reality that
the construction and commis-
sioning of the technical facility
Is not good quality in terms of
financing (underfinancing)
and the construction sched-
ule will increase construction
time and increase the costs
originally set.

Probability: great
Impacts: great

Measures:

Ask investor for cor-
rection according to
building law

Execute:

Building office chair-
man
Responsibility:

Mayor or at specific
technical facilities
minister of economy

lo1saAul Anjioey [ealuyos |

Due to insufficient investor
competence in the field of
construction and commission-
ing of technical facilities, it
goes to prolongation of con-
struction, commissioning
problems, enormous expendi-
ture and later to other prob-
lems in operation, financing,
safety, etc.

Probability: me-
dium

Impacts: great

Measures:

Correct building law
Execute:

Minister of economy
Responsibility:

Government chair-
man

As a result of errors in the se-
lection of an authorised
builder (insufficient
knowledge and experience
from all disciplines, which
must be considered in the
manufacturing and commis-
sioning), the technical facility
is of poor quality, which
sooner or later will disrupt the
operation of the technical fa-
cilities and lead to accidents
accompanied by enormous
expenditure, disruption of the

Probability: me-
dium

Impacts: great

Measures:

Change of manufac-
turer or building site
manager

Execute:

Competent investor
worker

Responsibility:
Investor director
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security of citizens and prob-
lems with public administra-
tion.

Due to neglection of the re-
quirements for the protection
of the surrounding territory
during construction and com-
missioning, it will result in a
disruption of the security of
citizens and problems with
public administration.

Probability: great
Impacts: great

Measures:

Ensuring correction
according to building
law

Execute:

Competent investor
worker

Responsibility:
Investor director

Due to wrong supervision un-
der the construction and com-
missioning of the technical fa-
cility (it did not detect that: in-
appropriate methods were
used in the construction, con-
struction, testing of equip-
ment, trial operation and
commissioning), it leads
sooner or later to problems at
technical facility operation or
to accidents accompanied by
enormous expenditure, dis-
ruption of the security of citi-
zens and problems with pub-
lic administration.

Probability: me-
dium

Impacts: great

Measures:

Ask manufacturer
and building site
manager for correc-
tion

Execute:

Competent investor
worker

Responsibility:
Investor director

Due to neglection of expert
assessment of the schedule
of works and works carrying
out at manufacturing and
commissioning the technical
facility, they will occur sooner
or later in accidents accom-
panied by enormous expendi-
ture, disruption of citizens' se-
curity and problems with pub-
lic administration.

Probability: me-
dium

Impacts: great

Measures:

Ensure correction,
i.e. to ensure expert
judgements of docu-
ments and force
manufacturer and
building site man-
ager to carry out ap-
propriate changes

Execute:

Competent investor
worker

Responsibility:
Investor director

Due to non-detection that the
manufacturing and

Probability: me-
dium

Measures:
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commissioning the technical
facility does not comply with
the project, the requirements
for equipment quality, OSH
and environmental protection,
it will lead sooner or later to
disruption of the operation of
the technical facility or to ac-
cidents accompanied by acci-
dents accompanied by enor-
mous expenditure, disruption
of the security of citizens and
problems with public admin-
istration

Impacts: great

Ensure correction
and at negotiation
with public admin-
istration to find suit-
able solution

Execute:

Competent investor
worker

Responsibility:
Investor director

Non-execution of high-quality
non-destructive tests of criti-
cal technical equipment, high-
quality tests of operational
processes and quality trial
operation will lead sooner or
later to disruption of the op-
eration of the technical facility
or to accidents accompanied
by enormous expenditure,
disruption of citizens' security
and problems with public ad-
ministration.

Probability: me-
dium

Impacts: great

Measures:

Ensure correction
and at negotiation
with public admin-
istration to find suit-
able solution

Execute:

Competent investor
worker

Responsibility:
Investor director

Non-execution of complete fi-
nal technical documentation
after trial operation (contain-
ing an accurate description of
all equipment, their functions,
limits and conditions, opera-
tion modes and procedures
for overcome the emergency
and critical situations, includ-
ing the necessary technical
provision, and necessary per-
sonnel requirements) will lead
sooner or later to disruption
of the operation of the tech-
nical facility or to accidents
accompanied by enormous
expenditure, disruption of citi-
zens' security and problems
with public administration.

Probability: great
Impacts: great

Measures:

Ensure so that man-
ufacturer performs
corrections on its ex-
penses and in deter-
mined time interval

Execute:

Competent investor
worker

Responsibility:
Investor director
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As a result of non-considering
the cross-cutting risks (asso-
ciated with equipment, IT and
man-machine connections) in
the manufacturing, tests and
commissioning, the operation
of the technical facility will be
disrupted sooner or later or
they origin accidents accom-
panied by enormous expendi-
ture, disruption citizens' secu-
rity and problems with public
administration.

Probability: great
Impacts: great

Measures:

Ensure so that man-
ufacturer and build-
ing site manager
perform corrections
on its expenses and
in determined time
interval

Execute:

Competent investor
worker

Responsibility:
Investor director

As a result of not monitoring
the changes in legislation,
norms, taxes, etc. at manu-
facturing and commissioning
the technical facility, financial
problems will occur, which
will lead to an extension of
construction, loss of public
administration support and, to
not complete a project or con-
struction.

Probability: me-
dium

Impacts: great

Measures:

Ensure so that man-
ufacturer performs
corrections on its ex-
penses and in deter-
mined time interval

Execute:

Competent investor
worker

Responsibility:
Investor director

loyesado aininH

Due to poor cooperation of
the investor, public admin-
istration and construction
manager, the conflicts can
occur at manufacturing and
commissioning the technical
facility, namely internal or be-
tween technical work facility
and surrounding area, which
sooner or later will lead to a
disruption of the operation of
the technical facility and acci-
dents accompanied by enor-
mous expenditure, disruption
of citizens' security and prob-
lems with public administra-
tion.

Probability: me-
dium

Impacts: great

Measures:

Ensure so that in-
vestor will perform
corrections, perti-
nently ask for help
Building office direc-
tor or Technical In-
spection director

Execute:

Competent future
operator worker

Responsibility:

Future operator di-
rector
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Due to the poor estimation of
the demands of the technical
facility for energy, transport,
water supply, sewerage,
waste disposal, delays occur
sooner or later at manufactur-
ing and commissioning, fail-
ures of the future operation of
the technical facility, resulting
in enormous expenditure, dis-
ruption of citizens' security
and problems with public ad-
ministration.

Probability: me-
dium

Impacts: great

Measures:

Ensure so that in-
vestor will perform
corrections, and ne-
gotiate with public
administration on
problem solving

Execute:

Competent future
operator worker

Responsibility:

Future operator di-
rector

labeuew ajs Buip|ing panoidde pazuoyine — Jjaimoaejnuep

Due to the lack of knowledge
of the contractor/building site
manager, it will occur sooner
or later to the disruption of
manufacturing and commis-
sioning the technical facility,
which lead to enormous ex-
penditure, disruption of the
security of citizens and prob-
lems with public administra-
tion.

Probability: me-
dium

Impacts: great

Measures:

Refuse commission,
change building site
manager, or to take

on experts

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

Due to wrong and non-collab-
orating teams ensuring the
manufacturing and commis-
sioning the technical facility, it
will occur sooner or later to
the disruption of manufactur-
ing and commissioning the
technical facility, which lead
to enormous expenditure, dis-
ruption of the security of citi-
zens and problems with pub-
lic administration.

Probability: me-
dium

Impacts: great

Measures:

Ensure correction,

i.e. to create rules

foe team co-opera-
tion

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

As a result of ignorance or
carelessness, the construc-
tion and commissioning are
carried out poorly, which
sooner or later will lead to
disruption of the operation of

Probability: me-
dium

Impacts: great

Measures:
Ensure correction
Execute:

Competent manu-
facturer worker
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the technical facility, and the
associated enormous ex-
penditure, the disruption of
the security of citizens and
problems with public admin-
istration.

Responsibility:

Manufacturer direc-
tor

Due to ignorance the required
legislation, OSH require-
ments, standards and modus
operandi principles of good
engineering practice and all
possible measures against
risks at manufacturing and
commissioning, it will come
up to workers' injuries, enor-
mous expenses and prob-
lems with public administra-
tion.

Probability: me-
dium

Impacts: great

Measures:

Ensure correction, to
create safety culture

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

Due to short time interval or
lack of finances on manufac-
turing the technical facility, it
will occur sooner or later to
disruption of manufacturing or
late operation of technical fa-
cility, which will lead to enor-
mous expenses, disruption of
security of citizens and prob-
lems with public administra-
tion.

Probability: me-
dium

Impacts: great

Measures:

Ensure correction
dealing with tech-
nical facility safety
with negotiation with
investor

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

Due to unclear and incom-
plete work schedule at manu-
facturing and commissioning,
it will occur sooner or later to
disruption of manufacturing or
late operation of technical fa-
cility, which will lead to enor-
mous expenses, disruption of
security of citizens and prob-
lems with public administra-
tion.

Probability: me-
dium

Impacts: great

Measures:

Determine clear
work schedule, clear
quality targets,
works deadlines

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

Due to insufficient knowledge
of building site manager and
wrong supervision of investor,

Probability: me-
dium

Impacts: great

Measures:

To fill experts into
team in co-operation
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future operator and public ad-
ministration at manufacturing
and commissioning the tech-
nical facility, it will occur
sooner or later the disruption
of manufacturing or late oper-
ation of technical facility,
which will lead to enormous
expenses, disruption of secu-
rity of citizens and problems
with public administration.

with investor and
perform correction

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

Default in registration of real
technical solutions at manu-
facturing or commissioning
the technical facility into com-
plete technical documentation
lead sooner or later to disrup-
tion of manufacturing or later
operation of technical facility,
which will lead to enormous
expenses, disruption of secu-
rity of citizens and problems
with public administration.

Probability: me-
dium

Impacts: great

Measures:

To fill experts into
team in co-operation
with investor and
perform correction

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

Default in preparation of solu-
tion of situations that can re-
quire extra costs (e.g. in-
crease of taxes, change of
public administration support,
natural or other disaster oc-
currence etc.) lead sooner
or later to disruption of manu-
facturing or later operation of
technical facility, which will
lead to enormous expenses,
disruption of security of citi-
zens and problems with pub-
lic administration.

Probability: great
Impacts: great

Measures:

To fill experts into
team in co-operation
with investor and
perform correction

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

As a result of unclearly de-
fined objective of the safety of
the technical facility and the
tools to ensure the safety at
manufacturing and commis-
sioning the technical work, it
is not ensured the correct
management of possible
risks, which sooner or later
will lead to disruption of con-
struction or operation

Probability: great
Impacts: medium

Measures:

To ensure correction
in co-operation with
investor

Execute:

Competent manu-
facturer worker

Responsibility:
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technical work and will lead to
accidents accompanied by
enormous expenditure, dis-
ruption of citizens' safety and
problems with public admin-
istration.

Manufacturer direc-
tor

ministration.

QZ, Due to natural disaster or fire | Probability: low Measures:
5 occurrence, works on tgch- Impacts: medium To ensure correction
2 nical facility manufacturing in co-operation with
= will be disrupted, which will vestor
o lead to delay in completion or
@ to quality reduction, which will Execute:
= lead to delay in operation Competent manu-
@ start, additional expenses (in- facturer worker
cluding the expenses on re- o
sponse and renovation of Responsibility:
damaged parts of damaged Manufacturer direc-
buildings and fittings) and tor
to reduction of welfare (dis-
ruption of security of citizens,
unemployment and con-
nected non-demanded social
phenomena), i.e. to problems
of public administration.
% & Due to occurrence such phe- | Probability: low Measures:
%: = g(rzT:cnhonri]cI;Igfztcsilitto dlSI‘Up}EIOf} Impacts: great To ensure correction
D o . . Ity manurac in co-operation with
— turing, Whlch will lead to delay investor
= in operation start, additional
3):, = expenses (including ex- Execute:
c 8 | penses on response and ren- Competent manu-
£ o ovation of damaged bundl.ngs facturer worker
o and fittings) and to reduction o
2. | of welfare (disruption of secu- Responsibility:
@ rity of citizens, unemployment Manufacturer direc-
o and connected non-de- tor
i_:"_ manded social phenomena),
% i.e. to problems of public ad-
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g Due to insider occurrence it Probability: low Measures:
) gets to disruption on tech_nlcal Impacts: great To build safety cul-
= facility manufacturing, which ture and to motivate
will lead to delay in operation workers to work tar-
start, additional expenses (in- geted to tasks fulfil-
cluding expenses on re- ment
sponse and renovation of
damaged buildings and fit- Execute:
tings) and to reduction of wel- Competent manu-
fare (disruption of security of facturer worker
citizens, unemployment and o
connected non-demanded Responsibility:
social phenomena), i.e. to Manufacturer direc-
problems of public admin- tor
istration.
E Due to occurrence such phe- | Probability: low Measures:
S nomenon it gets to disruption Impacts: great To ensure correction
T} on technical facility manufac- in co-operation with
o turing, which will lead to delay investor: i.e. re-
5 in operation start, accident of L
S | failure of facility, additional sponse and renova-

expenses (including ex-
penses on response and ren-
ovation of damaged buildings
and fittings), environmental
damages and damages on
health’s of employee and hu-
mans in technical facility sur-
rounding and to reduction of
welfare (disruption of security
of citizens, unemployment
and connected non-de-
manded social phenomena),
I.e. to problems of public ad-
ministration.

tion, and improve
physical protection
and guarding the
workplace

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor
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SISO [eloueUl

Due to occurrence such phe-
nomenon it gets to lack of fi-
nances, which will lead to de-
lay in operation start, acci-
dent of failure of facility, addi-
tional expenses (including ex-
penses on response and ren-
ovation of damaged buildings
and fittings), environmental
damages and damages on
health’s of employee and hu-
mans in technical facility sur-
rounding and to reduction of
welfare (disruption of security
of citizens, unemployment
and connected non-de-
manded social phenomena),
I.e. to problems of public ad-
ministration.

Probability: low

Impacts: medium
to great

Measures:

To ensure protection
measures and way
of works in co-oper-
ation with investor
and public admin-
istration

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

Tepn

Due to occurrence such phe-
nomenon it gets to change of
priorities of public administra-
tion, disruption on technical
facility manufacturing, which
will lead to delay in operation
start, accident of failure of fa-
cility, additional expenses (in-
cluding expenses on re-
sponse and renovation of
damaged buildings and fit-
tings), environmental dam-
ages and damages on
health’s of employee and hu-
mans in technical facility sur-
rounding and to reduction of
welfare (disruption of security
of citizens, unemployment
and connected non-de-
manded social phenomena),
i.e. to problems of public ad-
ministration.

Probability: low
Impacts: great

Measures:

To ensure protection
measures and way
of works in co-oper-
ation with investor
and public admin-
istration

Execute:

Competent manu-
facturer worker

Responsibility:

Manufacturer direc-
tor

In order to ensure the security and development of citizens and the whole of the State,
it is necessary for the public administration to take proper care of citizens, property,
finance and the environment, i.e. correctly fulfil the basic functions of the State. Since
thisis not a simple matter, as the dynamic evolution of the complex system of the world
(the human system) brings more and more sources of risk, it is important not to over-
look the risks and to work with them at the level of current knowledge and experience.
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Good management of the State, based on quality data, their quality processing, well-
established competences and well-fulfilled responsibilities, needs a quality tool for
management. One well-proven tool is a well-designed risk management plan.

In order to the risk management plan may fulfil its role, it needs to be based on quality
data processed by experts using the quality methods and be backed by legislation that
ensures well-divided competences and enforces responsibilities, thereby contributing
to building a safety culture in society.
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7. CONCLUSION

The quality of technical facility project and manufacturing predetermines its safety
throughout the operation. Examples from practice show that some errors, such as un-
derestimation of foundation conditions or some errors in terms of references, cannot
be removed after the construction completion and commissioning. They pose a danger
under certain conditions (e.g. at flood or earthquake) and can only be mitigated by
organizational measures that entail additional costs and do not have the ability to en-
sure safety level as correct measures at design stage [4,7,49].

The monitored phase of the technical facility lifetime covers a wide range of problems,
e.g.:

deep analysis and judgement of risks in territory to which technical facility is in-
serted,

theoretical analyses of critical processes, fittings, equipment and sites and a pro-
posal for practical implementation of technically and financially available counter-
measures,

selection of:

e materials,

e technical principles,

e design and building procedures,

e construction procedures,

e identification of critical building and construction processes,
e etc.,

experimental verification of installed equipment and its operability under normal,
abnormal and critical conditions,

ensuring:

e the durability,

e the manageability of equipment and processes,

e the required service life,

e the quality and sufficient human resources,

e the costs required,

e the technical utilities,

e the service,

e efc.

realization of buildings, structures and equipment in given conditions, etc.
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The above-summarized knowledge and results of study of technical facilities accidents
and failures show that basis for ensuring the facilities safety at required life cycle is
knowledge of:

- regulations (legislation, norms, standards) in context,

- risks in the site to which the technical facility is placed,

- technical system, which constitutes a technical facility,

- models and theories associated with accidents,

- methods of analysis, management and settlement of risks,

- way of management that operator might use after commissioning (finance, human
resources, organization, technology, innovation...).

Furthermore, it is necessary for all those involved to respect the public interest, to par-
ticipate in building the safety culture and for managers to motivate employees to do
quality work, even by their own example, as shown by the so-called "golden rules of
safety” [58]. The grounds need to be inserted into the design.

An analysis of environmental development as well as development of political, social
and economic situation in the world shows the need to be prepared for the resolution
of cases and actions that will cause critical situations with impacts intensities higher
than these today. In order to manage realization of risks which are inherent in present
world using the adequate forces, resources and means, it should be had: principles for
managing the emergencies and critical situations, especially those of a large range;
allocation of resources; and allocation of responsibilities. The risk management plan is
tool that gives overview on measures, the person who execute them and the respon-
sible person for execution.

Since the design and construction of a technical facility is complex, the Process Safety
Management (PSM) should be required for rational management of each process and
for complete management is required the Safety Management System (SMS)
[4,7,45,58) for rational management of each process. For practice, twelve methodolo-
gies for public administration are presented at work [102]:

1. Methodology for the determination of relevant natural and other disasters in the
territory. The output is in the form of a matrix on the basis of which a qualified and
transparent decision can be made on which disasters can cause a critical situation.

2. Methodology for determining the largest expected size of the disaster in the territory
for the corresponding time intervals, i.e. for natural disasters for 50, 100, 200, 500,
1000 and 10000 years (i.e. 50 years, centenary ... disaster). The output for each
disaster is in the form of a matrix on the basis of which a qualified and transparent
decision can be made on which size the disaster can cause a critical situation.

3. M22ethodology for determining the decrease in the disaster impacts sizes with the
growth of the distance from the disaster site origin. The output for each disaster is
in the form of a scenario, map or graph, on the basis of which a qualified and trans-
parent decision can be made on which distance (measured from the disaster origin
site) and in which the azimuths, the disaster impacts no longer causing harm and
damage to protected assets.

4. Methodology for the determination of anomalies in the territorial disaster impacts
distribution. The output for each disaster is in the form of a scenario, a map on the
basis of which qualified and transparent decisions can be made on the existence
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of vulnerabilities where the disaster impacts may escalate, in which, unlike the sur-
roundings, a disaster can cause a critical situation.

. Methodology for the selection of unacceptable impacts in the territory. The output
Is in the form of a matrix in which the disaster” return period and the overall impact
of each disaster are considered.

. Methodology for the assessment of potential damages to property caused by un-
acceptable impacts of disasters. The output is in the form of a sequential (flowchart)
to determine asset damage. The basis is to sort assets in the territory into catego-
ries according to vulnerability.

. Methodology for determining appropriate corrective actions for expected disasters.
The outcome is a set of corrective measures against a particular disaster aimed at
withstanding property in a territory that may be affected by the disaster.

. Methodology for the selection of optimal corrective measures for the restoration of
assets for expected disasters. The output is a set of optimal corrective measures
against a particular disaster aimed at withstanding property in the territory that may
be affected by the disaster. Optimisation is understood to be a selection of such
corrective measures, which at the same time:

- effectively and fast ensure the minimisation of losses on critical assets, i.e. on
property without which the quality and safe life of people in the territory is not
possible and further losses are incurred in the sections of the human system,

- reduce assets vulnerability to a particular disaster,
- are sufficiently effective,

- they can be implemented in gradual steps at a certain time interval with regard
to the sources of public administration, the state, legal and natural persons and
citizens,

- do not increase the vulnerability of property and territory to other potential dis-
asters,

- do not increase the vulnerability of other protected assets to potential specific
disasters

- effective to reduce the vulnerability of property to other disasters.

. Methodology of implementation of corrective measures to ensure the restoration of
assets. The result is the implementation of the project, which is selected and imple-
mented in such a way as to meet all the requirements for the restoration of assets
in the territory affected by the elemental or other

10.Methodology for establishing a database of corrective measures. The output is a

structured database containing specified data on corrective measures for the res-
toration of assets in the area affected by the disaster, which is assembled for the
territory.

11.Methodology for determining the relationship “costs of recovery vs. expected size

of the disaster”. The result is the relationship between the costs on asset recovery
and the size of the disaster for each individual disaster that may affect the area
under review.

12.Methodology for determining the financial reserve. The output is to determine the

size of the reserve according to the Swiss reinsurance company procedure for each
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specific or critical disaster for the territory concerned and to propose how to ensure
existing risks to property from disasters, i.e. the amount corresponding to the total
damage is allocated by transferring part to an appropriate insurance undertaking
and part of it moves to the Fund, with a regular contribution to the Fund setat 3 - 5
% of the value (damage) determined in the prescribed manner from the risk size,
provided that the exact value is determines the annual political decisions.

Most of these methodologies can also be used for technical facilities in the event of
external risk sources. For internal sources of risk, specific investigations should always
be carried out or procedures should always be applied to analogue technical facilities
where the conditions for technology transfer are met [92].

The results of the study show that designer” competences are very important for:
- the application of the results of methods of risk analysis and evaluation,

- implementation of the methodology for analysing and assessing the risks adapted
to the problem,

- emergency and crisis management,

- analysis of situations / activities / accidents,

- the transformation of policy into a real action,

- the conversion of accident statistics into action plans,
- strategic planning,

- hierarchy of problems,

- finding the right information and learning,

- critical analysis,

- designing the right solutions,

- communication,

- carrying out synthesis and adapting the wording intended for the public,
- ethics.

At each decision in favour of safety it should be remembered: all factors and processes
that can be dangerous and how often they can occur; how large their impacts can be;
how the size of the impacts or frequency of occurrence can be reduced; whether the
proposed measures cannot be a source of new hazards; and which technical and con-
trol systems can be controlled by hazards that cannot be prevented.

Finally, it should be noted that, in line with the results at work [4], it is essential what is
the political will to create a system to protect against unacceptable impacts of harmful
phenomena, i.e. natural and other disasters. An analysis of environmental develop-
ment as well as the development of the political, social and economic situation in the
world shows the need to prepare for the resolution of cases and actions that will cause
critical situations by the intensity of impacts, and these are phenomena that do not
today have such cruelty ( severity) in the followed territory. Therefore, in terms of hu-
man security, the development of the human system, the existence, stability and de-
velopment of the State, the concept of human safety and the subsequent concept of
development must be codified and implemented through the management of safety
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into practice. In order to manage the realisation of the risks, which are inherent in the
present world using adequate forces, resources and means, it should be had:

management principles for managing emergencies and critical situations, espe-
cially those of a large range,

allocation of resources,
and allocation of responsibilities.

The research showed that:

each technical facility design has a certain danger. The designer art is to select
such solution that is optimal, i.e. it is sufficiently safe and it is possible to realize
with regard to investor and public administration options. The near the same holds
for manufacturer” skill (craftsmanship) at realization,

impressive and low robust designs with insufficient safety margins often fail sooner
or later,

wrongly determined limits and conditions for critical technical facility parts lead to
frequent disturbances up to serious accidents; they are not able to react to condition
changes.

The analysis of accessible legislations [49] revealed that rules in force do not require
to follow operation process safety in designing, and this occasionally leads to problems
at operation, which is revealed e.g. in [103].
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ANNEX 1 - Integral safety

Globalisation, on the one hand, and regionalisation or decentralisation (e.g. the idea
of 'Europe of the regions'’) on the other hand mean mutually complementary processes
that are often expressed by the slogan "think globally, act locally". However, their im-
plementation requires that the attitude to security and safety might be reconsidered,
on the one hand in the context of the growing complexity and vulnerability of contem-
porary society (critical processes, critical elements, critical objects, critical infrastruc-
ture and its functions) and on the other hand in the context of the undeniable changes
that we observe (and may expect) in the human system, e.g.: in the environment, it
goes on climate changes, landscape changes, etc.; and in the human society, it goes
on dehumanization, great dependence of individuals on property, loss of such values
as friendship, etc.

Considering these contexts, it is clear that security and safety need to have a wider
social dimension, i.e. they need to express social, economic, cultural and ethno-polit-
ical factors, and all government offices need to deal with them. This pays not only for
central public authorities, but also for local public authorities and, in fact, for all those
involved [1]. The public administration's position on security and safety for the citizen
legitimizes its activity. The public administration is responsible for security and safety
in the entrusted territory, namely for all facilities inserted in it, i.e. the safety should be
continually a public service that does not deregulate or privatise. Thus, the starting
points for the present concept of safety have a much broader basis than previously
formulated safety on the state level.

At present, the division of safety into external and internal is no longer sufficient, but
safety needs to be understood from a systemic point of view [1]. From the system
viewpoint, ensuring the safety is the basic requirements on system as a whole, not only
demands on its components; system scheme of safety management at certain situa-
tion is shown in Figure 1. From the process model of building the safety and security
in Figure 1, itis clear relation between safety and security; their often-discussed conflict
is removed.

TARGETS METHODS COMPETENCES
PROCEDURES INSTITUTIONS /{ PERSONS
— SAFETY »SECURITY AND DEVELOPMENT
INPUTS ] 4 t OUTPUTS
DEMANDS LIMITS
STANDARDS CONDITIONS
MNORMS

MEASURES FOR
RISK MANAGEMENT

Figure 1. Process model for ensuring the security and development of entity.
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The requirement for a systemic concept of safety complies with the concept of integral
safety introduced by the United Nations in 1994 [2]. Wever [3] supported the introduc-
tion of the term in 1995 for the following reasons:

1.

A way of perceiving the safety by a citizen. Unlike the central public administration
institutions, the citizens see the safety primarily as a local problem, and therefore,
they expect the local solutions that may vary from case to case. In other words, the
citizens are particularly interested in their security, i.e. in security in the place where
they live.

Security policy should cover a causal chain that solves the safety issues. The inte-
gral safety is not limited to unilateral solutions in the event of problems such as
repression, but it deals with situations affecting a certain level of safety through so-
called "the safety chain”, which consists of the following parts:

- proactivity (it eliminates the structural causes of uncertainty that undermines the
safety, i.e. which they threaten security and sustainable development),

- prevention (it eliminates direct causes of precarious situations infringing the pre-
sent safety, if possible),

- preparedness (it addresses to situations in which safety is impaired),

- repression - response (it manages faults of safety, stabilises the situation and
ensures conditions for recovery and growth of safety).

The level of danger is territorially dispersed, and this dispersion is not even. Some
safety problems are concentrated in certain areas, with types of safety problems
(i.e. in terms of work [1] (disasters)) may not be and in practice are usually not the
same.

Public administration often faces ineffective and inefficient solutions to safety prob-
lems. This fact is the result of the so-called “safety bureaucracy”, which does not
deal at all with the causal chain of safety. It is the result of a lack of understanding
the concept of safety in reality (in a given case), i.e. it is the consequence of mis-
understanding the links associated with the creation of safety and security as shown
in Figure 1, which shows that the level of safety predetermines the level of security
of the system (i.e. the territory or technical facility which we monitor).

However, the concept of integral safety is slowly expanding in practice for the reasons
set outin [1]:

1.

Integrity is understood more as an organizational aspect with horizontal and vertical
connection among components / organs, i.e. not in the concept of a system with
components, linkages and flows, and its understanding is mainly associated with
police forces or the military.

There is still no satisfactory and generally accepted definition of integral safety in
legislation.

Implementation of the concept of integral safety is in practice time-consuming (es-
pecially in domain of data collection and their analyses).

Local public authorities do not know "to deal with safety problems” because they
focus too much on local problems.
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However, the safety as a quantity / measure expressing the certain system behaviour,
is not and cannot be isolated from its background. Each system and its surroundings
are in interdependent relationship, which is due to the fact that each system is open
system. The relationship in question can be characterized by some attribute of the
system, such as adaptability, durability, flexibility and reliability [4].

To the concept of integral safety, they belong life-supporting functions, the risks of
which with regard to human health, ecosystems and system safety are minimized.
These are, in particular, possible non-demanded and unacceptable impacts, e.g.:

- industrial agriculture with regard to food safety,
- contamination of the environment,

- climate changes,

- lack of natural resources, energy and water,

- poverty and migration of humans,

- social discrimination,

- industrialisation and misuse of technologies,

- and gene manipulation.

It is, therefore, apparent that the security (in other words the system condition and its
protected assets conditions) in relation to the environment needs to be specified in the
context of sustainable development, i.e. to ensure its provision, the disasters should
be monitored in the concept defined at work [1].

The Johannesburg World Summit on Sustainable Development has pointed out that
the development in question needs to be carried out primarily at local level and should
be focused on the following objectives:

- environmental quality protection,

- quality of human life (health and human security, social justice),
- resilience to disasters,

- and economic vitality.

Sustainable development is not a static state (conditions) of harmony of society and
the environment, but itis a process of changes in resources use, technologies’ focuses
and institutional transformations in order to avoid possible irreversible difficulties. It is
just one of the possible dynamic models of the development of the human system.
However, in practice, especially in public administration decisions, the concept of sus-
tainable development is not more pronounced. Intuitively, however, it can be assumed
that development requires a certain degree of sureness and stability, which are signif-
icant attributes of safety and security.

Integral safety is directly linked to the concept of sustainable development, as it can
be characterised as a set of conditions under which humans are protected. By these
conditions, it is strengthened the humans” ability to cope with serious and sudden
threats to their survival (biological and social) and existence (health and housing),
namely including the access to society's resources and the respect of human dignity
[1]. Pillars of sustainable development are:
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environmental protection being related to environmental, technological and health
safety,

economic development being in relation to social, economic and technological
safety,

social development being linked to social, cultural, legislative and political safety.

Integral safety is measured using the indicators that already have a large number [1].
Indicators relevant to technical facilities were introduced by the OECD in 1992 [5]. In
practice, it is always necessary to select indicators that are relevant to the objective of
the task addressed; choice is a critical activity and the success of the solution is de-
pendent on it. It should be noted that in practice the following types of indicators are
used:

contextual (input and output relationship),
causal,

trending,

and stative (measuring the conditions).

According to the works [1,5] for the assessment of indicators, they are used the criteria
for assessing:

the validity, where there are evaluated aspects such as:

e relevance and importance,

e appropriate measuring scale,

e correctness (relation to the system examined),

e sensitivity (how system responds to changes),

e distinguishability (resolution of natural variability from mand-made changes),
the clarity, when there are evaluated aspects such as:

e understanding (appropriateness of indicators for decision-making),
e simplicity,

e compliance with the interests of the public,

e the possibility of presentation and documentation,

the interpretation, when there are evaluated aspects such as:

e robustness (the calculation is transparent and defensible),

e interpretability (to current status, changes and trends),

e credibility (the direction of change reflects certain experiences),

e trend evaluation,

the information richness,

the data availability, when there are evaluated aspects such as:

e sources for immediate use,

e time series,

129



the possibility of updating,

updating,

topicality,”

anticipation and symptoms of warning,

cost-check and feasibility,

comparison of the costs and benefits of the indicator,
ease of quantification

the cost of collecting data,

the ease of calculations

the procedure of work with indicators.

This overview may be supplemented by a selection of appropriate measuring and eval-
uation scales and a description of the data type: time series, spatial data from GIS,
relative or aggregated data, average, median, percentile, distribution function, etc.

In the main text, the procedure of integral safety classification is based on multicriterial
approach using the theory of utility [6] — it is constructed the decision support system
for determination of criticality rate and the relation [7] is used:

rate of safety = 1 —rate of criticality.
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ANNEX 2 - Risk sources for technical facilities

The world and its parts are dynamically developed in time and space. This develop-
ment is manifested by different processes that are inside and across of world’s struc-
tural systems that create them. These processes product different phenomena, and
some of them damage humans and other public assets, i.e. including the technical
facilities (we call them as disasters). The originated phenomena have the various sizes
and cause the changes that have often highly unacceptable impacts on humans,
namely directly or indirectly over the public assets that humans need for quality life and
development. This reality causes that the accent is put on the management type called
“disaster management” in which considering all disasters is denoted as ,All Hazards
Approach® [1]; its definition for Europe is in [2].

Among the disasters, we classify the phenomena that cause damage, losses and
harms to humans and other public assets on which the humans are dependent. These
phenomena are the results of five different processes in the human system that repre-
sents the world [3]. The results of processes:

- running in and out of the Earth are: natural disasters (earthquake, floods, drought,
strong wind, volcanic activity, land slide, rock slide etc.); epiphyte; epizootic; land
erosion; desertification; fundament liqguefaction; sea floor spreading etc.

- running in the human body and in human society are: unintentional: illnesses; ep-
idemic; involuntary human errors etc.; and intentional: robbery; killing; victimization;
religious and other intolerance; criminal acts; terrorist attacks; local and other
armed conflicts, bullying; religious and other intolerance; criminal acts such as: van-
dalism and illegal business, robbery and attacking, illegal entry, unauthorized use
of property or services, theft and fraud, intimidation and blackmail, sabotage and
destruction, intentional disuse of technologies, such as: improper application of
CBRNE substances; data mining from social networks and other cyber networks
used for psychological pressure on a human individual etc.

- connected with the human activities are: incidents; near misses; accidents; infra-
structure failures; technology failures; loss of utilities; etc.

- that are reactions of the Planet or environment to the human activities are: man-
made earthquakes; disruption of ozone level / layer; greenhouse effect; fast climate
variations; contaminations of air, water, soil and rock; desertification caused by hu-
man bad river regulation; drop of the diversity of flora and fauna (animal and vege-
tal) variety; fast human population explosion; migration of great human groups; fast
drawing off the renewable sources; erosion of soil and rock; land uniformity etc.

- connected with inside dependences in the human society and its surrounding sep-
arated to: natural: changes in stress and movements of territorial plates; changes
in water circulation in the nature (environment); changes in substance circulation in
the nature (environment); changes in the human food chain; changes in the planet
processes; changes in the interactions of solar and galactic processes; and human
established: the failure of human society management (organizational accidents
caused by: mutual improper behaviour of an individual or groups of individuals as
illegal migration of great groups of people; incorrect governance of public affairs -
as: corruption, abuse of authority, the disintegration of human society into intolerant
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communities; and failures in organization of education and upbringing etc.); the fail-
ure of correct flows of raw materials and products; the failure of correct flows of
energies (harmful is e.g. blackout); the failure of correct flows of information; the
failure of correct flows of finances etc.;{word “correct® means the way in benefit of
human interest, i.e. given by legislation}.

The disaster sources are shown in Figure 1.

Results of processes
being in and out of
the Earth

Results of processes
in human body,
behaviour and society|

r

esults of man-mada
processes and
activities

Sources of
disasters in
the Human

lsystem.

4
U
DISASTERS Disaster is a
sudden set of
phenomena
Interactions of developed by
and emronment inenvironment, human “Intordependences | Processes
to human activities :fgmt:mh R in human system shown in
Figure.

The disasters are the cause of emergency situations, the severity of
which substantially increases if cascade impacts occur.

Figure 1. Sources of disasters.

Above facts show that disasters, according to the process, the product of which they
are, have very mixed physical, chemical, economical, biological, social or cybernetic
nature/basis. This mentioned fact is a clincher from the view of safety, because the
preventive measures need to be targeted to the nature of disaster for the sake of being
effective.

Definitions, features and impacts of disasters are listed in the works [3-6]. Generally, it
stands that the disasters have certain characteristic features, which are the origin of
impacts causing the damages, losses and harms to the important assets, links or flows
and that from the human point of view, because this is de facto the only thing in which
a human is interested (human aim is to make human to survive). Among the impacts
it belongs e.g. vibration; directed fast air, water or soil flow; damage to a stability and
cohesiveness of rocks and soil; liquefaction; displacements of materials; outburst of
liquids; anomalies in the temperature etc.

The impacts effect directly or vicariously through links and flows of human system.
Humans, thanks to their intellect, deliberately create the resilience of areas, buildings,
infrastructures and technologies against disasters. They do with a help of both, the
choice of elements, links and flows and their interconnection; and the specific preven-
tive measures and activities until the specific disaster extent (which is given by human
knowledge, abilities, financial and technical possibilities etc.) [3]. It makes why the im-
pacts of interconnections in the system (interdependences) appear only with beyond
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design disasters, which by their extent lays above the border size of disaster against
which the humans systematically provide resilience [3]. Understandably, there is a big
difference - rich technically developed and quality managed countries or organizations
(generally entities) have the threshold of assets resilience set higher that the counties
with a lower standard.

Disasters cause or from certain extend cause damage, loss and harm on assets, i.e.
they are the reasons of situations falling on a human and that is why human has to
handle with them. By the reason of big variety of disasters, the arising situations clas-
sified as “the emergency situations” have either the same or highly specified impacts.
The relation between a disaster and an emergency situation is the relation “cause-
consequence” [3]. This relation is not simple because the intensity (destructiveness,
severity, criticality, cruelty) of emergency situation in a given place is predetermined
not only by the size of disaster but also by the local vulnerability of assets, failure of
implemented protective systems (e.g. the system of warning in the area, security mech-
anism etc.) which were created for increasing the assets resilience, the humans’ mis-
takes during the response etc. [3,4,7].

The internal risks in technical facilities originate at designing [5,7,8] at:
- selection of material for construction and equipment,
- selection of ways of manufacturing,

- embedding of passive barriers, which prevent the phenomena as an expansion of frag-
ments or dispersion of dangerous substances when the loss of cohesion of a device or
construction (e.g., envelopes of different types),

- inserting the backup devices and systems, i.e. several devices having the same role,
and respectively, using the different physical principles to achieve a task,

- inserting the protections of safety critical elements (e.g. containment, shelters),

- selection of types of control systems that according to continual monitoring results adapt
the operation,

- neglection of means for organisational measures to protect both, the employee, labour
environ and also surroundings from the harmful impacts, and the construction and equip-
ment from the great destruction because the complex technological facilities are not
cheap and for preservation of the capability of development there are their products re-
quired.

According to [8], the risks at design are mainly connected with:

- neglecting the changes of conditions of internal technical parts during the time; they
are not possibilities for maintenance and repair,

- neglecting the changes of internal technical processes during time; they are not
possibilities for maintenance and repair,

- unexpected and wrongly managed organisational processes; void, interlaced and
inexplicit arrangement of fittings, components and systems.

Figure 2 shows the logical idea of the occurrence of the organizational accident, which
occurred on the basis of the formation of the process that occurred when the gaps in
the protective barriers of the technical facility were interconnected due to shortcomings
caused by errors in the design of the technical facility and in the acts of its manage-
ment.
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Figure 2. An organisational accident model indicating the basic barriers to prevent a
crash and are created in the context of the management of the safety of a technical
facility; processed according to [9].
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ANNEX 3 — Hazard determination

The quantity “hazard” is defined in work [1] as a set of maximum disaster impacts that
are expected in a given place in specified time interval with a certain probability. Ac-
cording to technical norms and standards, the normative hazard is determined by iden-
tified size of disaster (so called design disaster). Hazard expresses the disaster poten-
tial to cause at origin losses, damages and harms on assets in a given site.

1. Introduction to problem

Procedures for determining the hazard posed by individual disasters for humans, a real ter-
ritory and real complex technical facilities have been evolved over time [2,3]. From the esti-
mates based on the selection of the maximum observed size of the disaster in the place
since the historic to the present, through the application of:

- the methods of mathematical statistics,

- algorithms of theory of limit / marginal values,

- theory of large numbers,

- mathematical modelling,

- analysis based on the probability of boundary values,

- analysis based on the upper and lower estimates of the values of the occurrence prob-
ability,

- the theory of fuzzy sets,

- the theory of options until after the theory of Dempster-Shafer [4,5], which combines
accurate calculations and heuristics, and in this way, it is considering the random uncer-
tainty and epistemic uncertainty in the mode of occurrence of the disasters.

In work [6], it is given an example for the earthquake, which shows the variance between
values obtained by different approaches.

It is to be noted that when determining the hazard, the incorrect data are often used (incom-
plete or short time series) or incorrect calculation procedure is, of course, it is endangered
the safety of the followed facility, see the examples for the earthquakes, which are referred
toin [7].

The impacts of disasters on the territory and on the complex technical facilities depend on
the type of disaster [8,9], and on the vulnerability of given assets [2,8,9]. From safety rea-
sons, we need in accordance with the practices of major reinsurance undertakings, such as
Swiss Re, Munich Re and others, to know the size and properties of the maximum sizes of
the disasters. By the methods used in the cases of long time series on the occurrence of
disasters we are able to specify just the size of the maximum expected disasters (and it is
still subject to certain restrictions), because of extreme disasters come irregularly and rarely;
their return periods range from a few hundred to a few thousand years. It is true that each
method has a discrimination capability [10].

After each major disaster, the engineers responsible for safety of complex technical facilities
put questions [11]:
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- may such a disaster occur in our country?

- how are our territory and our facilities protected in the case of the impacts of such large
disasters?

- are ready support teams and the means for timely and adequate response?

Due to completeness, it is necessary to note, that we do not have a methodology for the
evaluation of phenomena that are typical for the evaluation of hazards which represent real
disasters for the interconnected systems with different sizes; for example, the reality is that
a large disaster associated with processes in a hierarchically higher system will undermine
the regimes of all systems at a lower hierarchy (see planetary earthquake, large solar flares).
The consequence is both, the failure of modes of processes in the hierarchically lower sys-
tems and the occurrence of unusual disasters, i.e.. with unusual sizes or unusual charac-
teristics. Many such examples it shows a detailed study of the seismic regime [12,13].

For obvious reasons, when determining the specifications for terms of references of the
facilities from the well-known disasters, the list of which is in [2,3,14], there are considering
only those that can have impacts in a given site. Because of the extreme disasters occur
irregularly and sparse, so it cannot be used for determination of their size the common meth-
ods of mathematical statistics, and therefore, since the 1980s they have been used the
methods based on the theory of extremes. A thorough analysis of the procedures applied
to associate with applications on the existing knowledge of the physical medium [15]
showed that the theory of extreme values is based on the following assumptions:

- the conditions that prevailed in the past, shall also hold in the future,
- the largest observed phenomena in a given time interval are independent,

- the behaviour of the greatest phenomena in a given interval will be the same in the
future as in the past.

In practice, according to the theory of extreme values there are determined two quantities,
namely: the return period; and the annual probability of excess.

2. Determination of size of maximum expected disaster

The theory of extreme values is a specific sector of mathematical statistics, which deals with
the development of methods and techniques for describing, modelling and prediction of un-
usual and little frequent phenomena, which may occur in many areas of human activity. In
these cases, it is always necessary to estimate or predict the level of values for some of the
real process, usually outside the range of the observed data yet.

On the basis of theoretical studies [13,15,16], described in the works carried out for real time
series of observed values, which have expressed the occurrence frequency given by rela-
tionship

log N ci=a—b Moi

inwhichfori=1,2, ..., n theyindicate N. cumulative frequency Moi the size of the disaster,
a, b the numerical parameters, provided that the above mathematical terms it is a hazard
H =value of My, for which the probability of not exceeding the level is Ri (Mo =Moi ) = 0.05
for the chosen time interval and they hold relationships
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n+1

T
T +¢t-P(My = My,)

Re(My = My;) =1

e‘BMOi —_ e_.BMDmax

P(My = My;) =

e_BMDmin — e‘BMOmax

The format of the results is shown in Figure 1 for time intervalst =0.5in, 1 year up to 1000
years.
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06F
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0.2r

Figure 1. The course of the function describing the probability of not exceeding for the time
intervals 0.5, 1,2, ..., the 1000 years.

The size of the largest expected disaster M is determined as the intersection of the curves
on Figure 1 with the chosen level of significance. Significance level reflects the inaccuracy
with which we determine the conclusion — the most commonly it is chosen v =0.05 or 0.01.
Value of 0.05 means the possibility of error 5%, p =1 - v is the probability with which the
result is correct.

The mean return period 7 for disaster with the size Mo = time t, for which it holds the
equality

R:=0.633.

In cases in which the time series is not available, they are made the estimates; for example:
the size of the largest observed disaster for technical facilities — the participation of all haz-
ardous substances in the stack, object, etc. The estimates are very imprecise, because it
usually is in the accident involved only some part of the substances, or observations are
from a very short time, and therefore, it cannot be determined nor mathematically variance
of the values.
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At determining the hazard, there are used the deterministic and probabilistic approaches
with the fact that when the application it is usually added the safety reserve. This means that
in practice they are only considered random uncertainty, i.e., no epistemic uncertainty.

For the place in which is located the complex technological facility from the specified maxi-
mum size of maximum expected disaster it needs to determine the disaster size for the
place, in which is located the facility, i.e. it needs to consider the attenuation of size of
impacts with distance and other physical factors that for real disaster affect the size of the
impacts in a particular site.

3. Attenuation of disaster impacts” size with distance and influence of anomalies in
medium

On the basis of knowledge about individual disasters [8,9,11-13,15-17] the attenuation
of the impacts” sizes of the disaster with the distance depends on:

- the nature of the phenomenon (natural disaster, fire, explosion, technological accident,
etc.),

- the mechanism of the origin of the phenomenon (usually it determines the distribution of
impacts in the near zone),

- structure and properties of physical medium (that usually prevail in the far zone).
Examples of dependencies used in practice are:

- empirical — examples are in [6] — usual problem is large dispersion among regions,
- mathematical

ln=1o € %P, - veryrough estimate
Dy
Iy=1I,= vlogw+ 38(D, —h)loge

in which lo is the size of the impact of disasters in the place of origin, I» the size in place far
away from the place of origin by Dn , h is the distance of place of origin from the Earth's

surface locations, rn, the distance measured along the Earth's surface (D = v (r°+h?), a v
and B are numerical parameters. The first relation is just a very rough estimate, which ap-
plies only to the homogeneous and isotropic physical medium [9,15,16].

Since no real system (medium), i.e. territory, human society, technical facility, is not homo-
geneous and isotropic, there are not only regional and local dependencies, but also the
anomalies (for example in detail for the earthquakes in [9,11-13]. The causes of the anom-
alies are:

- structural inhomogeneity,
- sources of domino effects,
- causes of synergies and accumulations.

138



Therefore, it needs to be carried out when are setting the terms of references the thorough
investigation of vicinity of the complex technological facility and on its basis, then it is set
the value of a site-specific hazard for a specific disaster.

4. Determination of size of design disaster for terms of references

Damages, losses and harms associated with disasters of all kinds, depend not only on haz-
ards posed by the disaster, which are calculated on the basis of the characteristics for the
occurrence of disasters, but also on the vulnerabilities of site and of its surroundings in which
the facility is located, and on the vulnerabilities of the technological facility itself [2,9,12,15,
18,19].

Therefore, the credible specifications (terms of references) for the safe technological facili-
ties are not only compiled on the basis of the results of the calculations which were charac-
terized in the previous paragraphs, but they are corrected on the basis of a detailed study
of the conditions in the surrounding territory, namely in several levels:

- regional,

- Vicinity,

- near vicinity,

- and the site itself.

Their exact destination substantially depends on the disaster and on the real technological
facility [18-21].

To the value of the local hazard obtained by calculating or by estimation according to rela-
tionship specifically derived for the given disaster and the territory, it is added the safety
reserve, which shall be determined by a thorough investigation around the place, which is
selected for the complex technological facility. According to the nature of a real disaster,
there are pursued the specific features in the territories bounded by radii: 1 km; 5 km; 25-50
km; and greater than 150 km. In the case of significant structural anomalies, they are added
the safety reserves on the basis of good engineering practice. The complexity of the anal-
yses they show the analysis that have been made to the earthquakes [9,21]:

1. Regional research covers the territory within a radius of 150 - 400 km around the site of
a technological facility and its aim is to assess the ability of the geodynamic structures
because the greater impact of earthquake under certain real conditions. The research is
carried out by expert assessment and in relevant cases to the calculated site hazard
value is added the safety reserve; a number of examples is in [21].

2. Investigation of the near vicinity covers the territory within a radius of 25 - 50 km around
the site of a technological facility and its aim is to assess the ability of geological struc-
tures to invoke the higher impacts of disaster on the technological facility from the per-
spective of stratigraphy, structural geology and tectonic history under certain real condi-
tions. The research is carried out by expert assessment and in relevant cases, to the
calculated site hazard value is added the safety reserve; a number of examples is in
[21].

3. The investigation of the vicinity is carried out in the territory of about 5 - 10 km radius
around the site of a technological facility and its aim is to assess the ability of the subsoil
and its fabric composition cause higher impacts of disaster on the technological facility
under certain real conditions. The research is carried out by expert assessment and in
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relevant cases, to the calculated site hazard value is added the safety reserve; a number
of examplesisin [21].

4. The investigation of the site is carried out in the territory of about 0.5 - 1 km radius
around the site of a technological facility and its aim is to assess the ability of the condi-
tions of the hydrological, meteorological, hydrogeological and geotechnical characteris-
tics, subsoil liquefaction and the composition of the slide material cause greater impact
on technological facilities under certain real conditions. The research is carried out by
expert assessment and in relevant cases, to the calculated site hazard value is added
the safety reserve; a number of examples is in the [21].

Similarly, large territories as at the earthquakes are considered when evaluating the torna-
dos, hurricanes, extreme rainfalls, etc. [11,21].

By that way, the resulting values of criticality for each disaster include in terms of references,
which therefore summarize the parameters of design disasters. Using the terms of refer-
ences the designers propose the parameters for design of technological facility (a way of
foundation, specification of materials used, method of building, method of construction,
types of equipment, fastening devices, etc.), so that it was ensured against the impacts of
all the disasters with sizes less than or equal to the sizes of design disasters. Then, the
criticality assessment is completed by calculation of the hazard from the downs of aircraft
and from possible explosions in the immediate surroundings.

On the basis of the interface of design parameters with the parameters of technological
processes it is then provides possible malicious processes for the actual technical facility
and their risks [2,3,11,12,15,16,18-20], namely either, provided that the process is deter-
ministic or random. Deterministic processes are described by analytical functions of time,
and therefore, it can be at any point in time determined their values. Random processes
are described by the probability function, that in each moment determines the probability of
the possible values, which it can accidentally acquire process realization. Random process
is stationary, when the probability density function is independent of the choice of the be-
ginning of the timeline (i.e. the mean value does not depend on time). The statistical prop-
erties of no stationary processes are variable in time. Random process is ergodic, when
all of its implementations have the same statistical properties (it allows to estimate the pa-
rameters of the process from one implementation or the long-term process of the use of
data from several different starting conditions); this is often tacitly assumed at calculations -
and it can be a source of errors.

5. Risks and instructions for their getting over in benefit of safety

Damages, losses and harms caused by the disaster to the asset or of the system, i.e. to
the facility depend on the physical, chemical, biological and temporal characteristics of dis-
aster and the characteristics of the followed facility, namely the technical and social ones.
Direct damages are due to direct exposure to the disaster. Indirect damages are caused by
the domino effects, i.e. by other disasters, which trigger the original disaster and by disorders
of the infrastructures, which lead to a disruption of life sustaining services.

To ensure the safe territory and safe facility it is in practice for management needs (see the
procedures for insurance companies and designers) computed the expected average an-
nual damage

OPR =2 OPRi * N (i),
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where the OPR; is the expected damage when i-the phenomenon and the N (i) is the annual
occurrence frequency of the phenomenon.

At the critical complex facilities, itis in process management [22] counted the so-called RPN
value — i.e. the order of priority of risk with regard to the potential failure by help of the
relationship

RPN=S*0O*D,

where S is the severity of the impact O the occurrence probability and D is detection. Criti-
cality is determined by

C=S5*0*B,

where S is the severity of the largest impact , O the occurrence probability of the, and B
the conditional probability that it occurs the most serious impact.

At design and operation of each complex technical facility, it is necessary to consider the
total risk R, which includes both, the direct and the indirect losses on assets. Analysis of the
emergency situation caused by disasters [9,11, 21] shows that indirect losses are increased
by:

- delays or errors in the response,

- cascades of failures caused by synergic and cumulative effects, which are caused by
links and couplings among assets

- domino effects.

According to [1,2] the total (integral) risk, which itis the need to cope can be mathematically
expressed by a relationship

R(H) = liAi(H)Zi(H) +ifoF(H,Ai,Pi, 0, t)det]-r—l
i=1 i=1 "0

where: H - hazard; Ai —the value of assets, i = 1,2, ..., n, where n is the number of monitored
assets; Z; — the vulnerability of assets, i = 1,2, ..., n; F --loss function; P;— the occurrence
probability of asset damage — conditional probabilities; O — vulnerability of safeguard
measures; S — followed territory / facility; t — time that is measured from the origin of the
harmful phenomenon; T — time for which they arise losses; and 7 - return period for the
disaster.

Due to the loss function unknowing, for the management and trade-off with risks, it needs
to use the procedure shown in Figure 2, which is the result of detailed research [2,3].
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In practice, however, simpler procedures for hazard assessment are used, namely the PSA
method based on the application of the trees, which copied the architecture of the facility
production devices, and this cause that it does not see the interdependences, nor in the
facility, nor among the facility and its surroundings [11,18-20].

SCENARION OF DISASTER with size M

. 1
A1 A2 A3 A4 A5 AB AP
- =
z1| |z2| |z3| |za| |z5| (26| |zP
.
Total losses, damages and harms intimet=0
h 4
Total losses, damages and harms in time t,
v
Total losses, damages and harms in time t;
A 4
Total losses, damages and harms in time t3|
v

Figure. 2. Flowchart for determining the risks which is used in practice for the strategic
management of safety; A — assets and Z losses, damages and harms to the assets;
Description: 1-the human lives and health, 2- human security, 3 - property, 4 - the
public welfare, 5 - the environment, 6 - infrastructures and technologies, P — private.
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