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ABSTRACT 
 

Technical facilities are created by human activities, and their goal is to provide products 
or services for the humans´ lives. The technical facilities architecture is the object or 
the network. Each type of technical facility has its own specifics; e.g. significant differ-
ences exist between the control of stable technical facilities and mobile technical facil-
ities. Stable technical facilities affect their surroundings during the whole life cycle, and 
therefore, their types and locations need to fulfil  requirements so they might not seri-
ously damage territory and its inhabitants. The control of object and network technical 
facilities has also its specifics. 

Technical facilities belong to the administration of the various sectors and include phys-
ical, cyber, organizational and social systems, i.e. individual devices, machines, com-
ponents, systems, or the entire production or the service units, and also personnel and 
way of organization.  Large technical facilities represent the systems of systems, i.e. a 
number of open and mutually interconnected open systems, and therefore, their be-
haviour is dynamic and depends on a number of factors. The problem-solution way is 
based on the simultaneously preferred concept, in which the safety is preferred over 
the reliability.  

Management of technical facilities´ safety is not easy and requires the application of 
specific engineering tools for coping with the expected risks. Due to complex architec-
ture of majority of present technical facilities, their behaviours are sometimes unfore-
seeable, and therefore, special engineering tools need to be used at their type selec-
tion and sitting. 
In the past, the attention was not overly given to type selection and location of tech-

nical facility. Therefore, some technical facilities projects have not been completed, or 

after completing their operation have not met the expectations, or even they began to 

make serious problems, which meant substantial economic losses. Therefore, the 

book “Risk management at technical facilities type and site selection” deals with 

the problem of specification of the type of technical facilities and their location in the 

territory.  It summarizes results of specific research performed in project “Řízení rizik 

a bezpečnost složitých technologických objektů (RIRIZIBE)“ CZ.02.2.69/0.0/0.0/ 

16 _018/0002649”. At the request of the CTU Rectorate and the Ministry of Educa-

tion, Youth and Sports, the submitted version of the book was supplemented in 2022 

with data related to the RIRIZIBE project and the format was modified to keep the 

original pagination.  

Since, the deciding body on the subject is the public administration, there are in the 
book for it produced the tools that will help it to choose the appropriate type of technical 
facility, which ensures the expected service or products, and to place it in the territory 
so that, the coexistence of the technical facility with its surroundings may have been 
during the technical facility life cycle. It goes on the system for decision support and 
the risk management plan. 

 

Key words: technical facility; sitting; technical facility concept selection; risk; safety; 

risk sources; risk management; integral risk; risk acceptability. 
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1. INTRODUCTION 

 

The present monograph is the summary of results of project „Řízení rizik a bezpečnost 

složitých technologických objektů (Management of risks and safety of complex tech-
nological facilities - RIRIZIBE)“ CZ.02.2.69/0.0/0.0/16 _018/0002649. It summarizes 
the most important present facts. Detail data and lists of all used references are in book 
[1] and in sources cited in it. The terms used are explain in [2,3] 

For recommendations and comments authors thank to reviewer Assoc. Prof. Petr Šrytr, 
PhD. For working condition creating the authors thank to the Czech Technical Univer-
sity in Prague, the Faculty of Mechanical Engineering, namely to Assoc. Prof. Vaclav 
Dostál, Ph.D. from Energy Department. 

 

1.1. Preface to problem 

 

The goal of every human is to live in a safe world and have development potential. For 
reaching the target, the humans in addition to a healthy environment and a high quality of 
human society also need the safe technical systems that are their products. The fundamen-
tal problem of the existence of a safe world with regard to the human needs, is the coexist-
ence of these systems in the form, which ensures the human existence, security and the 
development, Figure 1.  

 

Figure 1. Space for the human life, the human system, it is a system of systems [3] origi-
nating by interface of basic three systems which human needs for existence. 
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Because the humans are only part of the existing world, they can only control their behaviour 

and actions, so they themselves do not contribute to the distortion of the conditions that are 
favourable for life. It goes on the concept, which, on the basis of professional knowledge is 
promoted by both, the progressive professional sphere and the significant institutions such 
as the UN [4] and the EU [5]. This aspect the authors further pursue by the requirement that 
the humans, as the creators and operators of complex technical systems, need to ensure 
so the complex technical systems may be safe, and therefore, they need to avert impacts 
of disasters: (i.e. adverse phenomena) on themselves and on the technical facilities in order 
to maintain favourable conditions for their life; and see so they may construct safe systems. 
Summary of knowledge is in Annex  1 and Annex 2. 

 

1.2. Technical facilities  

 

The work mainly concentrates to complex technical facilities that humans create and oper-
ate, i.e. their more descriptive designations are socio-cyber-technical systems. These sys-
tems in the form of objects, facilities, fittings, equipment’s and infrastructures on the one 
hand provide to humans  the products and services that humans need to quality life and 
ensure that humans can survive in critical situations, and on the other side they threaten 
humans by their activities, by hazardous substances that processed, and sometimes also 
by their products which contain substances that threaten the health of consumers or even 
the next generation [6-8]. Therefore, it is important the issue of the management of their 
safety, which is further followed. It is necessary to recognize that complex systems are, de 
facto, all existing objects and infrastructure around us with the fact that in some time and 
spatial scales it is possible to neglect the complexity and for solution of several practical 
tasks to use simple ideas.  

The reality is that on the safety of complex technical facilities it is decided on many levels, 
Figure 2. Effective measures to support the safety are performed on: the technical level and 
their efficiency are up to 80%; and on the functional level, where their efficiency reaches up 
to 40% [8]. For the application of effective measures, it should be appropriate situation in 
human society, because the measures are demanding on the resources, forces and means, 
i.e. it is necessary support from the management levels. 

 

Figure 2. The levels of solving the problems used in the theory and practice of risk manage-

ment and trade–off with risks. 

technicaltechnical

operative / functional

tactical

strategic

political
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 Technical facilities are created by human activities, and their goal is to provide prod-

ucts or services for the humans´ lives. Their architectures make-up objects or net-
works, or their interfaces. Each type of technical facility has its own specifics; e.g. sig-
nificant differences exist between the control of stable technical facilities and mobile 
technical facilities, and between object and networks technical facilities. Their general 
form is described by the system of systems - SoS [1-3,6-8]. It goes on an open system 
that consists of several open systems of different nature and various locations, which 
are interconnected to ensure certain operations and activities. Interfaces of systems, 
of course cause the interdependences [7,8].  

Some of interdependences only occur at certain conditions [1-3,6-8]. Therefore, of 
course, it does not hold, that the SoS safety is the aggregation of safeties of subsys-
tems; it needs to respect as well as the cross-cutting risks caused by links and flows 
across the SoS and with the surroundings. It means that integral safety [2,3] needs to 
be the management aim  for ensuring the coexistence of technical facility with sur-
roundings.   

Technical facilities belong to the administration of various sectors and include the phys-
ical, cyber, organizational and social systems, i.e. individual devices, machines, com-
ponents, systems, personnel, organization way or the entire production or the service 
units. Large technical facilities represent the systems of systems, i.e. a number of open 
and mutually interconnected systems, and therefore, their behaviour is dynamic and 
depends on a number of factors. Due to little different aims of safety and reliability [2,8], 
the problems solution way is based on the simultaneously preferred concept, in which 
the safety is preferred over the reliability. In the face of complex architecture of tech-
nical facilities, their safety mmanagement is not easy and it requires the application of 
specific engineering tools for coping with the expected risks.   

From the present knowledge and the facts set out above, it follows that the safety of complex 
technical systems, representing the files of open and mutually interconnected systems, 
which are arranged so as to perform certain tasks in the interval of interoperability, mainly 
depends on the management of the integral risk, and especially on partial risks associated 
with links and flows in the system [2,3]. Selecting the appropriate strategy for risk mitigation 
is very complex and critical task. It does not go on just the reduction of failure occurrence 
probability, but also on the improvement of the conditions of operating assets, the failure of 
which can lead to large operating costs [7,8].  

Incorrect strategy reduces the productivity and profitability of the technical facility. Selection 
of strategy for risk mitigation is, therefore, the typical multicriterial decision making problem. 
The best strategy needs to be selected from the possible alternatives. It needs to be con-
sidered the amounts of criterions, some of which are conflicting [2,3,7,8].  

To avoid the initiation of major risks that at realisation induce the great losses and damages 
to both, the humans and the other public and private assets, so the basic aim of control of 
technical facilities is not just to achieve a large number of products, but also the prevention 
of losses. On that account, it is looking for a consensus between the risk management and 
the facility assets management; Figure 3 [7,8].  

It goes on finding a way, which will not induce risks that cause losses and damages to public 
and private assets, which de facto will be greater than the benefits from increased produc-
tion.  
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Figure 3. Strategy of technical facility management targeted to human system safety / co-
existence of technical facility with surroundings;  source idea described in [7]. 

 

The further data on technical facilities´ risks, definitions of terms used in risk engineer-

ing and their relations are in [2,3].  

 

1.3. Past experiences 

 

In the past, some technical facilities projects have not been completed, or after com-

pleting their operation have not met the expectations, or even they began to make 
serious problems, which meant substantial economic losses. Since, the deciding body 
on the subject in followed stage of technical facility life cycle  is the public administra-
tion, the book [1] contains the results of research, which produced the tools that can help 
public administration to choose the appropriate type of technical facility, which ensures 
the expected service or products, and to place it in the territory so that, the coexistence 
of the technical facility with its surroundings may be ensured during the technical facility 
life cycle. These results are shortly given thereinafter. 

Since a technical facility is often required to be placed, where its products or services 
are needed, one of the possible procedures given in [2,3] cannot be used, i.e. risk 
cannot be removed by ceasing the technical facility in question. From the point of view 
of the needs of human society, we have to solve other problems,  the solutions of which 
have their risks. Therefore, to meet the needs of human society, it is necessary to 
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develop several variant solutions and select optimal one, and to prepare principles for 
such technical facility management directed to safety for future.  

Since, there are risks associated with each of the variants, it is then necessary to select 

a variant that is acceptable from both, the resources, forces and means of human so-
ciety for its creation and the long-term acceptability of the risks [7,8]. Variants of the 
proposed technical facility that have a risk lower than the acceptable risk may be ac-
cepted, provided that the level of risk will be regularly monitored in the light of the 
dynamic development of the world. Other variants need either to be excluded from the 
further decision-making process or their parameters to be adjusted and, if a technical 
facility is necessary, measures should be taken to mitigate the worst impacts on public 

assets for the case of a risk realization (it is a real case). According to the data in 1,8, 
when selecting the optimal variant of a technical facility in a particular case, the follow-
ing aspects play a role: 

- correctly selected technical facility  specification, 

- achieved level of technical facility safety, 

- technical feasibility of measures for ensuring the safe technical facility, considering 

the suitability of the measures for the given system, i.e. the technical facility and its 
surroundings, 

- material  demandingness and energy demandingness of the technical facility, 

- speed of implementation of the technical facility, 

- claims of the technical facility operation on qualified personnel, 

- technical facility demands on transport and information provision, i.e. on  commu-

nication networks, 

- claims of the technical facility for finance during the construction and operation, 

- claims of a technical facility for responsibility on safety, 

- management / organization requirements in the territory associated with the tech-

nical facility. 

The publication summarizes the research results in detail described in [1] that show: 

- the current state of the section under review at the stage of technical facility prep-
aration (type and location selection), 

- real examples of the failure of coexistence of the technical facility and its surround-
ings, which manifest directly during the type and location selection,  

- sources of the risks caused during the type and location selection, which led to the 
failure of the coexistence of the technical facility and its surroundings at the stage 
of designing, building or operation, 

- appropriate tools from a set of tools that are used in disciplines that work with risks, 

which will ensure the quality work with the risks associated with coexistence at the 
technical facility preparation (selection of type and location). 

For human security and development ensuring, they are presented two tools that were 
created by specific research [1]. It goes on: 
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- the decision support system for the public administration risk management process 

improvement, the result of which is, that the technical facility gains the capability to 
be safe for the planned lifetime and its coexistence with vicinity is guaranteed, 

- the risk management plan for the public administration, which contains the 
measures for response to realization of risks expected during the technical facility 
type and site selection with high potential seriously to damage the technical facility 
and its surroundings coexistence.  
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2. FINDINGS ON TECHNICAL FACILITIES TYPE AND SITE  

    SELECTIONS 

 

The detail data on technical facility nature (i.e. system of systems) are summarized in 
[1-3,7,8]. They show that human system as a model of world in which the humans live, 
is composed of three basic systems: environmental one; social one, which is related 
to human society; and technological one, which is represented by technical facilities 
that humans consistently create for their lives quality improvement. These systems are 
open and mutually interconnected, and therefore, they are interdependent. Some sys-
tems´ interactions are beneficial for humans and other ones adverse and highly unac-
ceptable; some details are in [8,9].  

 

2.1. Risk and safety 

 

The human system safety in the concept based on the UN document [4] is a set of 
antropogeneous measures and actions by which the humans ensure their security and 
sustainable development. In this concept, the system safety includes both, the system 
functionality and the system reliability [1-3,7,8,10-19]. Based on present knowledge 
and experiences, the system safety can be only reached, if at its management:  

- all-important assets are considered, 

- the current knowledge in context of system theory is used, 

- and the system is forced to perform its activities so that it might not cause phenom-

ena, which would lead to its collapse.  

In followed case, this goal can be only achieved when the technical facility manage-

ment:  

- knows and considers all possible risks in details and context [6,8,10-20],  

- considers the present knowledge, experiences and time variety of processes,  

- and properly negotiates with the risks.  

Risk management of the complex technical facility is not easy, because of their behav-
iors and conditions are affected by processes and phenomena that take place inside 
and outside the system and, moreover, the processes and phenomena impacts are 
modified by complex networks of links and flows that are inside subsystems, across 
subsystems, across the whole system and surrounding area [1-3,7,8]. 

Knowledge and experience show that the  technical facilities are put in a certain envi-

ronment, which in any case react to the located technical facility. It is also the fact that 
the quality of services provided by the technical facility during its lifetime and the nature 
of  environment reactions to the technical facility significantly depend on the selected 
technical facility type.  
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For human security, it is needed, so environment reactions throughout the technical 

facility  lifetime may be adequate. Each technical facility has four basic phases:  plan-
ning (selection of type and location); designing and building; operation; and demotion 
from operation and cleaning up the territory for further use; the present work focuses 
on the first process, details are in [1]. 

Research, the results of which are given, is based on the system concept, terms and 
dates of the publications related to the global ESREL conferences, organized by ESRA 
[10-20] and it uses the list of terms, which is in harmony with the concept of the UN, 
the OECD, the IAEA, the WB and others that are summarized in [1-3].  

Current knowledge indicates that any technical facility is located in the territory, in 
which it is a number of sources of risks, which can damage both, the technical facility 
and the technical facility surroundings. The risk size depends on the size of real disas-
ter, which is a source of risk, and on the vulnerabilities of local followed assets. In the 
strategic management [2,3,7,8], they are defined variables:  

- the hazard as the probable size of disaster that occurs in a given location once per 

defined time interval (called a design disaster), 

- the risk as the probable size of the losses, damages and injuries to the followed 

assets in the given location at the design disaster occurrence rescheduled per unit 
time (usually 1 year) and a unit of territory, 

- the safety as a property on the system level, which is formed by human measures 
and activities. The system is safe, when at its critical conditions it does not endan-
ger neither itself nor its vicinity. It generally holds that risk and safety are not com-
plementary quantities, because the technical facility  vicinity safety and the tech-
nical facility safety can be increased by using the organizational measures realized 
by humans without having to decrease the risk size; the complementary quantity to 
safety is the criticality. 

 

2.2.  Coexistence 

 

Coexistence generally means a common existence. In the reference case, it goes on 

ensuring such conditions in the human system at sitting the technical facility into the 
environment that will ensure the common existence of all interconnected systems. The 
need for and the importance of coexistence is now under consideration in many tech-
nical fields, e.g. [14-17,21-25]. These works show that the technical facilities cannot 
be designed as closed systems, but always it needs to be considered their surround-
ings; the same one follows from [1-3,6-20].  

Figure 4 shows the basic idea of problem understanding, the target of which is the 
human security and development during the process of the technical facility type spec-
ification and its location in the territory. Due ty dynamic development of world, the con-
tinuous solution of conflicts between technical facility and its surroundings is neces-
sary. 
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Figure 4. Idea of risk management that needs to be considered during the TF type 
selection and its location in the territory. 
 

 

2.3. Requirements on process of technical facility type and site  
       selection 

 

Each technical facility fulfills certain tasks that are necessary for the safety and devel-
opment of human society, so firstly it is necessary to clarify: 

1. Tasks to be performed by the technical facility. 

2. Available resources, forces and means for realization of technical facility and its 

operation. 

3. The capability of the planner to ensure the realization and safe operation of the 

technical facility throughout its lifetime (suitable investor, suitable operator, super-
vision, acceptability of the impacts of accompanying risks for people, etc.). 

Thus, from critical evaluation of the sources of risks, it follows that when selecting the 
type of technical facility and its sitting in the territory, it is necessary to assess the 
sources of risks that may significantly affect the safety of people and the environment 
or disturbed the safety of the technical facility itself. The second case, therefore, con-
cerns the assessment of: 
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- the safety of the technology, i.e. its reliability and functionality throughout its lifetime; 

it is necessary to consider maintainability, serviceability, and  requirements on ser-
vice, 

- the availability and competitiveness of technology, 

- the feasibility of the technology's requirements for knowledge, material, finance, 

installation and operation of the technology, even in the event of legislative or mar-
ket changes, 

- the ability to ensure the safe operation of the technical facility throughout its lifetime. 

The works [3,6-8,26] show that there are many sources of risk. Since there is never 

enough resources, forces and means, in engineering practice we only focus on critical 
attributes, i.e. only on unacceptable and conditionally acceptable risks. Therefore, the 
Total Quality Management (TQM) [27], used in Europe and in the ISO standards, di-
vides the risk sources into three groups: 

1. Risk assessment document - all information about the risk is recorded here. 

2. Top risks list – set which contains a list of selected risks, the solution of which has 

the highest demands on resources and time. 

3. Retired risk list – it serves as a historical reference for future decision making. 

Risks belonging to the second group are identified as priority and need to be monitored. 
According to the understanding the monitoring in technical and economic disciplines 
[2,3,7,8], also means that remedial measures are prepared in all aspects in advance. 
Obviously, this is only possible if we work properly with the risks. 

The risk management technique itself, for the sake of cost-effective management of 
resources, forces and means, formally reviews the risk management and settlement 
before each stage of risk management in the context of benefits and cost of output; the 
Coase theorem [28] is used to determine the economic optimum in the cost of risk 
settlement, Figure 5. 

 

 

Figure 5. Safety is understood as the optimal interval of acceptable increments of costs 
for a technical facility; processed according to [28]. 
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From the safety understood by the author of Figure 5, it is clear that benefits from 
working with risks are for the both, the  human society and the technical facility owner, 
only when the benefits of reducing the risk (providing a higher level of safety) are 
greater than the costs for reducing the risk. 

 

2.4. Tools used in practice 

 

For the location of a technical facility in the territory, they are used tools that are spec-

ified in each country by legislation and they will be briefly characterized. In this context, 
one should be aware of the current recognition that without standards and legislation 
we would have been condemned to repeat mistakes from the past, but without putting 
safety into their improvements and the capability to respond sustainably to unexpected 
events, we will not be ready for the future [3]. Therefore, the research, the results of 
which we summarize, monitors risks of all kinds and deals with safety management 
and settlement tools. 

Strategic management of each state, territory or object (i.e. a technical facility) focuses 

on safety and long-term sustainability [1,6]. In line with current knowledge [2,3,7,8], 
safety is seen as a system level feature. In this sense, safety is a set of anthropogenic 
measures and activities by which humans fight back against harmful phenomena of all 
kinds. In the case of a technical facility, the safety it is a measure of the quality of 
anthropogenic measures and activities by which humans ensure a safe technical facil-
ity. 
 

2.4.1. Strategic planning 

Strategic planning includes an identification of problems in the monitored territory, an 
idea of the goals in this territory in the next 5 to 15 years, an assessment of the feasi-
bility of the goals and the elaboration of tasks into gradual short-term interconnected 
tasks leading to the fulfilment of the goals; in case of huge technical facilities the time 
interval is 100 and more years. It is a community tool for making change in territory. 
Therefore, all local and regional development actors might be involved. Consolidating 
the interests of these actors is not easy because their goals are often  very different. 
The private sector is primarily profitable because it is the source of its livelihood, and 
public administration is concerned with the security and development of the territory, 
in all circumstances, including the emergency and critical situations [29]. The Public 
Private Partnership (PPP) [30] concept was developed to achieve public-private coop-
eration. 

Security planning is strategic planning [6] that is focused on the safety and develop-

ment of human society. It includes land-use planning, spatial planning, strategic plans 
for territorial development, planning in health care, industry, services, agriculture, ed-
ucation, etc. While, the EU and most developed countries are trying to create plans 
that ensure coordination of requirements and goals of all sectors, so in the Czech Re-
public, each sector creates its own development plan. This means that conflicts be-
tween sectoral development, such as securing the finance, are only resolved when 
they occur, which often leading to reality that technical facilities are not being carried 
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out as originally intended, or taking a long time to complete or remaining unfinished; 
examples of induced technical facilities problems are in [1].  
 

2.4.2. Land-use planning 

Land-use planning is activity for the purposes of ensuring a safe area and sustainable 
development of the area. It is about establishing the preventive and mitigating 
measures against critical disasters and their implementation in practice (it elaborates 
in detail the development plans of the territory). Land-use planning is a strategic tool 
that is not designed to deal with immediate problems, where emergency planning and 
crisis planning have their authorized sites. 

In order to save the resources, forces and means of both, the State and the private 
owners, it is necessary to separate disasters in each territory, based on the risk as-
sessment of disasters [6]. It is necessary to determine disasters for which emergency 
planning will also be required (i.e. specific disasters) and disasters for which crisis 
planning will also be required (critical disasters); the crisis planning is significantly exi-
gent on resources, forces and means, namely at all stages of the management, i.e. not 
only in response (e.g. more in-depth disaster scenarios in territory need to be done, 
which requires evaluations exigent on data, processing procedures, and evaluators' 
qualifications). 

Risk management [6] creates a certain level of inherent safety for both, the human 

system and each entity that is part of it, i.e. design  disasters should be handled by the 
project, regulations for land-use planning and construction, operational regulations, 
emergency management regulations and by instructions for coping with critical situa-
tions, and their occurrence should not jeopardize sustainable development [1,2,3,7,8]. 

Land-use planning is an activity aimed at the mutual arrangement of functionally con-
nected natural and man-made elements / objects / infrastructures in the territory. It 
comprehensively solves the functional use of the territory, determines the principles of 
its organization, and coordinates the construction and other activities affecting the de-
velopment of the territory in terms of time and material. It is a tool for ensuring the 
security and development of the territory and is specified by the Building Act, related 
laws and other regulations. In developed countries, spatial planning is common, with 
the task of addressing not only land but space - high-rise and subsurface objects, which 
are increasingly being used in practice, and in terms of comprehensive security, rules 
need to be put in place to ensure that new sources of risk do not exceed a tolerable 
risk level. 
 

2.4.3. Spatial planning 

Spatial planning includes regional policy, strategic planning and spatial planning [29]. 

It is based on assumption that both, the physical and social environment are constantly 
changing. It seeks to understand the direction of these changes and looks for possible 
ways to promote safety and demanded development and to mitigate non-demanded 
trends in these changes. Spatial planning methods range from exact analysis sup-
ported by the GIS to intuition and idea. The aim of spatial planning is the safety and 
sustainable development of the human system (i.e. the natural, social environment, 
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including the economy and technology). It deals with the organization of  population 
territory,  arrangement of human activities and their impacts on environment in the 
broadest sense (i.e. including the social background). The aim is creation of rational 
organization of land use and links among types of land use, in order to balance devel-
opment requirements with environmental protection needs and to achieve social and 
economic objectives. 

Spatial planning is strategic planning that can generally be defined as the process of 

identifying and achieving long-term goals. Strategic planning is also a tool for building 
the local community consensus on the future of municipalities. It is a creative and in-
teractive process, involving not only representatives of municipal authorities, but also 
entrepreneurs and the non-profit sector. 

 

2.4.4. Environment impact assessment, strategic environmental assessment  

          and technology assessment 

Environmental Impact Assessment (EIA) is a process of evaluating the probable envi-

ronmental impacts of proposed project, considering the socio-economic, cultural and 
human health impacts [31]. It is  an auxiliary planning activity aimed at identifying, pre-
dicting and assessing the impacts caused by proposed activities such as policy objec-
tives, programs, plans and development projects that may affect the environment. 

In order to build a technical facility, the builder needs in most cases to obtain a planning 
permission from the building authority and then a building permit. However, at some 
technical facilities building it is the risk, which can unacceptably influence the environ-
ment through their impacts (e.g. noise, emissions, waste generation, etc.). In this case, 
the EIA process needs to be carried out before the planning decision and building per-
mit are issued.  

The EIA process assesses the impacts of planned buildings and facilities on public 
health and the environment, including the impacts on plants, animals, ecosystems, soil, 
the rock environment, water, air, climate and landscape, natural resources, tangible 
assets and cultural monuments and their interaction and context. The purpose of the 
entire EIA process is to obtain an objective professional basis for issuing the subse-
quent decisions (i.e. mainly planning decision or building permit), and thus contribute 
to the sustainable development of society. 

The EIA process is determined by legislation in each country. The requirement for a 

variant solution is a key problem in the EIA process. As a variant solution, it is consid-
ered to be any suitable solution for meeting the specified objective, i.e.: 

- different locations of the construction site and the routing of the transport route, 

- various technological processes, 

- variant type of activity, e.g. choice of import instead of domestic production, 

- different timetable for implementation, 

- substitution of raw materials, 

- various solutions for waste disposal, emissions, etc. 

Generation of variants is understood as a creative model of thinking. 
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Systematic methods of operational research need to be used for objective solutions. 

The total risk score is determined for a specified set of risks (brainstorming the experts) 
and defined variants (scenario fan). The algorithm is based on the application of axio-
matic utility theory [32] and AHP methodology [33].  

The Strategic Environmental Assessment (SEA)  means strategic  assessment of im-

pacts on environment [34]. The evaluation in question is perceived as a second gen-
eration of the EIA process as a result of the evolution of the EIA process in a changing 
world. It is strongly integrated with planning, policy intentions, decision-making, the use 
of sustainable development criteria, all with the participation of the public sector. The 
influence of internationalization is strongly applied in the field of environmental assess-
ment strategy including the assessment of cumulative effects, biodiversity assessment 
and formulation of sustainable development principles. The aim of the present effort is 
to transform foreign internationalized knowledge, recognition and principles into do-
mestic professional literature so as to improve the awareness of experts about the 
conditions of EIA cooperation within the European institutions and organizations. This 
transformation concerns methodology, technology and legislation. 

As part of the innovation of the problem, new frequent terms have stabilized in the 

international context, especially SEA and PPP (Politics, Plan, Program): 

1. Strategic Environmental Assessment (SEA) is a systematic process of environmen-

tal impact assessment of proposed policies, plans and programs. Its task is to en-
sure their full inclusion and implementation at the appropriate stage of the decision-
making process. 

2. A policy is a general set of activities or a proposed direction that is declared by the 

Government and which retroactively directs and influences the Government's deci-
sions. The policy defines objectives and determines steps to achieve them, usually 
for time horizons of 10 to 20 years (e.g. state concept of transport infrastructure 
development, energy policy). 

3. The plan is a purposeful, forward-looking strategy, often with set priorities, options 
and measures. Its task is to develop and implement the approved policy, usually 
for a period of 5 to 10 years (e.g. indicative water management plan). 

The program is a coherent, interconnected set of proposals, tools and activities. Its 

task is to develop and implement the approved policy, usually for a period of one to 
five years (e.g. waste management program). 

Technology assessment (TA) was introduced in the USA in 1972 (The Technology 
Assessment Act) as a comprehensive interdisciplinary expert assessment of planned 
technical facilities that considered the current and future impacts on technology, envi-
ronment, social, social and economic; it began to be used in Europe in the early 1990s 
[35-46]. The cited publications show that it is not directed against technology. Its aim 
is to identify problems and prevent damage caused by uncritical application and com-
mercialization of new technologies. The evaluation results are intended for policies that 
ultimately decide whether to enable the technical facility to be implemented. 

The decision has a dilemma: on the one hand, the impacts of a new technical facility 
cannot be easily predicted until the technical facility is extensively developed and used; 
and on the other hand, managing or altering a technical facility is difficult once it is 
widely used. Decision making is difficult because in a specific case: 
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- it is difficult to estimate the cost of externalities and internals, 

- it is not easy to select indicators to assess the benefits and impacts of new tech-
nology, 

- recalculation of damage and injury to money is not easy, 

- there are ethical barriers. 

Based on the above quotations, the present evaluation is mainly used in the following 
areas: information technologies; hydrogen technologies; nuclear technologies; molec-
ular nanotechnologies; pharmacology; organ transplantation; genetic technologies; ar-
tificial intelligence; internet etc. 

There are many institutions in Europe that conduct technology assessment in this 
sense and are a member of The European Parliamentary Technology Assessment 
(EPTA). For example: 

1. Centre for Technology Assessment (TA-SWISS), Bern, Switzerland. 

2. Institute of Technology Assessment (ITA) of the Austrian Academy of Sciences, 
Vienna. 

3. Institute for Technology Assessment and Systems Analysis, Karlsruhe Institute of 
Technology, Germany. 

4. The Danish Board of Technology Foundation, Copenhagen. 

5. Norwegian Board of Technology, Oslo. 

6. Parliamentary Office of Science and Technology (POST), London. 

7. Rathenau Institute, The Hague. 

8. Science and Technology Options Assessment (STOA) Panel of the European Par-
liament, Brussels. 

9. Science and Technology Policy Research (SPRU), Sussex. 

10. Department of Science, Technology and Policy Studies, University of Twente. 

Some of these organizations are members of a specific panel of the European Parlia-
ment and form the European Technology Assessment Group (ETAG), which handles 
EU research projects in the field. The form of evaluation of technology is determined 
by legislation in individual countries; the goal is the same, but the form of application 
differs. The Czech Republic does not have legislation on technology evaluation; how-
ever, its representatives participate in EU projects in the relevant field [43]. 

 

2.4.5. Resilience 

The aim of all human activities is to ensure the coexistence of the technical facility and 
its surroundings, i.e. the technical facility needs to be safe so that it does not endanger 
itself or its surroundings under its critical conditions. Today, we say that a technical 
facility and its surroundings need to have good resilience. In accordance with [2,3,7,8], 
the resilience means resistance in terms of toughness. This means that the intercon-
nected system needs to have the capability to recover when a major disaster of any 
kind  occurs. It is a fact that the number of disasters is growing rapidly due to the 
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increasing vulnerability of the world (number of people, demanding modern technolo-
gies with great destructive potential, people's intolerance…), and therefore, continuous 
good work with risks over time is required in this interconnected system [3]. 

Based on data summarized in [1], the resilience is understood as the capability of the 
system to withstand a major failure with acceptable degradation and to recover at an 
acceptable time and cost. It is about ensuring the safety of human society, which, as it 
has been said above, relates to both, the practices and the capacities associated with 
dealing with disasters of all kinds, i.e. non-demanded phenomena. Therefore, when 
considering the location of a technical facility and selecting the scenario for its con-
struction and operation, it is necessary to consider the public confidence in public func-
tions and to ensure the reliability of social functions. Evaluation of present knowledge 
shows that according to engineering disciplines that deal with technical facilities, the 
resilience is a tool for ensuring the safety of technical facilities and their surroundings. 

In the case of a technical facility, consideration should be given to ensuring the tech-
nical and organizational resilience, with public administration also having to participate 
in securing the latter. The organizational resilience according to [47] includes:  

- training and readiness, 

- situational awareness, 

- creating response forces, 

- bringing together all organizations and citizens in response and recovery, 

- the obligation of both, technical and public administrators to create a safety culture 

and to build resources for a correct and timely response to disasters, 

- and flexibility to adapt to a situation aimed at coping with the emerging emergency.  

The cited work also states that obstacles to resilience are:  

- lack of time (16%), 

- lack of incentives (12%), 

- existing hierarchy in management (13%), 

- confidentiality and security matters (10%), 

- insufficient benefits (12%), 

- failure to provide information (11%), 

- fear of criticism (9%), 

- lack of confidence (9%) 

- and technical issues (8%). 

Of course, ensuring the resilience is particularly important for complex technical facili-
ties. E.g. work [48] shows its great need for critical infrastructure, especially in identi-
fying the potential emergencies and responding to expected emergencies. Resilience 
in the present case is understood as the capability of a technical facility to:  

- reduce the impacts of disruption of performance and services on the population, 

- absorb the consequences of any disruption of operation when they occur, 
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- quickly recover from a fault and return to normal operation within a reasonable time, 

- and adapt the operation  to sudden critical conditions.  

Of course, this is possible if all the important assets of the technical facility and their 

interconnections are properly selected based on a thorough analysis of the vulnerabil-
ities in and around the technical facility. 

The concept of social provision (security) is defined as the capability of a society to 
protect and maintain a common or national identity despite potential or real threats. 
Therefore, the EU demands to build a resilient society, which means building the ca-
pacity of human society: 

- to prevent the occurrence of disasters, i.e. adverse events, of all kinds, 

- to mitigate and deal with the impacts of disasters, i.e. adverse events when they 

occur, 

- to ensure recovery and return to normal after disasters. 

In the monitored context, of course, it goes on all the basic subsystems of the human 
system, i.e. the social, environmental and technological systems, and their intercon-
nections. The key elements of resilience have social and specific elements in all tech-
nical facilities. 

All the above-mentioned works related to building the resilience of technical facilities 
and their surroundings show the importance of proper risk management, which is con-
firmed by the conclusions in the initial monograph [1]   on a set of interconnected mon-
ographs related to risk management of processes in technical facilities aimed at their 
safety [3]. This is because increasing the resilience, i.e. the toughness of both, the  
technical fittings and systems and the human communities, is one of the tools that can 
be used to increase the integral safety of the human system and its components. All 
the work used shows that correct risk foresight, robustness of the system, and capa-
bility to adapt to disaster-induced conditions are decisive in managing the risks of tech-
nical facilities and their surroundings. Proper work with risks needs to be set at the 
beginning of the preparation of the technical facility, its mission, tasks and security. 

 

2.4.6. Complex tool for technical facility safety management during life cycle 

By logical synthesis of the data and experience, there was designed a tool for deter-

mining a scenario of area management, which considers the human survival during 
the critical disasters. Process model of the tool is shown on the Figure 6 [7,8]. The 
scheme was opposed and recommended by experts from the project FOCUS research 
team. It was tested in practice by selected experts and students of the safety fields of 
technical and managerial specialization. For widespread use in practise it is a form of 
tool, which is understandable, provides professional accuracy and information value 
results, transparency of getting results, is user friendly and it is possible to set up an 
IT tool for it, which can provide an access to technical data, their correct processing as 
well as decision support (criteria, limits, indicators, etc.). The process model contains 
four main parts called: areas; risks; what to do; and critical interface – a question of 
survival. 
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Figure 6. Scenario of territory management that ensures the human survival during 

the critical disasters. 

 

The objective of the first part “area”, which is connected to technical facility location, is 
to create a credible scheme and characteristics of an area, both should show the layout 
of objects important in the terms  of protected assets (human lives, health and security; 
property; public welfare; environment; infrastructures and technologies) and in terms 
of domino effects resources, which can increase the severity of the situation caused 
by a disaster. It is necessary to create the list of potential disasters when applied the 
principle of All Hazard Approach [6,26] and set of data about the impacts of potential 
disasters on the area, including the data about the vulnerability to specific disasters; 
the details are in [2,8]. 
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3. RISK ENGINEERING METHODS USED 

 

Both, the logical methods (analysis, synthesis, deduction, evaluation and assessment) 

ant the specific heuristic methods (described in [2,3,33]) are used to obtain the results 
which will be in next chapters. At this point we will give only the methods on which the 
following results are based. These are: fishbone graph; case study; decision support 
system; and a risk management plan. 

 

3.1. What, If 

 

The What, If method is the most general method for detecting the impacts of a disaster 
by which the risk of a disaster can be determined. We use it in the form of filling the 
table; Table 1 [2,3,33] using the data from experts obtained by brainstorming or panel 
discussion. 

 

Table 1. Standard model for applying the What, If method. 

 

Asset  The potential impact of a disaster on an 

asset 

Human lives and health  

Human security  

Property   

Welfare  

Environment  

Infrastructures and technolo-

gies 

 

 Energy supply sector  

Water supply sector  

Sewerage sector  

Transport sector  

Communication and in-
formation sector 

 

Bank and finance sector  

Emergency services  
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Basic territory services 

(industry, agriculture, 
supply service, health 
service,  waste  manage-
ment, social services, fu-
nereal services) 

 

Public administration  

Technical facility: 

- critical fittings 

- critical components 

- critical links 

- critical infrastructures 

- critical couplings 

- critical stocks 

- critical personnel 

- critical processes man-
agement 

- ……….. 

 

 

3.2. Checklist 

 

The checklist is an engineering discipline tool that allows a multi-criteria assessment 
of the nature of the problem being observed [2,3,33]. Checklists are aimed at risk or 
safety of a technical facility and they are an essential tool for managers because they 
clearly identify risks in areas that are well-known and for which the development of 
knowledge and experience are defined by the limits of individual activities, actions, 
behaviours, etc. To ensure safety and development, it is necessary to eliminate the 
immediate, evident and recognizable risks. For their identification, the checklists 
serves very well. Then, it is necessary to reveal  and to cope with the risks that are 
hidden in the chains of possible events, delayed in time using the specific methods and 
specific and qualified data. 

 

3.3. Ishikawa (Fishbone) diagram 

 

Fishbone diagram (Ishikawa diagram) is a tool used at causal analysis of the observed 
problem [2,3,33]. The cause-and-consequences  analysis helps to thoroughly under-
stand the nature of the problem by forcing us to address all possible disaster causes. 
The procedure for its application is: 
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- identification of the problem (it means to answers to the questions:  

• where does the problem occur? 

• what is the nature of the problem? 

• when did it occur? 

• how often did it occur?, 

- enumeration of significant problem factors (factors are fish bones), 

- identification of possible causes (small lines on 'fish' bones), 

- diagram analysis. 

To create a diagram, it is necessary to collect and organize data about the causes that 
cause the problem and their impacts. This means that the processes associated with 
the problem to be solved needs to be described in detail by data, while the random and 
knowledge uncertainties [2,3] need to be clarified. Collecting the data is a first step and 
is time and knowledge consuming, as many resources need to be used to make the 
data files representative, i.e.: complete; containing the correct data; have sufficient 
data number; the data must be spread homogeneously throughout the observed inter-
val and was validated [3]. 

The tool under review supports the analysis of the causes and consequences of a 
particular process, phenomenon or object, State and facilitates the search for solutions 
to the problems that have arisen. The aim of the method is to identify all possible 
causes or sources of the problem (or areas that affect the problem) and to structure 
them graphically. 

The problem-solving organizer draws a "fish skeleton". In a group discussion, the con-

sequences are placed on the respective skeleton sites according to their kinship and 
then causal chains of causes and consequences are searched for on the basis of dis-
cussion (brainstorming). The method can be used, for example, in the creation of de-
partmental concepts, in identifying the starting state and in defining the starting points. 
Data that can be detected with considerable effort by routine data collection or meas-
urement can also be quickly obtained. However, the knowledge and experience (i.e. 
qualifications) of the discussers is a drawback of the method.  

 

3.4. Case study 

 

A case study that relates to a specific decision, is associated with certain work models 

or simulations of processes that take place over time and territory or in an entity [33]. 
The case study describes and justifies the real experience gained from life in the sub-
ject area, thus broadening the knowledge of the problem and its aspects. The quality 
of the case study, i.e. the quality of the results presented in the case study, is based 
on the knowledge and life experience of the case study processor. 

The case studies are based on both qualitative and quantitative data. Their result is a 

qualified locally and time-specific solution to a particular problem / case,  and therefore, 
they are a suitable tool to support decision-making and management at the site. They 
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are used when the knowledge of the problem in the system conception is unstructured, 
i.e. in connection with the problem in which for a number of elements, links and flows 
of the assessed system there are not only uncertainties that can be assessed by math-
ematical statistics, but also vagueness (epistemic / knowledge uncertainties), the esti-
mation of which requires highly qualified data sets and demanding theoretical proce-
dures. In other words, the problem and context data in the system in question do not 
meet the requirements for a generally valid solution. Therefore, either expert methods 
or case studies are used in these cases [33]. 

The case study methodology is, according to the knowledge gathered in [2,3,33], a tool 

to obtain a set of knowledge about the problem. It combines theory with practice while 
requiring the practical skills:  

- identifying and recognizing the problem, 

- understanding and interpreting the data and information, 

- distinguishing the facts from the assumptions, 

- analytical and critical thinking, 

- understanding the random and epistemic uncertainties (data is never complete), 

- improving the judgment, 

- capability to communicate issues with experts with a different opinion.  

It is a problem-solving technique under various conditions (therefore, multi-criteria 

analysis of the system and its surroundings is important). It allows to solve unstructured 
problems, which are almost all failures and all complex systems accidents. It does not 
assume random distribution of solution variants. 

It is de facto a historical scenario of a process, i.e. a model of the course of a certain 

process that takes place under specific conditions, i.e. at a certain place and at a cer-
tain time. From a methodological point of view, it is a process model that is compiled 
on the basis of real data. It is used in project and process management, if the 
knowledge of the problem in the system conception is unstructured, i.e. in connection 
with a problem in which many elements, links and flows of the assessed system are 
not only random uncertainties that can be assessed by mathematical apparatus. sta-
tistics, but also knowledge uncertainties, which require highly qualified data sets and 
demanding theoretical procedures. In other words, the problem and context data in the 
system in question do not meet the requirements for a generally valid solution. 

The processing of a case study, as well as the processing of an expert opinion, requires 

both, the multidisciplinary and the interdisciplinary theoretical and practical knowledge, 
at least in the field of management and systems safety management, as well as con-
siderable practical experience. In addition, it teaches justifying decisions to solve a 
problem. 

In original monograph, they  are used two forms, evaluation case study and prognostic 
case study. The evaluation study evaluates the potential risks and their impacts on the 
safety of the technical facility being prepared in a specific territory. When compiling it, 
the following questions are used: 

1. What is the problem of the proposed technical facility and its surroundings? 
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2. What are the aspects and impacts of the problem on the conditions and develop-

ment of the proposed technical work and its surroundings? 

3. What is the root cause of the safety damage  the proposed technical facility and its 

surroundings? 

4. How could  be averted the accident or failure of proposed technical facility and its 

surroundings? 

5. What should be done to prevent a proposed technical facility and its surroundings 

from occurring safety the damage of during the lifetime? 

Process of case study compilation is in Figure 7.   

 

 

Figure  7. Process of case study compilation. 

 

3.5. Decision Support System 

 

The Decision Support System (DSS) [2,3,33] is a special technique for obtaining data 

for deciding the complex problems. It generally consists of the following components:  

- data management module, 

- model of management modules (models´ library), 

- module for management of dialogue with user, 

- and knowledge core (Knowledge engine).  

There are different DSSs, or they have different conceptual starting points: 
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- model-based DSS (it uses statistical simulations), 

- communication DSS (it is for cooperation on a number of decisions), 

- document DSS (it uses different types of documents to support decisions), 

- knowledge DSS (it contains defined rules). 

The decision support system (DSS) helps to solve the problem by supporting an ana-

lytical style of decision making against heuristic decision making. This means that: 

- it organizes information for decision-making situations, 

- it interacts with the decision-maker at various stages of decision-making, 

- it extends the information horizon of the decision-making body, 

- it facilitates multi-criteria evaluation, because it has built-in multi-criteria methods 

without the user knowing their mathematical structure. 

Decision support systems use a general model for the certain case, reflecting the real 

situation. When specific parameter variables are substituted, they provide results for 
the given problem. The aim is to ensure so that the result corresponds to the optimal 
solution. In their creation and application are used: 

- knowledge and data from experts, who know the technical parameters, limits and 

conditions of the technical facility and the local vulnerabilities, 

- the principle of maximum utility theory [32], i.e. "the greater, the better" or "the 

greater, the worse". 

DSSs are divided into special ones that provide support for solving the specific prob-

lems; and general, which are based on adaptive and flexible decision-making models. 

Obviously, the use of a specific DSS is only possible when verification establishes that 

the conditions for technology transfer are met [3,49]. Otherwise, the method needs to 

be adapted to local conditions. It should be noted that the adaptation of the method to 

specific conditions cannot be done by IT specialists, but by technical experts, who 

know the technical parameters, limits and conditions of the technical facilities and local 

vulnerabilities. 

Applications of sophisticated DSS based on multi-criteria evaluation give good solu-

tions [3]. In our case, we will compile a DSS in the form of a checklist [2,3,33] supple-

mented by a rule for evaluating questions in terms of [32] and assigning a logical value 

scale. 

DSS application aims are: 

- identifying, managing, eliminating or minimizing unforeseen events that have an 
adverse impacts on critical elements, critical components, critical processes, critical 
functions, critical infrastructure and critical technologies in the technical facility, 

- the process of comparing the estimated risks against the benefit and / or cost of 

possible countermeasures and establishing an implementation strategy in the con-
text of integral (systemic, overall) safety, 
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- determining which disasters (harmful phenomena) the technical facility is exposed 

to, what are the risks from individual harmful phenomena, what damage may arise, 
which measures will eliminate or minimize the occurrence of harmful events, 

- the procedure consists of: 

• the assets are defined and their safety requirements are defined, 

• identification of  vulnerabilities, potential impacts and risks, 

• estimation of: the amount of potentially caused damage; and the costs of appro-
priate safety measures, 

• adequate safety measures selection. 

For critical items, limit values (limits) shall be established to ensure acceptable secu-

rity. This means that the task of their managing is to ensure compliance with the limits, 

and therefore, the basis is thorough monitoring and qualified DSS. 

 

3.6. Scoring variables using decision matrix 

 

The method of scoring the variables according to [33] makes it possible to classify the 
problem described by two mutually incommensurable variables into several categories 
according to established preferences. The method itself does not set or recommend 
classification criteria. In practice, it is very often used to classify risks into acceptable, 
conditionally acceptable and unacceptable risk [2,3,33] or to categorize objects ac-
cording to their criticality [7,8,50]. The method will be further used to assess the bene-
fits and risks of the proposed technical facility. 

 

3.7. Risk management plan 

 

The risk management plan is based on the TQM facility management method [27], i.e. 

in the monitored facility  they are considered priority risks that could not be settled and 
that have  the potential to significantly damage a technical facility at their realization. 
The plan itself is drawn up in the form of a table [2,3] that considers the risks of: 

- technical facility, 

- internal sources of risk of the technical facility related to its construction, construc-
tion, equipment and operation, 

- technical facility personnel, 

- external sources of risk of technical facility associated with natural disasters, 

- external sources of technical facility risks related to public administration behaviour, 
competition, market, etc., 

- attacks on technical facility, 

- cybernetic risk sources associated with networks, 
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- war. 

For each risk area, the table shall indicate: 

- causes of risk, 

- the probability of risk realization occurrence frequency and the expected size of the 
impacts of the risk on the protected assets (basic public assets should also be con-
sidered based on legislative requirements), 

- risk management measures, or at least for risk mitigation, which are clearly identi-

fied, and at each of them it is given responsible person for their implementation. 

The risk management plan is also recommended by ISO 31000 [51]. 

To develop a risk management plan that meets the management requirements re-
quired by the TQM, it is necessary to know in detail:  

- disasters, i.e. sources of risks, 

- local vulnerabilities that determine the severity (criticality, relevance) of critical sit-

uations, 

- and possibilities of response in critical situations. 

As it has been shown [2,3], the risks are associated with itself work with the risks, and 
therefore,  a checklist (Table 2) for assessing the criticality of the risk management 
plan [7], has been developed and tested in practice; the scale of which was used to 
assess each item: 

0 point - fulfilment of the criterion has negligible shortcomings in the monitored area 
(less than 5%), i.e. it has negligible criticality, 

1 point - fulfilment of the criterion has low deficiencies in the monitored area (5-25%), 
i.e. it has low criticality, 

2 points - fulfilment of the criterion has medium deficiencies in the monitored area (25-
45%), i.e. it has medium criticality, 

3 points - fulfilment of the criterion has high shortcomings in the monitored area (45-
70%), i.e. it has a high criticality, 

4 points - fulfilment of the criterion has very high deficiencies in the monitored area 
(70-95%), i.e. it has a very high criticality, 

5 points - fulfilment of the criterion has extremely high deficiencies in the monitored 
area (higher than 95%), i.e. it has extremely high criticality. 

 

Table 2. Checklist for judgement of quality of risk management plan. 

 

Question Rating 

Is the risk management plan guided by a clear vision and the objec-
tives pursued? 
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Does the risk management plan apply the principle of integrity (i.e. 

consideration of the welfare of the social, ecological and economic 
subsystem; expression of costs and benefits; impacts and benefits of 
economic activity using the both,  the monetary and the non-mone-
tary values)?  

 

Are substantial elements considered in the risk management plan 
(e.g. fair distribution of resource use between present and future gen-
erations; over-consumption and poverty; human rights; environmen-
tal conditions conditional on life; prosperity permitted by economic 
development and off-market activities)? 

 

Is the risk management plan adequate in scope (e.g. appropriate time 

and space measure)? 

 

Is the risk management plan practically focused (e.g. explicitly de-

fined categories that link the idea with indicators and criteria; a limited 
number of key objectives; a limited number of indicators; a standard-
ized way of measuring and benchmarking; benchmark values, 
thresholds, development trends)? 

 

Is the risk management plan open (e.g. generally accepted methods 

and databases; explicit plausibility, elimination of uncertainty)? 

 

Is effective risk management communication included in the risk 

management plan? 

 

Is the general public involved in the risk management plan?  

Does the risk management plan provide for a follow-up assessment 
(e.g. specifying the progressive targets due to system development)? 

 

Are the institutions' capacities ensured in the risk management plan 
(e.g. identification of responsibility for meeting the decision-making 
process objectives, data collection and storage, documentation)?  

 

TOTAL  

 

The scale for overall criticality of the risk management plan is determined in analogy 

to the principles used since the 1980s in standards. The resulting criticality rate, as-
suming all criteria have the same weight, can range from 0 to 50; the thresholds for the 
criticality level of the risk management plan corresponding to the scale used are given 
in Table 3. 

 

Table 3. Value scale to determine the level of criticality of the risk management plan. 

  

Criticality rate of the 
risk management plan  

Values in %  Number of points for 
all criteria 

Extremely high– 5 Over 95 % Over 47.5 
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Very high – 4 70 - 95 % 35 – 47.5 

High – 3 45 - 70 % 22.5 – 35 

Medium – 2 25 – 45 % 12.5 – 22.5 

Low – 1 5 – 25 % 2.5 – 12.5 

Negligible – 0 Less than  5 %  Less than 2.5 

 

  



35 
 

 

4. RISK SOURCES 

 

For research need, it was compiled the database of real cases in the world (254 cases) 

in which the risk management during the process of technical facility type specification 
and its location selection in the territory failed [52]. Their detail studies based on critical 
analysis of causes and  impacts using the methods: What, I; checklist; and case study, 
show that in these cases, they were often occurred the high-delay and large financial 
losses associated with the technical facility [1]. Last cited work contains several detail 
case studies for documentation. 

Failures of type and site selection of technical facilities resulted in reality [1] that they: 

- have never been built or completed, 

- have been built but has not been put into operation, 

- have been completed, put into operation and the operation has ended prematurely 

because of either high operating costs (costly operation, frequent interruptions re-
quiring costly repairs, etc.) or major conflicts with the surroundings (air contamina-
tion with gaseous hazardous substances, noise, waste, etc.), 

- were completed, put into operation and a major accident caused by the interactions 

between the technical part and the surroundings, which were not considered in the 
project, ended the operation. 

From the above sources, the causes of failure of the coexistence of the technical facility 
with its surroundings, which occurred over time, were found: 

1. Technical: 

- the technology used for the technical facility had obvious technical deficiencies 

(incorrect specification of the technical facility), 

- the type of technical facility, the construction and operation of which were too 

demanding on the available resources in the area (knowledge; material for man-
ufacturing; raw materials for operation; technical elements, equipment and com-
ponents; finance; management method; or  skill of workers at construction or 
operation), 

- the technical documentation of the technical facility was incomplete, e.g. it did 
not contain an accurate description of all the equipment and way  how it might 
be operated, 

- lack of proof of technical feasibility of the technical facility in the territory, 

- there were no measures to reduce the impacts of the technical facility on the 

territory during its operation, 

- there are no replacement of equipment and components of critical items, 

- there are already technical facilities in the vicinity of the technical facility which 
caused the technical facility failure or accident, 
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- the energy performance of the technical facility exceeded the capacity available 

in the territory, 

- the transport demand for the technical facility exceeded the transport possibili-

ties in the territory, 

- material demands were not properly valued and caused downtime or shutdown. 

2. Financial: 

- claims for the construction of the proposed technical facility were not verified, 

and therefore, proved to be underestimated, 

- claims for technical facility included only construction costs and did not include 

operating costs, 

- operating costs do not include maintenance, timely repairs, etc., 

- the budget did not envisage the occurrence of situations requiring additional 
costs (e.g. increased tax burden, change in public support, occurrence of natu-
ral disasters, etc.). 

3. Personnel 

- the underestimation of the technical facility in terms of the amount of staff 
needed, considering the capacity of the surroundings, 

- underestimated demands on qualified personnel, 

- the working mode set did not include the social needs of the staff. 

4. Management of technical facility - organizational causes: 

- the documentation did not contain all the particulars required by the legislation, 

- incorrect timing of construction implementation, 

- incorrect division of the investment unit into stages, 

- incorrectly set operation parameters and operating modes, 

- responsibilities in the construction of the technical facility have not been clearly 

defined, 

- responsibilities for the processes in the technical facility have not been clearly 

defined, 

- lack of operational rules for abnormal and possible critical situations and emer-

gency plans, 

- lack of continuity plans for critical components of the technical facility to ensure 

that they were overcome in the event of beyond design  disasters. 

5. Management of public administration around the technical facility - organizational 

causes: 

- incorrect supervision of the public administration over the construction of a tech-

nical facility (it  does not require so technical facility designer and manufacturer 
had to work with priority risks that are connected with technical facility location), 
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- incorrect supervision of the public administration over the operation of the tech-

nical facility (it  does not require so technical facility operator had to work with 
priority risks that are connected with technical facility location), 

- failure to create tools for the survival of people in the event of a disaster or failure 
of a technical facility in areas of high population density or highly contaminated. 

- unclear means for cooperation with technical facility in emergency situations. 

6. Safety of the technical facility: 

- at type and location selection, they were not considered all possible risks during 
manufacturing and operation inside and outside the technical facility and their 
impacts on the technical facility and its surroundings, 

- the impacts of external disasters on the technical facility were underestimated, 

- the cross-sectional risks that might be realized through the interconnections of 
components and systems of the technical facility only under certain conditions, 
e.g. in case of disasters, were not considered in the safety analyses performed 
for decision on technology and location, 

- lack of means for security, emergency and crisis plans, or their logical linking, 

- at type and location selection, there are no clearly defined functions relevant to 

the safety management of the technical facility, 

- the vulnerability of critical assets of the technical facility has not been correctly 

assessed, 

- the demonstration of the management of possible accidents in the technical fa-

cility was insufficient, 

- the mitigation of the environmental impact of construction and operation was 

insufficient, 

- the safety objective of the technical facility and the means for ensuring it, have 

not been clearly defined, 

- a safety culture has not been built, 

- a program to maintain and enhance the required safety has not been clearly 
defined. 

7. Other: 

- the technical facility belonged to a category of interest to insiders and terrorists, 

and the lack of adequate technical and cyber means, human resources and 
financial costs for its protection, 

- the acceptability of the technical facility by the public was not sufficiently en-
sured. 

The analysis of the data collected on the failure of selection and placement of the tech-
nical facility in the territory show the specific causes of failure (unfinished implementa-
tion, major problems in operation, and therefore, premature closure), which can be 
summarized as follows: 

- incorrect specification of the technical facility, 
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- incorrect location of the technical facility, 

- high material and energy demands of the technical facility, 

- high demands on the operation of the technical facility for qualified personnel, 

- high demands on the technical facility on transport and information provision, i.e. 
communication networks, 

- high demands of the technical facility on finance during construction and operation, 

- high demands of the technical facility on responsibility for safety ensuring, 

- high demands on the management of the technical facility and on the supervision 
of state authorities over the safety of the technical facility. 

Based on these data, there are derived the causes of coexistence failure shown in 
Figure 8 using the Ishikawa diagram described above.  

 

 
Figure 8. The causes of the coexistence failure of the technical facility (TF) and its 
vicinity due to a  technical facility type bad selection or to a wrong technical facility 
location in the territory. 
 

 

The main causes of the coexistence of the technical facility are mainly related to the 
knowledge and behaviour of the entities managing the territory, permitting and super-
vising the technical facilities in the area, which is confirmed by the conclusions stated 
in the works [3,7]. 
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5. TOOL - DECISION SUPPORT SYSTEM FOR ENSURING  

    THE COEXISTENCE AT THE TECHNICAL FACILITY TYPE  

    SELECTION  AND ITS SITING IN TERRITORY 

 

Based on the collected knowledge, it was constructed the Decision Support System –  
DSS for the evaluation of risks associated with the proposed technical facility [1], Table 
4. The criterions are evaluated by scale (0-5) with the philosophy “the higher number, 
the higher risk, i.e. the lower technical facility coexistence with the surroundings” [32]. 
For the DSS application in practice, two scales are recommended; Table 5 derived in 
[53] and Table 6 for risk rate assessment from the Technical Standard. 

The assessment of Table 4, hereafter given, assumes that all criteria have the same 
weight. Practical examples [52]  show that in many cases some criteria are more im-
portant than others, and therefore, it is necessary to assign them higher weight, and to 
change  data in Table 6  by appurtenant way. 

 

Table 4. Checklist for the assessment of risk associated with the co-existence of the 

proposed  technical facility and its surroundings. A- result of assessment (YES / NO) 
–  auxiliary scale is in Table 5, N - note. 

 

Criterion A N 

The technical facility design in its documentation contains: 

• impacts of disasters, according to All-Hazard-Approach, that are 
possible in the territory 

  

• impacts of disasters on the population in the technical facility vicinity   

• impacts of disasters on the environment in the technical facility vi-
cinity 

  

• safety analysis, in which there are considered the cross-cutting 
risks, which are only implemented by interfaces of components and 
systems of technical facility under certain conditions (at the occur-
rence of certain disasters), and they may cause cascade failures in 
the technical facility  

  

• countermeasures (preventive, mitigating, reactive, and recovery) to 
cope with the expected emergency situations and possible critical 
situations; it has the operation rules for normal, abnormal and criti-
cal conditions, emergency plans and it contains the obligation to for-
ward information to the public authorities in major accidents, the im-
pacts of which can exceed into the technical facility surroundings; it 
considers all the essential public assets 

  



40 
 

• data that are logically consistent in all conditions and in it they are 
clearly defined the functions important to safety management of the 
technical facility  

  

• information in which it is clearly assessed the vulnerability of critical 
assets of technical facility and given the proof of coping with possi-
ble accidents in the technical facility 

  

• information, in which there are clearly defined: safety target of the 
technical facility and the tools for its ensuring; procedure for building 
the safety culture; program for the maintenance of required safety 
and for its increase  

  

• assessment, whether the entire technical facility or some its part 
may be in the interest of insiders or terrorists. If so, it has given the 
corresponding technical and cyber resources, human resources 
and financial costs of protection 

  

• procedures for cooperation with public administrations in the con-
struction and operation of the technical facility 

  

• all the elements required by the legislation   

• certified construction schedule   

• realistic division of investment unit into stages.   

• realistically set-up the parameters of operation and operating mode   

• clearly defined responsibilities for the processes associated with the 
construction of technical facility 

  

• clearly defined responsibilities for the processes associated with the 
operation of technical facility 

  

• realistic operating rules for normal, abnormal, and the possible criti-
cal situations, emergency plans, and also business continuity plans 
for critical components of technical facility that would ensure the 
renovation of technical facility in case of beyond design disasters 

  

• clearly defined requirements for necessary technical facility staff 
and their qualifications 

  

• judgement of fulfilment of requirements for qualified personnel with 
regard to the options that are in the vicinity 

  

• operating modes, which respect the social needs of workers and 
ensure their safety 

  

• certified financial demands on the construction of technical facility    

• certified financial demands on the operation of technical facility  in-
cluding the costs on maintenance and timely repair 
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• proof that technical facility is feasible for the available resources 
(knowledge; material on the making; the raw materials for opera-
tion; technical elements, fittings, devices and components; finance; 
the way the process control; or the skill of the staff in the construc-
tion or traffic) 

  

• complete technical documentation, as the precise description of all-
important devices and method of their operation 

  

• list of backups and reserves for critical equipment and critical com-
ponents 

  

• information that it uses the technology that has obvious shortcom-
ings  

  

• information about energy performance and judgement whether sur-
rounding territory has a free appropriate capacity 

  

• information about water amount and judgement whether surround-
ing territory has a free appropriate capacity 

  

• information about construction of other sources of water in event 
that capacity of territory is insufficient 

  

• information on claims for transport and judgement whether sur-
rounding territory has a free appropriate capacity 

  

• information about construction of other transport infrastructures in 
case that capacity of territory is insufficient 

  

• information about material and assessment of available potential 
suppliers 

  

• information about how to search for other suppliers of material   

• information about consumers and evaluation of available potential 
consumers 

  

• measures how technical facility  will deal with disorders of the criti-
cal components or critical equipment, failure of energy supply, fail-
ure of supply of cooling, and countermeasures for cope with emer-
gency situations 

  

• measures for the management of organizational accidents   

• introduction of a reliable monitoring of all critical processes in tech-
nical facility 

  

• clear concept of operation and clear individual modes of operation 
targeting to the safety 

  

• clear limits and conditions for the operation of technical facility  and 
their verification 

  

• proof of reliability of technical facility for its lifetime and its verifica-
tion 
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• assessment of impacts of technical facility accidents on social area 
(according to Table 5) 

  

• assessment of impacts of technical facility accidents on technical 
and economic area (according to Table 5) 

  

• assessment of impacts of the technical facility accidents on the en-
vironment (according to Table 5) 

  

• assessment of impacts of technical facility accidents on technical 
facility and its vicinity goodwill’s 

  

• awards of costs for reconstruction of technical facility and its sur-
rounding area after the great accident and the assessment of recov-
ery capabilities. 

  

 

Table  5. Scale for determination of rate of risk that planned technical facility means for 

its surroundings (rate of coexistence disruption); by analogy to scales in [53]; p – an-
nual insurance, ABT-the annual budget of territory governance. 

 

Domain Risk rate  Classification criterion 

Social By accident or failure of technical facility, it is affected: 

0 less than 50 humans  

1 50 - 500 humans  

2 500 - 5000 humans  

3 5 000 – 50 000 humans  

4 50 000 – 500 000 humans  

5 more than 500 000 humans 

Technical 

and 

Economic 

Accident or failure of technical facility causes damages: 

0 less than 0.05 p 

1 equal to p 

2 between p and 0.05 ABT  

3                   between 0.05 ABT and 0.075 ABT 

4 between 0.75 ABT and 0.1 ABT.  

5 higher than 0.1 ABT.  

Environment                     Accident or failure of technical facility causes: 

0 very low damages of environment  

1 damages of environment with which the 

nature cope during the acceptable time 
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2 moderate damages of unrenewable re-

sources of nature and natural reserva-
tions. 

3 medium damages of unrenewable re-
sources of nature and natural reserva-
tions  

4 unreturnable damages of unrenewable 

resources of nature and natural reserva-
tions  

5 devastation of landscape, unrenewable 
resources of nature and natural reserva-
tions  

 

Table 6. Value scale for determining the rate of the coexistence of the planned tech-

nical facility and its surroundings; N = five times the number of criteria in Table 4; N = 
270. 

 

The level of coexistence disruption 

(risk) between technical facility and 
surrounding  

Values in % N 

Extremely high – 5 More than 95 %  

Very high – 4 70 - 95 % 

High – 3 45 - 70 % 

Medium – 2 25 – 45 % 

Negligible – 0 Low than 5 %  

 

The evaluation of real cases according to the Table 4 needs to be performed by a team 

of specialists from the different fields independently; in practice, according to [53], it 
works the team consisting of:  

- worker of public administration responsible for the land use planning,¨ 

- worker of public administration responsible for the territory development, 

- representative of planned technical facility, 

- competent representative of the professional institution for the technical facility 

safety assessment, for example from the state technical inspection, 

- and representative of the Integrated rescue system.  

The resulting value is the median for each criterion, and in cases of great variance of 
the individual values in the one criterion it is necessary, so that the worker of public 
administration responsible for land use planning may ensure further investigation, on 
which each assessor shall communicate the grounds for his review in the present case, 



44 
 

and on the basis of panel discussions or brainstorming session, the final value is de-
termined. 

The appreciation of the benefits of a technical facility for the territory is done again 

using a checklist. On the basis of the knowledge gathered above, a checklist is drawn 
up to assess the contribution of the technical facility to the territory [1], Table 7. For 
application in practice, two scales are assigned to the checklist: one in Table 8 for 
assessing selected criteria when applying the classification scale (0-5) and the concept 
'the higher the value, the higher the contribution of the technical work to the territory”; 
and the scale for the evaluation of the whole principle-based checklist introduced into 
Czech Technical Standard, Table 9. 

 

Table 7. Checklist for assessment of the technical facility  return for  territory. A- result 
of assessment (YES or NOT). 

 

Planned  

technical 
facility 

Criterion A Note 

It increases education of the population in the ter-
ritory 

  

It increases the possibility of employment of the 
population in the territory 

  

It increases the level of services in the territory   

It increases welfare in territory   

It contributes to the development of basic infra-

structure in the territory. 

  

It raises the prestige of the territory   

It contributes to the cultural development of the 
territory 

  

It improves the situation in the social sphere in 
the territory – Table 8 

  

It improves situation in technical and economic 
spheres in territory - Table 8 

  

It improves the situation in environment protection 
and welfares in territory - Table 8 

  

 

Table 8. Value scale for determining the rate of benefits that the technical facility   
means for the territory; it is designed by analogy to the scales set out in the work [52], 
ABT – the annual budget of the territory. 

 

Domain Benefit rate 
classification 

Criterion 
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 Rate Technical facility benefits: 

Social 0 less than 50 humans  

1 50 - 500 humans  

2 500 - 5000 humans  

3 5 000 – 50 000 humans  

4 50 000 – 500 000 humans  

5 more than 500 000 humans 

 Rate Technical facility gives to territory 

budget: 

Technical 

and eco-
nomic 

0 less than 0.005 ABT 

1 0.005-0.01 ABT 

2 0.01-0.025 ABT 

3 0.026-0.05 ABT 

4 0.05-0.075 ABT 

5 higher than 0.075 ABT  

Rate Technical facility contributes to environ-
ment protection and welfare increase 
per year by sum of money: 

Environment 

 

0 less than 50 EUR 

1 50 – 500 EUR 

2 500 – 5 000 EUR 

3 5 000 – 50 000 EUR 

4 50 000 – 500 000 EUR 

5 more than 500 000 EUR 

 

 

Table 9. Value scale for determining the rate of  return of the  technical facility   for its 
surroundings; N is quintuple of criteria in Table 7 (N=50). 

 

Level of technical facility  benefits for territory  Values in % N 

Extremely high – 5 More than 95 %  

Very high – 4 70 - 95 % 

High – 3 45 - 70 % 

Medium – 2 25 – 45 % 
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Low – 1 5 – 25 % 

Negligible – 0 Less than 5 %  

 

At the technical facility  risk management based on data in Table 4 we consider the 
responsibility principle that is general in Europe [54]. It means that in the followed tech-
nical facility phase both, the developer and the public administration are responsible 
for the technical facility  safety.  

Considering:  

- the ALARP principle as in works [55-57],   

- the integrated approach as in works [58,59],  

- and the assumption that all risk sources have the same occurrence probability, we 

obtain the requirement for tolerable risk measured by the technical facility maximum 
annual losses RZTD  

 

𝑹𝒁𝑻𝑫 < 𝟎. 𝟏 ∑
𝒌𝒊 𝑯𝑻𝑫

𝟓 𝑻

𝒏
𝒊=𝟏                                                                           (1) 

 

where HTD is the planned technical facility utility value (planned budget for manufac-

turing and operation), ki are result evaluations of risk sources in Table 4, n is the num-
ber of risk sources (in our case 54) and T is the technical facility lifetime in years. When 
this condition is not fulfilled, so the proposed technical facility may not be accepted for 
realisation because the coexistence will be violated. It means that either a new option 
or other risk reduction measures should be requested, followed by a further assess-
ment of the proposal. In other case the evaluation process continues. 

In order that the losses caused by the technical facility at its operation might be also 
acceptable for the territory, it is calculated the benefit that the technical facility opera-
tion gives rise to territory. Using the data in Tables 7  – 9 and the principles for expected 
return [60] and the same assumptions on data processing as in the previous case, the 
expected annual technical facility return caused by the technical facility operation 
PRZTD is 

 

𝑷𝑹𝒁𝑻𝑫 = 𝟎. 𝟕 ∑
𝒌𝒊 𝑪𝑷𝑻𝑫

𝟓 𝑻

𝒏
𝒊=𝟏                                                                       (2)                                            

 

where CPTD is the total utility technical facility return during the lifetime T, ki are result 

evaluations of return sources in Table 7 (assessed by experts with help of data in Ta-
bles 8 and 9) and n is the number of benefit sources (in our case 10). The expected 
pure annual  technical facility return RPTD is given by  

 

𝑹𝑷𝑻𝑫 = 𝑷𝑹𝒁𝑻𝑫 − 𝑨 − 𝑹𝑷𝑵𝑻𝑫                                                                     (3) 
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where A is annuity and RPNTD is operating costs. Difference R of allowed maximum 
annual TF losses RZTD, Eq. (1), and of expected pure annual TF return RPTD, Eq. (3) 

 

𝑹 = 𝑹𝒁𝑻𝑫 − 𝑹𝑷𝑻𝑫                                                                                             (4) 

 

is used as the quantitative property for decision-making. They are used the boundaries 

of acceptability of risk that used the UN and the Swiss Re [6], namely:  

- amount of annual premium for protected assets in territory (PRTD),  

- one-tenth of annual territory budget (ABT).  

On the basis of results of scoring, they are determined the categories to which in a 

given case, the risk associated with technical facility belongs: 

R is less than PRTD, risk is acceptable,  

R is between PRTD and 0.1 ABT, risk is conditionally acceptable, 

R is higher than 0.1 ABT, risk is unacceptable. 

In the first case, the technical facility benefits will outweigh the technical facility disad-
vantages, it means the expected losses are acceptable and the coexistence of the 
technical facility with its vicinity is ensured. It can be done permit for the technical fa-
cility realization.  

In the second case, the effective technical facility safety management is required; it 
means to include additional preventive measures in the technical facility design and to 
ensure the mitigation, reaction and renovation measures for coping with risk realiza-
tion.  

In the latter case, unacceptable risk, it should be thorough reflection on conclusion – 

either to reject the proposed  technical facility variant, or to ask for further measures 
associated with an increase of technical facility safety (it is necessary to require appli-
cation of: higher knowledge; a better technical equipment; the higher costs for protec-
tive systems; ensuring the greater human resources readiness, etc.) and after this new 
coexistence judgement.  

The tool was tested in five real cases with success. The tests showed that it is pernick-

ety on expert knowledge and moral, however, it ensures the coexistence the technical 
facility with its vicinity during the technical facility lifetime.  
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6. TOOL - RISK MANAGEMENT PLAN FOR ENSURING THE  

     COEXISTENCE AT THE TECHNICAL FACILITY TYPE  

     SELECTION  AND ITS SITING IN TERRITORY 
 

The facts in works [2,3,6-8,10-20] imply that each technical facility needs to have a 
plan to increase the safety of the technical facility over time in order to ensure that it 
fulfils the specified tasks in the required quality and time and it is competitive; on-side 
plan; data for off-side plan in the event of an accident or failure of the technical facility; 
a technical facility continuity plan to overcome critical conditions; crisis plan; and a 
disaster recovery plan. A very effective plan for rapid problem management is the pri-
ority risk management plan [51]. 

The risk management plan is based on identified sources of the causes of accidents 

or failures of technical facilities, the results of which were losses of human lives, finan-
cial and other damage, and therefore, they need to be considered as priority. In the 
interest of safety, they need to be monitored and timely response and recovery need 
to be ensured. This plan helps to resolve conflicts because, in the event of an expected 
conflict of interest, the objectives of addressing the problem caused by the realization 
of the risk can be agreed in advance. It can be also determined in advance  the re-
spective responsibilities and codified the procedures for responding to the problem. 
The risk management plan contains four basic items, namely: 

- domain of risk causes (technical, organizational, internal, external, cyber), 

- description of the causes of the risk, 

- probability of occurrence and evaluation of risk impacts, 

- risk and liability mitigation measures. 

Good governance is based on the openness, accountability and efficiency of institu-
tions and public participation in decision-making and other processes. Good govern-
ance means transparency, accountability, integrity, the appropriate type of govern-
ance, efficient and affordable services, a commitment to partnership and the continu-
ous development of public administration institutions. The adopted territorial manage-
ment strategies need to have a clear link with the specific activities of the authorities. 
Good governance has five basic features: openness; public involvement in decision-
making; responsibility; efficiency; and the coherence of strategies and real activities. 
In other words, states, regions or cities, the political and institutional governance of 
which does not show the five basic features of good governance cannot achieve sus-
tainable development. 

Good governance means applying an optimal management system based on problem 

diagnosis and problem-solving measures. The essence of good governance lies in the 
combination of different levels of decision-making as opposed to the almost exclusive 
role of the State. As a result, decision-making shifts to multi-level structures, i.e. to 
regional structures. Another stage of good governance is the application of project and 
process management, which is based on the strategic development plan [6]. 
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In book 8 summarizing the principles for managing the risks of complex technical 
facilities, it is shown that, in addressing tasks in the division of tasks and establishing 
responsibilities, the account needs to be taken of the possibilities that exist at the man-
agement level in question. The possibilities are determined by both, the powers and 
the availability and amount of available resources, forces and means that needed for 
problem solution: 

- well-structured problems can be successfully solved at the operational level of tech-
nical facility management. 

- structured and poorly structured problems that are not associated with high risks 
for the technical facility can be successfully solved at the middle level of technical 
facility management, 

- at the top level of technical facility management, both complex and unstructured 

problems that have risks that can be controlled using the tools available only to the 
top management of the technical facility can be successfully addressed, 

- only the mutual cooperation of the public administration and the top management 
of the technical facility can solve complex and unstructured large-scale problems 
with high risks. 

For transnational technical works, international cooperation is still necessary. 

In complex world, the technical facility management represents the hierarchical inter-
connected system. According to  [54], the  responsibility principle paid in Europe means 
that for risk management are responsible both,  the technical facility management and 
the public administration that gives permit and supervise the provision of public inter-
est.  

Results of research given in 8 has shown that in terms of humans´ safety and devel-

opment, risk management of complex technical facilities is important in two areas: 

A. Domain connecting the public administration and management of complex tech-

nical facility. 

B. Domain of technical facility dealing with data, methods, material and technical mat-

ters, organizational, legal, financial and personnel matters directly in a complex 
technical work. 

The model risk management model plan  is drawn up by analogy to the situation in the 
German Federal Republic, the Republic of Austria, Switzerland and other Western 
States [1]. When selecting the type of technical facility and location it in the territory, 
responsibilities are considered for the following functions:  

- Mayor of the municipality,  

- Chairman of the Building Authority,  

- responsible public administration officer for the territory safety,  

- responsible public administration officer for the territory development, 

- the responsible representative of the investor of the technical facility,  

- responsible representative of the future operator,  
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- responsible representative of the relevant professional institution responsible for 

the safety of technical facilities (Technical Inspection, Environmental Inspection, 
Nuclear Inspection, State Office for Occupational Safety, etc.),  

- responsible representative of civil protection (the Integrated Rescue System), 

- Parliament Chairman. 

For the purposes of managing the coexistence of a technical facility with its surround-
ings, considering the identified sources of coexistence failure referred to in Chapter 4, 
the model  risk management plan is set out in Table 10. There is no distinction between 
the risk management plan for technical facility of local to regional importance, and for 
technical facility of national to transnational importance, since building documents in 
both cases are issued by the locally competent municipal authority, which has the au-
thority of the building authority .  

 

Table 10. Risk management plan for ensuring the technical facility and surroundings 
coexistence during the process of selection of type and location of technical facility. 

 

Risk domain Risk descrip-

tion 

Occurrence proba-

bility Impacts 

Measures for risk miti-

gation 

Public admin-

istration 

Wrong supervi-

sion  

Probability: medium 

Impacts: great 

 

Measures: 

Regular professional 
process review  

Execute: 

Chairman of the Building 

Authority 

Responsibility:  

  Mayor of municipality  

Wrong design Probability: medium 

Impacts: great 

 

Measures: 

Corrections according to 
legislation in force  

Execute: 

Chairman of the Building 

Authority 

Responsibility:  

  Mayor of municipality  

Incomplete doc-

umentation – 
e.g. missing: 
considering all 
disasters set in 

Probability: great 

Impacts: great 

 

 

Measures: 

Corrections according to 

legislation in force  

Execute: 
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territory; no data 
for off-site plan 
etc. 

Chairman of the Building 

Authority 

Responsibility:  

  Mayor of municipality 

Technical fa-

cility – tech-
nical factors 

Proposed tech-

nology has seri-
ous defects 

Probability: great 

Impacts: great 

 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority 

Construction 
and operation 
are too demand-
ing for available 
resources in a 
given territory 
(knowledge; 
material for pro-
duction; raw 
materials for op-
eration; tech-
nical elements, 
equipment and 
components; fi-
nance; manage-
ment method; or 
operator skills in 
construction or 
operation) 

Probability: medium 

Impacts: great 

 Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Incomplete 

technical docu-
mentation-  e.g.  
missing descrip-
tion of critical fit-
tings and way of 
their operation. 

Probability: medium 

Impacts: great  

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 
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Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

Missing the 

proof of tech-
nical facility fea-
sibility in a given 
territory 

Probability: great 

Impacts: great  

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

Missing the 

measures to re-

duce the im-

pacts of a tech-

nical facility on 

the territory dur-

ing the opera-

tion 

  

Probability: great 

Impacts: great  

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 
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Replacement 

equipment and 

critical item 

components are 

not provided 

  

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

The  technical 
facilities in the 
vicinity which 
may cause the 
technical facility 
in question fail-
ure or accident 
were not consid-
ered  

 

Probability: great 

Impacts: great 

 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

Public administration 

specialist for territory 
safety 

The energy per-

formance of a 

technical facility 

exceeds the ca-

pacity available 

in the territory 

  

Probability: medium 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 



54 
 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

Transport 

claims exceed 

traffic possibili-

ties in the terri-

tory  

  

Probability: medium 

Impacts: great 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

The demands 
on the produc-
tion material 
were not 
properly appre-
ciated and they 
could cause 
downtime until 
the stop-off op-
eration. 

 

Probability: medium 

Impacts: great 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

Technical fa-

cility – finance 
factors 

Construction 

costs underesti-

mated 

  

Probability: great 

Impacts: great Measures: 
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Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

Operating costs 

were not in-

cluded in the 

cost of the tech-

nical facility 

  

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

Operating costs 

do not include 

maintenance 

and timely re-

pair costs 

  

Probability: great 

Impacts: great  

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  



56 
 

Cooperation:  

Specialist of relevant in-
spection 

The budget 
does not fore-
see situations 
that would re-
quire more 
costs (e.g. in-
crease in the tax 
burden, change 
of support by 
public admin-
istration, occur-
rence of natural 
or other disas-
ters, etc.). 

 

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

Civil protection specialist 

Technical fa-

cility – person-
nel 

Staff shortage 

  

Probability: medium  

Impacts: great 

 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Public ad-

ministration for territory 
development 

Responsibility:  

 Mayor od municipality  

Qualified staff 
shortage 

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Public ad-
ministration for territory 

development 
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Responsibility:  

 Mayor od municipality  

The work re-

gime does not 

consider the so-

cial needs of 

workers 

  

Probability: medium 

Impacts: medium 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Public ad-

ministration for social 
matters 

Responsibility:  

 Mayor od municipality  

Technical fa-
cility - man-
agement 

Facility docu-

mentation does 

not contain all 

the require-

ments required 

by the legisla-

tion 

  

Probability: medium 

Impacts: medium 

 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

The timetable 

for the construc-

tion is incorrect 

  

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  
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Cooperation:  

Specialist of relevant in-
spection 

The division of 
the investment 
unit into stages 
is erroneous 

 

 

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

Operating pa-
rameters and 
operating mode 
are poorly set 

 

 

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

Operating regu-
lations for ab-
normal and pos-
sible critical situ-
ations and 
emergency 
plans are lack-
ing 
 

Probability: great 

Impacts: great 
Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 



59 
 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority 

Cooperation: 

Specialist of relevant in-

spection 

 

Continuity plans 

for overcome of 
beyond design 
disasters for  
critical compo-
nents of the 
technical facility  
are missing  

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

Technical fa-

cility - safety 

all possible risks 

within and out-

side the tech-

nical facility and 

their impacts on 

the technical fa-

cility and its sur-

roundings have 

not been con-

sidered 

  

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of public ad-

ministration for territory 
safety 
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The impacts of 

external disas-
ters on technical 
facility have 
been underesti-
mated 

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of public ad-

ministration for territory 
safety 

Specialists of Civil pro-
tection 

In the carrier out 
safety analyses, 
they did not 
consider the 
cross-cutting 
risks that are 
implemented by 
interconnection 
of components 
and systems of 
technical facility 
only under cer-
tain conditions, 
e.g. in the event 
of beyond de-
sign disasters 

Probability: great 

Impacts: great 

 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

There are no 
safety, emer-
gency and crisis 
plans, or they 
are not logically 
intertwined. 

 

 

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 
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Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of Civil protec-

tion 

Functions im-
portant for tech-
nical facility 
safety manage-
ment are not 
clearly defined  

 

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

The vulnerabili-

ties of critical 

assets  of a 

technical facility 

are not properly 

assessed 

  

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-
senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of relevant in-

spection 

Insufficient evi-
dence of han-
dling of possible 
accidents in the 
technical facility 

Probability: great 

Impacts: great Measures: 
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Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

Insufficient miti-
gation of im-
pacts of the 
construction and 
operation of the 
technical facility 
on environment 

 

 

Probability: great 

Impacts: medium 

 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

The objective of 
the technical fa-
cility safety  and 
tools for ensur-
ing the safety 
are unclear 

 

 

Probability: great 

Impacts: medium 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  
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Cooperation:  

Specialist of relevant in-
spection 

The safety cul-
ture is not con-
sidered  

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

There is not 

given  pro-

gramme to 

maintain the re-

quired safety 

and to their in-

crease  

 

Probability: great 

Impacts: great 

Measures: 

Refuse and ask pre-

senter for overwork ac-
cording to legislation in 

force  

Execute: 

Specialist of Building Au-
thority 

Responsibility:  

 Chairman of the Build-

ing Authority  

Cooperation:  

Specialist of relevant in-
spection 

Technical fa-
cility - others 

Technical facility 
is in insider or 
terrorist interest 

Probability: low 

Impacts: great 

Measures: 
Refuse and ask pre-

senter for overwork ac-

cording to legislation in 

force  - especially object 

physical and cyber pro-

tection, plan for support 
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and motivation of em-

ployees 

Execute: 

Specialist of Building Au-

thority 

Responsibility:  

 Chairman of the Build-
ing Authority  

Cooperation:  

Specialist of public ad-

ministration for territory 
safety 

Specialist of public ad-
ministration for territory 

development 

Specialist of Civil protec-

tion 

Municipality mayor 

Technical facility 
is not accepta-
ble to the public 

 

Probability: medium 

Impacts: great 

Measures: 
Refuse and ask pre-

senter for cooperation 

with public and ensuring 

finances for territory de-

velopment 

Execute: 

Specialist of public ad-

ministration 

Responsibility:  

 Mayor of municipality  

Cooperation:  

Specialist of public ad-
ministration for territory 

safety 

Specialist of public ad-

ministration for territory 
development 

Specialist of Civil protec-
tion 

War Destruction  Probability: low Measures: 
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Impacts: great - peace promotion 

- negotiation 

Ensure: 

Government Chairman 

Responsibility:  

    Parliament Chairman 

 
In order to ensure the security and development of citizens and the whole of the State, 

it is necessary for the public administration to take proper care of citizens, property, 

finance and the environment, i.e. correctly fulfil the basic functions of the State. Since 

this is not a simple matter, as the dynamic evolution of the complex system of the world 

(the human system) brings more and more sources of risk, it is important not to over-

look the risks and to work with them at the level of current knowledge and experience. 

Good management of the State, based on quality data, their quality processing, well-

established competences and well-fulfilled responsibilities, needs a quality tool for 

management. One well-proven tool is a well- designed risk management plan. 

In order to the risk management plan may fulfil its role, it needs to be based on quality 

data processed by experts using the quality methods and be backed by legislation that 

ensures well-divided competences and enforces responsibilities, thereby contributing 

to building a safety culture in society. 
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7. CONCLUSION 

 

Human wish is to control the risks, so they may not realize. On the basis of human 

knowledge, it is partly possible when humans understand the risks and their causes. 
Therefore, it is very important to understand the great impacts of disasters that have a 
very low probability of occurrence.  

To manage the risks in favour of safety, it is on the basis of current knowledge only 

possible if it will be introduced in practice the good safety culture and responsibility at 
all levels of management as they show the results given above and also in works 
[25,61]. To work with the risks from starting the technical facility planning, it is neces-
sary to carry out so that in all participants it may origin the awareness of the risks and 
so that appropriate measures for the major risks’ management may be introduced.  

With regard to current knowledge, all known data and experience need to be consid-

ered at selection of technical facility type and its location in the territory. In order for a 
technical facility to meet the expected tasks or services needed for the development of 
human society, it is important first to clarify: 

- tasks to be performed by the technical facility, 

- demands on resources, forces and means necessary for the implementation of the 
technical facility and its operation, 

- the risks associated with the technical facilities at the various stages of its exist-
ence, i.e. from construction, through operation to decommissioning, 

- demands to build the capability of the human community (State, owner, citizens) to 
ensure the realization and safe operation of the technical facility throughout its life-
time. 

A critical assessment of the sources of risk referred to in Chapters 2 and 4 indicates 

that when selecting the type of technical facility and its location in the territory, it is 
necessary to assess the sources of risk that may significantly affect humans´ security  
and environmental safety or impair the safety of the technical facility itself.  The second 
case, therefore, concerns the assessment of: 

- the safety of the technology, i.e. its reliability and functionality, throughout its life-
time; its sustainability, serviceability, and service requirements should be consid-
ered, 

- the availability and competitiveness of technology, 

- the feasibility of the technology's requirements for knowledge, material, finance, 

installation and operation of the technology, even in the event of legislative or mar-
ket changes, 

- the ability to ensure the safe operation of the technical facility throughout its lifetime. 

Given the complexity of the world and its dynamic evolution, the limited ability of people 

to anticipate future phenomena and the limited knowledge, resources, forces and 
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means of human society, lessons learned from past experience must be applied at the 
type selection and location stage. 

At work [8]   it was shown the very important role of situational awareness. In connection 

with each risk, it is necessary always to remember:  

- what can happen, 

- where this can happen, 

- what can run big losses and damage, 

- what assets may be affected, 

- and what it is necessary to prepare for the protection of public assets and the co-

existence of the technical facility with the surroundings. 

In the framework of the State basic functions, it is necessary so the State may super-

vise the coexistence of all major systems, which are necessary for the life and devel-
opment of humankind, that include the environment, the technical facilities and the 
human society. Therefore, for human security ensuring, it is created the decision sup-
port system for the public administration risk management process improvement, the 
result of which is, that the technical facility gains the capability to be safe for the 
planned lifetime and its coexistence with vicinity is guaranteed.  

By use the tested DSS in Table 4, it is possible to reveal the sources of risks of indi-
vidual variants of the planned technical facility, the oversight of which may disrupt the 
coexistence of the technical facility and its surroundings, namely today or in the future. 
The use of risk management plan in Table 10 also ensures the quality of proposal of 
technical facility (remove of defects). This facilitates the public administration basic 
decision-making and ensures the first step of coexistence of technical facility with its 
surrounding.  

From the previous attempts to apply the above tools in practice, it shows that due to 

the diversity of both, the technical facilities and the  environment into which technical 
facilities are placed, a simple template for the process of selecting the type and location 
cannot be used. In addition to the available knowledge and experience, account should 
always be taken of local conditions and local options, i.e. to apply site-specific proce-
dure. When setting out proposals to settle risks that cannot be reduced by preventive 
measures from today's point of view, a sufficient safety reserve should always be con-
sidered. It is necessary to prepare for situations where safeguards may fail at the least 
appropriate time.  

With a view to the human security and development, all essential requirements should 
be specifically included in the legislation and ensure that professional opinions are 
processed by experts in the public interest. Only in this way, the sustainable develop-
ment and security of human society can be ensured. 
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ANNEX 1 – Disasters and their selected quantities 
 

The human system security and development are disturbed by disasters, i.e. internal 
or external phenomena that lead or from a certain size can lead to damages, harms 
and losses on system assets. It means that human system safety is affected by both, 
the processes, actions and phenomena that are under way in human society, environ-
ment, planet system, galaxy and other higher systems, and the human management 
acts. Therefore, for safety reasons we need to negotiate with risks of a different origin 
and kind. 

Among the disasters, we classify the phenomena that cause damage, losses and 
harms to humans and other public assets on which the humans are dependent. These 
phenomena are the results of five different processes in the human system that repre-
sents the world [1]. The results of processes: 

- running in and out of the Earth are: natural disasters (earthquake, floods, drought, 
strong wind, volcanic activity, land slide, rock slide etc.); epiphyte; epizootic; land 
erosion; desertification; fundament liquefaction; sea floor spreading etc. 

- running in the human body and in human society are:  unintentional: illnesses; ep-

idemic; involuntary human errors etc.; and intentional: robbery; killing; victimization; 
religious and other intolerance; criminal acts; terrorist attacks; local and other 
armed conflicts, bullying; religious and other intolerance; criminal acts such as: van-
dalism and illegal business, robbery and attacking, illegal entry, unauthorized use 
of property or services, theft and fraud, intimidation and blackmail, sabotage and 
destruction, intentional disuse of technologies, such as: improper application of 
CBRNE substances; data mining from social networks and other cyber networks 
used for psychological pressure on a human individual etc. 

- connected with the human activities are: incidents; near misses; accidents; infra-
structure failures; technology failures; loss of utilities; etc. 

- that are reactions of the Planet or environment to the human activities are: man-
made earthquakes; disruption of ozone level / layer; greenhouse effect; fast climate 
variations; contaminations of air, water, soil and rock; desertification caused by hu-
man bad river regulation; drop of the diversity of flora and fauna (animal and vege-
tal) variety; fast human population explosion; migration of great human groups; fast 
drawing off the renewable sources; erosion of soil and rock; land uniformity etc. 

- connected with inside dependences in the human society and its surrounding sep-
arated to: natural: changes in stress and movements of territorial plates; changes 
in water circulation in the nature (environment); changes in substance circulation in 
the nature (environment); changes in the human food chain; changes in the planet 
processes; changes in the interactions of solar and galactic processes; and human 
established: the failure of human society management (organizational accidents 
caused by: mutual improper behaviour of an individual or groups of individuals as 
illegal migration of great groups of people; incorrect governance of public affairs - 
as: corruption, abuse of authority, the disintegration of human society into intolerant 
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communities; and failures in organization of education and upbringing etc.); the fail-
ure of correct flows of raw materials and products; the failure of correct flows of 
energies (harmful is e.g. blackout); the failure of correct flows of information; the 
failure of correct flows of finances etc.;{word “correct“ means the way in benefit of 
human interest, i.e. given by legislation}. 

The disaster list shows that disasters, according to the process, the product of which 
they are, have very mixed physical, chemical, economical, biological, social or cyber-
netic nature/basis. This mentioned fact is a clincher from the view of safety, because 
the preventive measures need to be targeted to the nature of disaster for the sake of 
being effective. Definitions, features and impacts of disasters are listed in the works [1-
4]. Generally, it stands that the disasters have certain characteristic features, which 
are the origin of impacts causing the damages, losses and harms to the important 
assets, links or flows and that from the human point of view, because this is de facto 
the only thing in which a human is interested (human aim is to make human to survive). 
Among the impacts it belongs e.g. vibration; directed fast air, water or soil flow; damage 
to a stability and cohesiveness of rocks and soil; displacements of materials; outburst 
of liquids; anomalies in the temperature etc.  

The impacts effect directly or vicariously through links and flows of human system. 
Humans, thanks to their intellect, deliberately create the resilience of areas, buildings, 
infrastructures and technologies against disasters. They do with a help of both, the 
choice of elements, links and flows and their interconnection; and the specific preven-
tive measures and activities until the specific disaster extent (which is given by human 
knowledge, abilities, financial and technical possibilities etc.) [1]. It makes why the im-
pacts of interconnections in the system (interdependences) appear only with beyond 
design disasters, which by their extent lays above the border size of disaster against 
which the humans systematically provide resilience [3]. Understandably, there is a big 
difference - rich technically developed and quality managed countries or organizations 
(generally entities) have the threshold of assets resilience set higher that the counties 
with a lower standard.  

Disasters cause or from certain extend cause damage, loss and harm on assets, i.e. 
they are the reasons of situations falling on a human and that is why human has to 
handle with them. By the reason of big variety of disasters, the arising situations clas-
sified as “the emergency situations” have either the same or highly specified impacts. 
The relation between a disaster and an emergency situation is the relation “cause-
consequence” [1]. This relation is not simple because the intensity (destructiveness, 
severity, criticality, cruelty) of emergency situation in a given place is predetermined 
not only by the size of disaster but also by the local vulnerability of assets, failure of 
implemented protective systems (e.g. the system of warning in the area, security mech-
anism etc.) which were created for increasing the assets resilience, the humans’ mis-
takes during the response etc. [1,2,5]. 

In domain connected with the disaster management, there are three terms that are by 

given way interconnected. They are not often distinguished in spoken language, which 
leads to misunderstanding at critical moments, and by this to huge harms. In profes-
sional terminology they have exactly the given sense, and therefore, we here deal with 
them; it goes on terms: danger, hazard and risk. 
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Danger marks the conditions of human system at which the origin of harms on pro-

tected assets has the high probability (it is almost sure that the harm will origin) [6], i.e. 
the term marks the rate of conditions.  It means that it goes on mark of possibility of 
origin of harm, loss or damage of one or more assets. The danger is predetermined by 
substance properties that are in facility, object or territory and by properties of pro-
cesses that are running in facility, object or territory. It is immediate, if the course un-
controllably goes to the disaster origin that causes the emergency situation; and it is 
creeping, if the course goes to disaster origin inconspicuously and without clear-cut 
precursors [6]. The danger for human means both, the big phenomena (e.g. natural 
disasters, industrial accidents, environmental or social disasters) and the seemingly 
small phenomena from the daily life (slump of snow, icicle or roofing from roof, rough 
pavement etc.) [6].  

Hazard marks the disaster potential to cause the harms, losses and damages on pro-

tected assets in a given site that is prescriptively determined. It goes on prescriptive 
measure of danger that is connected with the given disaster. For the strategic planning 
needs, the centennial disaster is often considered, i.e. the hazard is size of disaster 
that occurs once in hundred years, or professionally exactly, the disaster size that has 
return period 100 years; at special buildings and facilities it is considered from safety 
reasons the hazard, which is connected with thousand years’ disaster or ten thousand 
years’ disaster [6].   

Risk connected with a given disaster is the probable size of damages, harms or losses 

on protected assets that originate in given place at origin of disaster with size of nor-
matively determined hazard, which is normalized to the certain territory unit or number 
of individuals and the time unit [6]. The difference between risk and danger is the fol-
lowing: the danger is specific (it denotes the topical conditions) and the risk is only 
expected opportunity.  

The humans ensure the protection of human society and populated territory against 

the risks by the way that for each disaster they determine the certain size (so called 
design disaster). They perform the preventive measures to design disasters and by 
which they ensure so the possible risk size may be acceptable. The problem arises if 
disasters with size greater than design disaster occur, because great damages, harms 
and losses origin as the consequence of failure of man-made technological systems 

1,4-6. 
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ANNEX 2 – Disaster management 

 

Result of special research, the results of which are summarized in [1,2], created for 

public administration tool for disaster management. It consists in: 

1. To separate disaster types into groups: disaster with no impacts in a given territory; 

relevant disasters – disasters that have only the acceptable impacts on public as-
sets in a given territory; specific disasters – disasters that have from a certain size 
have significant and unacceptable impacts on public assets in a given territory; crit-
ical disasters – disasters that have from a certain size have the highly unacceptable 
impacts on public assets in a given territory. For each disaster type ranked into 
category “specific disaster” to determine marginal size from which this disaster type 
has unacceptable impacts on public assets in a given territory. 

2. For each disaster type ranked into category “specific disaster” to determine effec-

tive: 

- preventive, mitigation, response and renewal measures and activities by con-

sidering whole set of specific disasters and by selecting measures and activities 
respecting the given territory properties and vulnerabilities in order that the 
measures and activities against one disaster type might not substantially in-
crease territory vulnerability to other disaster type, 

- emergency management including the special trained forces and procedures 
for response. 

3.  For each disaster type ranked into category “critical disaster” to determine effec-
tive: 

- mitigation, response and renewal measures, activities and procedures of their 
implementation, 

- crisis management including the standard and beyond standard reserves in 
forces, sources and means and special legislation for the enforcement of needy 
measures and activities from all stakeholders, 

- learning from disaster and its implementation into territorial management. 

In the tool we have concentrated the public administration to, it is necessary to: 

- distinguish correctly measures and activities against disasters and their conse-

quences, i.e. emergency situations. There is a different focus of struggle:  against 
disasters it is the prevention; and against emergency situations it is qualified fast 
response at which we consider site vulnerabilities, failure of protected systems, hu-
man errors at response, 

- realize in practice that all citizens must build the territory safety and that their tasks 
at emergencies follows from ranking the emergency situations into categories:  0: 
negligible from the human life viewpoint; 1: unimportant from the human life view-
point; 2: important from the human life viewpoint; 3: relevant from the human soci-
ety viewpoint; 4: very relevant from the human society viewpoint; and 5: threatening 
the existence or nature of the human society. I.e. the situations 0-2 are solved by 
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individuals and for the further ones the public administration has special manage-
ment types, i.e. emergency management, crisis management including technical, 
material, finance and personal support, 

- pay special attention to critical (extreme) disasters because they usually cause the 
extent failure of infrastructures and technologies. Example in Figure 1 shows cas-
cade chains that invoke secondary and other impacts on public assets and they 
can lead to social crises, 

- respect legislation, the principles of daily support of inhabitants and of crisis man-
agement such as responsibility, prompt and correct reaction, warning etc. 

 

Figure 1. Extreme (beyond design) disaster impacts on public assets. Protection 
measures and activities are prepared only for impacts denoted by bold arrow. Second-
ary impacts are caused by cascade failures of infrastructures; details are in [2].  

 

There is a set of twelve method for public administration [1] that contains the exact 
procedures how the public administration needs to act (what materials from what insti-
tution it must require; how to process materials; how to interpret and what to do) in 
negotiation with real disasters in order that its management is effective in this domain. 
Application of methods enables the public administration to use correct data for deci-
sion-making in the frame of territory management directed to human system safety 
including the human security and the EU security. The methods were tested in five real 
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territories (town, village, forest country, agriculture region, industry region) with the re-
sult of a significant upgrade of the territory management. However, it was found that 
these methods are still too complex for the present public administration management 
officers and about a half of them had problems with the separation of measures and 
activities against the cause (disaster) and consequences (emergency situation). The 
investigation of these realities revealed that most of the present public administration 
officers´ problems resided in lack of knowledge on the dynamic behaviour of human 
system and on dynamic territory management (e.g. when and how to use the special 
types of territory management as emergency or crisis one) and that they had no 
knowledge of the current methods, tools and techniques for decision making because 
methods based on the top knowledge that were / such as cluster analysis and time 
series were not enough. Therefore, we started an education in given domains. 

With regard to the above given facts, knowledge and experiences summarized for de-

cision support systems in [1] we propose in table 1 the tool for the quality determination 
of quality of public administration territory management with regard to disasters and 
protection of public assets; the form of a checklist was selected. 

 

Table 1. Check list for judgement of the level of public administration negotiation with 
disasters 

 

Question Judge-

ment*) 

Note 

Does territory public administration know all expected rele-

vant disasters and the extent of their impacts on public as-
sets?    

  

Does territory public administration effectively negotiate with 
all expected relevant disasters?    

  

Does territory public administration respect in territory man-
agement the knowledge of conditions of specific disaster 
origin in territory and conditions causing the escalation of dis-
aster impacts? 

  

Does territory public administration respect in territory man-
agement the knowledge of specific disaster occurrence fre-
quencies?  

  

Does territory public administration respect in territory man-
agement the knowledge of sizes of specific disasters from 
which they have unacceptable impacts that cause losses, 
harm and damages on public assets? 

  

Does territory public administration respect in territory man-
agement the knowledge of maximum expected specific dis-
aster sizes? 

  

Does territory public administration respect in territory man-

agement the knowledge of harms and losses that can cause 
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maximum possible specific disasters on a specified credibility 
level?  

Does territory public administration respect in territory man-

agement the knowledge of preventive, mitigation, response 
and renovation measures and activities against specific dis-
asters? 

  

Does territory public administration implement in territory 

management the suitable measures and activities of tech-
nical, organisational, financial, social, legal, education and 
training domains? 

  

Does territory public administration implement in territory 

management the knowledge of unacceptable and residual 
risks with regard to critical disasters and ensure response in 
the technical, organisational, financial, social, legal, educa-
tion and training domains? 

  

Does territory public administration implement in territory 

management the knowledge of qualified response to critical 
disasters with aim to stabilize the territory conditions and to 
start the renovation? 

  

Does territory public administration implement in territory 

management the knowledge of qualified renovation of public 
assets after critical disasters? 

  

Does territory public administration prepare in territory man-
agement the renovation plan after critical disasters respect-
ing the logical rules for territory renovation? 

  

Does territory public administration create in territory man-

agement the financial reserve for the performance of the ter-
ritory renovation after critical disasters? 

  

*) Scale for the judgement of individual questions is: 5 = measure of demand fulfilment 
is > 95%; 4 = measure of demand fulfilment is 70-95%; 3 = measure of demand fulfil-
ment is 45-70%; 2 = measure of demand fulfilment is 20-45%; 1 = measure of demand 
fulfilment is 5-25%; 0 = measure of demand fulfilment is < 5%. 

 

The whole check list judgement is proposed in the same form as the judgement of 

individual questions. With regard to results derived in [1] the normalized value deter-
mining the optimum territory management is 3.165 (calculated as probable mean 
value). It can show that in real cases other scales can be more useful.  

The aim of each territory management is public interest. From this reason, a good 

governance of public affairs has five principal features, namely the openness, the pub-
lic participation in a decision-making process, the responsibility, the effectiveness and 
the continuity of strategies and real activities, and from the viewpoint of present 

knowledge it needs to respect basic principles of sustainable development 3,4.  The 

good governance of public affairs is the project and process management of safety in 
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which the basic role is played by negotiation with risks 4. The good governance of 
public affairs has in reality three levels (Figure 2), namely: 

 

 

 

Figure 2. Three level state (i.e. human system) management. 

 

- directed safety management which concentrates to ensuring the security and sus-

tainable development of human system, i.e. to ensuring the security and sustaina-
ble development of assets of human system. Its main aim is to perform the human 
activities by the way in order that the human system changes may not result in 
unacceptable disruption of human system and in order that they may result in pre-
vention of possible phenomena that disrupt security and sustainable development 
of human system, 

- emergency management that is used in the cases in which serious problems oc-
curred and it is necessary to carry out measures in order that the originated losses, 
damages and harms on basic assets might be acceptable at using standard 
sources, forces and means, 

- crisis management that is used in the cases in which critical problems occurred and 
it is necessary to carry out measures in order that the originated losses, damages 
and harms on basic assets might be acceptable at using both, the standard and the 
beyond standard sources, forces and means (main attention is devoted to human 
lives and health and environment). 

Rights on good governance of public affairs are guaranteed by the European Charter 

5. The good governance of public affairs is impossible without knowledge of risks and 

their effective management. From the general viewpoint the risks are connected with: 

- disasters, 

- disaster impacts, 
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- vulnerabilities of territory and assets being in the given territory, 

- domino effects that might happen in certain site, 

- human factor, 

- errors and failures at management and governance of territory, namely at measures 
and activities of response and renovation that being usually performed under the 
time pressure, 

- random combinations of possible phenomena in a site. 

Public affairs governance is based on qualified planning and it systematically intercon-
nects all living sectors important for ensuring the security and sustainable development 

1. The same holds for a private sector that is dependent on profit, and therefore, it 
has specific risks as: 

- risk of profit loss, 

- risk of expiration of concord with requirements of public administration in a given 
territory. 

Tools of public administration ensuring the security and development of system, by 

other worlds the preservation or protection and development of assets 1,3 are the 

following: 

- management (strategic, tactic and reactive) based on qualified data, professional 
evaluations and correct methods for decision-making, 

- education and training of citizens, 

- science, research and system TSO (Technical Support Organizations) organisa-
tions providing the professional support to public and private sector, 

- specific education and training of technical and managerial workers, 

- technical, medical, ecological, social, cyber and other standards, norms and rules, 

i.e. the tools for regulation of processes that might lead to origination of disasters 
or to intensification of their impacts, 

- inspections, 

- executive units for overcome of emergency situations, 

- systems for overcome of critical situations, 

- land-use, emergency and crisis planning, 

- specific systems for overcome of critical situations (in the CR this type of manage-

ment is denoted as a crisis management in many countries there is talked about a 
response management or on a management of disasters with catastrophic im-
pacts).  

The inherent part of conception there are the financial expenses that are necessary for 

ensuring the security and sustainable development of human system. The mentioned 
expenses need to be properly distributed, because the good governance includes the 
segments as the prevention, the preparedness, the response and the renovation. It is 
now generally known that reactive management directed only to response is not the 
best tool for ensuring the specified targets, but that there is necessary to apply the 
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proactive, systemic and strategic management based on obtained knowledge and ex-
perience. It means that it is not sufficient to create only conditions for rescue at emer-
gencies but it is necessary by directed prevention to create the safe territory and the 
safe community.  

In present privilege concept there is considered that the security has also dimension 
to future, i.e. it is not sufficient only to ensure the present required human system state 
but also its required state in near future and as long as in far future, i.e. the security 
inherently includes such system development in which the security is  also guaranteed 
in future, i.e. it goes on sustainable development (i.e. the development supporting the 

development of human and human society in require direction in time) 1,6,7. It is 
necessary to consider that in all considerations on security and sustainable develop-
ment there is necessary also to consider the surroundings of human system because 
the human system is open. 

The sustainability / sustainable development of human system is from the professional 
viewpoint the concept that is anchored in time and is related to the system as a whole. 
The human seat sustainability, mainly towns goes from so called the Aalborg Charter 

(1994) 8 that formulated further given main goals: 

1. Determination and sharing the principles for town sustainability. 

2. Support to local strategies for sustainability. 

3. Sustainable use of land for development. 

4. Prevention of ecosystem intoxication. 

5. Search for tools for sustainability management.  

With the Aalborg Charter it is indirectly connected the concept of so-called sustainable 
community. In connection with these documents there is necessary to mention the new 
view on sustainability, that talks that for support of live in community there is necessary 
the sustainable area budget. This way for search of a balance reflects the fact that 
present economic grow does not include the mechanisms for long-term survival (es-
pecially, it has not a sufficient resilience).  

From the system viewpoint the sustainable system must have such attributes as 
productivity, resilience, adaptability and vulnerability of system. It means that it is pos-
sible to suppose the coherences given in Figure 3. Because followed attributes are 
mutually interconnected so in relation to system existence the sustainability is on the 
vertex. The decision-making on system adaptive capacity is so given by relation ex-
pressed in decision-making matrix in Table 2. 

The goal of management of human communities’ sustainability through the risk man-
agement or through the higher management type, i.e. through the safety management 
there is to preclude in order that the system could not reach inconvenient, i.e. unac-
ceptable states and arrangement. The sustainability management needs to go out from 

the resilience management 9,10 that has two targets: 

1. To preclude in order that the system might reach inconvenient states as a conse-
quence of external defects and outer load. 

2. To preserve elements activating the system re-organisation and renovation in con-
sequence of massive changes. 
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                                           SUSTAINABILITY 

 

                 Threshold values                     Threshold values 

                 Indicators for load                       Indicators for state   

 

             VULNERABILITY                             RESILIENCE 

              Assessment of                             System type 

              hazard and impacts                         Actual conditions 

 

Figure 3. The relation among the sustainability, vulnerability and resilience.  

 

Table 2.   Adaptive capacity of system. 

 

Impacts Adaptive Capacity 

Low  High 

High Vulnerability Opportunities for 
development 

Low  Residual risks Sustainability  

 

From the viewpoint of risk management 11 there is necessary to concentrate to sup-
press the system vulnerability because the sustainability is a permanent system 
adaptation to changing conditions. It means that the sustainable object needs to be 
the nature system (so called green infrastructure), the system created by humans (so 
called grey infrastructure) and their interconnections. The concentration to intercon-
nections of grey and green infrastructures leans on technologies that the might be re-
solved actual and future problems. New technologies, however, bring into green infra-
structure the uncertainties and indefiniteness, because technology impacts into envi-
ronment are heavily predicted. Therefore, it is necessary to use and to process the 
methodology of foresight not only for technological level but also for societal level that 
is directed to trends of behaviour of grey infrastructure (e.g. theory of normality of ac-
cident, high reliable organisation, industrial ecology) and of green infrastructure (e.g. 
theory of adaptive environmental management, industrial ecology etc.).  

From the above given facts, it follows that the target would not be only enumerative 

determination of critical elements, critical phenomena etc., but the goal would be the 
monitoring the sustainable livelihoods because in it there are accumulated all influ-
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ences of green and grey infrastructures. The methods suitable for analysis of sustain-
able existence need to specify parameters for different system sustainability, i.e. for 
sustainable: 

- economic and technological system, i.e. for diversity of sectors, qualified labour 
force, innovation, robust infrastructures, expedient movement of goods and ser-
vices, accessibility of technologies, ecological effectiveness, 

- social system, i.e. for community solidarity, social capital, protection, safety and 

safe environ, relation to a site, preservation of culture heritage, mobility, equality of 
chances, green infrastructure and recreation possibilities, 

- environmental system, i.e. for sound and quality soil, biodiversity, functional green 
infrastructure, bio-corridors and interlinked bio-localities, environmental flows, qual-
ity of water and air, the landscape character.  

Ensuring the sustainability of all systems, however, needs the quality public admin-

istration, i.e. the transparency and responsibility in decision-making, competency, ca-
pability to anticipate the future situations.                  

Because the security and sustainable development depend on way by which we ne-
gotiate with risks, i.e. firstly on the fact if we correctly find, understand and evaluate the 
risks in human system and if we optimally get over them. The negotiation with risks 
consists in correct estimation of size of possible disasters of all kinds that are risk 
sources in the human system.  

With regard to above mentioned facts the expenses for ensuring the security and sus-
tainable development are the sum expenses exerted into negotiation with risks. I.e. 
they are expenses for measures and actions of prevention, preparedness, response 
and renovation, expenses for insurance and reserve expenses for unforeseen situa-
tions caused e.g. by low probable accumulation of unfavourable phenomena. From the 

effectiveness viewpoint the most effective there are expenses for prevention 12. 
These are, however, challenged for knowledge, sources, forces and means, their out-
puts are not immediately visible and are evident after time, i.e. after disaster, and there-
fore, for their application the public administration and other stakeholders are usually 
accelerated for their use only after the huge disaster. For ensuring the assets protec-
tion and sustainable development there is necessary legally to promote the enforcea-
bility of basic preventive measures by legal rules. 

At ensuring the acceptable level of human system security containing inherently the 
sufficient level of sustainable development we cannot ignore the reality that human 
sources are limited and that each activity and measure need sources, forces and 
means. Therefore, a possible level of security corresponds to the human system state 
in which marginal expenses for prevention are equal to marginal expenses for remov-
ing the damages (i.e. expenses for response and renovation). It is possible to note that 

such defined security level is the economic optimum for human system 13, Figure 4. 
The theoretical optimum is not of course generally valid, it is only valid for real territory 
or community because conditions and sources, forces and means of territories and 
communities are variable. The domain of adequacy is determined by the public admin-
istration that directly in its authority or through the legal rules requires from other stake-
holders the realisation of certain activities and measures leading to the ensuring the 
security including the sustainable development. Naturally, the good governance may 
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be only performed by qualified public administration and only on basis of sources that 
are to disposal.  

 

 

Figure 4. Security understand as economic optimum for human system 13. 

 

At present there are known qualified procedures for identification of damages, possible 
losses and possible harms in a given territory at individual disasters (methodologies 

used by Swiss Re, Munich Re and further ones described in work 1,12) in depend-
ence on assets being in a given territory and vulnerabilities of real given territory. There 
are also procedures for quantification of expenses on activities connected with negoti-
ation with risks, and therefore, it is possible with regard to possible sources, forces and 
means of real community to predetermine the level of security including the sustainable 
development that is situated in vicinity of theoretical optimum.  From this it is evident 
that reach regions or states have a predisposition to ensure the higher level of security 
including the sustainable development than poor regions and states among which also 
belong regions and states being economically reach but only concentrating to eco-
nomic grow and marginalizing the other needs of humans and human society today 
and in future.  

Above given data show the real look at world, i.e. even if we have effort to ensure the 
security including the sustainable development we need correctly to spend sources, 
forces and means because our possibilities are limited. The negotiation with each risk 
is connected with increase of expenses, with shortage of knowledge, technical means, 
qualified humans etc. Therefore, in practice there is searched for a boundary to which 
it is acceptable to reduce the risk in order that the expenses might be reasonable. 
Optimally it is necessary at negotiation with risks to select site specific approaches 
because availability of sources, forces and means is distributed in a territory an in a 
time. Risk reduction rate (certain optimisation) is mostly a subject of top management 
and political decision-making at which there are used present scientific and technical 
findings and considered economic, social and other conditions. 

Basic turn in human system management with regard to required goals cannot 
be reached by individual measures but only by complex approach regarding the 
site conditions. The complicated division of competences leads in practice to serious 
difficulties and in the whole, it does not cover the complete domain. To ensure the 
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security and sustainable development of human system there is necessary to use co-
ordinated and purposeful approach. It enables step by step and in harmony with their 
importance and urgency to solve the set of tasks in all sectors and parts and to achieve 
the required state of human system in a real territory. The solution of problems consists 
in domain of investment, technology, organisation, governance and management, sci-
ence, research, education etc. The effective output of problems cannot be ensured 
without the strategic and conceptual management for which detail, objective and sys-
tematic data must be prepared by a specific research. The reactive approach at prob-
lem solving without linking to the strategic plans is not usually the correct solution at 
medium-term and long-term prospect. 
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